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Abstract: The flexibility of mobile wireless ad hoc networks (MANET) and
global coverage of satellite communications presented an ideal combination to
provide emergency and disaster relief services. This paper presented the
concept of a hybrid MANET-satellite network developed in the on optimising
hybrid ad hoc and satellite networks (MONET) project funded within the EU
7th Framework Programme (FP7). It was considered to be a natural step of
providing local and remote connectivity in a highly mobile, dynamic and often
remote environment for emergency and disaster relief services, such as forest
fire fight, mountain rescue and coast rescue. These composite networks raise
significant challenges including: optimising network resources and link
availability; providing quality of service (QoS) and quality of experience
(QoE); minimising costs and maximising energy efficiency, taking into account
its impact on both the MANET and satellite segments.

Keywords: ad hoc networking; satellite networks; hybrid networks; routing;
optimisation; resource management; internetworking; mobile wireless ad hoc
networks; MANET.
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1 Introduction

There is great potential of mobile wireless ad hoc networks (MANET) for many
different applications. The application of MANET to areas such as emergency rescue,
environmental observation, scientific investigations, commercial environments, home and
enterprise networking, educational applications, entertainment, military operations and
location-aware services holds great promises. The automatic adaptation of the network
topology to the field context provided by MANET, make these a great asset in providing
local connectivity. However, these applications often happen in infrastructure-less or
remote regions where remote connectivity to the outside world has to be provided by
some other means.
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Satellite is one of the solutions to provide the remote connectivity and sometimes the
only option for the MANET to communicate with other parts of the world. Both fixed
satellite services (FSS) and mobile satellite services (MSS) can be used to provide
broadband connections to the internet, enabling the exchange of voice, data and video in
the field, as well as the relay of control messages and service data from service centres to
MANET. Currently, satellite is considered not only as a component of an alternative
routing path but also as part of integrated networks. Convergence of satellite and
terrestrial networks is becoming a key factor in forming the foundation for efficient
global information infrastructures (Daoud, 2000; Sun, 2005; Fan et al., 2008; Maral and
Bousqust, 2009).

On one hand, ad hoc networks are characterised by dynamic topologies, limited
bandwidth, energy consumption constraints, limited physical security and distributed
management. Some of the many problems include:

e routing information technique choice
e configuration and management

e limited bandwidth which means the network management slice must be minimised to
enable maximum ‘payload’ data exchanges

e changeable links which means that link quality information is mandatory to properly
operate radio communications

e hidden nodes which can lead to simultaneous broadcast by two unbeknownst nodes
and thus collision

e energy meaning that battery autonomy is limited
e  mobility and dynamic topology.

On the other hand, broadband communications via satellite are useful in many different
scenarios, especially:

e when a terrestrial communication infrastructure is not available or not economical

e  where the multicast/broadcast nature of the satellite system can be exploited
(e.g., satellite TV broadcast)

e  where the satellite networks are complementing or backhauling other, e.g., terrestrial
networks.

Examples of the benefits of satellite include IP via satellite in regions with no access to
terrestrial DSL, new architectures for near-video on demand, satellite networks integrated
with WiFi, WiMAX, LTE or TETRA, or satellite networks backhauling collectively
mobile networks in ships, trains, or airplanes.

The MONET concept of internetworking satellite and MANET networks is therefore
a natural evolution to provide local and remote connectivity in a highly mobile, dynamic
and often remote environment, as represented in Figures 1, 2 and 3.
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Figure 1 Forest fire fighting
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Figure 3 Coast line border control

This combination raises, nonetheless, significant challenges in terms of optimising
network resources, link availability, providing quality of service (QoS) and quality of
experience (QoE) (the subjective measure of a customer’s experiences with a service
supplier) and minimising costs and energy (Daoud, 2000). Issues such as the
re-organisation of MANET to connect to satellite access points, re-organisation of the
satellite access points, selection of which satellite access points to use, the use of satellite
as a relay between two MANET, the adjustment of routing in accordance with the current
network situation and the exchange of cross layer information to improve resource
management are some of the challenges which we feel require investigation. In fact, the
identified issues were only partially investigated in past projects, and MONET will build
its researches on the ground of the already achieved results, such as: reconfiguration,
routing and energy efficiency developments in ad hoc networks (ADHOCSYS,
2004-2007); reconfiguration and interaction with relevant end-users in ad hoc networks
(WIDENS, 2004-2006), integration of positioning information in communication
protocols at MAC level (WHERE, 2008-2010); cross-layer optimisation and between
WiMax and DVB-RCS satellite networks (SATSIX Project, 2005-2008); application
scenarios (SatNEx, 2006-2009); progresses on deployment and cost-effectiveness
(Verelst et al., 2007); and so on.

MONET will study these challenges, propose and develop solutions for the
optimisation of a hybrid MANET-satellite network, implement a prototype of the most
promising solutions and test them in the field, in near real-life conditions.

The paper is organised as the following: Section 2 highlights the objectives of the
MONET project; Section 3 explains the methodology; Section 4 presents the current
development; and finally Section 5 concludes the paper and points the direction for future
research.
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2 Objectives

The MONET project is based on the concept of internetworking of Hybrid

MANET-satellite network as illustrated in Figure 4. It has the following objectives for
research and development:

1  to develop a complete understanding of the problems and complexity underlying the
highly dynamic and heterogeneous environment of a hybrid MANET-satellite
network

2 to optimise the use of satellite access links in a MANET through mechanisms that
propose and implement changes in topology and resources used

3 to provide seamless broadband services to everyone at any time in a hybrid
MANET-satellite network thanks to optimised algorithms and network mechanisms

4

to overcome performance bottlenecks and roadblocks in hybrid MANET-satellite
networks to enable a more pervasive and optimised network structure.

The MONET project will address these objectives in the contexts of emergency and
disaster relief services and their requirements by researching, developing and validating
solutions focusing on the link and network layers of the composite network. Finally, this

research intends to test the feasibility of researched optimisations and proposed solutions
in a scenario representative of a real life application.

Figure 4 Hybrid MANET-satellite network and MONET concept
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3 Methodology

The understanding of such hybrid networks and associated challenges and potential
is based on the selected scenarios as shown in Figures 1 to 3. This will be achieved
through the study of these scenarios and development of a concept of operations for the
network. In order to understand the complexity of these heterogeneous, dynamic and
distributed environments, the MONET project will investigate protocol, functional and
network architectures using complementary top-down and bottom-up approaches.
The most promising investigated mechanisms and solutions will be developed,
implemented and subsequently validated through a field exercise representing a real life
application.

The stochastic movement of the nodes that form a mobile ad hoc network makes it
likely that some partitions may occur in the wireless network without connectivity among
them. Both geostationary/non-geostationary satellites can be envisaged as a ‘range
extension’ network. As mentioned in Luglio (2007), the challenge of how to provide
connectivity between nodes in the same ad hoc cluster; between nodes belonging to
different ad hoc networks with the added possibility of nodes using different equipment
or technologies is an important one. The MONET consortium proposes to address this
through the investigation of mechanisms for the re-organisation of the MANET to
connect to the access points on one hand, or the re-organisation of the access points
themselves on the other hand.

Considering multiple satellite and fixed backbone links within a MANET, the issues
of how to organise them, choose between them, provide a higher QoE, minimise
communication costs, minimise energy consumption to ensure higher network life
become important ones. Both of the issues mentioned above are closely related to routing
(both unicast and multicast), or how to adjust it in accordance with the current network
situation (network topology, link quality, node positions, etc.), the availability and
characteristics of internet links (upstream/downstream, cost, etc.), and the network usage
requirements (priority, QoS, speed, etc.)

Figures 5 represents self-organisation solution by selecting satellite access
points either because one access point drops out of the MANET; or in case the
transmitting node can choose from several to provide optimal connection. Figures 6
represent solution to keep the connectivity when the initial network is broken down into
two MANETS.

There has been significant work done at the routing algorithms level (with
solutions that face typical ad hoc networking difficulties and provide good performance).
However, the inclusion of access point information, nodes positions and QoS
mechanisms in the routing has not been fully explored. Providing location information
may be useful in implementing advanced routing techniques, able to support
QoS. Geographical routing protocols can make use of satellite positioning systems,
like GPS and Galileo for the nodes to know their own location, so as to share it with the
other nodes in the network (The Integral Satcom Initiative, 2006). The introduction of
quality of service mechanisms according to the routing between various users and
according to the constraints of each one, in particular in wireless ad hoc routing protocols
(such as DSR, AODV, OLSR) has been identified as a challenge by the internet
engineering task force (IETF).
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Figure 5 Hybrid MANET-satellite network challenge: selecting satellite access points

Satellite Satellite
. o
I 2
S o

Internet or Internet or 2|2
proprietary & proprietary 2 §
network SE network -
G
Node with
@) Node with ® ® satellite access
Satellite access @ a
® X
%%
L &
”/b%o Transmitter
R Chesen Node ®
in
O i O Transmitter
Node
MANET MANET

Figure 6 Hybrid MANET-satellite challenge: satellite as relay between two MANETSs
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The complexity of network management will increase between the providers of network
connectivity. This can be addressed through provision of substantial automation for
achieving both network composition and cost efficient network operations. The
autonomous functions should also operate on the network control layer, facilitating the
negotiation of agreements between networks as well as their efficient verification and
enforcement. Mechanisms for network management of a MANET that includes satellite
links need investigation. Generally, ad hoc network node resources support network
formation and management activities, in addition to data communication. The lack of
infrastructure often dictates the uses of distributed network management. However, the
use of the satellite access links may require a centralised management entity that manages
the access points and their organisation and hand-over between them. Therefore, the
investigation of centralised versus distributed or mixed network management and
re-organisation as well as determination of decision mechanisms (manual or automatic)
constitutes another challenge to address. Issues such as the connection/disconnection of
satellite access points (e.g., to save energy or to increase throughput) as well as the choice
of satellite access points (horizontal handover) are counted among the questions of
interest as represented in Figure 7.

Applications can be significant differences in terms of services required which
imply diverse impacts on the network organisation and usage of resources. Data
services (such as file transfers, web services, email, etc.) impose low constraints on
delay and latency but have high requirements in terms of reliability and integrity. Voice
and video on the other hand, have serious requirements in terms of latency and
delay (e.g., the high latencies associated with GEO satellites may hamper
communications between emergency teams leading to misunderstandings or late
reactions resulting in loss of property or life) but are relatively lax in terms of
transmission errors (a few errors in the transmission will result in glitches in video or
garbled speech) as the human brain has the power to fill in the gaps. Basically, video and
voice require real-time exchanges to be useful. The provision of different services poses
challenges in terms of QoS and QoE and the mechanisms that have to be used (such as
prioritisation for example).

Other interesting issues include the impact of GEO versus LEO satellites on the
composite network. The latencies of GEO satellites (approximately 240-270 milliseconds
depending on the location of the satellite terminals) may raise difficulties in voice
services under certain situations. The LEO delays of 30 milliseconds are in principle
more amenable to the requirements of voice and video. The network must be able to
perform trade-offs and choose the appropriate satellite service (if both GEO and LEO
services are available) according to the desired service.

Finally, the issue of choosing optimisation parameters is in itself a challenge. A
hybrid network such as the one proposed can be optimised in terms of operation and
services costs, of energy consumption, of QoS, availability, etc. This issue is closely
related to the application scenario and is strongly influenced by the application chosen.
The MONET project will address the challenges described and propose solutions to solve
them, and focus on solutions for the network and link (MAC) layers.
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Figure 7 Hybrid MANET-satellite network challenge: resource management — automatic access
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The main development of the project will be focused on the network architecture and
functions of the network nodes as show in Figure 8.

Figure 8 Network node architecture and functions
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The MONET has developed the architecture to optimise the integration of satellite links
in a MANET network. The complementary roles of the satellite segment and the wireless
ad hoc network should enable the provision of high communication capability, broadband
communication, reach back and interconnection of several ad hoc networks. The
following are the main functions of the architecture:

e optimising the resource management and usage in the overall system. End-to-end
optimised mechanisms are considered as well as local optimisation on each segment.

e taking into account the existing and potential satellite links in the routing decision, as
well as other parameters like energy consumption, link quality, number of hops, etc.

e taking into account in the wireless network routing decision the specificities of the
satellite segment

e managing the satellite resources in coherence with the MANET network topology
and traffic. The first example is to demonstrate enable or disable satellite links in
order to best fit the amount of transmitted traffic and reduce communication costs.
The second example is to demonstrate the satellite as a way to maintain connectivity
in the wireless network when two parts of the network cannot be connected due to
distance or obstacles.

e enabling end-to-end (from the user point of view) QoS or management resources
mechanisms

e providing broadband services through an integrated hybrid satellite-MANET
network, seamlessly for the end-users.

Among these functions, optimising the network performance and routing will be the main
focus of the project, since the system can only fully benefit from the satellite networks if
the overall resources are efficiently utilised. The internetworking between the MANET
and the satellite segment will be developed taking into consideration the specific
characteristics of the satellite segment, such as on-demand dynamic bandwidth provision
and connection initialisation. For the realisation of an intelligent routing procedure,
several objectives must be pursued, such as load balancing (the traffic could be
distributed among multiple link/technologies according to the congestion/delay/reliability
of the candidate paths), energy-saving (to dynamically choose the most efficient
technology/path), communications cost and fault-tolerance (automatic reconfiguration of
the routing path in case of failure of one link/technology). The relevance of these
objectives is also dependent on the characteristics of the service to be routed.
Additionally, depending on the application scenarios, specific services requirements
must be guaranteed in terms of QoS, security and resiliency. To face this challenge, the
project will develop a multi-objective optimisation framework incorporating QoS
constraints, capable of providing tight and well-definite control of the routing decisions
over the whole network. Notably, the optimisation algorithm will take decisions not only
based on current network traffic and configuration, but also on traffic and network
statistics (for instance on the availability of a given link or the availability of the satellite
segment from an access point as well as satellite link service cost). In this way, the best
routing decision will take into account also the probabilities that given paths will become
unavailable or inadequate, and the algorithm will provide also the optimal re-routing
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strategy in case of link faults; thus, fast re-routing of critical communications can be
achieved. To develop the described multi-objective fault-tolerant routing algorithm,
different methodologies will be pursued. In one approach, a Markov decision process
(MDP) framework will be developed; based on the MDP framework, more practical
algorithms relying on approximate dynamic programming and/or reinforcement learning
will be developed, evaluated and implemented. Other approaches will be investigated,
such as modifications and adaptations to the IETF MANET routing protocols like AODV
and OLSR to include all or some of the objectives mentioned above will also be
investigated and implemented.

To optimise the overall network efficiency, the optimisation of the management of
satellite bandwidth is a key task, due to satellite bandwidth cost and scarcity. Although
widely studied and developed, there is no sound theoretical framework for satellite
resource management procedures for next-generation systems provided with adaptive
coding and modulation (ACM) (see SATSIX Project, 2005-2008). In this respect,
MONET project will build up this theoretical framework by developing resource
management procedures which are fully aware of ACM, thus fully exploiting the ACM
potential of increasing satellite capacity and of lowering the terminal costs. MONET will
implement the following resource management functions: bandwidth on demand, call
control, and frame constitution.

5 Conclusions and further research

This paper presented the initial works of the EU FP7 MONET project. It highlighted the
objective and operation scenarios of the internetworking satellite and ad hoc networks for
emergency and disaster relief services. The accomplishment of the proposed objectives
will bring noteworthy added value to specific application scenarios (some of them are
well known as MANET applications), and potential benefit of the emergency and disaster
relief services. To achieve these objectives, the MONET project has developed the
integrated network architecture and functions based on the requirements of the
emergency and disaster relief services as shown in the scenarios.

These benefits can be extended further to remote access and broadband to rural or
remote areas (helping to bridge the digital divide; collaborative work and e-business;
everyday operations of large field teams; health services and telemedicine); to provide on
demand connectivity to airports and aircraft; as well as to emergency communications
during/after disasters in scenarios of flood, earthquakes and coastal monitoring.

Further research has been planned to evaluate a wide set of economic benefits
including: communications cost optimisation; cost efficient communications for remote
or isolated areas; and enhancement of performance, efficiency and resilience for hybrid
networks to exploit fully the benefit of internetworking of satellite and wireless ad hoc
networks.
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