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Abstract: Distributed denial-of-service attacks are prevalent vulnerabilities in 
cloud computing, causing disruption to legitimate users. Despite existing 
detection methods, reliability and accuracy need improvement. A systematic 
approach is urgently needed for both spoofing and non-spoofing attacks. To 
distinguish attacks from legitimate network traffic, this paper proposes a 
deviation-based detection mechanism based on software-defined networks. The 
model has two significant phases such as knowledge acquisition and  
deviation-based detection. The model makes use of the variance of a discrete 
probability distribution on the network features that are used to collect the 
knowledge base. For the known flow, the deviation between the traffic and the 
knowledge base is evaluated to determine the attack traffic. The rule-based 
detection mechanism is proposed for detecting attacks in the unknown flow. 
The proposed model, analysed through experimental analysis, demonstrated an 
average detection rate of 98% and an execution time of 0.72 seconds, 
outperforming its competitors. 
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1 Introduction 

Cloud computing is an emerging technology in today’s business world. Clients who use 
cloud computing can access resources, which means they do not need specialised 
hardware or software to carry out their complex activities. In terms of information 
technology requirements, cloud computing has emerged as the most practical and 
innovative architecture for businesses worldwide. Instead of using local computers for 
daily operations such as data storage, information processing, hosting, and the usage of 
applications, people frequently use remotely hosted servers over the internet. Though the 
cloud is popular due to its various merits, its popularity also makes it a well-known target 
for attackers and hackers due to its widely adopted technology and ease of access 
(Khorshed et al., 2012). During the past ten years, there have been several initiatives on 
cloud defence to safeguard cloud data and its resources against attackers. 

However, a distributed denial-of-service (DDoS) attack has become the most 
common vulnerability in the last decade. The DDoS attack has affected numerous servers 
in a dispersed network, which has become increasingly common. Though the motivations 
for DDoS attacks vary from one case to another, the main goal is to block the server’s 
activity by repetitively forwarding too many packets (Mirkovic and Reiher, 2004). Thus, 
DDoS attacks happen when several hacked systems flood one or more web servers with 
illegitimate requests in a distributed environment. In a DDoS flooding attack, the attacker 
commandeers a small number of hosts scattered around the network, also referred to as 
‘zombie hosts’ or ‘bots’, and insists on transmitting a large number of attack packets that 
seem legitimate (Somani et al., 2017). 

Thus, the main goal of a DDoS attack is to block genuine people from accessing an 
application or network service. Once the server is crashed with more requests, it takes 
longer to restore a server after a successful DDoS attack (Mousavi and St-Hilaire, 2015). 
To distinguish DDoS attacks from normal network traffic, DDoS detection techniques 
use statistical and machine learning algorithms over network data. The detection methods 
also help to carry out effective attack mitigation. DDoS detection must be effective in 
promptly blocking the attacks, for which two performance criteria must be met: 

1 detection speed 

2 detection accuracy. 
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Therefore, while creating an effective DDoS defence, these performance criteria are to be 
considered seamlessly (Zhijun et al., 2020). 

Detecting DDoS attacks effectively is difficult for several reasons (Deshmukh and 
Devadkar, 2015). These include: 

1 the fact that it is difficult to identify the characteristics of the attack traffic 

2 the lack of coordination between coherent network nodes 

3 the increase in the complexity of the attack detection tool, which lowers its usage 

4 the difficulty in identifying the attack’s origin due to the widespread use of address 
fraud 

5 the time duration of the attack. 

When selecting a solution for DDoS attacks, many things are to be taken into account. 
The primary considerations for choosing a defence solution are as follows (Wang et al., 
2015): 

• Functionality: Regardless of how strong the attack is, the solution must be effective 
to lessen its impact. 

• Transparent: The solution must be easy to apply, which implies that it should not 
require any modifications to the existing network infrastructure. 

• Lightweight: Most importantly, the solution does not increase the complexity of the 
procedure. 

• Precise: The solution must ensure that it produces fewer false positives and that 
genuine traffic cannot be dropped. 

Though there are several DDoS protection systems available in the literature, they are 
unable to provide an accurate solution because of their shortcomings, such as a low 
detection rate, high computational complexity, and high false positives and false 
negatives. Thus, to address these issues, the deviation-based DDoS detection mechanism 
(DDDM) is proposed, which aims at detecting various attacks from known and unknown 
flows. For known flows, the generalised variance of a discrete probability distribution 
and a distance metric are used to accurately identify the attacks. In order to identify the 
attacks from the unknown flow, the method implements rule-based analysis. Thus, the 
proposed work is designed with the following goals: 

1 to detect flow-based attacks 

2 to detect DDoS attacks with increased accuracy 

3 to use deviation-based analysis to detect attacks from known flows 

4 to use rule-based detection for unknown flows. 

The results of the experimental analysis performed indicate that the proposed method has 
increased the detection rate and decreased false positives and false negatives more than 
other competitors. 

The remainder of the paper is organised as follows: The literature study on DDoS 
attacks and various notable detection mechanisms is inspected in Section 2. The 
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suggested methodology for identifying DDoS attacks from other normal traffic is 
described in Section 3. The experimental results and interpretation are described in 
Section 4, and the conclusion and discussion of the potential scope and necessary 
improvements to the underlying research are covered in Section 5. 

2 Related work 

The rise in security concerns and the increased harm caused by DDoS attacks have 
motivated the development of various forms of attack detection techniques. These 
methods differ according to the purpose of the detection and the set of rules required for 
the service. The majority of these methods concentrate on identifying network traffic 
abnormalities. Upon a quick identification of a DDoS attack, the packets should be 
discarded at the source to lessen the impact of attack traffic on the cloud environment 
(Mondal et al., 2017; Alzahrani and Hong, 2017). Determining attack packets from real 
network packets is therefore essential for identifying DDoS attacks. 

A flow-based mechanism is a common and simple approach to detecting flood-based 
attacks. A model was proposed that performs statistical computation on incoming packets 
based on the ports and protocols and count-based analysis with the source and destination 
addresses (Saravanan and Bama, 2020). However, few authors apply feature selection 
techniques for selecting significant features from the network packets that help to 
distinguish attack packets from the real ones. Once the features are selected, the 
classifiers are used to detect attacks (Devaraju and Ramakrishnan, 2011). A  
wavelet-based feature selection model was proposed to extract features using the wavelet 
transform and then apply semi-supervised learning to classify the attack packets. Though 
the model seems suitable for classifying attacks, its complexity is quite high compared to 
other models (Bhaya and Manaa, 2014). A clustering-based DDoS attack detection 
technique that makes use of rules generated from the centroid was suggested. Despite the 
use of the model in real-time applications, it suffers from high false alarm rates due to 
increasing false positive rates (FPRs) (Srihari and Anitha, 2014). 

A novel location separation technique was suggested to detect DDOS attacks. It 
works by separating the identifiers from the locators, and these identifiers are further used 
for node replacement. It is not perfectly suited to detect DDoS attacks since it was 
originally suggested to solve scalability issues on the internet (Luo et al., 2013). Another 
model that uses the variance of entropy and feature representative generation to detect 
DDoS attacks was proposed (Sindia and Dhas, 2017). Similarly, Devaraju and 
Ramakrishnan (2015, 2019) proposed an entropy-based feature selection method that 
employs association rule mining to distinguish between normal and intrusive packets. 
However, as the number of rules generated grows, the algorithm’s performance suffers. 
This method was enhanced by utilising fuzzy control language and a fuzzy rule-based 
layered classifier on top of entropy-based feature selection in detecting intrusions 
(Ramakrishnan and Devaraju, 2016; Devaraju and Ramakrishnan, 2020). Unfortunately, 
the models suffer from high complexity. 

In general, attack detection models can be divided into two types: signature-based 
detection and anomaly-based detection. In the signature-based model, the attacks are 
identified based on predefined or stored attack patterns (Dimolianis et al., 2021). The 
limitation of such signature-based detection methods was their inability to identify 
attacks that did not follow recognised attack patterns. Contrarily, anomaly-based 
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detection distinguishes the attack packets by comparing the packets with the normal 
packets set as a baseline (Almseidin et al., 2021). Thus, in the case of anomaly-based 
detection techniques, the lower layers tend to have more misclassification as a result of 
the high number of false positives produced (Rawashdeh et al., 2018). 

Software-defined networks (SDN) are widely used for investigating and detecting 
DDoS attacks. A unique technique was proposed to make use of a deep learning 
algorithm to model attack behaviour based on information gathered from the SDN 
controller (Ye et al., 2018). The SVM classification algorithm was used to analyse 
multidimensional data and map low-dimensional, nonlinearly separable data into  
high-dimensional feature space to make it linearly separable. It was reported that this 
model performs the classification of attacks with improved accuracy. 

Several machine learning methods were analysed for spotting and thwarting DDoS 
attacks in an SDN network, including J48, random forest (RF), support vector machine 
(SVM), and K-nearest neighbours (K-NN) (Rahman et al., 2019). The experimental 
findings demonstrate that J48 outperforms other machine learning assessment strategies. 
Similarly, a model SDCC was presented that employs bandwidth detection and data flow 
detection by applying the confidence-based filtering (CBF) method to detect DDoS in an 
SDN network (He et al., 2018). 

Saied et al. (2016) insisted that, for detecting DDoS attacks, it is highly necessary to 
differentiate packets based on the protocols used. Though it is difficult and complex to 
differentiate the packets based on the protocols used, the author employed a novel ANN 
algorithm to train the model for distinguishing the packets by analysing the 
characteristics of the protocols such as TCP and UDP (Saied et al., 2016). A DDoS attack 
detection system that works based on a valid source and destination IP address database 
was investigated (Wang et al., 2016). It efficiently examines the DDoS attacks by 
analysing the anomalous characteristics of the source IP address and destination IP 
address when they occur. However, the approach needs to be modified, and the threshold 
must be evaluated for better performance. 

With the attention gained by the flash crowds, a model was suggested to detect DDoS 
attacks (Gera and Battula, 2018). This suggested model was based on examining an 
unusual traffic pattern. It was implemented to recognise DDoS attacks and extricate them 
from flash events. Although each traffic packet in this seems to be real, each traffic 
packet was inspected and monitored separately. A self-organising maps (SOM) technique 
was proposed to detect DDoS attacks by examining the flow statistics (Braga et al., 
2010). It was reported that the method has a high detection rate and low time 
consumption, and that the extraction of time intervals is considered essential. However, 
the drawback of this strategy is that the attack action is not detected reliably and promptly 
due to some hysteresis in the detection. 

The detection of DDoS attacks utilising TCP traffic was proposed as a real-time  
TCP-based DDoS detection solution by extracting useful aspects of TCP traffic. To 
identify DDoS attacks using the source IP address used by attackers, the model 
distinguishes between two attack mechanisms known as fixed source IP attacks (FSIA) 
and random source IP attacks (RSIA). The model applies decision tree classifiers to 
distinguish malicious traffic from benign traffic (Jiao et al., 2017). 

By developing a DDoS detection system based on the C.4.5 algorithm, Zekri et al. 
(2017) suggested a methodology to mitigate the DDoS attack. In a DDoS attack, the 
attacker often employs zombies – innocent computers that have been compromised – to 
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use known or unknown viruses and vulnerabilities to send a massive volume of packets 
from these already-captured zombies to a server. The suggested approach creates a 
decision tree that performs automatic, effective signature detection for DDoS flooding 
attacks when paired with signature detection techniques. 

It was determined that information entropy (Liu et al., 2022) and the application of 
data mining, machine learning algorithms (Barbhuiya et al., 2021; Kachavimath and 
Narayan, 2021), and artificial intelligence (Fouladi et al., 2022) are widely used for 
DDoS attack detection in the cloud environment, with the SOM algorithm having the 
highest priority (Zhao et al., 2021). However, the SOM algorithms must determine the 
number of neurons in advance due to the high false-positive rate. 

3 Proposed DDDM 

The proposed DDDM offers a solution for identifying DDoS attacks in cloud computing. 
The idea of the work is inspired by the SBS-SDN-based solution suggested by Sindia and 
Dhas (2006). The proposed mechanism works in two stages, in which the training phase 
intends to acquire knowledge of the data traffic and the testing phase intends to 
differentiate the attack traffic from the normal traffic. The framework is implemented in 
software-defined networking, in which knowledge is acquired and traffic is analysed by 
the controller. Due to the varied capabilities and advantages in controlling and managing 
the networks, adjusting configuration settings, provisioning resources, and increasing 
network capacity without even using additional hardware, SDN is more widely used by 
researchers (Bawany and Shamsi, 2016). 

Figure 1 Overall framework of the proposed deviation-based attack detection model (see online 
version for colours) 

  

The first stage is knowledge acquisition, which helps to compute the representative 
network traffic by calculating the mean of the probability-based variance of features. This 
collected information is the knowledge base through which the model classifies the 
abnormal traffic patterns in real traffic. The traffic representation contains the 
probability-based variance of various features, including source and destination 
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addresses, as well as the packet rate for a particular period of time. The second stage is 
the deviation computation phase, in which the deviation between the traffic 
representation computed from current network traffic and that of the knowledge base is 
calculated. The idea behind using deviations is that they compute the packet rate variance 
for the source and destination addresses. However, this phase is carried out only when the 
flow is known, indicating that the source and destination addresses are available in the 
knowledge base. However, for the unknown flow, the proposed model applies rule-based 
attack detection. The overall framework of the proposed model is shown in Figure 1. 

In some sort of flooding attack, the illegitimate bot system sends the request packet to 
one or more destinations (Saravanan et al., 2019; Somasundaram and Meenakshi, 2021). 
Similarly, in many cases, the single master bot system implants malware into the target 
system and makes it a zombie. These target systems will attack the victim when the 
particular trigger is sent by the master bot. Thus, the flooding attack on the victim will be 
made by sending request packets from different sources (Saravanan et al., 2016). 
Consecutively, the number of packets from the same source and the number of packets 
for the same destination address are evaluated for a time interval through deviation 
computation. The deviation will be high when the number of packets from or to the same 
host is very high, which indicates a DDoS attack. Moreover, the packet rate, which 
evaluates the total number of packets transmitted in a given period, is also used as an 
attribute for traffic representation. This deviation-based detection helps to determine 
whether the traffic is normal or abnormal in a very short span of time, which in turn 
detects the attack at an early stage. 

The variance of a discrete probability distribution is used in computing the traffic 
representation for network features including the source and destination addresses 
(Cthaeh, 2020). Variance measures the variability or dispersion and calculates the 
expectation of the deviation of the intended variable from the average of its population. 
Along with the source and destination addresses, the packet arrival rate is also used. 
Here, when the number of packets from the same source to a different destination is high 
or the number of packets to a particular destination from various sources is high, it results 
in a higher variance. On the other hand, if the incoming packets from different sources or 
destinations are distributed evenly, then the variance will be low. The detailed procedure 
for the training and test phases is presented in the following sections. 

3.1 Knowledge acquisition phase 

In this training phase, the controller intends to create traffic representatives for normal 
traffic. It gathers the knowledge by applying variance with a discrete probability 
distribution to the source address, destination address, and packet arrival rate for a 
particular period of time. This knowledge base, created during the training phase, helps 
the controller distinguish between real and attack traffic during the detection phase. 

With n being the total number of packets that arrived at a particular period of time 
and d being the distinct source addresses, the model computes the variance of a discrete 
probability distribution as given in equation (1). 

( ) ( )( ) ( )2
i n i iVar sa m c sa P sa= − ×  (1) 
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Var(sai) is the variance of the specific source address sai, c(sai) is the count of packets 
with the specific source address sai, P(sai) is the probability of packets with the source 
address sai and mn is the mean of n packets arriving at a specific time interval. 

The mean value mn is computed by computing the average number of distinct packets 
that arrived in the specified period of time. As a result, the mean value is calculated by 
dividing the number of packets arrived by distinct source addresses as n / d. 

The discrete probability distribution of packets arriving with the specific source 
address P(sai) is calculated by dividing the count of packets c(sai) with the source address 
sai by the total number of packets arrived n. 

( ) ( )i
i

c saP sa
n

=  (2) 

For illustration, consider the number of packets that arrived in a specific time interval n is 
15 with d = 4 being the distinct sources addresses such as sa1 = 2, sa2 = 4, sa3 = 5,  

sa4 = 4. Then 15 3.75.
4nm = =  Thus, the probability of packets with distinct source 

addresses are 1 2 3 4
2 4 5( ) 0.133;  ( ) 0.267;  ( ) 0.333;  ( )

15 15 15
P sa P sa P sa P sa= = = = = = =  

4 0.267.
15

=  

Finally, the variance of packets with source address sa1 can be computed using the 
formula as Var(sa1) = (2.75 – 2)2 × 0.133 = 0.4083. Similarly, the variance of other 
source addresses sa2, sa3 and sa4 will be 0.0167, 0.5208 and 0.0167. This implies that the 
number of packets with source addresses sa1 and sa3 deviates more than other source 
addresses. The same procedure will be carried out for the various destination addresses 
that arrived at a specific period and the packet rate for distinct destination addresses. This 
information is collected for different time periods t to compute traffic representations in 
the knowledge base. Finally, for each distinct source and destination address, the mean of 
the variance (mVar) and standard deviation (SD_Var) at various time intervals are 
assessed. Aside from the variance computations, the standard deviation is also calculated, 
which is the square of variance. This standard deviation is calculated to help determine 
the threshold for distinguishing between normal and abnormal traffic. The formula to 
compute the mean from the variance (mVar) and standard deviation (SD_Var) of distinct 
sources address is given in equation (3) and equation (4). 

( )
( )

1

k
i tt

i

Var sa
mVar sa

k
==   (3) 

( )
( ) ( )( )2

1_

k
i itt

i

Var sa mVar sa
SD Var sa

k
=

−
=   (4) 

Here, t represents the time period that varies from 1 to k, where k indicates the number of 
the different time intervals in which the packets arrive with the source address sai. This is 
also computed for different destination addresses. Thus, the traffic representative for the 
source address and the destination address is stored in the knowledge base along with the 
average packet rate (Pkr). Equation (5) gives the format for the traffic representative for 
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the source address where 
1

( )
k

i
t

Var sa
=  represents the variance of sai at different periods 

t. 

( ) ( ) ( ) ( )
1

, , _ ,
k

rep i i i i
t

Traffic sa Var sa mVar sa SD Var sa Pkr
=

=   (5) 

The workflow of the knowledge acquisition phase carried out by the controller is shown 
in Figure 2. 

Figure 2 Workflow structure of the knowledge acquisition phase 

 

Extraction of characteristics from network traffic 

Compute the mean for incoming packets with distinct source and 
destination addresses 

Determine the variance of probability for distinct source and destination 
addresses 

Calculate the variance for distinct source and destination addresses at 
various time intervals 

Generate traffic representative with variance, the standard deviation for 
each source and destination address and packet rate 

Save the values 
 

3.2 Deviation-based attack detection 

In this testing phase, the incoming test samples are processed using the same procedure 
discussed in Section 3.1 for traffic representation. This process first checks to see if the 
flow is known by comparing the source and destination addresses of incoming packets to 
those in the knowledge base. The detection procedure continues only when the flow is 
known. The probability-based variance is computed for each distinct source and 
destination address in the input samples as given in equation (1). Then the mean of the 
computed variances is also evaluated for the incoming traffic as in equation (3). The 
double of the standard deviation of the traffic representation of the specific source 
address stored in the knowledge base, is chosen as the threshold for determining the real 
and attack traffic concerning the source and destination addresses. 

However, the comparison between the mean-variance computed for the incoming 
samples from different sources and destinations and that of the knowledge base is 
analysed. The Euclidean distance is used to compare the mean variance of traffic 
representatives with the knowledge base. If the computed distance of the source or 
destination address is greater than that of the threshold value for the specific source and 
destination, then the network traffic with the given source or destination address is 
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considered abnormal. The flow diagram for the operational phase is shown in Figure 3. 
The pseudocode for deviation-based attack detection with source address is presented in 
Algorithm 1. However, the model can be extended to use various other features, such as 
source port, network port, packet size, etc. 

Figure 3 Workflow structure of the operational phase 

 

Extraction of characteristics from network traffic 

Compute the mean for incoming packets with distinct source and 
destination addresses 

Determine the variance of probability for distinct source and 
destination addresses 

Generate traffic representative with variance, the standard deviation 
for each source and destination address and packet rate 

Calculate the distance between the sample and the knowledge base 
using the Euclidean distance 

Declare DDoS attack 

If 
dist>= thr 

Declare 
normal traffic 

No 

Yes 

 

Algorithm 1 Known attack detection using deviation analysis 

Input: Training samples of network traffic at various time intervals n1, n2, …, nt, test sample 
ntest 
Output: DDoS Attack Detection 
// Knowledge Acquisition Phase 
Procedure DeviationAnalaysis() 
Begin 
Extract network traffic features from the training samples; 
For j varies from n1 to nt do 
 Compute the mean mn for the number of packets based on the source address 
 For each unique source address sai do 
  Compute discrete probability distribution P(sai) 
  Compute variance Var(sai) 
  Extract packet rate pktr; 
 End For 
End For 
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For j varies from n1 to nt do 
 For each sai in training samples do 
 Compute the mean of the variance mVar and standard deviation SD_Var(sai) 
 

Create feature representation ( ) ( ) ( )
1

, , _ ,
k

i i i
t

Var sa mVar sa SD Var sa Pkr
=  

 End For 
End For 
Extract network traffic features from the test sample ntest 
If the flow is known then 
 Compute the mean for the number of packets based on the source address 
  For each unique source address sai do 
   Compute discrete probability distribution P(sai) 
   Compute variance Var(sai) 
   Extract packet rate pktr; 
  End For 
 End For 
 For each sai in test samples do 
  Compute the Euclidean distance ED = Var(sai) – mVar(sai) 
  If (ED ≥ 2 ∗ SD_Var(sai)) then 
   Declare an attack and send the alarm 
  End If 
 End For 
End If 
End Procedure 

3.3 Rule-based detection 

The rule-based detection of DDoS attacks is carried out only when the flow is unknown. 
If the traffic samples at the specified interval are unknown, then the various simple rules 
are verified to identify the attacks. The modified version of the rules suggested by 
Somasundaram and Meenakshi (2021) is used in this work. The number of incoming 
packets, the synchronous flag, and the source IP address are verified in detecting the 
attacks. The number of incoming packets from the same sources is computed, and if it 
exceeds the given limit, then the scenario indicates attack traffic. So, the attack packets 
are discarded, and the IP address is blocked. Here, the limit for incoming requests per 
second is set at 25 (Somani et al., 2015). Similarly, the number of incoming packets from 
different sources is computed, and if it exceeds the given limit, the scenario indicates 
attack traffic, and the packets are discarded. Here, the limit for incoming packets from 
different source addresses per second is set at 40 (Somasundaram and Meenakshi, 2021). 
Consecutively, the packets are confirmed to have the synchronous flag and source IP 
address set for the incoming traffic. If either the synchronous flag or the source IP 
address is not set, then the packets are considered to be traffic with a spoofing attack and 
are rejected. The source code for the rule-based attack detection is given in Algorithm 2. 
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Algorithm 2 Rule-based DDoS attack detection for unknown flow 

Input: Incoming requests 
Output: Allow/disallow source packets 
Procedure Rule_based_Detection() 
Begin 
Set limits for sourcesame and sourcediff 
Verify the incoming packet limit with the same and different sources 
If (n(pkt_ sourcesame) > sourcesame) then 
 Consider as an attack packet and discard 
Else if (n(pkt_ sourcediff) > sourcediff) then 
 Consider as an attack packet and discard 
Else 
 Check the packets for Synchronous Flag (SF) and source IP address 
 If (SF ≠ 1) then 
  Consider as an attack packet and discard 
 Else if (SIP ≠ 1) then 
  Consider as an attack packet and discard 
 Else 
  Allow the legitimate packets 
 End If 
End If 
End Algorithm 

4 Performance evaluation 

The proposed model provides an SDN-based solution for detecting DDoS attacks in a 
cloud environment. This section aims at analysing the performance of the proposed 
model. The experiment is run on a system with an Intel Pentium 4 processor running at 
2.40 GHz and 8 GB of RAM. For effective analysis, a private cloud network has been set 
up as a testbed using Oracle VM Virtual Box as a virtual environment. The proposed 
model is implemented in Python on a private cloud server. 

This research aims to suggest an improved solution for detecting DDoS attacks in the 
cloud environment while providing good performance results. Standard performance 
metrics are used to assess the performance of the proposed approach from  
various perspectives. Thus, various metrics such as detection rate, false-positive rate, 
false-negative rate, and time consumption are used to analyse the results of the proposed 
model and compare them with the results of the existing models (Aborujilah and Musa, 
2017). 
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4.1 Experimental setup 

The proposed work is implemented in an environment containing group infrastructure 
architectures. Various hardware and software tools are utilised for performing the 
analysis and simulating the DDoS attacks. These include hardware such as Cisco 4000 
ISR Series Routers and Cisco Nexus 5000 Series Switch for routing and switching, Big 
IP LTM-4200 for high-performance device traffic load control, Imperva Web Application 
Firewall Portal with Manager Console, Cisco Firepower FPR-2110, and HP DL-360. 
Various DDoS attack simulation software tools are also employed, such as Low Orbit Ion 
Canon (LOIC), High Orbit Ion Canon (HOIC), Packet Storm (HTTP Intolerable Load 
King), Are You Dead Yet (R.U.D.Y) for slow rate attacks, and TOR’s Hammer for layer 
7 DDoS attacks. 

Group and alertness layer attacks are carried out on the networks using ICMP 
flooding and a thousand echo requests with buffer sizes ranging from 3,700 to  
3,805 bytes. Legitimate users are denied access to the web software portal due to the use 
of various simulated DDoS attacks such as LOIC, R.U.D.Y, and slowloris. Real-world 
user monitoring records are used as standards while simulating DDoS attacks, and log 
parameters are collected to aid in the generation of DDoS attack graphs. These 
parameters are chosen as they specify the performance issues encountered by actual web 
users at any given time during an attack. 

4.2 Result analysis 

In general, for the detection model to be effective, the amount of detection time must be 
minimised. However, in many cases, though the models have a high detection rate, the 
time taken to perform the detection will be high. This is because the models have high 
computational complexity and require more processing time. Thus, reducing time 
consumption is a challenging task. One way to achieve reduced time is to use fewer yet 
significant features. Moreover, the attack detection system must also ensure a low FPR 
and false negative rate (FNR) (Osanaiye, 2015; Cheng et al., 2018). Thus, with these 
metrics, the proposed model is analysed, and the results are compared with those of other 
existing models. 

For performing the analysis, various features such as the network packet’s destination 
IP, source IP, destination port, source port, and packet size fields are also considered. 
Table 1 specifies the sample attributes of the network traffic collected at various time 
intervals. 
Table 1 Feature representative traffic data 

Application SourceIP Source 
port 

Destination 
IP 

Destination 
port Action Packet 

size Time 

ftp 192.168.1.8 10 192.168.1.72 12 req 1,000 10 ms 
ftp 192.168.1.8 10 192.168.1.72 12 rep 1,000 12 ms 
http 192.168.1.12 22 192.168.1.83 35 req 2,376 22 ms 
http 192.168.1.12 22 192.168.1.83 35 rep 2,376 19 ms 
ftp 192.168.1.15 11 192.168.1.76 18 req 3,425 23 ms 
ftp 192.168.1.15 11 192.168.1.76 18 rep 3,425 21 ms 
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Table 1 Feature representative traffic data (continued) 

Application SourceIP Source 
port 

Destination 
IP 

Destination 
port Action Packet 

size Time 

smtp 192.168.1.11 13 192.168.1.74 17 req 1,294 34 ms 
smtp 192.168.1.11 13 192.168.1.74 17 rep 1,294 38 ms 
telnet 192.168.1.17 12 192.168.1.71 19 req 1,427 25 ms 
telnet 192.168.1.17 12 192.168.1.71 19 rep 1,427 28 ms 
http 192.168.1.56 14 192.168.1.65 15 req 1,526 32 ms 
nntp 192.168.1.13 14 192.168.1.77 23 req 3,765 45 ms 
nntp 192.168.1.13 14 192.168.1.77 23 rep 3,765 43 ms 
ftp 192.168.1.10 16 192.168.1.75 20 req 2,715 16 ms 
ftp 192.168.1.10 16 192.168.1.75 20 rep 2,715 20 ms 

4.2.1 Detection rate 
The performance of the proposed mechanism is evaluated and compared with various 
existing approaches. Some of the existing works used for the comparison are  
cluster analysis (Bhaya and Manaa, 2014), wavelet-based (Srihari and Anitha, 2014), 
entropy-based (Sindia and Dhas, 2017), and statistical analysis-based (Saravanan and 
Bama, 2020). The effective model will have the highest detection rate. An experimental 
analysis is made by varying the number of attack packets from 200 to 1,000, incremented 
by 200, with the real and attack requests in a ratio of 1:1. The results obtained for the 
above experiment are presented in Table 2. 
Table 2 Analysis of detection rate 

No. of 
requests 

Detection rate in % 
Existing mechanism Proposed 

(DDDM) 
mechanism 

Cluster 
analysis Wavelet Entropy-based Statistical 

analysis 
200 97 96 99 99 100 
400 95 94 98 98 99 
600 93 92 97 98 99 
800 91 90 96 97 98 
1,000 89 88 95 96 96 
Average 92 92 97 99 98 

From the obtained results, it is clear that the average detection rate of the proposed model 
is above 98%, which is higher than the existing models under comparison. The cluster 
and wavelet models have an average detection rate of 92%, and the entropy-based and 
statistical analysis models have a detection percentage of around 97%. The wavelet-based 
detection model employs wavelet transformation to extract significant features and 
applies a semi-supervised learning technique for detecting DDoS attacks. On the other 
hand, the cluster-based detection analysis uses centroid rules for detecting DDoS attacks. 
However, both models have the lowest detection rate when compared with other entropy, 
count and deviation-based models. Moreover, the entropy-based detection mechanism 
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applies entropy variance for detecting DDoS attacks, and the statistical analysis-based 
model uses protocol entropy and count-based filtering for detecting attacks. Despite 
outperforming cluster and wavelet-based analysis, the detection rate of entropy and 
count-based models is lower than that of the proposed deviation-based analysis. The 
detection rates for various methods, including existing cluster analysis, wavelet 
mechanism, entropy-based, statistical analysis-based, and the proposed DDDM model, 
are compared and are depicted as a graph in Figure 4. 

Figure 4 Comparison of detection rate with varied request (see online version for colours) 

 

4.2.2 Time consumption 
In general, the DDoS detection models use complex processing and procedures to 
improve the detection percentage, which in turn increases the execution time. Thus, time 
consumption is another significant metric to be analysed while evaluating the detection 
models. The attack detection procedure should be attentive to network traffic. The attack 
must be detected instantly to ensure the security of the underlying system by preserving 
its usual functionality. Thus, to analyse the execution time of the proposed model, an 
experiment is made by varying the number of attack packets from 100 to 500, 
incremented by 100, and the execution time is noted for the proposed and existing 
mechanisms such as cluster analysis (Bhaya and Manaa, 2014), wavelets (Srihari and 
Anitha, 2014), entropy-based (Sindia and Dhas, 2017), and statistical analysis based 
(Saravanan and Bama, 2020) detection mechanisms. The time taken to detect the attacks 
for cluster analysis, wavelet-based, entropy-based, statistical analysis models, and the 
proposed DDDM model is presented in Table 3. 

The results obtained for the analysis of execution time for various proposed and 
existing models presented in Table 3 are depicted as a graph in Figure 5. From the 
analysis, it is clear that the execution time increases with the increase in the number of 
incoming requests. 

Moreover, the proposed DDDM model and the entropy-based models have minimum 
execution times when compared with that of the cluster, count and wavelet-based models. 
This is due to the fact that using less yet more significant features in performing the 
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traffic representative reduces the number of comparisons. The average execution time for 
the existing models such as cluster-based, wavelet-based, entropy-based and statistical 
analysis-based models are 1.2, 1.6, 0.58, and 1.08 seconds respectively. On the other 
hand, the execution time of the proposed model is 0.72 seconds. The entropy-based 
model has the shortest execution time since it takes only the destination address for 
performing detection analysis. However, the proposed deviation-based detection model 
makes use of source and destination addresses as well as the port address for calculating 
the traffic representatives. Thus, the execution time of the proposed model is higher than 
that of the entropy-based model. However, it is far less than the other cluster, statistical 
analysis and wavelet-based models. 
Table 3 Analysis of time consumption 

No. of 
requests 

Execution time in seconds 
Existing mechanism Proposed 

(DDDM) 
mechanism 

Cluster 
analysis Wavelet Entropy-based Statistical 

analysis 
100 0.6 0.8 0.3 0.5 0.3 
200 0.9 1.2 0.5 0.8 0.6 
300 1.2 1.6 0.5 1.1 0.8 
400 1.5 2.0 0.7 1.4 0.9 
500 1.8 2.4 0.8 1.6 1 
Average 1.2 1.6 0.58 0.5 0.72 

Figure 5 Comparison of attack detection time (see online version for colours) 

 

4.2.3 FPR and FNR 
The difference between a false positive and a false negative is that with a false positive, 
the model identifies the regular traffic as an attack, and with a false negative, attack 
traffic is identified as regular. The FPR absorbs excessive computing resources and time, 
which disturbs the usual process of the system, and thus it intends to evaluate the 
efficiency of the detection model. The FNR compromises the trustworthiness of the 
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detection model by allowing the attack packets to be regular, and thus it intends to 
evaluate the reliability of the underlying detection model. For performing the analysis on 
FPR, an experiment is made by varying the number of attack packets from 50 to 250, 
incremented by 50. Table 4 displays the FPR assessed for the proposed and existing 
models such as cluster analysis (Bhaya and Manaa, 2014), wavelets (Srihari and Anitha, 
2014), entropy-based (Sindia and Dhas, 2017), and statistical analysis-based (Saravanan 
and Bama, 2020) detection mechanisms. The obtained values are presented as a line 
graph in Figure 6. The results indicate that the proposed DDDM model, count-based 
statistics, and entropy-based detection model have fewer false positives than cluster 
analysis and wavelet-based mechanisms. Moreover, the average FPR for the  
entropy-based and statistical models is 0.8 and 0.65, respectively, whereas that of the 
proposed model is 0.5. This indicates that the proposed model has a more efficient 
performance than its competitors. 
Table 4 Analysis of FPR 

Attack rate 
(packets/sec.) 

Existing mechanism Proposed 
(DDDM) 

mechanism 
Cluster 
analysis Wavelet Entropy-based Statistical 

analysis 
50 0.49 0.64 0.3 0.2 0.2 
100 1.05 1.30 0.52 0.41 0.36 
150 1.68 1.98 0.75 0.63 0.58 
200 2.12 2.73 0.97 0.82 0.69 
250 2.85 3.10 1.42 1.2 0.81 

Figure 6 Comparison of FPR (see online version for colours) 

 

To analyse the reliability of the system, an experiment is made by varying the number of 
attack packets from 50 to 250, incremented by 50. The comparison of results is made for 
the proposed DDDM model with those of the existing detection models such as cluster 
analysis (Bhaya and Manaa, 2014), wavelets (Srihari and Anitha, 2014), entropy-based 
(Sindia and Dhas, 2017), and statistical analysis-based (Saravanan and Bama, 2020) 
detection mechanisms. The obtained values for the proposed and existing models are 
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presented in Table 5. The values presented in the table are also depicted as a graph in 
Figure 7. From the analysis, it is clear that the proposed model, an entropy-based model, 
and statistical analysis offer improved reliability with a lower FNR than the cluster 
analysis and wavelet-based existing models. Moreover, the average FNR for the proposed 
model is 0.35, whereas that of the entropy-based and statistical models are 0.5 and 0.4, 
respectively. This shows that the proposed model offers better results than other models 
under comparison. 
Table 5 Analysis of FNR 

Attack rate 
(packets/sec.) 

Existing mechanism Proposed 
(DDDM) 

mechanism 
Cluster 
analysis Wavelet Entropy-based Statistical 

analysis 
50 0.30 0.95 0.2 0.1 0.1 
100 0.62 1.31 0.32 0.25 0.24 
150 0.95 1.65 0.52 0.4 0.36 
200 1.27 1.98 0.67 0.55 0.47 
250 1.53 2.34 0.82 0.7 0.59 

Figure 7 Comparison of FNR (see online version for colours) 

 

According to the extensive result analysis, the proposed deviation-based DDOS detection 
model outperforms competitors in terms of detection rate, a lower FPR, and a lower FNR. 
However, it is discovered that the proposed model takes slightly longer execution time 
than the entropy-based model. This is because the model utilises various features that 
arise from a single source address to increase the attack detection rate. Thus, the key 
advantages of the proposed work are reduced computational complexity and improved 
work efficiency. 
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5 Conclusions 

As an emerging technology, several security risks exist in cloud computing that need to 
be resolved to ensure security and reliability. DDoS attacks are one type of security risk 
that aims to bring a server down by generating a large amount of traffic. This paper 
focuses on proposing a solution for detecting DDoS attacks from legitimate network 
traffic using the SDN framework. To detect attack traffic, a deviation-based DDOS 
detection model is proposed in which it initially collects the network traffic to form a 
knowledge base. The variance of the discrete probability distribution of the network 
features is computed and stored as the traffic representative. In the deviation-based 
detection phase, for known flows, the controller computes the variance, which is 
compared with the knowledge base by using Euclidean distance. If the difference is 
greater than the standard deviation that is set as a threshold, then the test sample of 
network traffic is considered an attack. Moreover, for the unknown flow, the model uses 
rule-based detection for identifying the attacks. With the experimental analysis, it was 
found that the proposed model offers an average detection rate of 98% with an average 
execution time of 0.72 seconds. The results of the FPR and FNR are also lower with high 
attack traffic than those of other competitors. Future work focuses on improving the 
attack detection rate. Further, other mathematical and statistical concepts can be used to 
achieve better results. 
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