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This special issue discusses the recent research progress on protecting systems, networks,
internet in any form like internet of things as well as the software and programs from
digital attacks. The cyberattacks are usually aimed at accessing, changing, or destroying
sensitive information; extorting money from users; or interrupting normal business
processes. A successful cybersecurity approach must have multiple layers of detection,
protection, restoration and prevention spread across the computers, networks, programs,
or even around data that one intends to keep safe. Figure 1 illustrates the basic component
of a cybersecurity system. However, implementing effective cybersecurity measures is
particularly challenging today because there is an exponential growth of the internet
interconnections which has led to a significant growth of cyberattack incidents often with
disastrous and grievous consequences. Malware is the primary choice of weapon to carry
out malicious intents in the cyberspace, either by exploitation into existing vulnerabilities
or utilisation of unique characteristics of emerging technologies. The development of
more innovative, smart and effective malware defence mechanisms has been regarded as
an urgent requirement in the cybersecurity community (Jang-Jaccard and Nepal, 2014).
As cyberattacks grow in volume and complexity, artificial intelligence (AI) is helping
under-resourced security operations analysts stay ahead of threats. Curating threat
intelligence from millions of research papers, blogs and news stories, AI provides instant
insights to help you fight through the noise of thousands of daily alerts, drastically
reducing response times (https://www.ibm.com/security/artificial-intelligence). However,
one need to understand that is AI is also a threat to cybersecurity attackers commanded
AI systems developed by Amazon, Apple, and Google to do things such as dial phones
and open websites – without the knowledge of the AI systems’ users (Goosen et al.,
2018). It is a short step to more nefarious commands, such as unlocking doors and
transferring money with the aid of new technological trends like Alexa, Siri, and Google
Assistant. Actually in 2010, Yampolskiy coined the phrase ‘artificial intelligence safety
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engineering’ and its shorthand notation ‘AI safety’ to give a name to a new direction of
research that may include cybersecurity. Additionally, AI will be integrated with other
advanced technologies such as blockchain to ensure better security protocols. And then,
maybe AI with its safety measures will become our new cybersecurity sheriff (Joshi,
2019).
Figure 1

Basic components of a cybersecurity system (see online version for colours)

This special issue contains ten accepted articles representing 17% of the total
submissions. Achieving such a high quality of papers would have been impossible
without the huge work that was undertaken by the editorial board members and external
reviewers. We take this opportunity to thank them all for their great support and
cooperation. The following are the articles accepted in this special issue:
1

‘Behavioural analysis approach for IDS based on attack pattern and risk assessment
in cloud computing’

2

‘A critical insight into the effectiveness of research methods evolved to secure IoT
ecosystem’

3

‘An efficient authentication and key agreement scheme for e-health applications in
the context of internet of things’

4

‘An ontology-based approach to improve access policy administration of
attribute-based access control’

5

‘A multi-agent system approach based on cryptographic algorithm for securing
communications and protecting stored data in the cloud-computing environment’

6

‘An efficient user authentication model for IOT-based healthcare environment’

7

‘Cloud-based DDoS attack detection and defence system using statistical approach’
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8

‘Sequential pattern analysis for event-based intrusion detection’

9

‘SQL injection attacks – a systematic review’

10 ‘Password security by encryption using an extended ADFGVX cipher’.
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