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Information security and privacy are essential needs for our modern society in which
information technology and services pervade every aspect of our lives (Jiang et al., 2018;
Gupta et al., 2016). Particularly, security and privacy of multimedia big data, which is
becoming a part of daily life for accessing different systems, services and applications is
a serious issue (Stergiou et al., 2018a; Gupta et al., 2018a). However, it is challenging to
address as technology develops at rapid speed and our systems become ever more
complex. The explosion of multimedia big data in internet of things (IoT) systems has
created unprecedented opportunities and fundamental security and privacy challenges, as
it is not just big in volume, but also unstructured and multi-modal (Adat et al., 2018).
This special issue intends to bring together state-of-art research and developments in
security and privacy of IoT and secure [oT services, novel attacks on IoT services, novel
defences for IoT service attacks, and forensics and IoT security analysis. Topics for this
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special issue include, but are not limited to (Gupta et al., 2015; Zhang et al., 2014; Tewari
et al., 2018; Din et al., 2018; Wang et al., 2018):

e security and privacy of big data in [oT

e  security and privacy management of multimedia big data in IoT

e intrusion detection systems in [oT

e  security and privacy of pricing and billing for IoT services

e cryptography, authentication, authorisation and usage control for IoT systems
e security of mobile, peer-to-peer and pervasive services in [oT

e  security of big data in mobile commerce and mobile IoT

e Dbig data-enabling social networks on mobile clouds and in IoT

e  security protocols in IoT

e  privacy protocols in [oT

e forensics in IoT

e social engineering, insider threats, advanced spear phishing in IoT
¢ multi-modal information retrieval for big data in IoT systems

e  security and privacy of big data in MCC and cloud.

This special issue contains five papers focuses on information security, privacy and
forensics of multimedia big data in the IoT and other related areas (Gupta and Quamara,
2018; Stergiou et al., 2018b; Gupta and Sheng, 2019; Psannis et al., 2018; Joshi and
Gupta, 2019; Gupta et al., 2018b) which were selected after rigorous review process. The
first article entitled, ‘Botnet detection based on DNS traffic similarity’ authored by
Ahmad Manasrah et al. presents a scalable approach for detecting a group of bot hosts
from their DNS traffic is proposed. The proposed approach leverages a signal processing
technique, power spectral density (PSD) analysis, to discover the significant frequencies
(i.e., periods) of the botnets periodic DNS queries. The proposed approach processes the
timing information of the generated DNS queries, regardless of the number of queries or
domain names. Measuring the level of similarity between hosts demonstrating periodic
DNS queries should reveal the group of bot hosts in the monitored network. Finally,
authors evaluated the proposed approach using multiple DNS traces collected from
different sources along with a real world botnet deployed under controlled environment.
The evaluation result shows that the proposed approach was able to detect the group of
bot hosts that demonstrates similar periodic DNS pattern with high accuracy and
minimum false positives rates.

The second article entitled, ‘Fingerprinting violating machines with in-memory
protocol artefacts’ authored by Mohammed 1. Al-Saleh and Yaser Jararweh discusses that
tracking the IP address of the attacker to its origin is indispensable. However, apart from
finding the attacker’s (possible) machine, it is inevitable to provide supportive proofs to
bind the attack to the attacker’s machine, rather than depending solely on the IP address
of the attacker, which can be dynamic. This paper proposes to implant such supportive
proofs by utilising the internals of three well-known internet protocols: IP, TCP and
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ICMP. Authors claim that their results show that there can be potential proofs in the
structures of these protocols. In addition, because a violator is unaware of (and has no
control over) the involved protocols, the investigation process is empowered with stealth.
Authors also claim that they are the first to utilise protocol remnants in fingerprinting
violating machines.

In the third article entitled, ‘Enhancement of 3D-Playfair algorithm using dual key’
authored by Arnab Kumar Das and Nabanita Das proposed an extended 3D-Playfair
cipher working with 256 (4 x 8 x 8) characters. It selected 52 alphabets (upper case and
lower case), ten numerals and 194 most commonly used special characters of ASCII
character set. Authors used the 3D version of the Playfair cipher but use the digraph
concept. The restrictions of existing 2D-Playfair ciphers and 3D-Playfair cipher using
4 x 4 x 4 matrices, 6 x 4 x 4 matrices are overcome in the proposed work. As per
authors claim, the proposed algorithm can accumulate more characters than the existing
3D-Playfair ciphers.

The fourth article entitled, ‘A knowledgebase insider threat mitigation model in the
cloud: a proactive approach’ authored by Qutaibah Althebyan et al. presents a proactive
insider threat model using a knowledgebase approach. Proactive in a sense that proposed
model tries to detect (in advance) any deliberate deviation of the legal accesses an insider
might try to perform so that the individual’s private data will be protected and secured. At
the same time, the cloud resources will be insured to be secured as well as consistent at
all times. Knowledgebase models were used earlier in preventing insider threats in both
the system level and the database level. This knowledgebase work will be extended to
cloud computing systems. The proposed model insures an in advance mitigation in the
form of detection (and hence, a chance for prevention) of possible insider breaches. This
mitigation correlates system insider’s admins’ knowledge who may grant undesired
privileges to insiders of the underlying cloud data centre. The proposed model handles
the insider threat in a cloud data centre at its several levels: the host level and the network
level where insiders are categorised several levels of privileges according to their
locations within the cloud data centre. Simulation results show that the proposed model
works well in predicting malicious acts of insiders of the cloud data centre. It also shows
that although proposed model is effective in predicting insiders’ threats, it still performs
well with minimum overhead to its performance. This fact has been concluded by
showing that the number of blocked insiders is reduced to the minimum.

The aim of this paper entitled, ‘Digital video forensics: a comprehensive survey’
authored by Mohammad Alsmirat et al. is to collect and provide the definitions of the
main concepts related to media forensics. Also, this paper aims to give an overview of
the different techniques used in media forensics concentrating on video forensics.
Furthermore, this paper classifies the work done in the field according to the main
technique used in the proposed solution approach.

We would like to express our special thanks to Prof. Valentina E. Balas and
Prof. Anca Ralescu, the Editors-in-Chief of International Journal of Advanced
Intelligence Paradigms (IJAIP), for their great support and efforts throughout the whole
publication process of this special issue. Moreover, this special issue is due to the
encouragement of IJAIP Editorial Office for their continuous support to publish this
special issue. Many individuals have contributed toward the success of this issue. Special
thanks are due to dedicated reviewers who found time from their busy schedule to review
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the articles submitted in this special issue. In addition, we are also grateful to all the
authors for submitting and improving their papers.
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