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Efforts to enhance the protection and overall resilience of a facility must consider
all dependencies (e.g., physical, cybernetic, geographic, and logical). Such an
all-encompassing assessment accounts for potential vulnerabilities that may exist outside
traditional facility ‘boundaries’. The degradation of the supply of resources from one
facility in support of another facility can cause direct and potentially severe impacts.
However, it is also important to consider the fact that bidirectional relationships between
facilities may exist. A situation in which two infrastructures are dependent on each other
is called interdependency.
Dependencies and interdependencies are complex elements to consider in risk
assessments, risk management, and business continuity procedures as they are dynamic
and multidimensional. Although it may be obvious that there exists a need to identify and
mitigate potential dependencies and interdependencies, they tend to be extremely difficult
to capture and understand in totality due to their complexity.
The presence of multiple interconnected sets of infrastructure across multiple
jurisdictions adds a system of systems dimension to the interdependency discussion.
Vulnerabilities resulting from infrastructure interdependencies are generally not as well
understood as other vulnerabilities. A single-point of failure can lead to multiple
infrastructure disruptions in multiple geographic locations. Though there is no single
solution as to how to analyse interdependencies, it is clear that enhancing capabilities and
innovations in that field is critical.
The main purpose of this special issue is to present recent advancements related to the
assessment of infrastructure dependencies and interdependencies, the modelling of
complex critical infrastructure systems, and the consideration of these elements in risk
assessment and management methodologies to support decision-making. This special
issue contains three papers that represent the diversity of problems and approaches when
considering complex systems dependencies and interdependencies.
The first paper, ‘Tightly coupled governance for loosely coupled wicked problems:
the train explosion in Lac-Mégantic case’, presents and analyses governance components
and the complexity and interdependencies of actors at a macro level by studying the
Lac-Mégantic disaster that occurred in Quebec on July 6, 2013.
The second paper, ‘Dependencies in enterprise networks and its influence on a focal
company’s global strategy: a theoretical analysis’, focuses on dependencies and
interdependencies at a micro level by addressing dependency relationships between a
focal company and its partners at the early stages of a project. The goal of the report is to
understand the behaviour and influence of stakeholders on the strategy, tactics, and
operational actions of different firms.
The third paper, ‘Modelling and analysis of availability for critical interdependent
infrastructures’, offers an analysis at an intermediate level between macro and micro
approaches. This paper proposes an analysis framework for critical interdependent
infrastructures exposed to disruptions caused by equipment failures, cascading errors
from neighbouring infrastructures, and the damages resulting from natural catastrophes.
Dependencies and interdependencies influence all components of risk (threat/hazard,
vulnerability, resilience, and consequence), can themselves be a threat or hazard, can
affect the resilience and protection performance of critical infrastructure, and can lead to
the propagation of cascading and escalating failures. Dependencies and interdependencies
must be integrated into risk and resilience methodologies. A data-driven capability that
operationalises the analysis of dependencies and interdependencies would not only
provide an unprecedented level of situational awareness, but also enable decision makers
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to anticipate disruptions. To achieve this ultimate goal, the development of a
comprehensive and interactive assessment of critical infrastructure dependencies and
interdependencies requires multidisciplinary or ‘socio-technical’ approaches combining
multiple areas of expertise (e.g., engineering, social sciences, business continuity, and
emergency management) in an adaptive and flexible assessment framework.
We would like to thank all the researchers who submitted papers and all those who
were involved in the review process. We hope that readers will enjoy this special issue of
the International Journal of Risk Assessment and Management, and that it will generate
further discussion and support future research in the field of dependencies and
interdependencies.

