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From the past few decades, there has been an exponential 
growth in the area of pervasive and ubiquitous computing. 
The needs of the users are changing day by day as they are 
demanding more services on their handheld devices.  
As the applications access data from variety of locations, 
so security remains one of the major concerns in this 
domain. Hence, there is a requirement of efficient 
mechanisms which can address various security related 
issues in this environment. This special issue invites 
various proposals keeping an eye on the above issues and 
received many high quality papers which are peer 
reviewed by independent reviewers. Some of the vital 
contributions in this special issue are described as follows: 

In first paper, Mall et al. have provided a detailed 
survey on key management schemes in wireless sensor 
networks. Authors have described a detailed study of the 
various key management schemes with respect to various 
metrics. They have highlighted the advantages and 
disadvantages of various key management schemes in 
sensor networks.  

In the second paper, Su and Chen described content-
based image retrieval for peer-to-peer networks. The 
proposed scheme provides a detailed multi-instance image 
query with multi-features types to reduce network traffic 
to maintain a high accuracy. The experimental results 
demonstrate the effectiveness of the proposed scheme as it 
has higher accuracy and less delay in accessing the 
content from the network. 

In the third paper, Muhaya first analyse the stolen 
smart card attack to the existing Yang et al.’s scheme, and 
then propose an enhanced mutual authentication scheme 
for trusted computing. The proposed scheme is resilient 
with respect to various types of attacks on the networks. 

In fourth paper, Kim described a qualitative and 
knowledge based approach for security architecture. The 
cost of an architectural tactic is estimated by using the use 
case points method, and a level of tactic contribution for 

non-functional requirements (NFRs) is predicted by the 
Analytic Hierarchy Process (AHP) and sensitivity 
analysis. The proposed approach suggested the best 
possible fit which is likely to satisfy NFRs of an 
application. The authors have applied the proposed 
approach by picking a case study of online trading system. 

In fifth paper, Chen et al. develop an anti-forensic 
steganography system using the proposed multi-bit MERs 
with flexible bit location embedding method to overcome  
the problem of forensics and to achieve high  
performance includes both large embedding capacity and 
high image quality. They have developed a threshold 
based mechanism to evaluate the anti-forensics degree of 
the proposed method and provide a detailed demonstrated 
using the visual attack and the statistical attack of  
Chi-square analysis. 

In the sixth paper, He et al. proposed a new handover 
scheme using bilinear pairing for mobile wireless network. 
The proposed scheme is resilient with respect to various 
attacks in the network and is found effective in various 
network scenarios under different attack models.  

In the seventh paper, Mishra et al. proposed a new 
biometric-based remote authentication scheme for 
connected healthcare. Authors have evaluated the 
performance of the proposed scheme with respect to 
various types of attacks where its performance was found 
better than the other existing scheme. Authors have 
evaluated the scheme by selecting various types of 
parameters. 
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