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The cloud computing paradigm has been renovating the future of information technology
(IT) industry because of many attractive features, including high elasticity, good
scalability, support for pay-as-you-go service models, and capability of overcoming
constraints in both software parallelism and hardware capacity. This paradigm not only
enables users to enjoy convenient, versatile and efficient services, but also relieves the
burden of maintenance. However, security remains the top concern to both users and
service providers.
This special issue includes three papers that address security issues in cloud
computing from different perspective. One is a survey paper, ‘Cloud computing: a review
of security issues and solutions’. Starting from an overview of the history, definition, and
service models of cloud computing, this article illustrates the major security issues with
cloud computing, including information confidentiality, integrity, availability and
auditing. It then presents some countermeasures that can be implemented to tackle
security breaches in the cloud. The editors hope this article will provide a current and
thorough overview of this area to researchers.
While virtual machine (VM) checkpointing is useful for system administration, it can
also increase the risk of exposing confidential user data. In ‘Privacy-preserving virtual
machine checkpointing mechanism’, a security and privacy aware VM checkpointing
mechanism called SPARC is introduced. SPARC enables users to selectively exclude a
user’s confidential data within a VM from being checkpointed. This paper details the
design challenges in effectively tracking and excluding process-specific memory and disk
contents from the checkpoint file for a VM running on a commodity Linux operating
system. It also presents techniques to track process dependencies due to inter-process
communication and to account for such dependencies in SPARC.
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The performance and security of cognitive radio networks (CRN) is considerably
constrained by its limited power, memory and computational capacity. In the paper
‘Geolocation-aware resource management in cloud computing-based cognitive radio
networks’, the authors propose an approach to relieve this constraint using cloud.
Distributed storage and computing resources in a cloud computing platform and
geolocation of secondary users are leveraged to store spectrum occupancy information of
heterogeneous wireless networks and facilitate the access of spectrum opportunities for
secondary users (SU). This paper also proposes a scalable mapping method using storm,
a real-time distributed processing model for a cloud computing platform to dynamically
partition the geographical area according to the SU density.

