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Recent advances in electronics and wireless communication technologies have enabled
the extensive deployment of wireless sensor networks (WSNs). These networks have
applications in many important areas, such as military, heathcare, environment
monitoring and manufacturing. Security and privacy are critical issues to many sensor
network applications including military target tracking and healthcare monitoring. To
provide security and privecy to the sensor networks with these applications is
challenging, due to the open nature of wireless communications and the limited
capabilities of sensor nodes in terms of processing power, storage, bandwidth and energy.
Additionally, widespread and unrestricted deployment of WSNs makes them exposed to a
number of security vulnerabilities. Moreover, a number of trust and reputation issues
arise in WSNs since trust communication is a fundamental consideration for the operation
and the stability of WSNs. An example isthat a trust management frame in WSNSs can be
utilised to prevent nodes from performing malicious or selfish behaviours.

This special issue brings together three papers on diverse topics in the area of trust,
reputation, security and privacy of WSNs.

e The contribution ‘ An efficient reputation-based system for wireless ad hoc networks
by Gang Peng et al., copes with malicious behaviours using a decentralised
reputation system. Each source node actively triggers the detection process to collect
evidence towards malicious behaviours. Based on available evidences, each node
relies on Bayesian inference to internally update its reputation beliefs about how
reliable each other nodeis. Moreover, aflocking algorithm is proposed to allow
careful dissemination of reputation information and thus shorten the misbehaviour
detection time.

e The contribution by Kavitha Ammayappan et al. titled * New route discovery design
for routing misbehaviour prevention in multi-hop wireless sensor networks' presents
anew route discovery design for multi-hop WSNs which prevents routing
misbehaviours and establishes non-plausible route. It uses the proposed limited
broadcasting communication to mitigate network wide flooding and incorporates
end-to-end mutual authentication and key agreement to secure the route
establishment process. The feasibility of the proposed routing approach and its
resilience to various attacks are presented through simulations.

e The contribution by Jacques M. Bahi et al. proposes two layers for secure data
aggregation in sensor networks. Firstly, an end-to-end encryption scheme is studied
which is based on dliptic curve cryptography and supports operations over
cypher-text. Secondly, to enhance the security a new watermarking-based
authentication is proposed, which enables sensor nodes to ensure the identity of
other nodes they are communicating with. The experimental results show that this
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hybrid approach guarantees high security level for data aggregation in sensor
networks and significantly reduces computation and communication overhead.

While concluding, we thank the Editor-in-Chief, Prof. Thanos Vasilakos, for his
guidance, the reviewers for their insightful comments that help to enhance the quality of

the papers, and the authors for their academic contributions and the great work they have
done.



