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In recent years, there has been increasing interest in using biometric technologies to
recognise or verify the true identity of a person. Biometric systems are being developed
by different vendors in many countries for various applications, such as access control,
time and attendance tracking, voting registration, video surveillance, and e-passports.
As with other emerging technologies that are rapidly developed, adopted, and
implemented, it is necessary to standardise biometric technology to ensure the reliability,
interoperability, usability, security, and scalability of biometric systems. Currently, six
specific areas of biometric standards are addressed under the purview of International
Organization for Standardization and the International Electrotechnical Commission,
Joint Technical Committee 1, Subcommittee 37 (ISO/IEC/JTC 1/SC 37): biometric
vocabulary, technical interfaces, data interchange formats, application profile standards,
performance testing and reporting, and cross-jurisdictional and societal aspects. Much
effort has been devoted to these standards and some of them are already established and
well accepted by the industry. This special issue is targeted at a variety of audiences,
including research scientists, system developers and policy makers, to familiarise them
with the published biometric standards and significant drafts currently under
development. The goal is to provide the reader with an opportunity to build a strong,
fundamental understanding of biometric standards and, thus, to understand the
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technology guidelines required to develop biometric systems with high maturity,
interoperability, and scalability.

As the use of biometrics grows, it is critical that biometric products be developed
based on open and internationally accepted standards. Because vendors come and go, a
vendor’s products may be replaced by another vendor using the next generation of
technology. Biometric standardisation provides a foundation to develop interoperable,
compatible, flexible, and updatable biometric products. The first article entitled
‘Advances in biometric standardisation — addressing global requirements for
interoperable biometrics’ by Podio, Chair of the ISO/IEC JTC 1/SC 37 — Biometrics,
describes the current status of biometric standards development activities including
published standards and those currently under development. Examples are presented
to demonstrate the critical role standards play in the adoption and successful
implementation of biometric verification and identification applications.

Data interchangeability is one of the keys to enabling interoperable biometric
applications across multiple vendors. Several standards have been developed to support
data exchange either between data collection and backend matching systems, or between
different systems, and agencies. The second paper entitled ‘The ANSI/NIST-ITL
standard update for 2011 (data format for the interchange of fingerprint, facial and
other biometric information)’ by Wing presents the American National Standards
Institute/National Institute of Standards and Technology — Information Technology
Laboratory (ANSI/NIST-ITL) standard. As it is designed to facilitate interoperability
for biometric-related forensic data among law enforcement-related organisations, the
ANSI/NIST-ITL standard is widely used in law enforcement, military, intelligence,
border management, and homeland security applications.

There is currently a growing interest in using biometrics on smartcards since
biometric technology provides an enhanced security, while match-on-card technology
protects the user’s privacy. However, due to the complexity of matching algorithms, it is
difficult to implement the whole match process on a low-cost smartcard. Chen et al.
describe the methodology for biometric matching on smartcard as described in the
standard ISO/IEC 24787 and propose an algorithm to solve this challenge in their paper
‘ISO/IEC standards for on-card biometric comparison’, which divides the fingerprint
match process into two separate sections: off-card alignment and on-card comparison.
Based on their proposed algorithm, the authors have built a prototype using Java Card
Development Kit 2.1 and have tested it with the Fingerprint Verification Competition
(FVC) 2000 and 2002 databases. Experimental results demonstrate that the accuracy and
time performance of the prototype are comparable to a fingerprint matcher executed on a
personal computer with floating point unit.

Since most applications store biometric templates in a central database, but not on
smartcards, template security becomes a critical issue in such applications. Various
template protection techniques have been proposed to protect the biometric
template, which can be categorised into two groups: biometric cryptosystem and
cancelable biometrics. Isobe et al. contribute the fourth article ‘Security performance
evaluation for biometric template protection techniques’ to illustrate the International
Telecommunication Union-Telecommunication Standardization Sector (ITU-T) Study
Group 17 Question 9: Telebiometrics, which provides a general guideline for testing and
reporting the performance of biometric template protection techniques based on biometric
cryptosystems and cancelable biometrics.
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Conformance testing is a method that is used to validate whether a product is in
compliance with a set of standards or conforms to the specified requirements from these
standards. Biometrics end-users benefit greatly from conformance testing because
biometric devices made by different vendors that pass the conformance testing have a
higher likelihood of being interoperable. The fifth paper, ‘Automated conformance
testing for ISO/IEC 19794-5 Standard on facial photo specifications’, by Nguyen et al.
proposes a set of metrics for quantitative conformance testing on face image data. It is
worth emphasising that not only does this paper describe the algorithms used to extract
facial features for conformance testing, but it also provides detailed explanations on how
these features are calculated.

When adopting biometric technology, a key consideration is the biometric
system’s performance and its potential matching error rates. The last paper entitled
‘Multi-purpose biometric performance grading scheme’ by Lazarick describes the
ISO/TEC 19795-5:2011 standard that is used for evaluating and assigning grade levels to
the performance metrics of the biometric portion of an access control system. The
objective is to provide product suppliers, regulators, system owners, and evaluation teams
with adequate, implementable, and unbiased test procedures.

The special issue guest editors would like to express their thanks and appreciation to
Editor-in-Chief Prof. Khalid Saeed and Associate Editor Dr. Jiancheng (Kevin) Jia, for
their encouraging words and guidance throughout the course of the special issue
preparation. The papers forming this special issue include published and ongoing
significant biometric standards to provide the readers with an opportunity to build a
strong, fundamental understanding of biometric standards and, thus, to find technology
guidelines in developing biometric systems with high maturity, interoperability, and
scalability. It is our hope that after reading this special issue, readers will learn the most
important and current aspects in biometric standardisation, therefore, chose the right
guidelines in their work to develop high maturity, interoperable, and scalable biometric
systems.

Testimonials

“Biometric standards provide a level of consistency that makes them the
cornerstone for interoperability and data sharing. Standards allow the
Department of Defense to interconnect with multiple and unique databases
from other U.S. Government agencies such as the Federal Bureau of
Investigation and Department of Homeland Security. By doing so, we greatly
enhance the ability of warfighters, law enforcement and criminal justice entities
to fight crime and terrorism and to protect our citizens throughout the nation
and the world.”

Dr. Thomas Killion,
Director, Biometrics Identity Management Agency (BIMA)

“This special issue will be the first collection of research papers that are
authored and edited by a group of top experts on biometrics standardization in
international journals. The issue provides update information and current status
on the research of standardization of biometrics and will be a very voluble
source and first-hand reference for the academic researchers, engineers,
managers, and corporation and government policy makers.”

Dr. Kevin Jia,
Associate Editor of ZJBM



