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We are very pleased to present this Special Issue on
Network Forensics, Security and Privacy to readers. There
are 6 papers in this Special Issue, and some were published
in the first International Workshop of Network Forensics,
Security and Privacy, which was a joint workshop of the
32nd International Conference of Distributed Computing
Systems, Macau, China, 18–21 June 2012. All the workshop
papers were asked to conduct an essential extension, and
reviewed again before they were accepted. One paper was
an invited paper, which went through rigorous review
process as well.
Network security and privacy are continuous challenges
for researchers. We have witnessed ever-increasing new
attack strategies, such as from brute force DDoS attacks to
low-rate DDoS attacks, from IP fluxing to domain fluxing
for botnets. When a new detection method is employed,
attackers will develop another strategy to convict it. When a
vulnerable package is patched, attackers try hard to find
another vulnerable point to continue their attacks. The battle
between defenders and attackers is an endless loop.
Network forensics is an emerging topic for network
security communities. Unfortunately, we cannot apply the
traditional forensic techniques directly. There are many
challenges in this brand new field. For example, is a given
image in the cyberspace a genuine one? how to identify
anomaly information from the tremendous network traffic,
especially when cyber criminals try their best to disguise
their traces, and even mimic legitimate behaviour to fly
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under the radar. Another challenge is how to trace back to
the people who commit network attacks, the current trace
back methods can only reach zombies, rather than the
human master head. Another great challenge is the
constraints of network forensic techniques from the
perspective of law enforcement. Many advanced forensic
techniques are not necessarily feasible in practice because
of possible contamination in terms of computer crime laws.
The papers of this Special Issue covers different aspects
of current hot topics of security community, from cyber
security to privacy protection, from industry based research
to theoretical analysis.
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