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A smart grid is the electricity delivery system (from
point of generation to point of consumption) integrated
with communications and information technology
for enhanced grid operations, customer services, and
environmental benefits. Security and Privacy in Smart
Grid differ from those in traditional systems and
networks due to specifical features and applications
in Smart Grid. The need to address security and
privacy issues, and provide timely, solid technical
contributions of security and privacy solutions in
Smart Grid establishes the motivation behind this
special issue.

This special issue is dedicated to Security and Privacy
in Smart Grid. Four papers were selected for this special
issue. We introduce them as follows. The first paper,
Towards modelling the impact of cyber attacks on a
smart grid, by Kundur et al. presents a cyber attack

impact analysis in the smart grid in which both cyber and
physical grid entity relationships are modelled as directed
graphs. The second paper, Privacy protection system
and metrics for hiding electrical events, by Kalogridis
et al., discusses present a home electrical power
management system that uses a rechargeable battery
to mask home energy load signatures and, effectively,
protect the privacy of appliance usage information. The
third paper, Secure and privacy-preserving information
aggregation for smart grids, by Li et al., proposes a
distributed incremental data aggregation approach, over
all smart meters with minimum overhead and protecting
user privacy. The last paper, Application-aware secure
multicast for power grid communications, by Zhang
and Gunter proposes an application-aware approach
to setting up secure multicast groups for power grid
communications.
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