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1 Introduction

In this special issue, five papers are selected to address the use of Modelling and
Simulation (M&S) in the area of security in network-based systems. Simulation and
modelling are used to evaluate and analyse the effectiveness of security algorithms in a
quantitative manner. A wide scope of security issues is covered in this special issue.

The first paper, ‘A testbed for power system security evaluation’, address a critical
issue for the security of power grid using a simulation testbed. This testbed is built on top
of several earlier developed simulation systems, its architecture is clear, and the function
is useful for evaluating a large-scale sensor network security. The second paper,
‘Weighted trust evaluation-based malicious node detection for wireless sensor networks’,
describes a method based on a weight on a trust to systematically evaluate the
“reputation” of a node. As a result, when the trust or the reputation of a node is below the
threshold, the node will be regarded as compromised. The third paper, ‘Mitigating
routing vulnerabilities in ad hoc networks using reputations’, chooses a path whose next
hop node has the highest reputation instead of choosing the shortest route to the
destination. This improvement is obtained at the cost of a higher number of route
discoveries with a minimal increase in the average hop length. The fourth paper
overcomes the problems caused by adversarial nodes that modify or drop data packets
destined to a data centre. A Secure Quasimultipath Forwarding (SQF) scheme is
proposed and modelling and simulation techniques are employed to study the impact
of the data forwarding security design on packet delivery latency and energy
consumption. The last paper describes the ‘Modelling and simulations for Identity-based
Privacy-Protected Access Control Filter (IPACF) capability to resist massive denial
of service attacks’. The queuing model and OPNET simulation confirm the DDoS
resistance capability under a massive attack in a worldwide network.

We believe that the wide scope and applications of modelling and simulation for
investigating network security in this special issue will be useful to professionals and
academia who are working in the related fields. As the challenges of network security
grow rapidly, a quantitative assessment using modelling and simulation of a new network
security scheme is valuable before its deployment.
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