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Introduction

With over 1.4 billion users of the internet, the management as well as the control of
information flows has attracted the interest of organisations, industries, governments, and
privacy advocates. Identity management systems enable users to control their personal
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information when accessing online services. From the perspective of service providers,
identity management systems offer two key benefits. First, they are useful as systems for
authentication. Second, users do not have to create multiple accounts when accessing
particular websites. What are the privacy implications arising from the growing use of
federated identity management systems? We can approach this question differently. What
are the privacy risks confronting users when disclosing information to service providers?
Consider as an example the information that users now disclose when accessing
application platforms on social networking sites or setting up accounts on websites. As
‘digital subjects’, do privacy values and principles continue to be relevant? A digital
subject, as defined by Kim Cameron, is:1
“A person or thing represented or existing in the digital realm which is being
described or dealt with.”

It is entitled to certain constitutional guarantees relating to the individual’s privacy. Do
we conceptualise ‘identity’ and ‘privacy’ differently? Having clear ideas about the goals
and policies of identity management systems is relevant to an understanding of what
privacy means in the digital environment. We can, as an example, consider the context in
which the European Data Protection Directive 95/46/EC was passed. How would these
policy-makers now view logistical, cultural and legal issues regarding the collection and
storage of identifiable personal data by social networking sites, Google and Yahoo!? This
special issue focuses on privacy and its intersections with information technology and
associated social and technology trends.
Part 1 consists of contributions from international legal scholars and practitioners on
various topics concerning the individual’s identity, in particular, the implications of the
use of digital rights management software on privacy, location-based identity, identity
cards and avatars.
Part 2 is devoted to analysing the paradox of identity management systems. Given
the broad reach of the issues raised by identity management systems, the focus and
the analysis of the topics in the Special Issue is modest. There are many issues and
topics that continue to pose ongoing governance challenges. The contributions in the
Special Issue aim to facilitate debate, and encourage much needed research and analysis
of the paradox of identity management systems. Any further analysis and debate cannot
ignore a central concern facing all stakeholders in the age of information flows – in the
digital environment, privacy once lost cannot be erased from the collective memory of
the internet.
We hope that the discussion in both issues will serve as a platform to heighten
awareness and further research into the importance of ‘identity’ and ‘privacy’ amongst
policy-makers and industry.

Note
1

http://www.identityblog.com/stories/2004/12/09/thelaws.html

