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The recent rapid growth of information technologies has brought tremendous
opportunities for data sharing and integration, and also demands for privacy protection.
Privacy-preserving data mining, a new multi-disciplinary field in information security,
broadly refers to the study of how to assure data privacy without compromising the
quality and utility of the data.

Although techniques such as random perturbation techniques, secure multi-party
computation based approaches, cryptographic-based methods, and database inference
control have been developed, many of the key problems in this area still remain open. For
instance, what statistical properties are preserved? What is the impact of privacy
preservation methods on classification accuracy? What preventive steps should be taken
in database querying? In this special issue, we selected five papers that present new
methods and sound analysis to these problems.
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In ‘Privacy preserving data obfuscation for inherently cluster data’, Parameswaran
and Blough propose an approach to protect the privacy of individual records while
retaining the information content. An attack model has been developed to analyse the
different types of privacy breaches.

Mukherjee et al. present a fuzzy programming approach for selection of Fourier
coefficients to optimise the objective of preserving Euclidean distances in their
paper entitled ‘A fuzzy programming approach for data reduction and privacy in
distance-based mining’.

In ‘A novel data distortion approach via selective SSVD for privacy protection
distance-based mining’, Wang et al. consider the problem that database queries often
reveal more information than necessary for the recipient. A novel data distortion
approach based on structural partition and Sparsified Singular Value Decomposition
(SSVD) technique is proposed.

The authors offer an incremental mechanism in data distortion approach based on
structural partition and sparsely singular value decomposition that limits information
leakage during data mining.

Al-Ahmadi er al., in their paper entitled ‘Data mining performance on perturbed
databases: important influences on classification accuracy’, provide analysis of
perturbation-based privacy-preserving techniques and their impact on data mining
algorithms and classification accuracy.

In ‘Random orthogonal matrix masking methodology for microdata release’, Ting
and Fienberg show how to protect the confidentiality of continuous micro-data while
preserving useful statistical quantities of mean and covariance. Their techniques are
based on a new orthogonal matrix-based perturbation method.

These papers benefit the design of data mining algorithm and present useful metrics
for measuring privacy preservation. We hope that this special issue will provide readers
insight into, and provide a bridge to the future of, research in the field of security and
privacy aspects of data mining.
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