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The development of information technology (IT) emphasises the importance of people’s
identification and recognition. One of the techniques that identifies humans, biometrics
has attracted attention. Over the last two decades, biometrics and human biometric
characteristics have been studied greatly. Moreover, the biometric authentication has
been applied in a variety of ways for different products.
On the other hand, biometric spoofing is a serious growing problem. The
vulnerability of the biometric authentication on the spoofing issue has been pointed out
by many researchers. Both spoofing and biometric authentication technology are
advancing day by day. Recently, spoofing is a major issue in biometrics authentication
technology. We can overcome the issue of the spoofing so that everyone can use the
biometric authentication technology securely around the world.
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Therefore, this special issue focuses on the spoofing issues and the anti-spoofing. The
subject coverage of this special issue includes biometric spoofing issues, anti-spoofing
techniques’ new approach, applications of fundamental and applied research on
anti-spoofing and biometrics’ new approach.
We are very pleased to present varied and new challenging research in this special
issue to the readers. There are six papers that present new methods of biometrics.
In the first paper, Shankar Bhausaheb Nikam et al. demonstrate various ways of
spoofing and also propose a new texture analysis based vitality detection method. It is
based on the observation that, real and spoof fingerprints exhibit different textural
characteristics.
In the second paper, Miki Yamagishi et al. propose a new anti-spoofing method that
is a hybrid fingerprint authentication using an artifact-metrics. The authors conduct
experiments. Some spoofing attacks are assumed and the security of this proposed
method is evaluated. The proposed method is able to prevent all assumed spoofing attack
as a security system. Their results show sufficient accuracy for personal identification.
In the third paper, Masakatsu Nishigaki et al. propose a user authentication method
that utilises human reflex responses. The expectation is that, even if a person’s reflex
characteristics are publicly known, it would be difficult for someone else to impersonate
that person, since human beings are basically unable to control their own reflexes. It is
the first in English literature that reports this sort of biometric authentication.
In the fourth paper, Fahim Sufi et al. propose a novel ECG anonymisation technique
based on wavelet packet. It is proven to provide 100% anonymisation, resulting in failure
with a replay attack by the spoofer. This particular research is one of the first few
attempts to anonymise real-time ECG transmission from anti-spoofing.
In the fifth paper, Takeshi Sano et al. propose a method to authenticate a person based
on their buying history receipts applying classification methods when they use a buying
system. This is also considered to be available for equipment which accumulates the
buying history in them. This particular research is one of the first few attempts to
authenticate a person when they purchase products and is useful for anti-spoofing.
In the sixth paper, J. Sheeba Rani et al. propose an efficient face recognition system
using wavelet transform and modular autoassociative neural network (AANN). To
evaluate their scheme, experiments are conducted using various images in illumination,
pose, expression and facial details. Their proposed method produces a very good
performance compared to existing methods.
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