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Cryptography plays a key role in network security.
Advances of cryptography can make computer networks
more secure. Computer technologies have been pushing
forward computer networks for high speed and broad
bandwidth. Therefore, new cryptographic methods and
tools must follow up in order to adapt to these new
technologies. Recent attacks on computer networks,
especially on IEEE 802.11 and IEEE 802.15, are
increasing, since underlying radio communication medium
for wireless network provides serious exposure to attacks
against wireless networks. Security must be enforced to
suit the emerging technologies. This Special Issue aims to
provide a platform for security researchers to present their
newly developed cryptographic technologies in network
security. Areas of interest for this special journal issue
include, but are not limited to, the following topics: ad hoc
network security, anonymity in networks, authentication in
network and wireless systems, cryptographic algorithms
and their applications to network security, cryptanalysis of

network security schemes, encryption in network and
wireless systems, e-mail security, data integrity, fast
cryptographic algorithms and their applications,
identity-based cryptography in network and mobile
applications, IP security, key management, multicast
security, mobile and wireless system security, privacy
protection, security group communications, security in
internet and WWW, security in Peer-to-Peer networks,
secure routing protocols and security in sensor networks.
We received 53 manuscripts. Ten manuscripts were
selected for this Special Issue. The reviewing process took
three months. Each manuscript was blindly reviewed by
normally three (some of them two or four) reviewers
consisting of guest editors and external reviewers.
The first paper in this Special Issue is Efficient
multicast stream authentication for the fully adversarial
network
model,
by
Christophe
Tartary
and
Huaxiong Wang. This work addresses stream
authentication issues of multicast. It describes a coding
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approach for multicast stream authentication using the
list-decoding property of Reed-Solomon codes, while
assuming that an adversary has the ability to drop, reorder
or inject data in the network. The result shows a significant
improvement over the previously proposed scheme due to
Lysyanskaya et al.
The second paper in this Special Issue is Aggregate
designated verifier signatures and application to secure
routing, by Raghav Bhaskar, Javier Herranz and
Fabien Laguillaumie. This work describes a novel
designated verifier signature scheme and introduces the
notion of aggregate designated verifier signature,
following the notion of aggregate signature introduced by
Boneh et al. The resulting schemes are proved to be secure
under the CDH assumption, in the random oracle model. It
also explains the possible application of aggregate
designated verifier signatures to the authentication of
messages in routing protocols.
The third paper in this Special Issue is LIP:
a lightweight inter-layer protocol for preventing packet
injection attacks in mobile ad-hoc network, by
Hung-Yuan Hsu, Sencun Zhu and Ali R. Hurson. This work
proposes a lightweight inter-layer protocol for preventing
packet injections based on an efficient local broadcast
authentication mechanism. Through detailed simulation
study, it shows that LIP is scalable and it incurs small
bandwidth overhead as well as little impact on the
traffic delivery ratio even in the case of high node mobility.
The fourth paper in this Special Issue is On the design
of secure protocols for hierarchical sensor networks, by
Leonardo B. Oliveira, Hao Chi Wong, Antonio
A.F. Loureiro and Ricardo Dahab. This work proposes
some secure protocols for securing heterogeneous
hierarchical WSNs with an arbitrary number of levels and
symmetric key schemes.
The fifth paper in this special issue is Server side
hashing core exceeding 3 Gbps of throughput, by
Harris E. Michail, George A. Panagiotakopoulos,
Vasilis N. Thanasoulis, Athanasios P. Kakarountas
and Costas E. Goutis. This work presents a new
technology for increasing frequency and throughput of the
currently most used hash function which is SHA-1.
This technique involves the application of spatial and
temporal precomputation. Comparing to conventional
pipelined implementations of hash functions the
proposed technique leads to an implementation with more
than 75%.
The sixth paper in this Special Issue is Preventing or
utilising key escrow in identity-based schemes
employed in mobile ad hoc networks, by Katrin Hoeper
and Guang Gong. This work focuses on the role of the
Key Generation Center (KGC) as a key escrow, a property
that is inherent to all identity-based cryptography
schemes and discusses the two faces of key escrow in
MANETs, where our analytical results show that in many
MANET applications the KGC can be prevented from
being a key escrow. On the other hand, the results of this
paper illustrate how a KGC can utilise spy nodes to

monitor nodes in a MANET, as needed in some
applications.
The seventh paper in this special issue is On security
proof of McCullagh–Barreto’s key agreement protocol and
its variants, by Zhaohui Cheng and Liqun Chen.
The work revisits these three security proofs of an
identity-based authenticated key agreement protocol
due to McCullagh and Barreto and Xie and shows that
all the reductions in these proofs are invalid. It provides a
modification of one of the schemes and provides a security
analysis in the Bellare-Rogaway key agreement model.
The eighth paper in this special issue is Cryptanalysis
of an elliptic curve cryptosystem for wireless sensor
networks, by Kevin M. Finnigin, Barry E. Mullins,
Richard A. Raines and Henry B. Potoczny. This work
presents a brute-force attack on an elliptic curve
cryptosystem implemented on UC Berkley’s TinyOS
operating system for wireless sensor networks. The attack
exploits the short period of the Pseudorandom Number
Generator (PRNG) used by the cryptosystem to generate
private keys.
The ninth paper in this Special Issue is
Pseudonym-based
cryptography
for
anonymous
communications in mobile ad hoc networks, by
Dijiang Huang. This work presents pairing-based
encryption/decryption, key exchange, blind certificate and
revocation solutions for anonymous communications. The
proposed approach provides the following some novel
properties compared to traditional approaches.
The tenth paper in this Special Issue is Strong
password-based authentication in TLS using the
three-party
group
Diffie–Hellman
protocol,
by
Michel Abdalla, Emmanuel Bresson, Olivier Chevassut,
Bodo Möller and David Pointcheval. This work shows that
the three-party group Diffie–Hellman key exchange can
help protect against phishing attacks. They proposed
password-based ciphersuites for the Transport Layer
Security (TLS) protocol that are not only provably secure
but also believed to be free from patent and licensing
restrictions based on an analysis of relevant patents in the
area.
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Jeong Kwon, Jin Li, Xinbin Lin, Shin’ichiro Matsuo,
Lan Nguyen, Masayuki Numao, Jung Hyung Park,
Eun-Kyung Ryu, Jae Woo Seo, SeongHan Shin, Herve
Sibert, Hung-Min Sun, Yuko Tamura, Shidi Xu, Guomin
Yang, Yeon Hyeong Yang and Dae Hyun Yum. We would
like to thank the Editor-in-Chief, Professor Yang Xiao,
for giving us this great opportunity of organising this
Special Issue.

