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Abstract: The benefits of fourth industrial revolution (4IR) technologies in 
mining, such as improved productivity, safety, and operational efficiency, are 
well documented. However, there remains a limited and fragmented 
understanding of their negative socio-economic, ethical, regulatory, and 
security implications, particularly in developing-country contexts such as  
South Africa. This study addresses this gap by systematically examining 
empirically observed risks and constraints associated with 4IR adoption in the 
South African mining sector, distinguishing these from speculative or assumed 
impacts. The study uses a qualitative narrative review methodology to 
synthesises evidence from peer-reviewed academic studies, as well as 
authoritative industry and policy reports. The findings show that 4IR adoption 
is constrained not only by high capital costs, skills shortages, and regulatory 
uncertainty, but also by behavioural and cultural resistance. The study 
concludes that 4IR adoption in mining risks exacerbating inequality and 
undermining long-term socio-economic sustainability if there are no proactive 
governance measures. 
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1 Introduction 

There is a growing global trend advocating for the mining industry to embrace the 
benefits of digitalisation and other fourth industrial revolution (4IR) technologies. For 
example, Lund et al. (2024) note a broad consensus among researchers that these 
innovations have the potential to create more attractive workplaces, which can help 
address the industry’s skills shortage, particularly by appealing to younger generations. 
Industries such as advanced manufacturing, logistics, automotive, and e-commerce have 
largely embedded 4IR technologies, including automation, the internet of things (IoT), 
artificial intelligence (AI), and real-time data analytics, into their core operations already 
(McKinsey & Company, 2025). However, the comprehensive and integrated 
implementation of comparable technologies in the mining sector remains relatively slow 
and fragmented (Alexander, 2022). For instance, in 2016, the World Economic Forum 
(WEF) predicted that by 2025, the use of automated machinery in the mining industry 
would be widespread. The WEF (2017a) estimated that by 2025, autonomously run mines 
would add a value of approximately US$60 billion to the mining industry through 
productivity improvements and lower labour costs. Contrarily, recent industry research 
indicates that these early predictions that there would be an extensive adoption of 
automation in mining operations by 2025 were too optimistic, as they have not 
materialised as expected so far (Global Data, 2025). 

While over 71% of mining firms acknowledge AI, automation, and robotics as 
possessing the most future impact on their operations, complete automation has yet to be 
achieved. The present reality is that the mining industry is still working towards 
addressing the challenges related to setting up the prerequisite infrastructure and dealing 
with regulatory compliance and human resource development (BDO, 2025). CMIC 
Global (2025) also notes that while the trend in automation in mines is gradually 
growing, it remains constrained by capital requirements, regulatory roadblocks, and 
socio-economic complexities. This includes resistance within the traditional systems and 
by stakeholders to embrace the change (CMIC Global, 2025). 

Grand View Research (2025) projects that the global market for mining automation 
will grow at a compound annual growth rate of 7% between 2025 and 2030, from a base 
of US$5.7 billion in 2024. This growth rate forecast is predicted to be fuelled by the rapid 
technological advancements in AI and robotics and the need to implement this 
technology to improve mining productivity (Grand View Research, 2025). The key 
technological innovations driving mining transformation include: 
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• Smart sensors – Enable real-time monitoring of equipment, environmental 
conditions, and worker exposure to hazards, improving operational efficiency and 
safety. 

• Drones – Facilitate rapid site surveys, geological mapping, and inspections in 
hazardous or hard-to-reach areas, reducing risks to personnel and accelerating 
decision-making. 

• Autonomous vehicles – Automate material transport and haulage, minimising human 
exposure to dangerous conditions while increasing operational productivity. 

• Automated drilling systems – Enhance precision and efficiency in extraction 
processes, reducing labour-intensive tasks and limiting worker exposure to high-risk 
environments. 

Collectively, these technologies not only improve productivity and profit margins but 
also strengthen health and safety outcomes and support the broader digital transformation 
of the mining sector (Lööw, 2021). 

Notwithstanding these widely publicised benefits, there remains a critical gap in 
systematically understanding the associated risks of Mining 4.0, particularly within 
developing-country contexts. While international case studies largely emphasise 
productivity and safety gains, far fewer studies interrogate the unintended  
socio-economic, ethical, and institutional consequences of 4IR adoption. Reported and 
emerging risks include workforce displacement, algorithmic bias, heightened 
cybersecurity vulnerabilities, shortened life-of-mine horizons, and psychosocial stress 
linked to automation and digital surveillance (Sam-Aggrey, 2020; Corrigan and Laye, 
2022; ILO, 2022; WEF, 2025). 

Evidence from mining jurisdictions, such as Australia, Canada, and Chile, indicates 
that rapid automation can exacerbate skills mismatches and regional inequality when 
governance frameworks, labour protections, and reskilling mechanisms lag behind 
technological deployment (Australian Government Department of Employment, 2014; 
WEF, 2020; Candrian and Scherer, 2022). These global experiences point to the absence 
of an integrated analytical framework that adequately captures the negative  
socio-economic, ethical, and institutional risks of 4IR in mining, thereby justifying the 
need for a focused review in the South African context. This review therefore addresses 
this gap by critically synthesising available literature and cross-sectoral evidence relevant 
to mining to examine the harms, constraints, and ethical concerns associated with 4IR 
adoption in South Africa’s mining industry. 

Within this context, it is important to recognise that the implementation of 4IR 
technologies introduces complex and often under-examined risks alongside operational 
benefits (Horberry et al., 2016). For instance, Lacoursiere (2025) introduces the concept 
of a ‘social license to automate’, arguing that community acceptance and ethical 
governance are prerequisites for legitimising automation in mining. Memon and Ooi 
(2021) similarly caution that while 4IR technologies can enhance efficiency, they may 
also deepen inequality by disproportionately benefiting capital-intensive firms and  
high-skilled workers. 

In the mining sector, these dynamics are particularly pronounced. Increased 
automation and digitalisation risk displacing low- and semi-skilled labour, undermining 
employment opportunities for host communities that are often structurally dependent on 
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mining for livelihoods (Cosbey et al., 2016). At the same time, the shift toward digitally 
integrated and automation-intensive supply chains may marginalise local suppliers who 
lack the financial resources, technological capabilities, or skills required to meet new 
procurement standards (Lund et al., 2024). These challenges are further compounded in 
developing economies, where institutional capacity, regulatory enforcement, and 
workforce reskilling systems frequently lag behind the pace of technological change 
(ILO, 2022). 

The South African mining sector presents a critical case against this backdrop. While 
it is actively pursuing Mining 4.0 to remain globally competitive, it operates within a 
socio-economic environment characterised by high unemployment, deep inequality, and 
historically contested labour relations. As such, the adoption of 4IR technologies in this 
context raises important questions regarding employment sustainability, ethical 
governance, social cohesion, and long-term community resilience. Addressing these 
concerns requires moving beyond a predominantly techno-optimistic narrative toward a 
balanced assessment that explicitly interrogates risks, trade-offs, and unintended 
consequences. 

Accordingly, this study seeks to contribute to literature by providing a structured 
synthesis of the negative impacts, constraints, and ethical risks associated with 4IR 
adoption in the South African mining industry. This review aims to inform policymakers, 
regulators, industry stakeholders, and labour representatives on the conditions under 
which Mining 4.0 can be pursued responsibly and inclusively. It will do so by 
consolidating fragmented evidence from mining-specific studies and relevant  
cross-sectoral research. 

Empirical evidence as discussed in this paper indicates that digitalisation introduces 
new ethical challenges and cybersecurity vulnerabilities. These extend into critical 
infrastructure, posing national security risks and creating labour market disruptions, 
including direct, indirect, and transitional job losses. Additionally, efficiency gains 
associated with automation can accelerate resource depletion and shorten mine life, 
amplifying the socio-economic risks for mining-dependent communities. 

2 Methodology 

This paper adopted a qualitative narrative review methodology to examine the negative 
impacts, limitations, and risks associated with the adoption of 4IR technologies in the 
mining sector, with a specific focus on South Africa. A narrative review was selected due 
to the interdisciplinary and emergent nature of the Mining 4.0 risks, where empirical 
mining-specific case studies remain limited and evidence is dispersed across academic, 
policy, and industry sources. 

A purposive sampling strategy was employed to identify relevant literature. Sources 
were drawn from peer-reviewed journals, policy documents, and industry reports 
accessed through academic databases, including Scopus, Web of Science, and Google 
Scholar. Additional grey literature was sourced from reputable institutions, such as 
international organisations, government departments, and mining regulatory bodies. 
Inclusion criteria focused on publications that explicitly addressed automation, 
digitalisation, AI, cybersecurity, labour impacts, ethical governance, or socio-economic 
outcomes in mining or closely related industrial sectors. Non-credible sources and 
publications lacking methodological transparency were excluded. 
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The data collection process involved a two-stage screening approach. First, titles and 
abstracts were reviewed to assess their relevance to Mining 4.0 risks. Second, full-text 
screening was conducted to ensure conceptual alignment with the study’s focus on 
negative impacts and governance challenges. This process enabled the refinement of the 
literature corpus while maintaining analytical relevance and depth. Data was analysed 
using a qualitative thematic analysis framework. Key themes were identified through 
iterative coding. The researcher focused on recurring patterns related to ethical risks, 
workforce impacts, cybersecurity vulnerabilities, governance gaps, operational safety 
concerns, and socio-economic consequences. Cross-sectoral evidence was analysed 
comparatively to identify structural parallels and transferable risk dynamics relevant to 
mining, while avoiding direct causal generalisations where empirical mining evidence 
was limited. The review triangulated the findings across multiple source types and 
jurisdictions to enhance its reliability and analytical rigour. Conceptual consistency was 
prioritised by cross-referencing claims against multiple independent sources. All 
limitations related to data availability and contextual transferability are explicitly 
acknowledged, and the findings are presented as evidence-informed insights rather than 
definitive causal conclusions. 

3 Classification of barriers to the adoption of 4IR or IoT 

Although the adoption of 4IR and IoT technologies in mining faces several barriers, these 
challenges are often offset by potential benefits, such as improved operational efficiency, 
enhanced worker safety, and predictive maintenance capabilities. Global Data (2024) 
conducted a survey called ‘The Global Mine-Site Technology Adoption Survey’ to 
examine these barriers in context. The examination was based on structured interviews 
with key decision-makers and technical personnel (such as mine managers and mine-site 
IT or operations managers) at 162 operating mine sites globally. Only one response was 
accepted per mine. The sample covered a geographically diverse set of mining regions, 
with 33% of the respondents from Africa, 28% from the Americas, 17% from Asia, 14% 
from Oceania, and 8% from Europe and the Middle East. In terms of mine characteristics, 
approximately 50% of the responses were from surface-only operations, while 33% were 
from underground only operations, and 17% were from mixed surface-underground 
operations. The survey also reflected a balanced industry structure, with 54% of the 
responses drawn from major mining companies, and 46% drawn from mid-tier or junior 
producers. 

The survey analysed the barriers limiting the uptake of 4IR technologies in the 
mining sector, including drones, autonomous vehicles, and mine management software. 
The results, illustrated in Table 1, indicate that the most significant barrier to 4IR 
adoption (54%) is the perception that these technologies are not yet sufficiently proven 
(Global Data, 2024). This perception reflects the mining industry’s requirement for 
demonstrable operational evidence before committing to large-scale adoption. Firms 
typically seek both extensive pilot implementations and longer operational track records 
that demonstrate consistent performance, measurable return on investment (ROI), and 
tangible improvements in safety, productivity, or cost efficiency (Pakdel and Erol, 2025). 
Validated pilots in comparable operational settings also allow companies to assess 
integration challenges, workforce readiness, and system interoperability, thereby 
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providing confidence for broader deployment (PwC et al., 2023). Consistent with this, the 
research by Sithole (2024) showed that organisations often delay adoption when 
technologies are perceived as complex or immature. This underscores the importance of 
documented case studies, operational success, and quantifiable business benefits as proof 
points for decision-makers. This view is further supported by Florida et al. (2018), who 
identified technological maturity and trust in 4IR-operated systems as major barriers in 
high-risk industries, such as mining. Ghosh (2020) also noted that the sector’s inherent 
investment risks, arising from commodity price volatility and long payback periods, drive 
a preference for more proven operational methods. 
Table 1 Main barriers to 4IR adoption in the mining industry 

Barrier % of respondents 
Technology needs to be more proven 54 
Cost of technology 48 
Skills required 35 
Regulatory uncertainty 33 
Not a focus for company leadership 12 
Limited return on investment 9 

Source: Global Data (2024) 

The cost of 4IR technology (48%) was also revealed to be the other significant concern. 
4IR technology often needs major upfront capital investment to enable the integration of 
the prerequisite infrastructure systems, which can often act as a deterrent to the adoption 
of 4IR technology (Florida et al., 2018). Nyagadza et al. (2021) also identified high 
capital costs (CAPEX) as a major challenge for firms when they attempt to adopt 4IR 
technology. The high capital costs of implementing 4IR technology are even more 
prohibitive in mines. This is because the infrastructure upgrades required to facilitate the 
integration of technologies like automation, AI, and IoT with the pre-existing mining 
layouts and legacy systems are both a complex and a costly endeavour (Datta, 2022). 

A skills shortage (35%) was also identified as a major barrier to the adoption of 4IR 
technology. Sam-Aggrey (2020) argued that there is limited knowledge and expertise to 
implement and manage new technologies due to the novelty of some of the new 
technology associated with the 4IR. Hewapathirana and Almasri (2021) explained that 
the 4IR demands new skills, such as data analytics, AI literacy, and digital systems 
integration. Shortages in these competencies hinder technology adoption by increasing 
implementation risks, delaying deployment, and limiting organisations’ ability to operate 
effectively and extract value from the advanced digital technologies. Tsiligiris and 
Bowyer (2021) also identified the current mismatch that exists between the type of skills 
currently being taught in higher education institutions and the skills required for 4IR 
readiness, further amplifying the skills gap. Gonese and Ngepah (2024) showed that 
without targeted investment in 4IR-related training and education, these technologies risk 
becoming a significant threat to employment and may further exacerbate inequality. This 
finding aligns with global evidence indicating that gaps in digital, analytical, and 
technical skills constrain 4IR adoption and contribute to unequal labour-market 
outcomes, particularly in regions such as Africa and South Asia (WEF, 2020). These 
challenges are especially pronounced in sectors like mining, which have historically 
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relied on unskilled and semi-skilled labour roles that are increasingly vulnerable to 
displacement by automation and other 4IR technologies. 

Regulatory uncertainty was identified as a significant barrier to the adoption of 4IR 
technologies in the mining sector (33%) (Global Data, 2024). Jones et al. (2025) explain 
that this uncertainty largely arises from the fact that the EU Artificial Intelligence Act 
(Regulation (EU) 2024/1689) is the first and only comprehensive, standalone AI specific 
legislation currently in force, while most other jurisdictions have yet to implement 
comparable AI focused regulatory frameworks. This, when combined with the inherent 
lag between rapid 4IR technological advances and the slower pace of lawmaking, creates 
uncertainty around compliance, liability, and implementation. The Act classifies AI 
systems by risk and imposes strict obligations on high-risk applications, including 
conformity assessments, transparency, and human oversight. While these measures aim 
to protect users and society, they can also slow innovation and adoption. Kjaer and 
Vetterlein (2018) noted that regulatory frameworks often struggle to keep pace with 
rapidly evolving sectors, and the IMF (2024) observed that legislative processes 
frequently lag behind technological change. Olaleye et al. (2022) further amplified how 
uncertainty regarding the legality of emerging 4IR technologies, including data protection 
issues and liability concerns, hinders innovation and the willingness to adopt these 
emerging technologies. 

Studies have also shown that there is a lack of prioritisation of 4IR technology 
adoption by mine management. Survey data shows that 12% of mines reported 
insufficient focus from management and workforce resistance, which is frequently tied to 
job loss concerns (Global Data, 2024). Ghosh (2020) similarly highlights social 
resistance and cautious attitudes toward AI deployments in mining as contributing factors 
to the slow pace of implementation. Limited ROI is another key barrier, with 9% of the 
mines surveyed by Global Data (2024) identifying this as a concern. According to 
Manyuchi et al. (2020), both uncertainty and limited ROI are a major factor for mining 
companies when considering the adoption of 4IR technology. The combination of 
substantial initial implementation costs and unclear short- to medium-term financial 
returns frequently deters investment in emerging technologies like IoT and AI in the 
mining sector. 

Furthermore, Ediriweera and Wiewiora (2021) noted that reliance on outsourcing for 
a significant proportion of 4IR technologies and associated software introduces supplier 
dependency, complicating ROI assessment and increasing operational risks. These 
include dependency on external vendors for system integration and maintenance, 
potential delays or disruptions in operations, limited control over software customisation, 
and challenges in ensuring data security and compliance. Moreover, reliance on 
outsourcing technological services to third-party providers complicates the accurate 
assessment of ROI and can reduce organisational flexibility in adopting or scaling 
technologies (Manyuchi et al., 2020). Collectively, these studies demonstrate that both 
managerial prioritisation and financial considerations are critical factors shaping the 
adoption of 4IR technologies in mining operations. 

The global evidence in this section highlights the common impediments to 4IR and 
IoT adoption, such as technology maturity, cost, skills, regulatory uncertainty, managerial 
prioritisation, and ROI. However, it is important to note that the extent and manifestation 
of these barriers are also context dependent (Global Data, 2024). South African mines 
operate within a distinct regulatory, infrastructural, and socio economic environment that 
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includes legacy systems, skills pipeline constraints, and compliance requirements specific 
to national frameworks. These factors can amplify or modify the global barriers described 
above. Section 4 narrows the lens to the South African setting. The section examines how 
these factors play out in practice and identifies the primary barriers to 4IR investment 
reported by South African operations. 

4 Main barriers to 4IR investment in South African Mines 

Building on the global barriers outlined in Section 3, this section focuses on how these 
challenges intersect with South Africa’s mining context and introduces additional 
constraints unique to the region. Survey findings by Lumadi and Nyasha (2024) indicate 
that South African mines face four dominant impediments to 4IR adoption: limited 
capital funding, shortages of digital skills, low technological readiness, and behavioural 
resistance. Figure 1 summarises these results, which underscore the need for a closer 
examination of each factor to understand their implications for 4IR investment in South 
African operations (Lumadi and Nyasha, 2024). Exploring these barriers in detail 
provides the evidence base necessary to inform targeted strategies and policy 
interventions that can support successful technology adoption. 

Figure 1 Top four barriers to 4IR technology adoption on South African mines (see online 
version for colours) 

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Organisational resistance

Technological readiness

Digital skills gap

Capital constraints

Key Varriers to 4IR Technology Adoption in SA mining 
operations 

 

Source: Lumadi and Nyasha (2024) 

In the South African mining industry, investment in research and development (R&D) for 
the deployment of novel mining technologies remains constrained (Alexander, 2022). 
The WEF (2023) highlighted how African countries, including South Africa (SA), only 
spend less than 0.5% of their gross domestic products (GDPs) on R&D on average. This 
spend is significantly lower than the 1.7% global average. This relatively low level of 
R&D investment constrains the development of local innovation ecosystems, pilot 
initiatives, and skills pipelines, thereby indirectly limiting the readiness of South African 
mining operations to adopt and scale 4IR technologies. Stander and Broadhurst (2021) 
argued that the high costs and extended development timelines associated with advanced 
mining technologies discourage sustained R&D investment. Lumadi and Nyasha (2024) 
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further noted that uncertainty regarding financial returns exacerbates this challenge, 
leading to underfunding and limiting the adoption of 4IR technologies. 

These investment constraints are reflected in formalised innovation outputs, as 
evidenced by Steenkamp et al. (2025), who reported a decline in South Africa’s share of 
global mining patent registrations from 10% in 1995 to approximately 4% in 2024. The 
researcher acknowledges that a substantial portion of mining-related innovation, 
particularly process optimisation and site-specific technological adaptation, is not 
patented. Regardless, this decline in patent registrations is used in the study as a partial 
indicator of reduced engagement in capital-intensive, long-horizon R&D activities that 
are critical for the development and scaling of advanced 4IR technologies. 

The study conducted by Obagbuwa and Munzhelele (2024) also found 
underinvestment by mining firms in South African mines as a challenge to implementing 
4IR technology adoption. In other words, fewer and fewer mining companies are 
investing in SA’s mining industry, particularly in greenfield projects, where the adoption 
of 4IR technology is easier to implement. Most of the mining companies that have 
remained invested in SA’s mines have reduced their capital expenditure (CAPEX) and 
are now mainly focused on providing capital to sustain their existing operations 
(Indurjeeth, 2021). This is particularly the case in the platinum industry. The current 
climate makes it challenging to introduce new advanced technologies in South African 
mines. 

The study by Obagbuwa and Munzhelele (2022) identified persistent underinvestment 
by mining firms in SA as a key constraint to the adoption of 4IR technologies, 
particularly in greenfield projects where digital systems can be integrated more 
effectively from the outset. This pattern is evident in the platinum mining sector, where 
major producers have increasingly reduced growth-oriented CAPEX and prioritised 
sustaining existing operations amid rising costs, regulatory uncertainty, and subdued 
investor confidence (PwC, 2023). For example, corporate disclosures from the leading 
platinum producers, namely Anglo-American Platinum and Sibanye-Stillwater, indicated 
a strategic shift toward maintenance and sustaining CAPEX, with limited allocation 
toward new projects or large-scale technology deployment (Anglo American Platinum, 
2023; Sibanye-Stillwater, 2023). This investment climate constrains the introduction of 
advanced 4IR technologies, which typically require significant upfront capital, long 
implementation timelines, and stable investment conditions to support successful 
adoption (Indurjeeth, 2021). 

The low availability of appropriately skilled workers also inhibits the adoption of 4IR 
technology in South African mines. This is exacerbated by the fact that a significant 
proportion of South Africa’s population lacks an adequate level of formal education. This 
results in mining firms struggling to find personnel with the required digital skills to 
implement 4IR technology (Alexander, 2022). A report by the ILO (2023) highlighted the 
consistent skills gap in South Africa. It noted that there is a mismatch between 
educational training outputs and the industry’s skills demand, resulting in most of the 
country’s workforce lacking the required knowledge and skills for emerging cutting-edge 
technologies. The SA Department of Higher Education and Training (2024) conducted a 
study which revealed structural imbalances within the country’s labour market. The 
department found that on one hand, there is a persistent oversupply of low-skilled labour. 
On the other hand, there is a huge scarcity of highly skilled professionals, particularly in 
the technical fields needed for 4IR. 
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The Mandela Mining Precinct (2022) study examined the South African mining 
sector’s preparedness for technology adoption using qualitative case studies at two 
modernising mines. Data collection comprised focus group discussions with adult 
education learners, mineworkers enrolled in training programmes, contractors, and 
community youth (a total of 35 participants across both case studies). Data collection also 
included key informant interviews with training managers, facilitators, HR supervisors, 
and skills development personnel, as well as desktop reviews of existing digital training 
programmes and platforms. The findings revealed widespread gaps in foundational 
numeracy and digital skills, inferred from the participants’ engagement, observations, and 
programme assessments. The gaps indicated that insufficient workforce skills remain a 
major constraint to 4IR adoption in mining unless accompanied by sustained investment 
in education and targeted upskilling (Mandela Mining Precinct, 2022). 

Smit and Mji (2012) conducted a quantitative assessment of numeracy skills among 
unskilled and semi-skilled workers in three South African chrome mines to measure 
empirically the foundational mathematical competence relevant for workplace learning 
and technology readiness. The study’s target population was 1,053 workers, of whom 873 
voluntarily participated in the assessment. The researchers used a standardised academic 
achievement test designed to assess basic numeracy competence, accompanied by a 
questionnaire to collect biographical information. The results showed that only  
12 workers (1.4%) were numerate, meaning that 98.6% lacked basic numeracy skills 
(Smit and Mji, 2012). This indicates an almost universal lack of functional numeracy 
among entry-level mineworkers, which poses a major barrier to technology adoption and 
workplace safety. 

Low technology readiness in the adoption and operationalisation of 4IR technologies 
within mining operations was identified as a key inhibiting factor in South Africa’s 
mining sector. A PwC (2023) conducted a survey of South African mining companies 
and found that immature data management systems (53% of the respondents) and 
insufficient digital and technical skills (47%) were the most significant barriers to 4IR 
adoption. Immature data systems limit mines’ ability to collect, integrate, and analyse 
operational data, which is a prerequisite for deploying 4IR applications such as 
automation, predictive maintenance, and data-driven decision-making. Concurrently, 
skills shortages constrain the workforce’s capacity to implement, operate, and maintain 
these technologies. Together, these factors reduce organisational readiness for digital 
transformation, thereby directly slowing the pace and scale of 4IR implementation in 
South African mining operations. Belur (2024) also highlighted the low maturity level of 
4IR technology in SA mining companies, with low technology readiness being identified 
as a barrier to new technology adoption. 

Behavioural change resistance was also identified as a barrier to SA’s adoption of 4IR 
technologies. Lumadi and Nyasha (2024) emphasised that efforts to implement new 
systems or technologies are unlikely to succeed without corresponding changes in 
individual behaviour. Shrivastava (2025) argued that this resistance is driven by a lack of 
trust in 4IR technologies. Ethical considerations, privacy concerns, and security issues, as 
well as a lack of understanding of the technologies, lead to a lack of confidence amongst 
the users. Khoza (2025) postulated that this behavioural change resistance is a result of 
fear by workers and unions that automation will result in job losses, particularly in the 
mining sector, where many workers have lower skill sets. Beyond individual 
apprehension, broader community and labour market dynamics also shape resistance to 
technological change. 
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For instance, Mnwana and Bowman (2018) found that increased mechanisation in 
South African mining, while promoted as necessary for economic viability, reduces 
demand for unskilled labour and limits local economic benefits. This reduced demand 
exacerbates distributional conflict between mining operations and surrounding 
communities (Mnwana and Bowman, 2018). This contributes to social tensions and 
reinforces perceptions that technological change can deepen inequality and marginalise 
workers and rural residents. Such findings underline that resistance to mechanisation and 
automation reflects not only individual or union concerns but also wider socio economic 
anxieties about employment security, equitable distribution of mining benefits, and 
community well-being in labour intensive sectors. 

Smith and Sepasgozar (2022) also identified cultural resistance as an additional 
barrier to the adoption of new technologies. Cultural resistance is defined as the ways in 
which prevailing social norms, institutional practices, and collective attitudes can limit 
the adoption of new technologies or supportive policies. Smith and Sepasgozar (2022) 
illustrated this as a barrier in their UK-based study in which the low uptake of 
government-introduced R&D tax incentives reflected an entrenched culture of resistance 
within parts of the construction and mining ecosystem. This was further evidenced by 
firms’ reluctance to engage with policy instruments designed to stimulate 4IR innovation, 
demonstrating how weak institutional responsiveness can inhibit technological 
transformation despite the availability of supportive regulatory mechanisms. Molobi 
(2024) used a qualitative approach, guided by the technology-organisation-environment 
(TOE) framework, to analyse semi-structured interviews with senior ICT leaders and 
stakeholders in an SA government department. Molobi’s (2024) study linked leadership 
resistance and organisational culture to the slow pace of technology adoption using 
thematic coding. He showed that employee attitudes toward new technologies, limited 
digital skills, and internal resource constraints are shaped by organisational norms and 
leadership practices, which in turn undercut 4IR implementation momentum. Together 
these studies highlight how culture, leadership barriers, and technology readiness all play 
a role in influencing 4IR technology adoption. 

It is therefore important to unpack the potential negative impact of 4IR technology in 
the mining sector to establish if these fears are indeed founded. The next section aims to 
conduct a holistic evaluation of the negative impact of adopting the 4IR technology in the 
mining industry. 

5 Negative impact of 4IR adoption in mining 

This section aims to conduct a holistic evaluation of the negative impact of adopting the 
4IR technology in the mining industry. 

5.1 Ethical considerations 

Drones are now used extensively on mining sites for various applications, including 
mapping, surveying, inspections, and smart surveillance. This includes the use of 
unmanned and autonomous aerial vehicles in conducting aerial photogrammetry and 
aerial scanning, etc., to collect, process, and analyse the data of interest using remote 
sensors and integrated software (Vangu, 2022). However, the capability of such 
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technology to gather large quantities of data raises concerns about privacy. For instance, 
if surveillance technology is adopted to monitor the mining environment, there is a high 
risk that this technology can be abused. It can resultantly then be used for the monitoring 
of employees and surrounding community activities in ways that can defy community 
expectations and ethical principles (Corrigan and Laye, 2022). 

In its White Paper about the data economy, the WEF (2021) highlighted the need for 
ethical data governance and warned against data misuse and unchecked surveillance. 
Under SA’s ‘Protection of Personal Information Act (POPIA)’, the collection of personal 
data requires informed consent, whether collected via automated or manual means. The 
personal data must also be processed in accordance with the law (SA Government, 2014). 
The SA Government had to promulgate this law partly due to the growing privacy 
problems that are arising due to the widespread adoption of technological advancements. 
This is because of the low cost, easy accessibility, and widespread use of smart 
surveillance. The use of surveillance technology like drones without sufficient 
transparency can result in unsanctioned monitoring of people, misuse of data, and worker 
distrust. There is a growing fear by society that people are constantly being watched 
(Power et al., 2021). Mining companies have also been criticised for harnessing drones 
and other surveillance technology to monitor workers’ private lives (Opray, 2016). 

Another ethical concern with the adoption of 4IR technology on mining sites is the 
moral responsibility that comes with assigning decision-making to machines like 
autonomous navigation and safety AI-powered systems (Candrian and Scherer, 2022). 
Delegating life-impacting decisions to non-human systems risks reducing human 
accountability. This raises ethical concerns about the appropriate role of humans in 
critical safety decisions. Proponents of AI often argue for minimal human interference, 
suggesting that reducing human involvement can prevent incidents caused by human 
error (Mallreddy and Vasa, 2022). However, evidence indicates that human error is rarely 
the sole cause of mining accidents. For example, a systemic analysis of 91 accidents in a 
South African platinum mine identified routine violations as frequent but concluded that 
systemic factors (e.g., inadequate leadership and physical environment problems) were 
the chief causes of accidents (Bonsu et al., 2017). Broader accident analyses indicate 
multi‑cause chains in which human performance interacts with context (shift scheduling, 
experience, equipment, and environment), and that errors rarely act as the sole cause 
(Patterson, 2009; MHSC, 2021). Consequently, human oversight should be maintained, 
not as a transfer of responsibility, but as an integral safety function within autonomous 
operations (Ruiz-del-Solar, 2025). In particular, decisions involving life-changing risks 
should remain under human supervision (Trotta et al., 2023; Global Mining Guidelines 
Group, 2024). 

Caruana (2024) used case studies to illustrate the risks associated with the adoption of 
autonomous vehicles, drawing particular attention to safety system malfunctions. These 
incidents underscore critical implications during the transitional phase when 4IR 
technologies are being introduced into mining operations. The transitional phase is the 
period when such operational risks are most likely to emerge (Caruana, 2024). 
Conversely, the proponents of self-driving vehicles and autonomous machines argue that 
getting rid of drivers and machine operators will make work safer. They cite statistics that 
state that more than 90% of accidents are due to human error. Critics of automation, 
however, contend that accidents are more often rooted in systemic failures, such as 
inadequate system design, poor environmental conditions, or insufficient sensing and 
control architectures. Human error typically represents the final link in the accident 
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causation chain. From this perspective, automation does not eliminate risk; it shifts it 
from ‘human errors in operations’ to ‘human errors in coding’ (Institute of Electrical and 
Electronics Engineers, 2023). 

In high-risk environments such as mining operations, failures of autonomous systems 
can have immediate and severe physical consequences. Moreover, AI failure modes are 
difficult to anticipate, and the probabilistic estimation algorithms underpinning 
autonomous systems often struggle to make reliable judgements under conditions of 
uncertainty (Costello and Watts, 2014). Given the inherent variability, environmental 
complexity, and unpredictability of mining operations, AI-powered autonomous 
machines face a heightened risk of making erroneous or sub-optimal decisions. 

A growing body of research also highlights algorithmic bias and worker well-being 
concerns associated with AI used in predictive maintenance, workforce management, and 
performance monitoring. Algorithms are trained on historical data that may encode racial, 
gender, or other socio demographic biases (Bandara et al., 2025). If left unchecked, these 
biases can perpetuate and amplify unfair treatment in decision making systems, such as 
scheduling, task assignments, performance scoring, or workforce evaluations. This then 
reinforces structural inequalities within organisations, disadvantaging already 
marginalised workers (ILO, 2022).  

Beyond fairness, algorithmic management systems often operate as continuous 
surveillance tools that reduce worker autonomy and create perceived threats, which can 
have significant psychosocial costs. Research indicates that algorithmic oversight and 
constant monitoring are associated with heightened stress, anxiety, emotional fatigue, and 
a reduced sense of control. All of these contribute to job burnout and diminished  
well-being (Zayid et al., 2024). The intrusive nature of real-time performance tracking or 
automated decision systems can undermine essential psychological needs, such as 
autonomy and relatedness, precipitating negative mental health outcomes such as anxiety, 
depressive symptoms, and poor sleep quality (OECD, 2025). Additionally, the shift 
toward remote, algorithm managed roles can lead to social isolation, reducing informal 
coworker interactions and weakening social support networks that are critical for 
resilience and workplace satisfaction (García-Ruiz and Rocchi, 2025). These 
psychosocial effects highlight that while AI and automation can improve efficiency, their 
unintended consequences on fairness, worker dignity, and mental health must be 
carefully governed. They can be governed through transparency, human oversight, and 
ethical labour practices to protect worker well-being in mining and similar labour 
intensive sectors. 

5.2 Cybersecurity vulnerabilities 

The adoption of 4IR technologies increases system interconnectivity through automation, 
IoT, and digital platforms, thereby expanding the attack surface for cyber threats and 
increasing exposure to data breaches and cyberattacks (McKinsey & Company, 2014). 
Mining operations are classified as critical infrastructure due to their role in national 
economies, energy security, and export revenues. Beyond financial and data-related risks, 
these operations are increasingly vulnerable to state-sponsored or terrorist cyberattacks. 
Cyberattacks are defined as politically or strategically motivated cyber operations aimed 
at disrupting, sabotaging, or coercing essential services and industrial systems to achieve 
geopolitical or ideological objectives (CISA, 2025). Such attacks elevate cyber risk from 
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an operational concern to a national security threat, particularly where disruptions to 
mining can cascade into energy supply chains, employment stability, and fiscal revenues. 

This heightened risk contributes to organisational caution toward full digital 
transformation. Empirical evidence supports these concerns. A survey conducted by the 
CSIR (2024) involving over 300 South African firms found that approximately 88% 
experienced at least one ICT security breach within a one-year period. Most of the 
affected firms reported repeated attacks, as highlighted in Table 2. The most common 
attack vectors included malware, application-level attacks, and insider threats (CSIR, 
2024). These findings underscore that cyber risks in digitally enabled environments are 
persistent and systemic rather than isolated events. While the survey does not explicitly 
disaggregate respondents by sector or specifically identify mining companies, it indicates 
that participating firms were drawn from a diverse range of industries. Given the mining 
sector’s increasing reliance on interconnected ICT systems, industrial control systems, 
and digitally enabled operational technologies, the prevalence of cybersecurity breaches 
reported in the survey has direct relevance for mining operations. 
Table 2 Number of incidents SA firms experienced in the past year 

Number of breaches Percentage of firms (%) 
2–5 breaches 48% 
6–9 breaches 23% 
None 12% 
1 breach 9% 
10+ breaches 8% 

Source: CSIR (2024) 

Given this threat landscape, the mining industry must transition from reactive 
cybersecurity approaches, which respond to incidents after they occur, to proactive and 
preventive strategies. Such strategies emphasise threat intelligence, continuous 
monitoring, secure-by-design systems, employee cyber-awareness, and resilience 
planning for critical infrastructure protection (Computer Security Resource Centre, 
2023). Without such a shift, the growing digitalisation associated with 4IR adoption may 
amplify vulnerabilities rather than enhance operational resilience. Table 3 shows the 
results of the study that the WEF (2025) conducted to evaluate the impact of cyber 
incidents. The top 3 most cited impacts of cyber-attacks where financial loss, brand 
sabotage, and human safety and health. Even one cyber-attack incident has the potential 
to result in a very negative high impact. 

Figure 2 provides a flowchart illustrating the potential impact of an IoT breach. 
Vulnerabilities in the IoT systems could provide entry points for hackers to gain 
unauthorised access to a firm’s ecosystem. This could result in hackers being able to steal 
sensitive information and disrupt critical services and processes in the firm’s operations. 
This could then lead to major negative impacts, including financial and reputational loss, 
and negative safety and environmental effects (CISA, 2024). 

Mining operations are increasingly becoming potential targets for cyberattacks with 
the growing digitalisation of mines. Brancati et al. (2025) highlighted that the increased 
digital dependence that comes with the rolling out of automation network systems 
infrastructure increases the vulnerability of mining operations to external cybersecurity 
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threats. In the mining environment these malicious attacks could result in catastrophic 
repercussions, including operational disruptions and compromised mine safety. 
Table 3 Most cited consequences of cyber incidents 

Consequence Percentage 
Financial loss 28% 
Brand sabotage 19% 
Human safety and health 17% 
Intellectual property theft 13% 
Supply chain disruption 9% 
Product delivery 7% 
Environmental damage 5% 

Source: WEF (2025) 

Figure 2 Flowchart outlining the potential consequences of an IoT systems breach 

 

Source: CISA (2024) 

For instance, hackers could intercept the wireless communication from drones conducting 
3D mapping of a mine (Girma and Brown, 2024). Barbudhe (2024) classified this 
interception that could result from attacks on drone transmissions as jeopardising privacy. 
On mines, hacked mapping data could give away sensitive geospatial information, 
operational data, and access routes. Malicious actors could exploit all this information to 
target the operation or for sabotaging purposes. Sun et al. (2019) highlighted that drones’ 
communication systems are particularly vulnerable to jamming and eavesdropping due to 
their wireless infrastructure design. On a mining operation, hackers could extract and 
manipulate sensitive mine data mid-transmission or install malicious malware undetected. 

A digitalised mine utilises numerous networks of sensors as part of its autonomous 
machine systems, which generate tons of data that is transmitted over the IoT. These IoT 
sensors include pressure sensors, obstacle sensors, and accelerometers which can be 
hijacked and manipulated to read false data (Li et al., 2023). On a mine operation, this 
can result in disastrous scenarios. For example, if a gas sensor is manipulated to 
underreport the levels of methane in an underground mine, this can lead to a methane 
build-up, resulting in a fatal gas explosion. If ventilation systems are hijacked and shut 
off, this can result in a cut-off oxygen supply or a build-up of noxious gases underground. 

There have been various case studies highlighting the increasing risks that mining 
companies face due to cybersecurity. For instance, the Copper Mountain Mining 
Company (2022) released a press statement stating that it had experienced a ransomware 
attack at its corporate offices. As a precautionary measure, the company shut down its 
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processing mills for eight days. In addition, it switched its operations from automated 
back to manual processes where possible. Although no environmental or safety incident 
was reported, the cyberattack led to significant operational disruptions and financial 
losses (Copper Mountain Mining Company, 2022). 

In 2023, Rio Tinto also experienced a ransomware cyberattack. Hackers exploited the 
vulnerabilities of contracted data management software to gain access to and leak Rio 
Tinto’s employee data, including payroll information and their personal information. This 
data was reportedly then uploaded onto the dark web (Tilo, 2023). In 2023,  
Sibanye-Stillwater also fell victim to cybercriminals. They targeted its ICT system, 
resulting in the disruption of its global operations (JSE, 2024). Cybersecurity is now rated 
in the top five operational risks by most mining companies, as the natural resources 
sector is becoming one of the most targeted (Tunnicliffe, 2024). The cybersecurity risk is 
only going to increase with the adoption of 4IR technology like IoT, drones, and 
automation. 

5.3 Relationship between job displacement, socio-economic and 4IR 

The adoption of 4IR technology in South Africa threatens to disrupt the country’s job 
market in multiple ways. For instance, the global green economy drive, coupled with 
automation, remote operations, and AI, has already begun to reshape the labour demand 
across mining and energy value chains (Karolia-Hussain and Fourie, 2021). Figure 3 
illustrates this transition, depicting the shift from coal to renewable energy. On the left is 
a coal mining operation supplying a power plant that is about to be decommissioned, 
resulting in workers leaving these sites. On the right is a modern solar and wind facility 
operated remotely via a control centre and employing fewer specialised personnel 
(IRENA, 2023). This is a visual proxy for how 4IR can reduce on site headcounts, even 
when new capacity is added. 

Job losses can be categorised into three types to understand these impacts better: 

• Direct losses, such as truck drivers and machine operators displaced by autonomous 
haulage systems and automated drilling technologies (Attarbo, 2025). 

• Indirect losses, which occur when a reduced on-site workforce leads to contraction of 
local support services, such as catering, transport, and maintenance, affecting 
community-level employment (IRENA, 2023). 

• Transitional losses, where jobs disappear in one domain (e.g., coal mining) while 
new roles emerge in others (e.g., renewable energy or digital operations). However, 
severe skills gaps prevent displaced workers from accessing these opportunities 
(IEA, 2024). 

This categorisation highlights that the socio‑economic impact of 4IR extends beyond 
immediate redundancies to include ripple effects on local economies and structural skills 
challenges. In coal‑dependent municipalities, scholars and policy briefs stress the need 
for place‑based reskilling, social protection, and repurposing of mining assets (e.g., land 
and water rehabilitation for new value chains) to prevent deepening inequality during 
decarbonisation (Tamasiga, 2025) Overall, addressing these risks requires proactive 
transition planning, combining skills development, mobility support, and social dialogue, 
to ensure that the productivity and safety gains of 4IR do not come at the expense of 
equity and community resilience (Wills, 2025). 
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Figure 3 A visualisation of the coal-to-renewables energy transition structural and technological 
shift (see online version for colours) 

  
Source: Microsoft Copilot (2025) 

The SA Parliament’s Portfolio Committee on Energy raised concerns about socio 
economic impacts during its oversight visit to the Komati coal power station (SA 
Parliament, 2025). This power station was decommissioned as part of a World Bank 
supported initiative to decommission and repurpose the site for cleaner energy generation 
(World Bank, 2022). The committee and other stakeholders highlighted that although 
some workers were redeployed or reskilled, the retirement of the coal plant has 
substantially reduced employment opportunities compared with its operation. Former 
employees and local contractors have experienced loss of livelihoods and there has been 
weaker economic activity in the surrounding community since the closure of the plant 
(Erasmus, 2024). This reflects the broader challenges in transitioning a coal dependent 
community toward a green economy. Alternative opportunities in renewable energy and 
advanced technological systems have been slow to materialise as traditional coal related 
employment contracts diminish. This has left workers and local suppliers economically 
exposed. Moreover, the shift to renewables, tied to low carbon development pathways 
and enabled by digital and automated systems, often requires more specialised technical 
skills and fewer on site workers. This underscores the structural labour market changes 
associated with 4IR technologies (Labuschagne, 2025). 

It is estimated that over 70 million jobs are going to be displaced globally by 2030 
due to technological advancements. According to the WEF (2017b) and the ILO (2023), 
approximately 41% of the work activities in South Africa are susceptible to automation. 
This indicates that these tasks could, in principle, be performed by current or near-future 
technologies. This estimate is based on a task-level analysis that identified the specific 
activities comprising jobs, such as routine data entry, predictable machine operation, or 
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repetitive manual tasks. The analysis assessed their potential to be executed by 
technologies, including AI, robotics, and software automation (WEF, 2017b). 

Ramdoo (2018) also reported that an estimated 41% of all employment activities are 
at risk of being replaced by automation in SA. If automation is implemented without a 
proper initiative for reskilling, there is likely to be social upheaval due to the disruption 
that automation can bring (Valiani, 2018). This is particularly true in mining communities 
where mining is the main source of livelihoods. Figure 4 shows the main occupations in 
the Australian mining sector (Australian Government Department of Employment, 2014). 
Most mining jobs are related to blasting and operating machines, including driving trucks 
and drilling (Ramdoo, 2018). This routine work is susceptible to automation; thus, this 
innovation is likely to make these jobs redundant (Sam-Aggrey, 2020). 

Figure 4 Main employing occupations in the mining industry (×1,000) (see online version  
for colours) 

 

Source: Australian Government Department of Employment (2014) 

The study by PwC et al. (2023) projected that by 2030, approximately 30% of the mining 
jobs in South Africa may be at risk due to automation, robotics, and other 4IR 
technologies. This estimate does not imply that 30% of the mining jobs will be 
eliminated, but rather that these roles are at risk of significant transformation or partial 
displacement. The quantification was based on a task-level analysis of mining work, 
where individual job components were assessed for their susceptibility to automation. 
Roles involving repetitive, predictable, or mechanisable tasks, such as drill-and-blast 
operations, routine material handling, and certain monitoring functions, were identified as 
most vulnerable. By aggregating the share of such tasks across all mining occupations, 
the study estimated that up to 30% of mining jobs contain activities that could potentially 
be automated by 2030 (PwC et al., 2023). 

The study by PwC (2023) highlighted that workers are becoming concerned about 
their job security. The threat that 4IR technologies present to the job security of many 
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mine workers has resulted in resistance to their adoption by mining unions. The unions 
have concerns that their collective bargaining power will be expunged by the adoption of 
4IR. According to Karolia-Hussain and Fourie (2021), the power of mine unions could be 
diminished as there will be fewer numbers of workers employed in the sector. Most of 
those still employed in the sector will be non-permanent contractors working remotely. 
The introduction of automation in mines is therefore likely to lead to strike action due to 
protests by mine workers backed by unions. They will fear being substituted by machines 
and the resultant job losses (Karolia-Hussain and Fourie, 2021). 

There is also a fear that the adoption of 4IR technologies in mining will negatively 
impact local empowerment commitments by mining operations. In addition, the adoption 
of automation in mines will likely have a negative socio-economic impact on the local 
mining communities (Lund et al., 2024). The reduction in job opportunities for the locals 
from mining operations will resultantly lead to a decline in the disposable income that is 
available for spending in local communities, negatively impacting the livelihoods of these 
communities (Xin and Ye, 2024). This is because mining will now mainly employ fewer 
high-earning skilled personnel, and this will, in turn, result in increased levels of 
inequality in these communities (Paredes and Fleming-Munoz, 2021). 

The study done by Cosbey et al. (2016) found that mining automation will reduce 
mining’s contribution to developed countries’ GDPs by between 9 and 20%. The 
resultant reduction in developing countries will be between 13 and 31%. This will mainly 
be driven by a reduction in personal income, as mining will employ fewer workers. In 
addition, automation-associated drops in local procurements will also contribute to the 
decline of mining’s contribution to the GDP (Cosbey et al., 2016). The debate now 
becomes whether the purported fiscal benefits that are generated from taxation, equity 
stakes, and royalties will be adequate to compensate for the costs incurred due to 
automation (job losses, reduction in local procurement, etc.). As already outlined in the 
studies above that show the automation-induced reduction in mining’s contributions to 
developing countries’ GDPs, it is unlikely that the purported benefits of the improved 
profitability of the mining companies will outweigh the outlined losses experienced by 
the host countries and local communities because of automation. 

Another potential negative impact of adopting 4IR technologies in mining is their 
capacity to shorten the life of mines (LOMs). Automation, advanced analytics, and digital 
optimisation could improve productivity and enable the economic extraction of  
lower-grade ore, which would previously have been considered uneconomical. However, 
these same efficiency gains often increase extraction rates and throughput, thereby 
accelerating the depletion of finite mineral resources and causing deposits to be 
exhausted sooner than they would have been under traditional mining methods  
(Sam-Aggrey, 2020). A shortened LOM can have severe socio-economic consequences 
for mining-dependent communities, particularly small and rural settlements that rely 
heavily on mining for employment and local economic activity. Furthermore, reduced 
mine lifespans may constrain the ability of mining companies to deliver fully on long-
term environmental rehabilitation and social development commitments. This will 
increase the risk of post-closure socio-economic decline (Attarbo, 2025). 
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6 Integrated policy and risk framework for Mining 4.0 

These implications indicate that the adoption of 4IR technologies in mining must be 
accompanied by targeted and coordinated policy interventions to ensure that 
technological advancement translates into inclusive socio-economic benefits for host 
communities. This study highlights the following priority policy recommendations in the 
context of a developing country such as South Africa: 

1 The establishment of a just transition fund to support automation and green projects, 
specifically earmarked for worker re-skilling, income protection, and economic 
diversification in mining-dependent communities (Lööw, 2020; Tamasiga, 2025). 

2 The creation of an independent regulatory body to oversee autonomous  
decision-making systems, data governance, and algorithmic accountability, ensuring 
transparency, fairness, and compliance with labour and privacy regulations (UK 
Department for Science, Innovation & Technology, 2020; Corrigan and Laye, 2022). 

3 The implementation of a national mining-focused digital skills and training strategy 
aimed at improving digital fluency and technical competencies across all 
occupational levels, including mineworkers, supervisors, and local suppliers  
(Cosbey et al., 2016; Lund et al., 2024). 

4 The strengthening of regulatory frameworks, including labour laws, occupational 
health and safety standards, and corporate social responsibility requirements, to 
ensure they remain responsive to the operational realities introduced by 4IR 
technologies (Karolia-Hussain and Fourie, 2021; WEF, 2021). 

5 Targeted support for local suppliers and SMEs to enable their participation in 
technologically advanced mining value chains through skills development, access to 
finance, and technology transfer initiatives (Lund et al., 2024; Lenzi and Panzera, 
2025). 

Collectively, these measures emphasise that the successful integration of 4IR 
technologies in mining depends not only on technological readiness but also on proactive 
governance, inclusive skills development, and community-centred development 
strategies. This study synthesises the prior empirical and conceptual research into an 
integrated analytical framework to consolidate these insights and address the fragmented 
treatment of Mining 4.0 risks in the existing literature. Table 4 brings together evidence 
of the core 4IR technologies, the underlying risk mechanisms, the empirical indicators, 
and the representative South African and international case studies. The framework 
provides a coherent synthesis of the key patterns and contextual differences identified 
across the reviewed literature. It explicitly links technological adoption pathways to 
workforce, governance, cybersecurity, and environmental risk dimensions. 
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Table 4 Conceptual framework linking 4IR technologies to key risk dimensions in mining 
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7 Conclusions 

This review makes a distinct contribution to the body of literature by moving beyond the 
predominantly techno-optimistic Mining 4.0 literature. It does so by systematically 
consolidating the negative socio-economic, ethical, governance, and operational risks 
associated with 4IR adoption in South Africa’s mining sector. The study integrates 
mining-specific and cross-sectoral evidence and clarifies how automation, digital 
surveillance, AI-driven decision-making, and cybersecurity interdependencies generate 
compound risks that are often under-represented in policy and industry discourse. 

The study identifies several priority actions that should accompany the adoption of 
4IR technologies in mining to translate these insights into practice. Just-transition 
mechanisms are required to fund worker reskilling, redeployment, and economic 
diversification in mining-dependent communities. Stronger regulatory and ethical 
oversight is needed to govern autonomous systems, algorithmic decision-making, and 
workplace data use. A coordinated national strategy is also required to build digital 
fluency and specialised Mining 4.0 skills across the workforce. In parallel, labour 
legislation, occupational health and safety standards, and corporate social responsibility 
frameworks must be updated to reflect automation and digitalisation. Finally, targeted 
support for local suppliers and small enterprises is essential to prevent exclusion from 
technology-intensive mining value chains and to ensure broader distribution of Mining 
4.0’s benefits. 

The limitations of the study arise from its reliance on secondary and cross sector 
sources due to the scarcity of systematically reported mining case studies. Future research 
work should prioritise longitudinal quasi experimental studies on worker/community 
outcomes and causal safety evaluations comparing autonomous vs. conventional 
operations. It should also prioritise the cyber resilience effectiveness of secure by design 
mandates and resource depletion/LOM simulations calibrated to South African ore 
bodies. 
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