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Abstract: Large language models (LLMs) have shown promising capabilities in assisting
researchers and developers in different fields of cybersecurity. This work investigates whether
11 state-of-the-art LLMs can be used for source code vulnerability analysis across three different
use cases and four publicly available benchmark datasets. More specifically, we examined
Android, smart contract and IoT source code, containing vulnerabilities from Open Worldwide
Application Security Project (OWASP) Mobile Top 10, Common Weakness Enumeration (CWE)
databases, and smart contract related vulnerabilities. Moreover, we explored whether LLMs
could detect potentially privacy-invasive actions and if retrieval-augmented generation (RAG)
could improve the performance of LLMs in vulnerability detection. Our results reveal that
no single LLM is consistently better-performing compared to others across all use cases and
datasets, whereas different models are the best performers in different use cases and datasets.
Thus, a careful LLM selection is necessary based on the unique characteristics of each use case.

Keywords: large language models; LLMs; vulnerability detection; vulnerability analysis;
code analysis; OWASP; mobile security; Android; IoT; smart contracts; retrieval-augmented
generation; RAG.

Reference to this paper should be made as follows: Kouliaridis, V., Karopoulos, G. and
Kambourakis, G. (2026) ‘Large language models for vulnerability detection: a multi-use case
comparative study’, Int. J. Applied Cryptography, Vol. 5, No. 6, pp.1-17.

Biographical notes: Vasileios Kouliaridis received his PhD from the Department of Information
and Communication Systems Engineering, University of the Aegean, Greece. He is currently
working as a scientific officer for the Joint Research Center of the European Commission. His
research interests are in the fields of mobile and network security, privacy and machine learning.
He is a frequent author and reviewer in conferences and scientific journals on the above fields.

Georgios Karopoulos is a senior researcher at the Joint Research Centre of the European
Commission. He holds a PhD in Computer Network Security from the University of the Aegean,
Greece. In the past, he was a Marie Curie Fellow Researcher at the University of Athens,
Greece, and an ERCIM fellow at IIT-CNR, Italy. His research interests are in the areas of
network security, smart grid security and critical infrastructure protection. He has published and
he is a frequent reviewer in conferences and scientific journals in the above areas.

Georgios Kambourakis is a Professor at the University of the Aegean, where he previously
served as the Head of the Department and Director of the Info-Sec-Lab. He also worked at the
European Commission’s Joint Research Centre from 2019 to 2022 and was a Visiting Scholar
at George Mason University in 2017. His research focuses on security and privacy in mobile
and wireless networks, IoT, VoIP, and DNS, and he has over 180 publications. His work has
led to the discovery of more than 30 new CVEs, half of which were of high or critical severity.
He is an editor for several journals, including IEEE Communications Surveys and Tutorials,
and has served on the program committees for numerous international conferences, including
ACM CCS, IEEE ICC, IEEE CNS, IFIP SEC, and IFIP DBSec. He has also been involved in
numerous national and EU-funded R&D projects

Copyright © The Author(s) 2026. Published by Inderscience Publishers Ltd. This is an Open Access Article distributed under the
CC BY license. (http://creativecommons.org/licenses/by/4.0/)



2 V. Kouliaridis et al.

This paper is a revised and expanded version of a paper entitled ‘Assessing the effectiveness
of LLMs in Android application vulnerability analysis’ presented at The 7th International
Conference on Attacks and Defenses for Internet-of-Things (ADIoT 2024), Hangzhou, China,

26-27 December 2024.

1 Introduction

Recent studies on software vulnerabilities demonstrate
an ever-increasing trend both in the discovery of new
vulnerabilities and their exploitation. More specifically, a
61% increase in discovered vulnerabilities compared to
the previous year was observed in 2024; according to the
same study, the number of exploited vulnerabilities rose by
96% during the same period (Actionl, 2025). Furthermore,
software supply chain attacks have seen a yearly increase
of 742% between 2019 and 2022 (Sonatype, 2023). Even
though there are diverse approaches in detecting software
vulnerabilities in different domains, such as mobile apps
(Kouliaridis et al., 2023), the above surge demonstrates
that they are not enough. All these statistics underline the
need for more effective defence methods to detect software
vulnerabilities early enough and prevent their exploitation.

Lately, large language models (LLMs) have emerged as
a disruptive technology that can assist in many different
domains, including cybersecurity (Abendroth Dias et al.,
2025). In the context of cybersecurity, LLMs have been
used for code analysis which can be useful in detecting
source code vulnerabilities. The origins of using LLMs
for code analysis can be traced back to the proposal
of Word2Vec (Church, 2017) in 2013. Word2Vec is a
shallow neural network that captures the relationships
between words by representing a word as a vector
with many dimensions. Its successor, bidirectional encoder
representations from transformers (BERT) (Devlin et al.,
2019), was introduced in 2018 and it was by design able
to be trained bidirectionally. This way, it could better
understand the context by learning from both sides of a
given text during training.

One of the first models capable of code analysis was
GPT-2 (Solaiman et al., 2019), which was trained on a large
corpus of source code data. It was fully released in Nov.
2019 and it could understand the structure and context of
a given piece of source code, as well as propose the most
probable code to follow a given input, thus assisting in code
completion. The next version, GPT-3 (Brown et al., 2020),
was released in 2020 and showed increased capabilities
compared to GPT-2. Being a significantly larger model with
175 B parameters, it could generate human-like text and
generate code based on a textual description of the task
to be performed. Recent studies have also demonstrated
the ability of LLMs to analyse and understand code (Wan
et al,, 2022; Liu et al., 2023a). However, to the best
of our knowledge, the existing literature does not cover
an extensive comparison of different models in detecting
source code vulnerabilities in different contexts.

The objective of this paper is to fill the above gap in
related work by comparing 11 different state-of-the-art and

more established LLMs to detect source code vulnerabilities
in three distinct use cases: mobile code, smart contracts, and
IoT. A previous version of this work by the same authors
analysed the efficacy of LLMs in detecting Android code
vulnerabilities listed in the Open Worldwide Application
Security Project (OWASP) Mobile Top 10 2024 (Kouliaridis
et al., 2025). Here, a two-dimension approach is followed:

1  in the horizontal dimension, two LLMs were used to
evaluate vulnerability detection across four different
datasets, comprising source code for three distinct use
cases

2 in the vertical dimension, the mobile device use case
was analysed more deeply using nine LLMs on a
dataset representing the mobile code use case.

This way, we obtain a comprehensive overview of the
efficacy of diverse LLMs in detecting vulnerable code in
different settings.

In more detail, we evaluate each model regarding
its ability to identify code wvulnerabilities in different
use cases and datasets containing snippets of vulnerable
source code. To assess the LLMs, we use both automated
and manual evaluation methods. We also analyse the
pros and cons of each model, and discuss the reasons
behind their observed performance. Overall, our analysis
provides a broad perspective in the ability of open-source
and proprietary LLMs in detecting a wide range of
heterogeneous software vulnerabilities, including the main
smart contract vulnerabilities as well as those mentioned
in OWASP Mobile Top 10 and Common Weakness
Enumeration (CWE) databases. Our work can provide
valuable assistance to software developers, integrators and
security evaluators in the aforementioned domains, by
automating at least part of their tasks, including secure
software development, third-party software assessment, and
security audits. On top of the contributions of our previous
work (Kouliaridis et al., 2025), this paper advances research
in the field in the following ways:

e  We analyse the capabilities and performance of 11
open-source and proprietary LLMs, i.e., Quen 2.5,
GPT 3.5, GPT 4, GPT 4 Turbo, Llama 2, Llama 3.3,
Zephyr Alpha, Zephyr Beta, Nous Hermes Mixtral,
MistralOrca, and Code Llama, in identifying software
vulnerabilities. We provide detailed information
regarding our experiments, such as benchmark
datasets and prompts used, to ease reproducibility.
Our results provide evidence on the capabilities and
limitations of each LLM on different use cases and
datasets. Furthermore, we provide a detailed analysis
of these results and the limitations of each model.
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e To understand if there is any difference in the efficacy
of each LLM depending on the type of vulnerabilities,
we expand our experiments across three representative
use cases: mobile code, smart contracts, and IoT
applications. These three scenarios include software
vulnerabilities from OWASP Mobile Top 10 lists,
CWE databases and smart contract vulnerabilities.

e  We further deepen our research by investigating
whether the results of different datasets belonging to
the same use case are aligned. For this reason, we use
two completely different datasets for the mobile code
use case. This way, we are able to check the
consistency of results and get a complete picture on
LLM performance by combining a macroscopic view
over all use cases with a deep dive in one of them.

The rest of the paper is organised as follows. The next
section presents the existing literature on using LLMs for
detecting code vulnerabilities. Section 3 gives a summary of
the overall methodology we followed. Section 4 describes
the four datasets we employed, Section 5 outlines the types
of vulnerabilities contained in the datasets, and Section 6
provides details on the LLMs used. Then, the setup of
our experiments and the results are presented in Section 7,
whereas a discussion of the results is provided in Section 8.
The last section concludes the paper and proposes some
lines for future research.

2 Related work

The application of LLMs in cybersecurity has gained
considerable interest in recent years, particularly in areas
such as vulnerability detection, penetration testing, and
security analysis. Several studies, including Al-Hawawreh
et al. (2023), Yao et al. (2024), Gupta et al. (2023)
and Motlagh et al. (2024), have provided a thorough
examination of the current state and potential future uses
of these models in cybersecurity. These works investigate
the limitations, applications, and potential areas of further
research to fully leverage the capabilities of these models
to improve cybersecurity. The rest of this section will
concentrate on research related to software vulnerability
analysis using LLMs, analysing both peer-reviewed and
recently published, self-archived works to provide a
comprehensive understanding of the topic.

Thapa et al. (2022) assessed the effectiveness of
transformer-based LLMs, including BERT, DistilBERT,
CodeBERT, GPT-2, and Megatron, in detecting code
vulnerabilities. Their evaluation was performed on C/C++
source code snippets from two publicly available datasets,
and the results indicated that these models performed well
in identifying software vulnerabilities. Notably, the GPT-2
model achieved an Fl-score exceeding 95% in all tests,
being the top performer in this task. In the field of
software engineering, Liu et al. (2023c) explored the use of
in-context learning to improve the ability of LLMs to detect
software vulnerabilities. This approach involves using code
retrieval to identify code snippets similar to the code being
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scrutinised, and then providing these snippets as input to the
model along with the examined code and its analysis. The
experimental results showed that this method outperformed
the original GPT model, highlighting the adaptability of
LLMs to learn from context-specific examples and improve
their vulnerability detection capabilities. In our experiments
we also observed a notable increase in the detection rate
when employing retrieval-augmented generation (RAG) for
Code Llama: detection on M2 rose from 30% to 100%,
confirming the trend reported by Liu et al. (2023c¢).

Another line of research has focused on incorporating
verification into the vulnerability detection process using
LLMs. Purba et al. (2023) performed an empirical study
on the use of LLMs for vulnerability assessment in
software. They utilised four pre-trained models, including
GPT-3.5, Davinci, and CodeGen, to identify vulnerabilities
in two labelled datasets, code gadgets and CVEfixes, with
static analysis serving as a reference point. The study
concentrated on two types of vulnerabilities: SQL injections
and buffer overflows. The results revealed that LLMs
struggled to detect vulnerabilities accurately, showing high
false-positive rates. However, the study suggested that
these models could potentially complement and improve
traditional static analysis techniques. Our results show
that the detection capabilities of different LLM models
vary significantly, and currently no LLM is able to
detect different kinds of wvulnerabilities in a horizontal
manner. This aligns with Purba et al. (2023) observation
that currently LLMs can play a complementary role to
static analysis. In a related study, Sandoval et al. (2023)
investigated the safe use of code assistants, focusing on
concerns about the potential risks associated with their use.
In this study, LLMs were used to generate code, which was
then manually reviewed and analysed using static analysis
tools. The research provided valuable insights into how
developers interact with LLMs, highlighting the importance
of user awareness in mitigating security risks related to
assisted code generation.

A new framework, namely LLM4VFD, has been
proposed in Yang et al. (2025) to identify vulnerabilities
in open-source code, addressing the limitations of
existing tools such as VulFixMiner, CoLeFunDa, and
Vulcurator. This framework utilises LLMs enhanced with
chain-of-thought reasoning and in-context learning to
improve detection accuracy. Additionally, it provides
a detailed analysis and explanation to help security
experts’ understanding of the decision-making process. The
LLM4VFD framework consists of three components that
examine code change intentions, development artifacts,
and historical vulnerabilities. The authors evaluated their
framework using their own dataset called BigVulFix,
which comprises 1,689 vulnerability fix commits. The
evaluation involved four LLMs: Qwen 2, Llama 3.1,
Deepseek-Coder-V2, and CodeBERT, and the results
showed significant code improvements, ranging from 68.1%
to 145.4%, compared to existing methods.

The work in Guo et al. (2024), evaluates the
performance of 12 LLMs in total: six open-source trained
for vulnerability detection, three general purpose, and three
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fine-tuned general purpose. The above LLMs were tested in
six datasets on their ability to classify code into vulnerable
or non-vulnerable. The results show that while LLMs
can detect vulnerabilities, their performance has significant
variations across datasets, and fine-tuning can improve
their accuracy. Also, the study raises concerns about the
quality of existing datasets, including mislabelling issues,
which can impact the training and performance of LLMs.
The authors conclude that there is a need for high-quality
datasets, improved model generalisation, and explainability
to ensure the reliability and robustness of LLMs in software
vulnerability detection.

Recent works have explored the potential of LLMs
in static binary taint analysis. For instance, Liu et al.
(2023d) have demonstrated the utility of LLMs in
identifying potential vulnerabilities in binary code. Their
approach involves disassembling and decompiling the
binary, followed by the application of an LLM to identify
security-critical functions and potential dangerous flows.
The LLM then synthesises this information to generate
a comprehensive vulnerability report for the binary
under examination. Similarly, Wang et al. (2023) have
proposed a novel vulnerability detection framework, namely
DefectHunter, which integrates multiple technologies,
including LLMs. The architecture of DefectHunter
comprises three primary components: a tool for extracting
structural code features, a pre-trained LLM for generating
semantic code representations, and a conformer-based
mechanism for identifying vulnerabilities from the
combined structural and semantic data.

Cheshkov et al. (2023) assessed the effectiveness of
ChatGPT and GPT-3 in identifying CWE vulnerabilities in
code. Using a custom dataset comprised of Java files from
open GitHub repositories, they found that the vulnerability
detection capabilities of these models are limited. In a
separate study, Noever (2023) investigated the potential of
LLMs in detecting software vulnerabilities. They evaluated
129 code samples written in eight different programming
languages from various GitHub repositories. The results
showed that GPT-4 was able to identify approximately four
times more vulnerabilities than static code analysis tools
that rely on predefined rules. Furthermore, the authors asked
various LLMs, including GPT-3 and GPT-4, to provide fixes
for the identified vulnerabilities.

The application of LLMs has also been extended to
the detection of vulnerabilities in smart contracts, a critical
area of concern in blockchain security. Sun et al. (2024)
introduced LLM4Vuln, a novel evaluation framework
designed to assess the vulnerability detection capabilities
of LLMs in the context of smart contracts. Notably, this
framework differs from existing approaches by focusing
on the evaluation of each model’s vulnerability reasoning
capabilities, rather than measuring their performance in
detecting vulnerabilities. In a related effort, GPTLens
(Hu et al., 2023) is a framework that uses LLMs to
detect vulnerabilities in smart contracts. GPTLens adopts a
two-stage approach, which differs from traditional one-stage
detection methods, with the aim of reducing false positives.
In the first stage, the LLM acts as an auditor, generating a

long list of potential vulnerabilities for the contract under
examination. In the second stage, the LLM assumes the
role of a critic, verifying the validity of the vulnerabilities
identified in the initial stage. The experimental results
show that GPTLens outperforms single-stage vulnerability
detection approaches.

3 Methodology

In this section, we describe the methodology we followed
for assessing the potential of LLMs in identifying source
code vulnerabilities in different use cases. In a high-level
view, we followed a two-fold approach, comprising a
horizontal and a vertical dimension; this way, we could
grasp a better overview of the efficacy of LLMs in
detecting vulnerable code in different settings. In the
horizontal dimension, we used two models to evaluate
LLMs in vulnerability detection across four different
datasets, containing source code for three distinct use cases.
Then, in the vertical dimension, we delved deeper into
the mobile device use case using nine LLMs on one
of the mobile source code datasets, representing one of
the above use cases. The reason for not running the full
set of 11 models on the three other datasets is that it
would have required significantly more inference time and
cloud-compute costs. With reference to Subsection 7.1,
these requirements stem from:

1  the limitations of the GPT@JRC platform used for
running most of the models

2 the hardware which run the Code Llama model locally

3 the large size of these datasets (LVDAndro > 13k,
IR-Fuzz > 4k, IoTvulCode > 66k).

A schematic representation of the methodology we followed
is depicted in Figure 1.

The first step was to select diverse use cases that
cover key sectors where code vulnerabilities would have
a significant impact due to their extensive deployment
and potential for widespread exploitation. Specifically, we
focused on three key use cases: mobile devices, smart
contracts, and IoT. Then, we scoped out appropriate
source code datasets that contained software vulnerabilities.
Among the existing ones, we selected datasets that are
labelled and relatively recent; we also considered the size
of the datasets, favouring the largest ones, in order to
have more representative results. Note that the LVDAndro
mobile code dataset contains older vulnerabilities from
the OWASP Mobile Top-10 2016 list, whereas our
own-developed dataset (Vulcorpus) covers OWASP Mobile
Top-10 vulnerabilities of 2024.

Regarding the LLM models employed, we used two
recent models for the horizontal dimension: Qwen 2.5 and
Llama 3.3. We selected these models because of their
open-source nature, popularity and widespread recognition
in the community, which makes them ideal for detecting
application vulnerabilities. Additionally, both Qwen 2.5



Large language models for vulnerability detection

and Llama 3.3 are relatively new models, which allowed
us to assess the capabilities of state-of-the-art LLMs in
this domain. For the vertical dimension, we used nine
well-established models. In the horizontal evaluation, we
test whether a model can discover if there is a vulnerability
in a given source code sample, as well as if it can correctly
identify which specific vulnerability it is. Apart from these
two tests, in the vertical evaluation we additionally request
the LLM to explain and provide a valid solution for the
vulnerability. In the following sections, we describe the four
datasets we used, the vulnerabilities contained in them and
the utilised LLMs.

4 Datasets

This section contains a summary of the datasets used in this
paper.

4.1 LVDAndro

LVDAndro (Senanayake et al., 2023) is a series of
labelled datasets of Android source code with security
vulnerabilities. LVDAndro contains code samples from
actual Android applications and the labelling was
automatically performed by vulnerability scanning tools,
such as Mobile Security Framework (MobSF) (https://
github.com/MobSF/Mobile-Security-Framework-MobSF)
and Quick Android Review Kit (Qark)
(https://github.com/linkedin/qark/). Labelling is mainly
based on CWE but it also includes information on OWASP
Mobile Top-10 (v. 2016). This dataset was created from real
Android applications, therefore it contains non-vulnerable
code as well. The dataset has ~21M of total code
samples, out of which ~15M are vulnerable and ~7M
non-vulnerable, containing 23 different CWE IDs. In our
case, we utilised the second dataset from the LVDAndro
collection, which consists of three datasets, and conducted
our experiments on the 13,750 samples labelled according
to the OWASP standard.

4.2 Vulcorpus

Considering that LVDAndro included information from an
older version of the OWASP Mobile Top-10 vulnerability
list (v. 2016), we also used Vulcorpus (Kouliaridis
et al., 2025; Vulcorpus, 2024), which contains Android
code samples for each of the OWASP Mobile Top-10
vulnerabilities of 2024. The dataset comprises 100
code samples (ten samples for each vulnerability) that
are written in Java, utilising common insecure coding
practices, e.g., weak authentication mechanisms or not
filtering input/objects. Each sample exhibits maximum two
interrelated vulnerabilities, while one or two of these
samples per vulnerability category are obfuscated manually
using the well-known rename technique - a method
that renames variables, functions, and other identifiers in
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the source code to obscure its original meaning while
preserving its execution.

In addition, we investigated the potential of each LLM
to detect privacy-invasive code by creating and assessing
three samples containing risky actions without asking user
confirmation. These three privacy-invasive samples are also
available at Vulcorpus (2024) along with Vulcorpus. The
actions performed by these samples are as follows:

e  Get the precise location of the device through the
‘android.permission. ACCESS_FINE_LOCATION’
permission, and directly share the latitude and
longitude over the Internet via API. According to the
Android API (Android Developers — Manifest
Permissions, 2024), this permission has a ‘dangerous’
protection level, namely it may give the requesting
application access to user’s private data, among
others.

e Capture an image via the
‘ACTION_IMAGE_CAPTURE’ intent (Android
Developers — MediaStore, 2024), and subsequently
attempt to share the captured image file via API.

e  Open local documents through the
‘ACTION_OPEN_DOCUMENT’ intent (Android
Developers — Intent, 2024), and attempt to send them
to a remote host via API.

4.3 IR-Fuzz

In order to test the vulnerability detection capabilities of
LLMs on smart contracts, we employed the IR-Fuzz (Liu
et al., 2023b) dataset. It comprises over 12K real-world
Ethereum smart contracts, including inherited contracts,
which are organised across approximately 4K files. These
files contain the source code of smart contracts that
exhibit a wide range of behaviours and potentially security
vulnerabilities. More specifically, the dataset contains smart
contracts with eight distinct types of vulnerabilities, namely
timestamp dependency (TP), block number dependency
(BN), dangerous delegatecall (DG), Ether frozen (EF),
unchecked external call (UC), reentrancy (RE), integer
overflow (OF), and dangerous Ether strict equality (SE).
Each smart contract of the dataset was checked manually by
the authors of the dataset for vulnerabilities and labelling
was performed according to vulnerability-specific patterns
for each of the above vulnerabilities.

4.4 IoTvulCode

The IoTvulCode dataset (Bhandari et al., 2024) focuses
on identifying source code vulnerabilities in IoT operating
systems and applications. The software selected is
open-source, written in C/C++, actively maintained and
popular according to CVE records. This labelled dataset
includes a collection of over 480K benign and 66K
vulnerable samples of code functions. The authors utilised
three different static analysis tools for labelling and
categorised the identified vulnerabilities based on CWE.
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Figure 1 Methodology overview (see online version for colours)

Latest LLMs {
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LLMs

GPT-3.5, GPT-4, GPT-4 Turbo, Llama 2,
Zephyr Alpha, Zephyr Beta, Nous Hermes
Mixtral, MistralOrca, Code Llama

5 Vulnerabilities

This section describes the vulnerabilities that each
benchmark dataset comprises. The vulnerabilities depend on
the dataset and are of three different types:

1 vulnerabilities contained in the OWASP Top-10 list
2 smart contract vulnerabilities

3 vulnerabilities contained in CWE databases.

Subsection 5.1 lists the OWASP Top-10 vulnerabilities
that are contained in Vulcorpus and LVDAndro datasets,
Section 5.2 smart contract vulnerabilities that are relevant to
IR-Fuzz, and Subsection 5.3 CWE vulnerabilities contained
in loTvulCode. Note that in our analysis we only consider
OWASP Top-10 vulnerabilities for the LVDAndro dataset
since CWE vulnerability detection is performed on the
IoTvulCode dataset. Table 1 summarises the types of
vulnerabilities considered in our analysis for each of the
datasets.

Table 1 Type of vulnerabilities analysed for each dataset

Dataset OWASP Smart contract CWE
LVDAndro v

Vulcorpus v

IR-Fuzz v

IoTvulCode v
5.1 OWASP

In this subsection, we provide a brief overview of the
vulnerabilities included in the OWASP Mobile Top-10. As
we consider both the 2016 and 2024 versions, it is worth
noting that the two lists differ, with the primary difference
being that four vulnerabilities from the 2016 list have been
replaced with new ones in the 2024 list; other differences

include merging vulnerabilities or moving to a different
position in the Top-10. For more details regarding each
vulnerability category, the reader is referred to OWASP
(2024) for the 2024 list and to OWASP (2016) for the
2016 list. Regarding the analysis of these vulnerabilities,
it is important to consider that while some categories,
such as M5 of the 2024 list (insecure communication), are
relatively straightforward, others may be more complex and
challenging for LLMs to comprehend, such as M2 of the
2024 list (inadequate supply chain security). In the rest
of this subsection, we describe all the categories included
in both lists using the following notation to signify to
which list they belong: <position in the list>-<list
version>; for example, the third category of the 2016 list
is cited as M3-2016.

e Improper credential usage (M1-2024): Poor credential
management can lead to severe security issues,
namely, unauthorised users may be able to gain
access to sensitive information or administrative
functionalities within the mobile app or its back-end
systems. This in turn leads to data breaches and
fraudulent activities.

e Improper platform usage (M1-2016): This
vulnerability occurs when a mobile app misuses or
fails to use platform security controls, such as
Android intents (messages that allow components to
communicate) or TouchID (Apple’s fingerprint
authentication technology). This can expose a web
service or API call to insecure coding techniques,
allowing an attacker to feed malicious content to the
other endpoint and exploit the vulnerability. To
prevent this, developers must follow secure coding
practices and guidelines, avoiding common risks such
as storing sensitive data in insecure locations.

e  Inadequate supply chain security (M2-2024): By
exploiting vulnerabilities in the mobile supply chain,
attackers may be able to manipulate application
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functionality. For example, they can insert malicious
code into the mobile application’s codebase or
libraries (Ars Technica, 2024), as well as modify the
code during the application’s build process to
introduce backdoors, spyware, or other type of
malware. The attacker can also exploit vulnerabilities
in third-party software libraries, software development
kits (SDKs), or hard-coded credentials to gain access
to the mobile app or the back-end servers. Overall,
this type of vulnerabilities can lead to unauthorised
data access or manipulation, denial of service (DoS),
or complete takeover of the mobile application or
device.

Insecure authentication/authorisation (M4-2016,
M6-2016, M3-2024): Poor authorisation could lead to
the destruction of systems or unauthorised access to
sensitive information, while poor authentication
results in the inability to identify the user making an
action request, leading to the inability to log or audit
user activity. This situation makes it difficult to detect
the source of an attack, understand any underlying
exploits, or develop strategies to prevent future
attacks. Obviously, authentication failures are tightly
coupled to authorisation failures; when authentication
controls fail, authorisation cannot be performed. That
is, if an attacker can anonymously execute sensitive
functionality, it indicates that the underlying code is
not verifying the user’s permissions, highlighting
failures in both authentication and authorisation
controls.

Insufficient input/output validation (M4-2024): A
mobile application that does not adequately validate
and sanitise data from external sources, such as user
input or network data, is susceptible to a range of
attacks, including SQL injection, command injection,
and cross-site scripting. Insufficient output validation
can also lead to data corruption or presentation
vulnerabilities, possibly allowing the malicious actor
to inject harmful code or manipulate sensitive
information shown to the users.

Insecure communication (M3-2016, M5-2024):
Modern mobile applications typically communicate
with one or more remote servers. This renders user
data susceptible to interception and modification, if
they are transmitted in plaintext or using an outdated
encryption protocol.

Inadequate privacy controls (M6-2024): Privacy
controls aim to safeguard Personally Identifiable
Information (PII), including names and addresses,
credit card details, emails, and information related to
health, religion, sexuality, and political opinions. This
sensitive information can be used to impersonate the
victim for fraudulent activities, misuse their payment
data, blackmail them with sensitive information, or
harm them by destroying or manipulating sensitive
data.

e  Insufficient binary protections (M8-2016, M9-2016,
M7-2024): The application’s binary may hold
valuable information, such as commercial API keys or
hard-coded cryptographic secrets. Furthermore, the
code within the binary itself could be valuable, for
instance, containing critical business logic or
pre-trained Al models. In addition to gathering
information, attackers may also manipulate app
binaries to gain access to paid features for free or
bypass other security controls. In the worst-case
scenario, popular apps could be altered to include
malicious code and then distributed through
third-party app stores or under a new name to deceive
unsuspecting users.

e  Client code quality (M7-2016): Attackers can exploit
poor code quality vulnerabilities by passing carefully
crafted, untrusted inputs to method calls within
mobile code, which can lead to security
vulnerabilities such as buffer overflows and memory
leaks. To prevent this, developers should maintain
consistent coding patterns, write readable and
well-documented code, and use automation tools to
identify buffer overflows and memory leaks.

e Security misconfiguration (M10-2016, M8-2024):
These occur when security settings, permissions, or
controls are improperly configured, leading to
vulnerabilities and unauthorised access.

e [Insecure data storage (M2-2016, M9-2024): Such
vulnerabilities may stem from weak encryption,
insufficient data protection, insecure data storage
mechanisms, and improper handling of user
credentials.

o [Insufficient cryptography (M5-2016, M10-2024): The
use of obsolete cryptographic suites, primitives, or
cryptographic practices may lead to loss of data
confidentiality, integrity, and inability to impose
source authentication among others. Typical
repercussions include data decryption, manipulation of
cryptographic processes, leak of encryption keys, etc.

5.2 Smart contract vulnerabilities

In this subsection, the eight distinct types of vulnerabilities
contained in the IR-Fuzz dataset are described.

o  Timestamp dependency (TP): Smart contracts often
use block timestamps for time-based operations, such
as fund transfers, auctions and lotteries. However,
block timestamps are not completely immutable and
can be slightly adjusted by the miner, leading to
timestamp manipulation where functions are triggered
prematurely or with a delay. For example, in an
auction facilitated by smart contracts, a miner who
also acts as a bidder could end the auction before the
foreseen time when they are the highest bidder, thus
winning the auction in an unfair way.
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Block number dependency (BN).: Similar to TP, using
block numbers in smart contracts as a condition to
perform a critical operation, such as fund transfers,
can create a vulnerability that allows an attacker to
exploit the contract. This is feasible because although
block numbers are considered a reliable indicator of
time in general, they can also be manipulated to some
extent by a miner, in a similar way as block
timestamps.

Dangerous delegatecall (DG): Delegatecall is a
low-level interface that allows a contract A to invoke
another contract B. The execution of the call,
however, occurs in the environment of contract A, so
that an attacker who manipulates the arguments can
control the contract and execute arbitrary code.

Ether frozen (EF): In this vulnerability, Ether is at
risk of being frozen and become inaccessible if the
contract developer does not implement all necessary
functions for Ether transfer. For example, if only the
receive function of Ether is implemented, Ether can
become frozen as it will not be possible to transfer it
out.

Unchecked external call (UC): This vulnerability
occurs when a smart contract fails to verify the
outcome of an external call to another contract or
address, potentially leading to incorrect assumptions
about the call’s success, such as silent failures. This
can result in inconsistencies in the contract state,
failed transactions, lost funds, and vulnerabilities that
attackers can potentially exploit.

Reentrancy (RE): A reentrancy attack takes place
when a smart contract makes an external call before
updating its own state, allowing a malicious contract
to reenter the original function and repeat actions,
such as withdrawals. This can enable an attacker to
drain a contract’s funds or trigger unauthorised
function calls, leading to unintended actions.

Integer overflow (OF): When an arithmetic operation
results in a value that exceeds the maximum size of a
fixed-size integer data type, it causes the value to
wrap around to its minimum size. This vulnerability
can enable an attacker to manipulate account balances
or token amounts.

Dangerous Ether strict equality (SE): Strict equality
checks on a contract’s balance can cause these checks
to fail as the balance will be inconsistent with the
total amount of Ether sent by users. This can
potentially lock the contract, leading to a DoS attack.

53 CWE

The most common CWEs found in IoTvulCode (Bhandari

et

al., 2024) are: CWE-120, CWE-119, CWE-126,

CWE-190, CWE-20, CWE-457, CWE-362, CWE-134, and
CWE-367, which account for more than 95% of the

reported vulnerabilities. A brief explanation of each of these
vulnerabilities is given below:

CWE-120 — buffer copy without checking size of
input: A buffer overflow could occur when a program
copies data from an input to an output buffer without
checking the destination buffer size. If the destination
buffer is not large enough to hold the copied data, the
excess data will overflow the buffer, causing the
writing of data to adjacent memory locations. This
can lead to unpredictable behaviour, crashes, or even
allow attackers to execute malicious code.

CWE-119 — improper restriction of operations within
the bounds of a memory buffer: This weakness occurs
when a program reads from or writes to a memory
location that is outside the boundaries of the allocated
buffer. Such operations can lead to buffer overflows,
unexpected results, execution of arbitrary code,
crashes, or unauthorised access to sensitive data.

CWE-126 — buffer over-read: A buffer over-read
takes place when a program reads data that are
located beyond the allocated space of a buffer. As a
result, the program may read sensitive data, crash, or
experience unexpected results.

CWE-190 — integer overflow or wraparound: When a
program performs arithmetic operations on integers, it
can produce a value that is too large to fit in the
maximum limit of the integer type. This can cause the
integer to overflow or wraparound, producing very
small or negative numbers and leading to unexpected
behaviour, crashes, or security vulnerabilities.

CWE-20 — improper input validation: Before
accepting input or data, a program should first
validate that this input is correct and safe, otherwise it
may end up accepting malicious or malformed data.
Properties that can be checked in this context include
size, length, data structure position, syntax, input
type, business logic, and authenticity.

CWE-457 — use of uninitialised variable: There are

some languages, such as C/C++, where variables are
not initialised by default and, thus, contain garbage

values. The use of uninitialised variables can lead to
unpredictable control flow or results, DoS, arbitrary
code execution or disclosure of sensitive data.

CWE-362 — concurrent execution using shared
resource with improper synchronisation (‘race
condition’): In multithreaded or concurrent
environments, a code sequence might require
temporary, exclusive access to a shared resource for a
given time period. In this context, a race condition
could occur when another code sequence accesses this
shared resource during this period, violating
exclusivity. This could lead to data corruption,
crashes, or security vulnerabilities.

CWE-134 — use of externally-controlled format string:
Format strings are used to control the output of data
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in a program. When a program uses an
externally-controlled format strings, such as
user-provided input, it may allow attackers to inject
malicious format specifiers, leading to security
vulnerabilities or crashes.

o CWE-367 — time-of-check time-of-use (TOCTOU)
race condition: A program checks the state of a
resource or variable before using it. However, an
attacker can change this state between the check and
the actual use of the resource, leading to a TOCTOU
race condition. This can lead to security
vulnerabilities, crashes, or unexpected behaviour.

6 Large language models

The selection of LLM models for our experiments
was based on a combination of factors, including
their implementation type, licensing, and computational
requirements; our purpose was to diversify as much as
possible the selection of models. Specifically, we chose
Qwen 2.5 and Llama 3.3 for the horizontal dimension of
our study because they are both open-source models that
can be deployed on-premise, allowing for more control over
data and computation but at the expense that they may
require significant computational resources to deploy and
maintain. In contrast, commercial models, such as GPT-3.5
and GPT-4, are cloud-based and proprietary, which provides
scalability and ease of use, but also introduces potential
limitations related to data privacy, as well as additional
costs and dependence on cloud infrastructure. In terms
of computational and time complexity, we considered the
parameter count and inference time of each model. For
example, Llama 3.3 has 70 billion parameters and supports
up to 128K tokens of context length, while Qwen 2.5 has a
comparable coding capability to GPT-4, but with a smaller
parameter count. We also considered the time complexity
of each model, with some models like GPT-4 Turbo being
optimised for faster inference times. By considering these
factors, we aimed to provide a comprehensive evaluation
of the strengths and limitations of different LLMs in code
vulnerability detection, and to identify the most suitable
models for different use cases and deployment scenarios.

For the study of the horizontal dimension, as described
in Section 3, two open-source LLMs were selected,
ie.,, Qwen 2.5 and Llama 3.3, to detect source code
vulnerabilities in four diverse datasets. The choice of these
models was motivated by their open-source nature, which
allows for transparency and reproducibility of the results.
Additionally, both Qwen and Llama are widely recognised
models in the field of natural language processing (NLP),
with a large community of users and contributors. In
the following, a short description of these two models is
provided.

e  QOwen 2.5 (qwen-coder-2.5-instruct, 32K tokens)
(Owen2.5-Coder, 2025): 1t is a state-of-the-art,
open-source code model, having comparable coding
capabilities with GPT-40 and supporting 92 coding

languages. Apart from coding, it also has good
general and mathematical skills, supporting long
context understanding and generation with up to
128K tokens context length. Its training dataset
comprises 5.5 trillion tokens with 70% code, 20%
text and 10% math from diverse repositories, such as
GitHub and Kaggle.

e Llama 3.3 (Llama-3.3-70b-instruct-ui, 128K tokens)
(Llama-3.3-70B-Instruct, 2025): The Llama 3.3 model
was developed by Meta and released in 6 December
2024, whereas its knowledge cut-off date is December
2023. It uses a 70-billion parameter instruction-tuned
architecture and was designed with a focus on
multilingual dialogue applications and demonstrates
improved performance compared to other open-source
and proprietary chat models. It also features improved
coding proficiency, assisting developers in code
generation and debugging.

For the vertical dimension, i.e., analysing mobile code
using the Vulcorpus dataset, nine established LLMs were
used: three commercial models, namely, GPT-3.5, GPT-4,
and GPT-4 Turbo, and six open source models, namely,
Llama 2, Zephyr Alpha, Zephyr Beta, Nous Hermes
Mixtral, MistralOrca, and Code Llama. According to
their documentation, these models have been pre-trained
on large amounts of text data, including code, having
demonstrated performance in various software engineering
tasks, including code analysis. That is, their ability
to understand code syntax and semantics makes them
well-suited for identifying vulnerabilities residing in code,
while their large size and diverse training data make
them less likely to overfit to a specific codebase. A brief
description of each LLM is given below. It is important to
note that we used the default settings of each model.

e GPT 3.5 (version 1106) (Brown et al., 2020): 1t is a
powerful language model that has been pre-trained on
a large corpus of text data, including code. It has
demonstrated performance in various NLP tasks and
has been used for code analysis tasks such as code
completion, code search, and code summarisation.

e  GPT 4 (version gpt-4-32k) (OpenAl, 2024a,b): 1t is a
newer version of GPT, pre-trained on an even larger
corpus of text data, including code. It has
demonstrated improved performance over GPT 3.5 in
various NLP tasks and has been used for code
analysis, including code review and repair.

o  GPT 4 Turbo (version turbo-2024-04-09): 1t is a
variant of GPT 4, specifically designed for tasks that
require faster inference times, such as code analysis.
It has been pre-trained on the same large corpus of
text data as GPT 4, optimised for faster performance.

e Llama 2 (version Llama-2-70b-chat) (Touvron et al.,
2023): This LLM has been pre-trained on a diverse
set of text data, including code. It has demonstrated
performance in various NLP tasks, also been



10

V. Kouliaridis et al.

exploited for code analysis, including code
summarisation and code search.

Zephyr Alpha (version zephyr-7b-alpha) (Tunstall

et al., 2023): 1t is pre-trained on a huge corpus of
text data from diverse sources, including books,
articles, and websites. This model has been fine-tuned
with a mix of publicly available and synthetic
datasets on top of Mistral LLM. Despite its small size
(7B parameters), it potentially shows a performance
comparable to several models with a number of
parameters in the range of 20-30B.

Zephyr Beta (version zephyr-7b-beta) (Tunstall et al.,
2023): This model has been fine-tuned with a mix of
publicly available and synthetic datasets on top of
Mistral LLM. It is the successor of Zephyr Alpha,
therefore considered significantly more powerful than
its predecessor. Based on its documentation, it is fast
and competent, showing a performance comparable to
the best open-source models, having around 70B
parameters.

Nous Hermes Mixtral (version
nous-hermes-2-mixtral-8x7b-dpo) (Nous Hermes 2
Mixtral 8x7b DPO, 2024): 1t is one of the most
powerful open-source models available, comprising a
fine-tuned version of Mixtral base model.

MistralOrca (version mistral-7b-openorca) (Lian

et al., 2023; Mukherjee et al., 2023; Longpre et al.,
2023): 1t has been fine-tuned with Open-Orca datasets
on top of Mistral LLM. Despite its small size, it
outperforms Llama 2 13B, showing a performance
comparable to several models with a number of
parameters in the range of 20-30B.

Code Llama (version 7b) (Code Llama, 2024): 1t is a
special version of Llama 2, tailored specifically for
coding applications. This specialised version has been
refined through extensive additional training on
code-focused data, with prolonged exposure to
relevant datasets. The result is a tool with alleged
superior coding proficiency that builds upon the
foundation of Llama 2. More specifically, Code
Llama can generate code and create explanations
about code in response to prompts in both
programming and natural language. Its capabilities
extend to assisting with code completion and
troubleshooting code errors. Furthermore, Code Llama
is versatile, supporting a broad array of widely-used
programming languages, including Python, C++, Java,
PHP, JavaScript, C Sharp, and Bash. In this work, we
examine the smallest pre-trained model, namely, the
7B version. In addition, for this LLM, in a separate
run, we employed Llamalndex (Llamalndex, 2024) to
improve the detection capabilities of Code Llama.
Llamalndex is a data framework for LLM-based

applications, enhancing them with additional
contextual data. This context augmentation technique
is called retrieval-augmented generation (RAG) and
can be used to address the restrictions of LLMs by
giving them access to contextual, current data. For the
RAG process, we selected the bge-small-en-v1.5
(Baai/bge-small-en-v1.5, 2024) embedding model,
developed by the Beijing Academy of Artificial
Intelligence. Additionally, we used the 50% of
Vulcorpus, i.e., only the samples that contain code
comments regarding the specific vulnerability.
Android’s application quality and security guidelines
and code examples (Security Guidelines, 2024) were
also added as input to the RAG, along with
information on each vulnerability from the OWASP
website (OWASP, 2024).

7 Evaluation

This section summarises the evaluation procedure we
followed to assess the effectiveness of the selected LLMs
in vulnerability detection. First, we give an overview of the
experimental setup, including the platform we used to run
the models and the actual prompts provided as input to the
LLMs. Then, we discuss our findings, providing insight into
the outcomes we observed and offering possible reasons for
the specific results we obtained, where necessary.

7.1 Experimental setup

In this section, we give an overview of the setup of both
the dimensions we described in Section 3. First, we analyse
the horizontal dimension that comprises two LLMs, namely
Qwen and Llama, and then the vertical one, where we
used nine LLMs on the Vulcorpus dataset. Apart from the
technical setup, we also provide details on the elements we
analysed as well as the prompts submitted to the LLMs.

For the study of the horizontal dimension, we utilised
the API interface of the GPT@JRC platform (Longueville
et al., 2025), a system developed by the European
Commission’s Joint Research Centre (JRC), which enabled
us to test the capabilities of two LLMs, namely, Qwen
2.5 and Llama 3.3, to analyse code samples across four
diverse datasets and identify potential vulnerabilities. The
datasets used in our experiments are LVDAndro, Vulcorpus,
IR-Fuzz, and IoTvulCode, which comprise code samples
for the Android, smart contract, and IoT use cases. We
compared the results acquired by the LLMs, with those
listed in the above labelled dataset to check their capacity
in identifying code vulnerabilities in heterogeneous code
samples.

The following prompts were used for each of the three
use cases.
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Android — LVDAndro

Check if the following Android code has any Mobile OWASP
Top 10 vulnerability. I want you to only print using the following
CSV format with two values: [vulnerable], [OWASP Mobile
Top 10 category]. The first value is Boolean. The second is of
type string and lists the OWASP Mobile Top 10 categories, which
is one or more of the following: M1: improper platform usage,
M2: insecure data storage, M3: insecure communication,

M4: insecure authentication, MS5: insufficient cryptography,

M6: insecure authorisation, M7: client code quality,

M8: code tampering, M9: reverse engineering, M10: extraneous
functionality. If a piece of code has more than one vulnerability
category, put them in the same variable. That way, you will
always print one CSV line. Code: <input>

Android — Vulcorpus

Check if the following Android code has any Mobile OWASP
Top 10 vulnerability. I want you to only print using the
following CSV format with two values: [vulnerable],

[OWASP Mobile Top 10 categoryl. The first value is Boolean.
The second is of type string and lists the OWASP Mobile Top 10
categories, which is one or more of the following: M1: improper
credential usage, M2: inadequate supply chain security,

M3: insecure authentication/authorisation, M4: insufficient
input/output validation, MS5: insecure communication,

M6: inadequate privacy controls, M7: insufficient binary
protections, M8: security misconfiguration, M9: insecure data
storage, M10: insufficient cryptography. If a piece of code has
more than one vulnerability category, put them in the same
variable. That way, you will always print one CSV line.

Code: <input>

Smart contracts

Check if the following solidity smart contract code has any
vulnerability. I want you to only print using the following

CSV format with two values: [vulnerable], [vulnerability
category]. The first value is boolean. The second is of type
string and lists the vulnerability which is one or more of the
following: block number dependency (BN), dangerous delegatecall
(DE), Ether frozen (EF), Ether strict equality (SE), integer
overflow (OF), reentrancy (RE), timestamp dependency (TP),
unchecked external call (UC). Use the 2-code letters for each
vulnerability and if a piece of code has more than one, put them
in the same variable. That way, you will always print 1 CSV line.
in the same variable. Code: <input>

IloT

Check if the following code has any vulnerability. I want you

to only print using the following CSV format with two values:
[vulnerable], [CWE]. The first value is Boolean and the second
is of type string and lists the CWEs. In case you do not know
the CWE number, add the CWE category. Code: <input>

For studying the vertical dimension, eight of the nine
pre-trained LLMs run on the GPT@JRC platform. The
last one, Code Llama, was run on a local computer
with an M2 processor and 16 GB unified memory. All
LLMs were tested in the Android use case through the
Vulcorpus dataset, assessing their ability in identifying
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potential vulnerabilities and proposing code improvements.
To this end, a simple scoring system was used to present

1  the number of vulnerabilities each LLM was able to
detect

2 if the LLM proposed valid suggestions for possibly
fixing the vulnerability.

Both these partial scores have a maximum value of 10/10
per vulnerability category, i.e., one point for each piece of
vulnerable code the LLM was able to detect and annotate.

As previously mentioned, the LLMs used in this work
are pre-trained. This means that the associated libraries,
possibly needed by each code sample but not included
in the input, cannot be analysed. This mostly affects
the analysis regarding the M2 wvulnerability. Therefore,
to evaluate LLMs against M2, instead of Java code, we
used ten libraries with known vulnerabilities as input.
These libraries, also included in Vulcorpus for reasons of
reproducibility, were published before the training date of
each LLM.

At a final stage, as detailed in Section 7.2, the results
of each LLM were compared and cross-checked against
those produced by two well-known SAST tools, namely
Bearer (Bearer, 2024) and MobSFscan (MobSFscan, 2024).
Bearer is a static application security testing tool, which
uses built-in rules covering the OWASP Top 10 and
CWE Top 25. MobSFscan is a static analysis tool that
uses MobSF’s (MobSF, 2024) security rules and can find
insecure code patterns in Android or iOS source code.
Finally, we also assessed the performance of each LLM
in detecting privacy-invasive behaviours, using the three
samples detailed in Section 4. The output was rated using
three categories:

1 not privacy-invasive

[\

potentially privacy-invasive

3 privacy-invasive.

It is important to note that the prompt given to the LLM has
a major effect on its output. Since in the horizontal scenario
a detailed prompt was provided, here a brief instruction
was given to investigate also this aspect; the prompt was as
follows.

Android

Check if there are any security issues in the following code;
if there are, explain the issue. Code: <input>

7.2  Results

The first set of experiments concerns the horizontal
dimension, that is, the detection capabilities of Qwen and
Llama across the four datasets. Specifically, as described in
Section 3, the first set of experiments checks whether there
is a vulnerability in a given source code sample, whereas
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the second set checks whether the LLM can correctly
identify which specific vulnerability it is. In Table 2, the
results of the first set are summarised; in Table 3, we
present the accuracy of the two LLMs in describing the
specific vulnerabilities detected in the previous step.

Looking at Table 2 and leaving out LVDAndro, the two
LLMs showed high performance in detecting whether a
vulnerability existed in the tested code samples or not. More
specifically, Qwen 2.5 scored 67% in the IoT case and
above 96% in smart contracts and mobile code (Vulcorpus).
On the other hand, Llama 3.3 scored above 94% in all three
use cases. Regarding the low detection rates of LVDAndro,
our interpretation is that the code samples of this dataset
are too short (usually less than one line) to allow the LLMs
to easily identify whether they contain a vulnerability or
not. This is further supported by the consistent low rates
observed by both LLMs.

Table 2 Vulnerability detection results across all benchmark
datasets

Llama 3.3
Detected  Percentage

4,822/13,750  35.1%
100/100 100%
4,260/4,285  99.4%
63,294/66,699  94.9%

Owen 2.5
Detected  Percentage

LVDAndro 2,777/13,750  20.2%
Vulcorpus 100/100 100%
IR-Fuzz 4,147/4,285  96.8%
IoTvulCode 44,840/66,699  67.3%

Dataset

Table 3 Identifying vulnerabilities across all benchmark
datasets

Owen 2.5
Detected  Percentage

Llama 3.3
Detected  Percentage

Dataset

LVDAndro 3,162/13,750 23% 2,979/13,750  21.7%
Vulcorpus 57/100 57% 57/100 57%

IR-Fuzz 2,385/4,285 55.7% 3,667/4,285 85.6%
IoTvulCode 16,045/66,699  24% 11,628/66,699 17.4%

After detecting whether a vulnerability exists, the two
LLMs were asked to identify the specific vulnerability.
The results shown in Table 3 reveal a low to medium
capability of the two LLMs in determining which exactly
is the vulnerability in the examined code samples. In the
mobile code (LVDAndro) and the IoT use case (IoTvulCode
dataset), all checks had an identification accuracy of
no more than 24%. For the other mobile code dataset
(Vulcorpus) and the smart contract dataset (IR-Fuzz), the
two LLMs scored between 55 and 86%.

The next set of experiments concerns the vertical
dimension, namely, the detection capabilities of nine LLMs
on the mobile device use case, using the Vulcorpus dataset.
Table 4 and Figure 2 recapitulate the results for each
LLM on the Vulcorpus dataset. Particularly, in each line
of Table 4, letter ‘D’ indicates that the model detected the
vulnerability, whereas ‘I’ denotes whether it explained the
situation and provided a valid solution for improving the
code or not. The importance of ‘I’ lies in the fact that it is
the sole indicator of whether the LLM actually ‘perceived’
the security issue and can be used to evaluate each LLM
and compare them to each other.

Overall, with reference to Table 4, the LLMs that
detected the most vulnerabilities in total were: Code Llama
(81/100), GPT 4 (67/100), Nous Hermes Mixtral (62/100),
Zephyr Beta (54/100), and Zephyr Alpha (53/100), followed
by GPT 4 TURBO (50/100), GPT 3.5 (42/100), MistralOrca
(37/100), and Llama 2 (30/100). When it comes to total
code improvement suggestions, the top performers were:
GPT 4 (83/90), GPT 4 Turbo (66/90), Zephyr Alpha
(58/90), Zephyr Beta (56/90), and Nous Hermes Mixtral
(56/90), followed by Code Llama (44/90), MistralOrca
(38/90), GPT 3.5 (37/90), and Llama 2 (31/90). Overall,
considering both ‘D’ and ‘I’ values, GPT 4 poses as the
top performer. On the other hand, LLMs that identify
the correct vulnerability, but fail to provide corrections or
suggestions regarding the problematic lines of code, such as
Code Llama, may indicate an insufficiently trained model
for this type of analysis.

Focusing on individual vulnerabilities, GPT 4
discovered all vulnerabilities of categories M1 and M6,
MistralOrca of M9, Zephyr alpha of M5 and M10, Zephyr
beta of M5 and M9, and Llama 2 and Code Llama of MS5.
Note that for the rest of this section all these categories
concern the OWASP 2024 top-ten list. No LLM achieved
a perfect score for the rest of the vulnerabilities, namely,
M2, M3, M4, M7, and MS. In these scenarios the best
performers were GPT 3.5 (7/10), Zephyr Beta and Code
Llama (9/10), Nous Hermes Mixtral (9/10), Code Llama
(9/10), and Nous Hermes Mixtral and Code Llama (9/10),
respectively. Concerning M2, even though it was tested
on 10 vulnerable libraries published before the training
date of each model, all LLMs with a few exceptions show
low detection performance, as presented in Table 4. This
behaviour may imply that LLM training did not include
these libraries. The same applies to the ‘I’ column for M2,
which is marked as N/4 for all LLMs. These limitations
can be addresses using context augmentation, as discussed
in Section 6. This way, LLMs can be provided with access
to recent data and improve their vulnerability detection
capabilities.

For the purpose of better understanding which kind of
vulnerabilities are hard for LLMs to detect, we averaged
the ‘D’ score per vulnerability for all nine LLMs. Then, we
sorted the mean values in ascending order; the results are
presented in Table 5. In the same table, we included the
best performer in each category, showing which LLM could
handle better the respective vulnerability. Our results show
that the most difficult vulnerability to detect for an LLM
is M2, whereas the easiest is MS5. As we also explained
above, the low detection capability in the case of M2 (2.1
on average) can be attributed to the lack of up-to-date
information at the LLMs’ side. Moreover, another factor
that could contribute to this low score is that, for this
type of vulnerabilities, the LLMs check a list of libraries
for known vulnerabilities instead of directly analysing the
application’s source code. This is also the only vulnerability
where no LLM had a perfect (10) or nearly perfect score
(9). On the other side of the spectrum, four LLMs achieved
a perfect detection score for MS5.
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Table 4 Vulnerability analysis results for the Vulcorpus dataset

LIM M1 M2 M3 M4 M5 M6 M7 M8 M9 MI10 Mean
D I D I D I D1 D I D I D1 D I D I D I D I
Llama 2 0 0 0 NNA 0 10 4 5 10 0 6 6 00 0 O 4 4 6 6 3 34
GPT-3.5 3 3 7 NA 2 3 23 8 6 3 5 54 3 5 4 6 5 2 42 4.1
GPT-4 10 10 0 NA 6 7 6 8 5 10 10 10 6 9 7 10 8 10 9 9 6.7 9.2
GPT-4 TURBO 4 5 0 NNA 3 5 5 8 8 9 6 8 4 4 7 10 7 9 6 8 5 73
Zephyr Alpha 0 0 3 NA 6 6 55 10 10 7 8 22 77 3 10 10 10 53 64
Zephyr Beta 0 8 0 NA 9 9 8 8§ 10 10 0 8 30 5 4 10 0 9 9 54 6.2
Nous Hermes Mixtral 1 3 6 N/A 1 3 9 5 6 8 8 8 73 99 8 10 7 7 6.2 6.2
Mistral Orca 9 9 0 NA 2 2 4 4 5 5 0 0 34 0 1 10 10 4 3 3.7 42
Code Llama* 9 5 3 NA 9 4 8 4 10 5 8 5 9 4 9 4 71 9 6 81 49

Notes: ‘D’ and ‘I’ stand for the number of vulnerable samples detected and the number of vulnerable samples
for which the LLM suggested improvements, respectively; top scores per vulnerability are in italic;
the asterisk exhibitor stands for Code Llama without RAG.

Figure 2 Vulnerability detection for the Vulcorpus dataset using nine established LLMs (see online version for colours)
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Table 5 Best performing LLM model and average detection of each action, six LLMs correctly detected potential
score per vulnerability for the Vulcorpus dataset privacy-invasive actions for location, eight LLMs for
camera, and six for local file sharing. Looking at the

Vulnerability Best performer Mean score performance of each LLM individually, the best performer
Ml GPT 4 (10) 4 was Zephyr Alpha, which clearly marked two out of three
M2 GPT 3.5 (7) 2.1 codes as privacy-invasive and the other as potentially
M3 Zephyr Beta (9), Code Llama* (9) 433 privacy-invasive. On the other hand, MistralOrca did not
M4 Nous Hermes Mixtral (9) 5.66 detect any possible privacy-invasive actions.

M5 Zephyr Alpha (10), Zephyr Beta (10), 8 The next set of experiments concerned the use of RAG

Llama 2 (10), Code Llama* (10) to understand to which degree it can assist LLMs to detect
M6 GPT 4 (10) 533 code vulnerabilities more effectively. These experiments
M7 Code Llama* (9) 433 were run on Code Llama and the following were used as
M8 Nous Hermes Mixtral (9), Code 5.22 input for RAG:
Llama* (9)
M9 MistralOrca (10), Zephyr Beta (10) 6.77 1 half of the samples of each vulnerability annotated
MI10 Zephyr Alpha (10) 722 with comments explaining the vulnerable code
Notes: The asterisk exhibitor stands for Code Llama 2 text and code examples from Android’s app security
without RAG. guidelines (Security Guidelines, 2024)

In addition to the above, our last set of experiments 3 all the CVEs related to the vulnerable libraries used
concerned the detection of privacy-invasive actions, as for M2 vulnerability.

described in Subsection 4.2; the obtained results are
presented in Table 6. Regarding the easiness of detection
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Then, we analysed the other half of the code samples
that were not annotated. The results, presented in Table 7,
show in general increased performance both in vulnerability
detection and in improvement suggestion. When excluding
M2, in Code Llama without RAG (Table 4), the detection
rate ranged from 70 to 100%, with one test scoring 100%
and five tests scoring 90%. In Code Llama with RAG
the detection rate ranges from 80 to 100%, with six tests
scoring 100% and three scoring 80%. In M2, the base
model scored 30% in detection, whereas the RAG-assisted
scored 100%, an improvement of 233%. For improvement
suggestion, Code Llama without RAG had a detection
range from 40 to 70%, where the majority of tests (seven
out of nine) scored either 40 or 50%. When using the
RAG-based model, only one test scored 80% and the rest
100%, showing that RAG covered a wider gap in assisting
improvement suggestion to reach a nearly perfect score
compared to vulnerability detection where scores were
already closer to 100%.

Table 6 Results per LLM regarding privacy-invasive actions

LLM Location Camera Files
Llama 2 P Y N
GPT 3.5 Y P P
GPT 4 N P N
GPT 4 Turbo P Y P
Zephyr Alpha Y P Y
Zephyr Beta Y P N
Nous Hermes Mixtral Y P P
MistralOrca N N N
Code Llama N N Y
Code Llama + RAG N Y P

Notes: N: not privacy-invasive, P: potentially privacy-invasive,
Y: privacy-invasive.

Table 7 Evaluation results for Code Llama with RAG for the
Vulcorpus dataset

Vulnerability D 1

Ml 5/5 5/5
M2 10/10 N/A
M3 5/5 5/5
M4 5/5 5/5
M5 5/5 5/5
M6 5/5 5/5
M7 5/5 5/5
M8 4/5 4/5
M9 4/5 5/5
MI10 4/5 5/5

Notes: The letters ‘D’ and ‘I’ stand for the number of
vulnerable samples detected and the number of
vulnerable samples for which the LLM suggested
improvements, respectively.

Table 8 Results of prominent SASTs on Vulcorpus

SAST M1 M2 M3 M4 M5 M6 M7 M8 M9 MI0 Total

MobSFscan 2 NNA 0 0 1 1 1 3 0 4 12
2 NA O 1 6 3 3 4 3 7 29

Bearer

To gain insight into whether the performance of LLMs can
be considered acceptable or not, we compared them against
two reputable SASTs, namely Bearer and MobSFscan. The
results of these two tools when used to detect vulnerabilities
in the Vulcorpus dataset are presented in Table 8. Overall,
MobSFscan detected 12/100 vulnerabilities, whereas Bearer
found 29/100 vulnerabilities; as a comparison, the worst
scoring LLM (Llama 2) found 30/100 vulnerabilities and
the best one (Code Llama wihout RAG) found 81/100.
These results suggest that LLMs have in general better
performance in detecting code vulnerabilities compared to
current, well-known SASTs. When comparing the detection
capacity of specific vulnerability types looking at Tables §
and 5, it is shown that LLMs score significantly higher
compared to SASTs in M3, M4 and M9, and to a lesser
extent to M1, M6, and M7. Moreover, it is evident that
specific types seem easier to detect for both LLMs and
SASTs, such as M10 and to a lesser extent M5.

8 Discussion

The discussion in this section will be structured around
the following research questions, which aim to provide a
comprehensive understanding of our findings:

e  What are the performance differences between newer
and older LLMs in the context of code vulnerability
detection?

e How do various datasets influence the performance of
LLMs in detecting code vulnerabilities?

e [s there a particular LLM that consistently
outperforms others across different types of tasks
related to code vulnerability analysis?

e  Which type of LLM model (open-source or
commercial) demonstrates superior performance in
detecting code vulnerabilities?

e Can the RAG mechanism enhance the performance of
LLMs for code vulnerability analysis?

By addressing these research questions, this section
summarises our findings into the current state of LLMs in
code vulnerability detection, highlighting areas of strength,
weakness, and potential for future improvement.

The first observation that emerges from considering
both dimensions of our study is that in common tests
the performance of newer LLMs has increased. More
specifically, in both the horizontal and vertical dimensions
we analysed a common dataset, namely, Vulcorpus, with 11
different LLMs in total. In the horizontal case, both LLMs
scored 100%, whereas in the vertical scenario the mean
detection rate across the nine LLMs was 53%. This increase
could be attributed to two main differences:

1  newer models are more efficient and/or trained with
more timely data
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2 the LLMSs of the horizontal scenario were given a
more detailed prompt compared to the ones of the
vertical scenario.

Focusing on the horizontal dimension, the diversity of
detection rates across the different use cases and even
among the same use case, show that results are highly
dependent on the characteristics of the dataset. Starting
from the common use case (mobile devices), we used two
different datasets (LVDAndro and Vulcorpus) comprising
Android code samples but the results were very dissimilar
(20 to 35% for LVDAndro and 100% for Vulcorpus); a
similar situation is observed for identifying the vulnerability
category. The fact that the detection rates of the two
LLMs are close to each other leads to the conclusion
that the difference is due to the datasets’ characteristics
and not the LLM’s characteristics. The same pattern is
found when considering all the datasets we examined: the
results between the two LLMs tend to converge, but at
the same time the detection rates between different datasets
have a wide range, from 17 to 100%. This observation
highlights also the importance of result validation using
diverse experiments before arriving to conclusions when
investigating LLM effectiveness in code vulnerability
detection.

In the vertical dimension, having tested a large number
of LLMs (9) across a single dataset (Vulcorpus), more
dissimilarities among the LLMs were observed compared
to the horizontal case. Overall, LLMs showed a general
ability to detect code vulnerabilities but some of them
were more appropriate to be used for such a purpose.
The top performer LLMs when considering both detection
and improvement suggestion were GPT-4 and Code Llama.
However, the first one was not as good in detection
as it was in improvement suggestions where it had the
highest mean score (9.2); in contrast, Code Llama had
the top performance in vulnerability detection (8.1), but
a rather low score in improvement suggestions. Focusing
on vulnerabilities detection, MistralOrca and Zephyr Beta
performed exceptionally well for M9, while Zephyr Alpha
scored high in M10. Additionally, several LLMs struggled
with M1, while most were unable to identify M2. This
highlights that there is no single LLM that excels in all
cases, indicating the need for selecting an LLM based on
the vulnerability category and the type of task that it is
expected to perform.

Another interesting question is which type of LLM
model is better in detecting code vulnerabilities: open or
commercial ones? When comparing open LLM models with
commercial ones, we see that the open models were the best
performers in seven out of ten categories of vulnerabilities,
i.e.,, M3, M4, M5, M7, M8, M9, M10. On the other hand,
considering mean detection and improvements scores, as
presented in Table 4, the situation is mixed.

In addition to the above, we evaluated the use of RAG
in fine-tuning LLMs for code vulnerability analysis. Our
results suggest that RAG can significantly increase both
the wvulnerability detection and improvement suggestion
performance. On the detection of privacy-invasive actions,
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the results are mixed, showing that they should be
interpreted carefully when it comes to privacy analysis in
mobile platforms. Zephyr Alpha had the best performance,
whereas GPT 3.5, GPT 4.0 Turbo, and Nous Hermes
Mixtral indicated all actions as privacy or potentially
privacy-invasive; on the other hand, MistralOrca did not
identify any potential privacy-invasive actions. Finally,
the comparison of LLMs with well-known SASTs for
vulnerability detection revealed that the former are more
capable in identifying code vulnerabilities.

9 Conclusions

This study provides empirical evidence on the effectiveness
of using LLMs for code vulnerability analysis across
multiple domains, namely Android, smart contracts, and
IoT. Our findings reveal that while some LLMs are capable
of detecting code vulnerabilities, their overall performance
is still in an early stage and requires further refinement. The
observed variability in accuracy in vulnerability detection
and improvement suggestion across different LLMs and
datasets underlines that no LLM is currently fit to detect
different kinds of vulnerabilities in an horizontal manner.
Furthermore, the limitations of LLMs, such as training data
cutoff and hallucinations, can hinder their ability to detect
emerging vulnerabilities, deprecated libraries, and zero-day
exploits. This underscores the critical need for continuous
model updates and proactive retraining. Therefore, extended
testing is needed with different models before taking an
informed decision on which one to use for a specific use
case and data format. Also, further research is needed by
researchers and developers on the improvement of LLMs
towards creating more effective and efficient vulnerability
detection tools and address the aforementioned limitations.
As future work, we plan to further expand our research with
other LLMs not used in this study, newer versions of the
LLMs we used here, and different use cases and datasets.
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