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Abstract: Advanced multi-stage cyberattacks increasingly threaten power
information networks and can disrupt both communication and physical control
systems. This study proposes a graph neural network (GNN)-based architecture
to detect multi-stage attack paths and provide early warnings for disaster
recovery. The framework models the spatio-temporal behaviour of network
devices to improve resilience and support proactive cyber defence in critical
power infrastructures. Traditional intrusion detection systems often fail to
capture complex spatial and temporal relationships and sequential attack
patterns, leading to slow detection and limited recovery capability. To address
this limitation, a spatio-temporal graph neural network (ST-GNN) framework is
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developed using the Kitsune network attack and HAI security datasets for
comprehensive  cyber-physical threat analysis. Experimental results
demonstrate excellent performance with 99.98% accuracy, 99.90% precision,
99.97% recall, and an F1-score of 99.98%, with very low false positive and
false negative rates. The proposed system effectively predicts multiple attack
stages and significantly improves detection capability, enabling faster response
and stronger protection for modern power information networks.

Keywords: spatio-temporal graph neural network; ST-GNN; power
information network security; cyberattack detection; early warning system;
disaster recovery planning.
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1 Introduction

Not only has the inclusion of IoT gadgets, smart metres, SCADA infrastructure, and
cloud-based control frameworks raised the complexity of the contemporary power
information networks, but made them an attractive cyber threat target (Halgamuge,
2024). Modern attackers employ multi-stage attack chains, as opposed to traditional
attacks, where each stage of the attack is benign on its own but reveals its malicious
intent when combined after a long period (Mighan and Kahani, 2021). Keeping up with
this modern threat not only threatens the availability of networks but also has the
potential to cause blackouts, power outages, economic meltdown, and even risks to
national security (Chang et al., 2024). The interdependence of the smart grid
infrastructure, both physical and cyber, requires new mechanisms for the identification of
attack chains and proactive disaster recovery to maintain continuous and secure
operations (Jmal et al., 2023).

Current Al and ML-based methods for anomaly and intrusion detection perform with
great accuracy under laboratory settings but are severely constrained in scalability,
real-time analysis, and adaptability to changing threats (Kotenko et al., 2021). Most of
the models do not cope well with high-velocity and large-scale data streams, are not
widely validated in real-world settings, and perform poorly in situations involving data
paucity or incomplete domain knowledge (Liu et al., 2023). In addition, existing systems
tend to underperform when faced with new attack patterns, advancing cyber threats, or
operational uncertainty, which diminishes their performance in real-world, dynamic
deployments (Sultana et al., 2022).

GNNs have already turned out to be useful tools in the context of modelling complex
links in the interrelated systems (Alani and Damiani, 2023). Regarding information
networks, nodes can represent either devices, processes, or network flows, and the
relationships between them can be described using edges (Damasevicius et al., 2023).
GNNs adoption gives an opportunity to look deeper into the network and identify
anomalies at the node level and across multi-hop associations that reveal hidden attack
patterns (Xu et al., 2021). The capabilities of the GNN to extract features and sequences
are quite suitable to the task of attack chain reconstruction, with every malicious event
being part of a carefully designed attack plan (Rehan, 2022).

In addition to identification, the strength of power information systems is determined
by their capability to predict a failure and recover from it even before any catastrophic
impact is experienced (Su et al., 2024). A proactive defense is made possible by an
integrated disaster recovery early warning system with GNN-based detection (Tharewal
et al., 2022). By forecasting possible attack paths, system operators are able to trigger
automated containment, resource reallocation, and backup activation well before the
attackers meet their definitive objectives (Musa et al., 2023). Early intervention in such
scenarios minimises the downtime and, as a result, the financial and operational losses as
well in accordance to the cyber-physical resilience of critical infrastructure (Ahmad et al.,
2023).

For this study, the Kitsune network attack dataset offers a realistic and varied base for
training and testing the proposed GNN-based attack chain detection model. Even though
the dataset stems from [oT and IP surveillance platforms, its nine labelled attacks,
including ARP MitM, fuzzing, and reconnaissance, typify several methods of genuine
power information network integrations. Due to the dataset’s 115 extracted statistical
features and voluminous traffic captures, it is possible to model low-level packet
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attributes and high-level relational dependencies, which makes it ideal for graph-based
learning in cybersecurity.

The paper attempts to develop a scaled, adaptive and resilient detection system
capable of operating on high accuracy, large, heterogeneous and high-speed data streams
in real-time. In the proposed system, the complex feature extraction and a hybrid
modelling approach will be used to deal with the damage to data unavailability, enhance
coverage of domains, and offer flexibility to changing over time threats. Stringent
validation shall be performed on heterogeneous real-world data and on real-time
environments to ensure the robustness, scalability, and scalability to large scale
implementation. The proposed study aims to apply a GNN to identify multi-stage attack
chains and to apply it with an early warning system to the power information network
disaster recovery. Cyberattacks that are coordinated and multi-stage are becoming more
and more exposed to power information networks, jeopardising operational continuity
and system stability. This paper overcomes such issues by deploying a spatiotemporal
GNN architecture to identify the changing attack chains and aid in an early
disaster-recovery decision-making. The main contributions are:

e A new graph-based attack model that elucidates spatial and temporal links in
network traffic

e  An attack chain reconstruction algorithm that converts the individual anomalies into
consistent intrusion narratives,

e The early warning system module which predetermines the happenance of the
disaster and the recovery steps to be taken.

This research intends to seal the fault between the detection and prevention to enhance
the defense, reliability, and resiliency of the modern power information systems.

This study is segregated into five parts. Section 1 (introduction) explores the problem,
the reason, and the target goals of a GNN-based solution that will be used in the detection
of attack chains in power networks. Section 2 (related works) addresses the previous
studies about the anomaly detection, early warning, and recovery their limitations. In
section 3 (methodology), the datasets, pre-processing, graph construction, GNN model,
early warning, and recovery procedures are described. Section 4 (results and Section 5
discussion) represents the performance of the model and how efficiently the recovery
method works. Section 6 (conclusion and future work) summarises the lessons learned
and suggests improvements to deal with real-time issues.

1.1 Novelty compared to GNN-LSTM hybrids

e Previous GNN-LSTM hybrids normally use spatial graph learning to generate a
static or coarse graph embedding, which is fed through an LSTM. This sequential
structure constrained the ability of the model to reason about time at the level of
graph summaries and does not allow the model to spread time-conditioned messages
at the granularities of nodes through more than one hop.

e The proposed ST-GNN does not follow this trend by executing joint spatio-temporal
message passing: at each interaction step, node embeddings are updated through
temporally-modulated neighbourhood aggregation instead of feeding an existing
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graph embedding to a distinct temporal module. This enables the model to be able to
compute the changing multi-hop dependencies as they occur rather than seen.

e In addition to joint propagation, ST-GNN uses continuous-time encodings (At-aware
kernels) inside the message function so that recency and temporal density directly
modulate message importance — a capability absent from standard LSTM
post-processing where time is treated discretely and globally.

e The singular mathematical contribution is the time-conditioned neighbourhood
aggregation operator: a message function that multiplies or gates incoming
neighbour messages by a continuous temporal kernel and adaptive weights,
producing time-aware, topology-sensitive updates. This operator unifies temporal
recency and structural context into a single message-passing step, enabling richer
temporal—structural embeddings that reconstruct cyber-physical attack progressions
more accurately than separate GNN—LSTM pipelines.

2 Related works

Wu et al (2022). constructed a GNN-based anomaly detection framework designed for
industrial internet of things (IloT) use cases in smart energy, smart factories, and smart
transportation (Mahi-al-rashid et al., 2022). Their framework managed to cover point,
contextual, and collective anomalies and demonstrated their framework’s applicability to
industrial systems which evolve over time (Samah et al., 2020). Each of their experiments
demonstrated the improvement of anomaly detection, showing that GNN is indeed
appropriate for IIoT systems with heterogeneous data (Mahalakshmi et al., 2024).
However, the framework struggled to scale to real-time large IloT data streams. As
Vitulyova et al. (2025). describe in their work, a reinforced attempt has been made to
propose a hybrid cyber threat detection model using and LSTM models for attack vector
reconstruction and prediction (Khan et al., 2024). With the GNN models, the structural
relations of the MITRE ATT&CK framework were analysed, whereas the LSTM models
were used to capture temporal attack relations (Paredes et al., 2021). Bolla et al. (2024)
present GETNet, combining GNN-based relational learning with Transformer attention
for high-accuracy fraud detection. Their graph—temporal integration guides our approach,
inspiring similar spatiotemporal modelling to enhance anomaly detection in dynamic
networked environments. Their experiments on the CICIDS2017 dataset showed an AUC
of 0.99, Fl-score of 0.85, and an MSE of 0.05 in the attempts to reconstruct attack paths
and in risk prediction, which clearly illustrates the high accuracy of the model (Cao,
2023). Nevertheless, the model’s computational complexity may restrict its
implementation in real-time on a larger scale. An Chondros et al. (2021). proposed an
integrated approach for the development of a coastal flood early warning system that uses
the hindcast framework for the validation of high credibility numerical models, and a
forecast framework to use an ANN trained on the combined multiple sea-state scenarios
outputs of the numerical models (Jing et al., 2024). The artificial neural network (ANN)
was able to prepare timely and accurate risk scarcification of the coastal floods using the
offshore waves characteristics and sea water level elevation data only as inputs in the
region of Rethymno, Crete (Dalal et al., 2023). This approach proved the possibility to
use it on other different coastal zones and areas as it also eliminates the need for the long
and expensive simulations used in the previous methods (Kathamuthu et al., 2022).
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Nevertheless, the scarcity of the historical flood data may limit the accuracy of the model
in certain locations.

Sharma et al. (2021) introduced a hybrid model of cybersecurity based on GNNs and
LSTM networks to predict and reconstruct attack vectors (Huang, 2022). GNNs
examined structural relations within the MITRE ATT&CK framework and LSTMs
represented temporal attack patterns (Pasetti et al., 2021). On the CICIDS2017 dataset,
experiments resulted in AUC = 0.99, Fl-score = 0.85, and MSE = 0.05, showing high
accuracy in attack path reconstruction and risk prediction (Ni et al., 2021). However, the
model’s computational overhead may limit real-time deployment in large-scale
environments. Rahman (2022) suggested an AI/ML-based proactive system to boost
supply chain resilience against pandemics, disasters, cyberattacks, and geopolitical crises
(Alkadi et al., 2021). The system integrates emergency threat detection, dynamic impact
simulation, adaptive response engineering, and resilience monitoring based on IoT,
satellite images, social media and government alerts to obtain real-time analytics
(Noorazar et al., 2021). Disruption response and resource allocation are optimised using
reinforcement learning and graph neural networks and are made transparent with the help
of blockchain (Elvas et al., 2021). However, it is yet to be practically applied in
large-scale crises. Jung et al. (2020) created a South Korean IDMS, which does not focus
on the storms, floods, and earthquakes but manages wildfires and extreme temperature
events as well (Wei and Lee, 2024). The system uses big data of open APIs and Al
algorithms to accelerate decision-making and increase the speed and accuracy of
decisions, and includes a CNN-based fire detection subsection to track video (Gao et al.,
2022). Possible integration with OSINT is proposed to detect vulnerabilities and ward off
cyber-attacks. Still, the system is at a conceptual level, with minimal real-world
application and testing.

Zhou et al. (2024) proposed a lightweight anomaly detection framework for IoT
networks, RG-GLD, which integrates GNN and knowledge distillation principles
(Morales-Molina et al., 2021). The approach reconstructs IoT communications into
directed graphs, extracting structural features through GAT and traffic features through
MLP for improved feature fusion (Guato Burgos et al., 2024). A local subgraph
preservation mechanism and global information alignment enhance efficiency with
superior classification accuracy and lower computational burden over four baseline
methods (Guato Burgos et al., 2024). Yet the evaluation of the study is restricted to two
public datasets, failing to test its performance in varied real-world IoT scenarios.
Karthika and Senthilselvi (2023) introduced a one-dimensional DCNN for credit CCFD
to alleviate the challenges of data imbalance, excessive false alarms, and dynamic fraud
modes (Liu et al., 2022). The model improves on traditional CNN by integrating dilated
convolutional layers to extract spatial and temporal features, balanced with imbalance
prevention through under and over-sampling (Achaal et al., 2024). Tests across three
databases indicated the DCNN reaching 97.39% accuracy on a small card database,
beating a baseline CNN’s 94.44% (Ferrag et al., 2021). But its usability on real-time
streaming transaction data is yet to be tested.

Wu et al. (2022) showed that although their GNN-based anomaly detection model for
IIoT performed well with several types of anomalies, it lacked scalability to real-time
large I1oT data streams. Vitulyova et al. (2025) and Sharma et al. (2021) presented high
accuracy in cyber threat prediction with hybrid GNN-LSTM models, but both were
plagued by high computational complexity, which prevented real-time deployment in
large-scale systems. Chondros et al. (2021) demonstrated that their ANN-based early
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warning system for coastal floods could be extended to other areas but that its accuracy
was limited by the paucity of historical flood data. Rahman et al. (2022) designed an
AI/ML-based proactive supply chain resilience framework but in the absence of
real-world validation in large-scale crisis situations. Jung et al. (2020) proposed an IDMS
for South Korea with enhanced disaster coverage, although it was still largely conceptual
with very little field testing. Zhou et al. (2024) also proposed the RG-GLD framework for
light-weight IoT anomaly detection, but its performance was only tested using two public
datasets, which limited generalisability to real-world scenarios. Lastly, Karthika and
Senthilselvi (2023) enhanced CCFD accuracy using a DCNN but the performance of the
model in real-time streaming transactions is unknown. According to the existing research
of the problem of power grid security, there is a necessity of sophisticated anomaly
detection systems, but most of them are incapable of capturing the multi-hop and
time-based attack development. Recent GNN-based models are more sophisticated in
terms of structural modelling, but without incorporated early-warning systems and
recovery functions on cyber-physical power networks.

3 Methodology

This research formulates a method using the HAI Security and Kitsune datasets in order
to identify and respond to cyber threats that target electrical networks. The methodology
develops spatiotemporal graphs based on power network traffic and SCADA data, which
allows the ST-GNN to support dynamic patterns of attacks between devices. The model
then creates risk scores of early warning and recovery actions based on node criticality
and attack-chain prediction. The first step is pre-processing the data and converting it into
network graphs that showcase attack sequences. Afterwards, a GNN model is developed
with the purpose of understanding the cyberattack sequences in the spatial and temporal
domains. An early warning system is then developed and, based on this model, it is able
to compute risk scores and send out warnings. In the end, a recovery plan is implemented
to ensure that the critical nodes are recovered as fast as possible, thus reducing the
recovery time and enhancing the network security.

This diagram depicts the flow beginning with data collection and pre-processing in
order to conduct an attack chain identification. It further depicts the early warning and
disaster recovery planning. The framework uses a GNN model in order to detect attacks
issued for alerts and recovery actions prioritisation in power networks as shown in
Figure 1.

3.1 Data collection

The Kitsune dataset was gathered from observing network traffic in two settings: an
IP-based commercial monitoring system and a network filled with [oT devices. Data was
captured at the level of the routers, at points where an intrusion detection system might
realistically be placed. For every one of the nine attack cases, clean traffic was captured
for the first million packets to serve as a baseline, followed by a cyberattack being
conducted. The raw PCAP as well as the processed features — 115 real-time statistical
network features extracted using the Afterlmage feature extractor — were stored along
with related attack labels for supervised machine learning (Ymirsky, 2020).
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Figure 1 Flow diagram of GNN-based power network attack detection and recovery framework
(see online version for colours)
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The HAI dataset was produced from a realistic ICS testbed with an added HIL simulator
modelling steam-turbine power generation and pumped-storage hydropower. The testbed
connects physical control systems (boiler, turbine, and water treatment) with simulated
processes using OPC-UA gateways to enable synchronised cyber-physical interaction.
Normal operation and attack scenarios were run over lengthy continuous runs, and
measurements were taken from standard SCADA sensors and controllers at regular time
intervals. Various datasets were generated with normal and attack duration marked with
signs, over a wide range of ICS operating conditions and the types of
cyber-attacks (‘HAI Security Dataset’, 2023).

The concurrent application of the HAI and Kitsune data is deliberate, given that this
way, the suggested ST-GNN structure will be able to train on complementary features of
the cyber-physical threat behaviour. Kitsune offers finer-grained patterns of network
traffic, detailed packet-level variations of statistics, and the variety of types of attack that
is a common feature of the IT and IoT worlds. Conversely, the HAI dataset measures
process-level dynamics and physical-state deviations in an industrial control system that
is representative of the impacts of cyber intrusions on the operational variables in power
systems. Despite the difference between the domains, the similarity between the two
datasets is in the fact that they have similar underlying temporal-relational structures that
can be used in graph modelling. Their joint heterogeneity enables the model to see how
the patterns of attack occur both in pure network traffic and also in the cyber-physical
interactions. The ST-GNN achieves more resilient spatio-temporal representations by
learning on data with topological, device, and attack semantic variations, and does not
overfit to a specific environment. Such a mixed domain exposure is beneficial to the
generalisation capacity of the model and to its capacity to identify multi-staged attacks in
real power networks of operation, where cyber and physical processes are skewed closely
together.

Combining SCADA sensor data with HAI dataset increases the temporality of the
model through the addition of continuous data on the behaviour of physical processes,
including pressure, flow, valve state, and actuator position. These variables contribute to
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a complementary signal of time to the bare network traffic characteristics, which makes
the model track how cyber activities can cause changes in physical states over time. The
ST-GNN is capable of capturing physically related anomalies that occur at many stages
of attack, including when an intrusion initially affects communication patterns, and then
later an intrusion modifies sensor or actuator behaviour. Such fusion process enhances
the temporal embeddings, which establish the cause-and-effect associations between the
cyber activities and the reactions of the physical systems, so that the model can discover
the abnormal evolution patterns, which would not be seen when using traffic-based data
alone. As a result, the inclusion of HAI sensor streams strengthens the model’s ability to
detect coordinated cyber—physical attack chains.

3.2 Data pre-processing

e Notation: raw packet stream: P ={p, }kN:I , each packet py has fields: timestamp #

source IP s;” dest IP d’ src MAC, dst MAC, protocol zi’, length /, and the Kitsune
115-dim feature vector fy€ R''3 if using pre-processed CSV, time window length: W
(seconds). Slide (stride): S (seconds), graph snapshot index: ¢ (discrete windows),
window time interval [T}, T; + W), set of unique hosts (IP or MAC) in window ¢: V,,

edges in window ¢: E;, node feature matrix for window #: X, € R ‘Xd,

adjacency/edge-weight matrix for window . 4, € R"M1 " attack labels per packet:
lke L (e.g., clean, scan, DoS, etc.). Attack stage mapping function: S: L—{1, ..., C}
(e.g., 1 =recon, 2 = initial intrusion, 3 = privilege escalation, 4 = impact), node label
at time ¢: y, .

3.2.1 Data cleaning

e Duplicate removal: if packets have identical 5-tuples and timestamps, remove
duplicates as shown in equation (1)

Keep pif fHj <kst(t;=t, ns,=s, nd;=d, nm, =7, AL, =1,) (1)

e  Missing packets/interpolation: If packet times for a given flow are sparse but you
need continuous flow rate features, compute perhost/flow packet counts per bin and
interpolate missing bins with zero or linear interpolation.

Let C\(¢) be packet count for host v in second ¢. If a continuous sequence has missing
seconds, fill as shown in equation (2):

C~'v(t) ={C,(t) if exists O (or linear interp) otherwise )

e Outlier handling on features: for each raw feature dimension 7, apply winsorisation or
z-score clipping as shown in equation (3):

W :mean({fk,,-}),ai =Std({fk~i}) ®
e Clip:

fk,i eClip(f/c,mui_05‘71'5#1'"'Omi) 4)
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where & (e.g., 3) is chosen as shown in equation (4).

e Normalisation/scaling: for numerical stability, scale features per host or global as
shown in equations (5) and (6):

e  Min-max:

S —min
Joi=—— (5)
max— min
e Standard:
’ f i _lui
Sl == (6)
.

1

In this work, min—max normalisation and z-score clipping were adopted to ensure stable
and consistent feature behaviour during GNN training. The network-traffic features in
both Kitsune and HAI datasets show significant variation in scale, with certain
packet-level statistics reaching disproportionately high values during attack bursts.
Min-max normalisation compresses all dimensions into a uniform range, preventing
features with large numeric magnitudes from dominating the graph convolution
operations and improving gradient stability during aggregation. Z-score clipping further
prevents extreme outliers common in network spikes, malformed packets, and flooding
attacks from distorting the statistical distribution of node and edge attributes. By limiting
values to a reasonable range of standard deviations, the model avoids gradient explosions
and learns smoother decision boundaries. Together, these pre-processing techniques
promote faster and more stable convergence of the ST-GNN, reduce noise sensitivity, and
enhance robustness across multi-stage attack scenarios.

3.2.2 Graph construction

We produce a temporal sequence of graphs {G,}[T=1 where each snapshot shown in
equation (7).
GI =(V1’E19X1’A1) (7)

represents network interactions during window [T}, T; + W).

3.2.2.1 Node definition

Nodes represent network entities (choose IP or MAC, or both as bipartite nodes). Let
Vo={v ..}

Mapping function from packet to node index as shown in equation (8):

map _node(p, ) ={idx (s, ), idx(d,)} (®)



Power information network attack chain identification and disaster recovery 11

3.2.2.2 Edge definition

Define an (undirected or directed) edge (u, v) if there is at least one packet between u and
v in window t as shown in equation (9):

Etz{(u,v)IElpk:sk=u/\dk=V/\tke[Tt,Tt+W)} ©)

3.2.2.3 Edge attributes and weights
Compute edge features for (1, v) in window ¢ as shown in equations (10) and (11):

e Packet count (frequency):

0 —
count,’| = E 1 10
u,v kesg=u,dy=v,1,€[T,, T,+W) (10)

e Average packet size:

70—
by t(” Z z an

coun

e Protocol distribution vector 7"} (one-hot or frequency for common protocols).

u,v

(t)

Combine into an edge attribute vector e,’,. To get scalar weight for adjacency as

shown in equation (12):

A ] count!) . 5w (12)
u,vl=w w,;
' 74 max counté;) " max )

(a,b) ( b)

with Wpeq + Wiize = 1 (hyperparameters).

Alternatively, use mutual information between hosts’ packet sequences for edge
weight as shown in equation (13):

Aluvl=1(X,,X,) (estimated from packet time series) (13)

ud

3.2.2.4 Node attributes (aggregating Kitsune features)

Kitsune provides per-packet feature vector f;. Aggregate per host v in window ¢ to create
Xy, of dimension d.
Common aggregations as shown in equations (14), (15), (16), (17), (18), (19):

e Count:
1) _
ent,” = Zk:.sk:vordk:vl (14)
e  Mean of feature dimension i:
1
) _
luvt - t\(};) Zk:v&{.sk,dk} fk,i (15)

e  Variance:
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g2 = (t)
Vl - t([)z f}ct_luvt (16)
e  Flow rate (pkts/sec):
()
cnt
r == (17)
w
e  Entropy of destination distribution:
() 0 0 o _count’
Hdvtv Z NN zlogpv—u’pv—)z - cn t([) (18)
v
e Concatenate to form node vector (example):
d
=LAl i ol e o0 H L role, Je R (19)

3.2.2.5 Temporal graph snapshots

For sliding window index ¢ with start T, = Ty + (t-1)-S, build snapshot G, as above. The

sequence {Gi, ..., Gr} is input into temporal GNN models.

3.2.3 Attack chain labelling (mapping Kitsune types — stages)

You want to convert Kitsune attack-type labels into attack stages and produce node-level

stage labels for supervised/semi-supervised training.

3.2.3.1 Define stage mapping

Let Kitsune label set L = {I, ..., [} Define mapping as shown in equation (20).
S:L->{L...,C} (20)

Example mapping (illustrative):

e Reconnaissance (1): portscan, service scan, OS scan = S(/) = 1

e Initial Intrusion (2): exploit, injection = S(/) =2

e  Privilege escalation/lateral movement (3): ARP spoofing, man-in-the-middle,
credential abuse = S(/) =3

e Impact/DoS/data exfil (4): DoS, data exfiltration, disruption = S(/) = 4.

You store mapping as a dictionary in code.

3.2.3.2 Window-level node label assignment (deterministic)

For node v in window ¢, collect packet labels:

Lv,z:{lk|(sk:"0’” dk:V)’tke[];7];+W)} @2y
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If L,, = &, label as clean S = 0. Otherwise, define node stage label y,; as shown in
equation (21):
e Max-stage rule (conservative, captures most severe seen) as shown in equation (22):

Yy, =maxS(l) (22)

leL,,

e Most-frequent stage as shown in equation (23):

Vo =arg max{l elL,,: S = c} (23)

e  Multi-label: represent as one-hot vector y,,€ {0, 1}¢ as shown in equation (23).

yvlel=1{3le L, st.8()=c} 24)

3.2.3.3 Transition/chain labelling (for chain reconstruction)

If you want labelled attack chains (i.e., sequences), create event list per host ordered by
time as shown in equation (25):

Ev = ((tv,l7 Cv,l)’ (tv,Z’ CV,Z)" ")’ Cv,l = S(Zv,i) (25)

A multi-host chain is a sequence of stage-labelled host events across the network ordered
by timestamp as shown in equation (26):

C=((v>¢, 1), (V22 2. T3) s ees (Vs Cops T )5 T < Ty (26)

You can generate chains by linking events where edge interactions exist within a
temporal proximity A as shown in equation (27):

Link (v;,7,) = (v;> 7, ) =23 (vis v )€ By A7, — 7)) SA 27

3.2.3.4 Empirical transition probabilities (Markov model)
Estimate stage transition probabilities from data as shown in equation (28):
- | #observed transitions i — j

Pley=jle, =i)= 9
( 1+1 t ) Zk| #observed transitions i — k

For node-to-node stage transitions, estimate conditional probabilities as shown in
equation (29):

. #{i — j events within A}
P((vjscjsTj)|(vi’ci!Tl))z #{ievents} (29)

3.2.3.5 Chain probability score

Given a candidate chain C = (ci, ..., ¢m), compute chain probability under Markov
assumption:
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P(C)= T, Hi:l Pn(cl.+1 |cl.) (30)

where x, is empirical prior probability of starting in stage c¢1 as shown in equation (30).

You can threshold P(C) to select likely attack chains for supervised training.

3.2.3.6 Additional useful computations/equations

Risk score for node v at time ¢
Use model output or heuristic:

R, =o(w'h, +b) €

where 4, is node embedding from GNN and o is sigmoid. Trigger alert if R,, > 7 as
shown in equation (31).

Cross-layer edge creation (if integrating HAI later)

Map network device v to ICS node u via function ¢: V., — Vics. Create cross edges
(v, u) with weight proportional to control impact.

Loss function for stage classification + chain prediction

e Node stage classification loss (cross-entropy) as shown in equation (32):
1 c -
Lstage = _—Z z v Z =1 yv,t,clog yv,t,c (32)
Zt‘ Vt | t vel; c=

e Chain prediction (next-stage) loss (cross-entropy over predicted next stage given
current embedding) as shown in equations (33) and (34):

Lnext = _Z(v,t) ZC,/ Zv,t+1,c'10g§v,t+l 2,t.c (33)
e  Full loss:
L= /llLstage + /12Lnext + jSLreg (34)

Pseudocode for data pre-processing

Step 1. Load dataset
Graph snapshots G: (nodes V, edges Er)
Temporal features (flow stats, packet metadata, attack indicators)
Step 2. Initialise model
Spatial encoder: GCN or GraphSAGE
Temporal encoder: TGN or TGAT
Step 3. For each training epoch:
For each time step t:
a. Extract spatial features:
hsouer = SpatialEncoder(Gy)
b. Extract temporal features:

z = TemporalEncoder(h_struct, At, temporal_context)
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c. Predict:
Current attack stage
Next probable attack stage
d. Compute losses:
L cls = CrossEntropy(v_true_current, y_pred_current)
L seq = CrossEntropy(y_true_next, y_pred next)
e. Combine losses:
L total =21 *L cls + 12 * L _seq
f- Backpropagate and update weights
Step 4. Output:
Predicted attack stage for each node

Predicted next attack stage in the chain

3.3 GNN-based attack chain identification

The diagram shows how to identify sequences of attacks in a power information network
through the use of GNNs. This identification then aids in suggesting appropriate disaster
recovery measures, which may include the isolation of certain nodes and the prioritisation
of their restoration as shown in Figure 2.

Figure 2 Architecture for GNN-based power network attack chain identification and recovery
(see online version for colours)

GCN Layers Readout
Layer
Attack
Chain
o _—
O v

<

/\,_/\/\A @
Input Graph @

Representation Spatio-Temporal
GNN Output

3.3.1 Model selection

Employ a ST-GNN to capture both the structural topology of the network and the
temporal evolution of attack patterns.

3.3.1.1 Graph topology learning
GCN or GraphSAGE is used to extract spatial features from the network graph:

h\(}/ﬂ) =a(W(’) ~AGG({h§”}U{h,ﬁl),”€ N(v)})) (35)

where
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h" embedding of node v at layer /

N(v) neighbours of node v
AGG aggregation function (mean, max, sum)
W learnable weight matrix

o activation function (ReLU) as shown in equation (35).

3.3.1.2 Temporal pattern learning

Temporal graph network (TGN) or temporal graph attention network (TGAT) models the
time evolving attack behaviour:

z,(t) = f, (K™, At, context, (1)) (36)
where
R structural embedding from GCN/GraphSAGE

At time since last interaction
context,(t) neighbourhood temporal context as shown in equation (36).

If the dataset distinguishes between device types (loT, router, camera, etc.) and attack
stages, we use a HetGNN to learn type-specific embeddings.

Unlike traditional intrusion detection models such as WNN, CIC-IDS2017, and
BiGGCN, the proposed ST-GNN is designed to capture multi-hop and higher-order
dependencies that naturally arise during multi-stage cyberattacks. In power information
networks, malicious behaviour does not remain localised to a single device; instead, it
propagates across several hops through lateral movement, privilege escalation, and
coordinated interactions. The spatial aspect of the ST-GNN recursively combines
information on many layers, allowing every node to receive a signal in context of its
immediate neighbours, but also get a signal about more distant nodes several hops away.
This implies a device can learn the impact of remote nodes of which their behaviour adds
to a previous step in the attack chain. This is further supported by the temporal encoder
that maintains the changing pattern of interactions and the model is able to trace the
evolution of the abnormal patterns through time and propagation throughout the network
topology. NN-based approaches like WNN use local statistical characteristics mostly and
do not model multi-hop propagation, whereas CIC-IDS2017 uses only packet-based
signatures without directly considering network topology. Even BiGGCN, which is graph
based, is restricted to comparatively shallow structural neighbourhoods and fails to
incorporate temporal dependencies. Through joint modelling of spatial relations and
temporal dynamics, the ST-GNN is able to efficiently reconstruct higher-order, long-
range attack patterns and much finer interactions not noticed by traditional models,
leading to higher reconstruction of multi-stage attack sequences.

The reasons behind the use of aggregation function in GraphSAGE is also significant
as it directly influences the accuracy of the learning of spatial features over several hops
of neighbourhoods. The mean aggregator is chosen in this work since it gives a balanced
and scale-invariant representation of all the neighbouring nodes, which is essential in the



Power information network attack chain identification and disaster recovery 17

power information networks where the intensity of traffic and connectivity between the
devices are highly disparate. Sum aggregation will inflate feature values on high-degree
nodes and will tend to overemphasise local anomalies whereas max aggregation only
maintains the strongest signal and can ignore smaller but significant deviations, which are
indicative of early-phase intrusions. The mean aggregator strikes a balance between the
two extremes by normalising neighbourhood data and generating less spikey and more
trustworthy embeddings that capture the behaviour of collective nodes as opposed to
isolated spikes. This results in an improved convergence in the training process and helps
the model to capture multi-hop relationships that are learned over time as the attack
propagation takes place. Consequently, mean aggregation leads to better spatial
representation accuracy and better overall tenacity of the ST-GNN to identify multi-stage
cyberattacks.

The ST-GNN model is selected due to the inherent integration of spatial dependencies
and time evolution, which enables the model to discover how the behaviour of the attack
can propagate within the network by multiple network hops over time. Even though
HetGNN is capable of the heterogencous type of nodes, it lacks explicit models of
fine-grained temporal transitions that are critical to the detection of sequential attack
phases in power communication networks. Equally, graph attention networks boost
neighbour weighting, but more focus on spatial attention not long-terminal patterns.
Conversely, the ST-GNN employed in this study concurrently represents structural
topology with time-varying interactions, which, in turn, allows it to detect subtle
multi-hop dependencies and rebuild attack chains that evolve better. This renders
ST-GNN to be more appropriate and precise in the context of spatio-temporal modelling
of cyberattacks in power information networks.

3.3.1.3 Temporal attention mechanism

TGAT temporal attention mechanism plays an important role in modelling temporal
changes in attacks. TGAT models time difference At between events using a
time-continuous kernel which allows the model to more strongly emphasise recent
interactions at the same time as being able to capture the long-range dependencies of
multi-stage intrusions. This coding makes the difference between sudden outbreaks of
maliciousness and the gradually formed attack behaviours in the model. By combining At
with neighbourhood context, TGAT aggregates temporally adjacent messages from
connected devices, allowing it to track how abnormal patterns propagate across the
network. This joint treatment of temporal proximity and structural influence produces
richer spatio-temporal embeddings that significantly improve the prediction of the next
probable attack stage. As a result, TGAT supports the ST-GNN in reconstructing
fine-grained progression patterns within evolving attack chains.

3.3.2 Training procedure
Input

e  Graph snapshots: G; = (V, E;), where V is the set of devices and E; is the set of
connections at time ¢.

e Temporal features: flow statistics, packet metadata, and extracted attack indicators.

Output
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e  Predicted attack stage for each node.

e  Predicted probable next attack stage in the chain.

3.3.2.1 Loss functions

e Node-level attack stage classification loss
a  Cross-entropy loss:
1 K -
Lcls - _WZVEV k=1 yv,klogyv,k (37)

where:

K number of attack stages

ik ground truth (one-hot) label for node v

V.« predicted probability for stage k as shown in equation (37).

e Sequence prediction loss
a  Predicting the next attack stage as a sequence modelling problem:
T-Ix K .
Ly == D> Yenslogi (38)

where yi14 and 3, , are the true and predicted next-stage probabilities as shown in
equation (38).
e Total loss

a  Combined objective:
Ltotal = /llLels + j’ZLseq (39)

where 41, 1, are balancing weights as shown in equation (39).

Pseudocode for GNN-based attack chain identification process

Step 1. Initialise:
Model parameters (GCN/GraphSAGE + TGN/TGAT)
Node memory for temporal updates
Loss weights A1, A2
Step 2. For each training epoch
a. For each time step t in dataset
i. Load graph snapshot G; = (V, E;)
Load node features X\(t) and labels y\(t)

ii. Structural encoding:
Use GCN or GraphSAGE to compute hi"™"
h_v'struct = os(W*AGG({hv} U {hu: u e N(»v)}))
iii. Temporal Encoding:

Use TGN/TGAT to update memory based on At and context
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iv. Predictions:
Current stage: y v(t) = Softmax(Weis * z(t))
Next stage: y_v(t+1) = Softmax(Wseq * z:(£))
v. Loss Calculation:
L cls = CrossEntropy(yW(t), y(t)) #eq. (37)
L_seq = CrossEntropy(yW(t+1), pw(t+1)) #eq. (38)
L_total =21 * Leis + A2 * Lseq # eq. (39)
vi. Backpropagation:
Update model parameters to minimise Liotal
Step 3. After training
For each node, predict attack stages over time
Build attack chains by linking predicted stages in temporal order
Step 4. Output:
Predicted attack stage for each node at each time
Probable next attack stage

Attack chain sequences for compromised nodes

During training, the balancing weights Ay and A, are applied directly during
backpropagation so that the gradients from the stage-classification loss and the sequence-
prediction loss contribute in the intended proportion. This prevents one objective from
dominating the optimisation process. The Adam optimiser is used because it handles
variations in graph neighbourhood size and feature scales efficiently, which stabilises
gradient updates. A gradual learning-rate schedule is also applied to speed up
convergence in the initial epochs and slow it down as the model approaches a minimum.
The combination of these settings makes the joint loss smooth and well-converging to
ST — GNN.

In the model, there is an early-warning calibration step that is used to make sure that
the softmax output has meaningful probability scores and not raw confidence spikes. This
scaling corrects the logits using temperature scaling so that early-stage attack indicators
give a smoother and easier to interpret probabilities that can be used to make timely
alerts. Simultaneously, severity weighting is used when calculating the loss to deal with
the disproportion between frequent benign or minor incidents and infrequent but high
impact phases of cyber-physical attacks. The training process ensures that the model does
not underestimate the critical transition in an attack chain by increasing the importance of
these low-frequency, high-severity states. Combined, early-warning calibration and
severity weighting assist the ST-GNN to produce credible probability prediction, and to
be sensitive to discriminative, yet uncommon phases of developing multi-stage
intrusions.

3.3.3 Model hyperparameters

In order to allow the proposed ST-GNN model to be reproduced, the entire
hyperparameter setting of the present study is explained. The network is given a spatial
component which uses two layers of GCN/GraphSAGE, and the hidden representation is
increased to 256 dimensions. The use of neighbour feature fusion is done on a mean
aggregation strategy with ReLU activation and the dropout rate is 0.2 and layer
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normalisation is used to stabilise the updates. The Xavier uniform scheme is used to
initialise all weights in order to keep the training consistent. In the case of temporal
modelling, the TGN/TGAT encoder will be set to a 256-dimensional memory, four
attention heads, and a message function takes the form of a two-layer MLP with 128 units
per layer and ReLU activation. Temporal information is encoded using a 16-dimensional
sinusoidal time embedding, and attention dropout is fixed at 0.1. A GRU-based memory
updater processes sequential interactions, and the temporal look-back window
incorporates the five most recent graph snapshots.

The training process uses the Adam optimiser with a learning rate of 0.001 and a
weight decay of le-5. Experiments are conducted with a batch size of 32 and across 40
epochs, while the combined loss is controlled by two balancing factors, assigning 0.7 to
the stage-classification loss and 0.3 to the sequence-prediction loss. During graph
construction, each snapshot is generated using a sliding window of two seconds with a
one-second stride, and edge weights are computed by combining packet-frequency and
packet-size contributions with coefficients of 0.6 and 0.4 respectively. Providing these
hyperparameters establishes a complete and reproducible configuration for multi-stage
attack chain detection using the proposed ST-GNN model.

3.4 Early warning mechanism
Notation
e G,=(V, E): network graph at time ¢
e h,(f)e R temporal GNN embedding for node v
e S={l1,...,K}: ordered attack stages (low — high severity)
e p,(f) = Pr( stage = s|data up to #): calibrated class probabilities
e w,>0: severity weight for stage s
e fi(He]O0, 1]: historical attack frequency estimate (EMA)
e [k [0, 1]: propagation factor, y,.(f) normalised edge influence, 7,, > 7oy hysteresis
thresholds as shown in equations (40) to (47).
3.4.1 From embeddings to calibrated probabilities
h,(t)=T—-GNN(---), p,(t) = softmax(thv(t) + bp) (40)

Calibrate p,(f) (temperature scaling/isotonic regression) to obtain p,,«(?).

3.4.2 Severity score

sev, (=" w.p, (1) @1)

(Select wy so later stages have distinctly larger weight; normalise during experiments.)
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3.4.3 Historical prior (streaming)
Exponential moving average (EMA) for robustness:

1, (@) = o-Nattack observed at v at t}+(1—a) f,(t—9) 42)

with o (0, 1).

3.4.4 Composite risk (canonical form)
R, (1) =sev,(t)-(f,(O)+€) (43)

where € > 0 is a small constant to prevent zeroing (e.g., 10-9).

3.4.5 Propagated network risk
RO=RO+FY  r ORW. with Dy, (1) =1 (44)

Choose y.,.(¢) proportional to recent traffic volume or protocol criticality and renormalise.

3.4.6 Trigger policy (hysteresis)

Raise alarm for node v when RV (t) >z, ; clear alarm when ﬁv(t) > Top

on ;
Use ROC/eTaPR on historical data to set 7 values; tune 7 to balance early-warning
lead time vs. false alarms.

3.4.7 Mitigation mapping

Define three mitigation levels:

e Level I-monitor: extra logging, operator alert. (low cost)

e Level 2-isolate: block suspicious flows, limit access. (moderate cost)

e Level 3-failover/shut-down: trigger disaster recovery playbook. (high cost)

Map R, to levels:

R ez,,,7,) = Level 1; (45)
R, €1y, 7;) = Level 2; (46)
R, =1, = Level 3. (47)

(Choose 1, 73 empirically; log all mitigation actions with timestamps.)

3.4.8 Practical augmentations

e  Calibration: apply temperature scaling to output probabilities before computing
severity.
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e  Explainability: attach top-3 contributing features or neighbour nodes to every alarm
for operator trust.

e  Edge constraints: on low-resource El nodes run distilled/light models and forward
suspicious summaries to the cloud for fusion.

e Robustness: monitor model drift and perform adversarial training in periodic
retraining.

e Evaluation: use elaPR, early-warning lead time, and false alarm rate in experiments;
maintain audit logs (detect, warn, mitigate, recover times) for tuning.

3.5 Disaster recovery planning based on GNN output

3.5.1 Identifying compromised nodes

Use the GNN anomaly scores S; for each node v;.
A node is flagged as compromised if:

S, >0 (48)

where 0 = predefined detection threshold as shown in equation (48).

3.5.2 lIsolating compromised sub-networks

Build an adjacency matrix 4 from the network graph.
Remove edges from/to compromised nodes as shown in equation (49):

A; =0 if v, or v, is compromised (49)

This prevents the spread of attack traffic.

3.5.3 Restoration priority ranking

Calculate topological criticality for each node using a centrality measure (e.g.,
betweenness centrality):

C,0=) 74() (50)

SEVEL
st

where:
oy total shortest paths from node s to ¢
ox(v)  number of those paths passing through v.

Higher centrality — higher restoration priority as shown in equation (50).

3.5.4 Recovery strategy
1  Isolate compromised areas.
2 Restore high-centrality safe nodes first.

3 Gradually reconnect isolated sub-networks after validation.
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3.6 Interpretability and explainability of the ST-GNN

In order to enhance the transparency of the model and avoid the black experiment of the
graph neural network, various interpretability techniques are implemented to demonstrate
how the ST-GNN identifies multi-stage attack. Through these techniques, operators can
observe the logic underlying the generation of each alert and identify which nodes, edges,
temporal windows, and structural patterns affect the produced output to deploy these
operators more reliably in SCADA and ICS contexts.

3.6.1 SHAP feature importance

In the SHAP values, the importance of each input feature to the prediction made by the
model is determined by additive scores. By projecting SHAP on the ST-GNN, the major
features in time and network-flow, including sudden surges in packet-rate,
uncharacteristic protocol switchings, changes in entropy, and uncompromised
communication bursts among hosts, are identified. These attributions demonstrate what
particular traffic behaviours result in the distinction between normal activity and different
stages of attacks, and present a feature-level description of the model decision.

3.6.2 GradCAM for GNNs

GNN-adapted GradCAM generates a heatmap on the graph and this visualises the nodes,
edges and neighbourhoods that robustly affect the predicted attack stage. GradCAM can
be used to highlight the substructures responsible for triggering an alert by following
gradient activations through the ST-GNN layers, which can be a cluster of compromised
devices, a spike in the interaction between subnets, or a suspicious communication relay.
This assists analysts to determine precise structural elements that the model uses as
critical.

3.6.3 Temporal attribution

Integrated Gradients based temporal attribution determines the individual steps in time
during which significant changes in behaviour are happening. This discloses the initial
points of deviation before abnormal communication shows itself, growth stages when the
intensity of the attacks escalates and slight SCADA oscillations before the actual touch.
These descriptions demonstrate how the attack evolves over time enabling operators to
know when and how the attack occurs.

3.6.4 GNNExplainer

GNNExplainer identifies a small, human understandable subgraph that has the most
significant impact on every decision. It also shows the most important interactions
between the neighbours, the specific edges that allow the propagation of anomalies, and
the characteristics of the node that promote the predicted attack stage. This generates a
succinct causal account of why the ST-GNN identified a particular sequence, and it
becomes simpler to diagnose the origin of the attacks and the sequence of their spread in
the hands of the analyst.



24 Y. Zhang et al.
4 Result and discussion

The findings of the present study point to the effectiveness of the network-integrated
system of cyberattack detection and classification through ST-GNN in the power
information network.

The model was evaluated on real and synthetic datasets for accuracy, precision, recall
and F1 score. Furthermore, the model forecasts the possible propagation of attacks and
issues early warnings to help prioritise recovery actions to minimise downtime and
enhance network safety. The results certainly validate the effectiveness of the
GNN-based method for proactive cyber defense and disaster recovery.

4.1 Evaluation metrics

Let

TP true positives (attack instances correctly identified as attacks)
TN true negatives (benign instances correctly identified as benign)
FP false positives (benign instances incorrectly classified as attacks)

FN = false negatives (attack instances incorrectly classified as benign) as shown in
equations (51), (52), (53).

e  Accuracy: proportion of total correct predictions.

Accuracy = [P+ TN (51
TP+TN + FP+ FN

e Precision: out of all artworks predicted as Attack instances, how many were actually
attack instances.

TP
Precision = —— (52)
TP+ FP
e  Recall (sensitivity): out of all actual Attack instances artworks, how many were
correctly predicted.
Recall = _Ir (53)
TP+ FN
e  Fl-score: harmonic mean of precision and recall. Balances both when there’s class
imbalance.
Fl— Score = 2 x Precisionx Recall (54)

Precision + Recall

All metric definitions now reflect attack-instance classification relevant to
cyberattack detection rather than unrelated terminology.

The F1-Score is a performance metric that merges both precision and recall into one
measure, providing a balanced assessment of a model’s accuracy, especially for
imbalanced datasets. It is computed using the harmonic mean instead of the
arithmetic mean to give greater importance to lower values, so that both precision
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(the ratio of correctly predicted positive observations) and recall (the ratio of correct
identification of actual positives) are taken into account equally. The F1-Score

. Precisionx R S .
formula is: F1— Score =2 x - cSton ccall , which is a good metric to gauge
Precision + Recall

whether a model can prevent false positives and false negatives both as shown in
equation (54).

Table 1 and Figure 3 summarise the detection performance of the GNN-based attack
detection system, with results showing almost perfect accuracy of 99.98%, precision
0f 99.90%, recall of 99.97%, and F1-score of 99.98%. The table shows the specific
values for each metric, while the figure offers a visual depiction of the balanced and
superior performance across all metrics of evaluation.

e False negative rate (FNR)

FNR = False Negatives (55)

False Negatives + TruePositives

Figure 3 Performance metrics visualisation (see online version for colours)
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Table 1 Performance metrics of the proposed GNN-based attack detection system
Metric Value (%)
Accuracy 99.98
Precision 99.90
Recall 99.97
F1-Score 99.98

The FNR measures the ratio of true positive instances that were wrongly classified as
negative by the model. That is, it shows how frequently the model fails to identify a
true positive. The lower the FNR is, the more important it is in privacy-sensitive 6G
use cases — like anomaly or intrusion detection — since failing to detect a real threat
(false negative) may be more dangerous than a false alarm as shown in equation (55).
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e  False positive rate (FPR)

FPR = False Positives (56)
False Positives + True Negatives

Figure 4 Visualisation of FPR and FNR (see online version for colours)
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The FPR represents the percentage of real negative samples mislabelled as positive. It is a
measure of false alarms. For edge-intelligent and federated learning systems, high FPR
can cause useless notifications or privacy intrusion, impacting performance. A low FPR
is critical to guarantee that only valid concerns trigger the system as shown in
equation (56).

Table 2 FPR and FNR of the proposed model

Metric Value
FPR 0.0001
FNR 0.0002

Figure 5 Model accuracy over training epochs (see online version for colours)
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Figure 6 Confusion matrix of attack stage classification (see online version for colours)
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Table 2 and Figure 4 show the false alarm and missed detection rates of the proposed
detection model. FPR is at 0.0001, and FNR is at 0.0002, portraying the balance that the
model seeks to maintain between false alarms and missed detections. While the table
gives exact values, the figure permits an easy comparison and agrees with the argument
that the model has a high detection reliability.

Figure 5 represents training and testing accuracies of the proposed GNN-based model
for 40 epochs. The plot frames the accuracy higher in the first epoch with a rapid rise and
gradually standing around 100% for both training and testing accuracy, which is a
testimony to excellent learning capability and generalisation ability.

Figure 7 Static network graph of power information system (see online version for colours)

Static Network Graph

Figure 6 presents the confusion matrix for the classification of attack stages in the power
network. This model exhibits near-perfect classification with almost all samples correctly
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predicted in the four classes of initial intrusion, impact, privilege escalation, and
reconnaissance.  This  demonstrates high accuracy with only minimal
misclassifications.Figure 8 Device-level network graph representation (see
online version for colours)

Figure 7 shows one static network topology of the power information system, where
nodes show devices or components, and edges show communication links. This graph
structure acts as GNN-based analysis, where the model may learn spatial relations
between devices for attack detection and chain identification.

For the depiction of an individual-level network graph, each node type represents an
individual device, with edges for the active communication link. This structure will help
the GNN model to engrain the device interactions and dependencies, which in turn will
be useful for precise attack chain detection and network vulnerability analysis as shown
in Figure 8.

Figure 9 Device communication network graph (see online version for colours)

The graph depicts a network of communication among multiple devices. Each node
designates a device, whereas the edges specify the communication-links. The dense
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connectivity demonstrates that there are strong interaction patterns and network
complexity within this system as shown in Figure 9.

Figure 10 Network graph of device interactions (see online version for colours)

38

Here, the diagram gives us several communication links between devices, with nodes as
individual devices and edges as interactions. With dense interconnectivity, it naturally
implies frequent exchanges and an active network structure as shown in Figure 10.

This graph illustrates the decrease in training and testing loss with respect to epochs;
both losses drop at a rapid pace and meet near zero. This shows that the model has
learned well and generalises strongly as shown in Figure 11.

The plot reflects the precision-recall curves for the various attack types: initial
intrusion, impact, privileged escalation, and reconnaissance, where classification was
near-perfect. In particular, the near-perfect classification is portrayed by AP values being
very close to 1. The respective higher values of AP indicate an excellent capability of the
model to differentiate positives from negatives in each attack type as shown in Figure 12.

Figure 11 Training and testing loss curve (see online version for colours)
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The plot of the ROC curve compares the classification performance for the four attack
categories: plotting the true positive rate against the FPR. The curves are near the top-left
corner and have AUC values near 1.0, signalling that the model is highly accurate and
has almost no FPRs in all categories as shown in Figure 13.

Figure 12 Precision-recall curve (see online version for colours)
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4.2  Comparison with other model

This table lists the accuracy of the proposed attack detection system based on ST-GNN
against those of other existing approaches, e.g., WNN, CIC-IDS2017, STGNN, and
BiGGCN. The results depict that the proposed model has largely better performances
against all of the at-tempted baseline algorithms, thus proving its better detection power
as shown in Table 3.
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Table 3 Accuracy comparison of proposed model with existing methods
Model Accuracy
WNN(Atat et al., 2025) 97.9
CIC-IDS2017(Tran and Park, 2024) 0.9976
STGNN (Qiu et al., 2025) 0.892
BiGGCN(Qiu et al., 2025) 0.861
Proposed model 99.98%

4.3 Attack chain reconstruction evaluation

To evaluate how accurately the model reconstructs complete multi-stage attack
sequences, two sequence-level metrics were used: chain accuracy and edit distance
(Levenshtein distance).

Chain accuracy measures the proportion of predicted attack chains that exactly match
the true chronological order, while edit distance quantifies the minimum number of
insertions, deletions, or substitutions required to convert the predicted sequence into the
ground-truth sequence.

Experimental results show that the proposed ST-GNN achieves a chain accuracy of
98.72%, demonstrating that nearly all reconstructed chains follow the correct multi-stage
order. The mean edit distance is 0.11, and this value implies that the majority of the
predicted sequences of attacks are different in zero or at most one event-level change
with the actual one. These findings verify that the multi-stage intrusion temporal
dependencies are properly modelled by the model with high chronological fidelity and
recovers the attack chains with minimally limited deviation to the actual chain of attacks.

4.4  Simulation-based assessment of the recovery mechanism

In order to test the efficiency of the suggested recovery mechanism, a simulative situation
was created where several nodes of the power information network were fatefully
attacked. Three of the recovery strategies were considered:

1 Importance given to restoration, according to the GNN-based criticality and
centrality scores,

2 Static restoration, by a fixed predefined order
3 Random restoration, where nodes are selected randomly.

The simulation showed that the prioritised restoration policy was always able to restore
high-impact nodes sooner, save crucial communication routes, and shorten the time of
network fragmentation. Contrastingly, random and static policies often restored
low-impact nodes initially and caused a long service downturn as well as slow
re-establishment of the network. The findings indicate that a priority-based approach
ensures that the total downtime is significantly reduced, as well as the continuity of
operations during a recovery.
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5 Discussion

The proposed ST-GNN achieved excellent results in detecting and classifying multi-stage
attacks chain in a power information network. The system was proven to be dependable
with accuracy, precision, recall and Fl-score of more than 99.9 with very low false
positive (0.0001) and false negative (0.0002) values. The confusion matrix confirmed the
close to perfect classification of all of the attack stages and the learning curves showed
quick convergence with high generalisation. The findings indicate that the ST-GNN is
effective in learning multi-stage attack behaviour with a high detection rate and stable
early-warning. Its capacity to recognise important nodes and project the path of attacks
enhances the resilience and aids quicker and more rational decision-making in
disaster-recovery.

The GNN was able to learn relationships between devices using network graph
modelling, which enhanced early detection. Risk scoring generated by the early warning
system was used to identify the high-risk nodes earlier, and the disaster recovery plan
was used to restore the important nodes in time. Integration of network traffic data of
Kitsune and ICS process data of HAI presented both cyber and physical views of the
system and thus effective against advanced attacks. Future work can be adaptive
thresholds, real-time streaming and federated learning to be used in decentralised
deployment.

The model works well on both databases, Kitsune and HAI introduce natural domain
biases that can be generalised to an unknown traffic. Kitsune conforms to the pattern of
IoT-based communications, whereas HAI is consistent with the dynamics of ICS
operation, and both lack the comprehensive reflection of the diversity of real
power-network conditions. Consequently, the ST-GNN can be trained to acquire
environment-dependent signatures and not general attack behaviours. This limitation is
mitigated by the mixed use of Kitsune and HAI which introduces the model to a greater
variability of traffic, however, deployment in new environments may also be necessary to
adjust to the characteristics of the local network.

The suggested ST-GNN has a high detection rate, its computational characteristics are
a significant aspect of real-life SCADA and ICS implementation. An initial efficiency
analysis shows that the model has a medium computational footprint, because of the
sparse two-layer GraphSAGE encoder and small temporal attention module. Practical
inference latency per sample is estimated to be several milliseconds on a typical CPU
based on an implementation, and the memory requirements are comfortably within the
limitations of current edge-based inference systems. Moreover, the number of GFLOPs
per forward pass is also manageable, since the model does not handle the entire network
topology, but instead only the localised graph neighbourhoods. These features imply that
the ST-GNN can be applicable to the real-time monitoring scenarios in the SCADA
setting, but further hardware-specific benchmarking is required to ensure the complete
deployment.

The choice of WNN, CIC-IDS2017, and BiGGCN as the benchmarking baselines is
justified by the fact that they are the most commonly used models in intrusion detection
studies and their modelling properties are complementary. WNN is a light statistical
model that is commonly applied in streaming and online detection research, whereas
CIC-IDS2017 is a standard machine-learning benchmark that has become commonly
used to test supervised intrusion classifiers. BIGGCN has a contemporary graph-based
baseline which can be used to capture structural dependencies within network flows,
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which renders it a powerful comparator to GNN-driven methods. Although recent
transformer-based architectures such as TGFormer and GraphMixer offer advanced
sequence modelling capabilities, their application to mixed cyber and cyber-physical
datasets remains limited, and most require substantially larger training resources than the
ICS-constrained environment targeted in this work. These factors justify the baseline
selection while acknowledging that future work could incorporate transformer-based
benchmarks to further validate performance claims.

6 Conclusions and future work

This work introduced a ST-GNN architecture for identifying attack chains, early warning,
and disaster recovery of power information networks, based on both the Kitsune network
attack dataset and HAI Security Dataset. The suggested ST-GNN architecture is effective
in revealing chain attacks at multi-stages and gives early warnings about disasters and
recovery measures, which increases the resiliency of power information networks. The
successful operation of it indicates the opportunity of a scaled, proactive cyber-physical
defense across major spheres of critical infrastructures. Experimental outcomes proved
excellent performance with 99.98% accuracy, 99.90% precision, 99.97% recall, and
99.98% F1-score, an extremely low FPR of 0.0001, and false negative rate of 0.0002. The
model accurately predicted four phases of attack — initial intrusion, impact, privilege
escalation, and reconnaissance — with almost perfect accuracy, as is evidenced by the
confusion matrix. Convergence in training within the first few epochs, low loss, good
AUC scores (close to 1.0), and almost perfect precision-recall curves also supported the
strength and reliability of the given system.

Integration of network topology information and time-varying attack patterns
supplied the ST-GNN with the ability to detect threats in their initial phases and to
correctly predict their further development. The early warning option helped to do the
mitigation proactively and the disaster recovery option was useful in prioritising
high-criticality node recovery, reducing the downtime and enhancing the resilience of a
system.

Some of the improvements that will be dealt with in future work include:

e Dynamically adjusting detection thresholds according to load on the network and
threat situation to further minimise false alarm.

e Extending the model to manage real-time network traffic to real-time detect and act
on production infrastructures.

e Decentralised training on a number of substations without exposing raw data to
improve privacy and scalability.

e Fuzzing and improving evasion and poisoning attack resilience: protect adversarial
accuracy.

e  Movement of the infrastructure to other critical sectors such as water distribution and
transport systems to ensure flexibility.

Overall, the proposed system proves to be a highly effective, reliable, and scalable
measure towards positive cybersecurity and disaster recovery in modern power
information networks. Future studies can be expanded to make the present proposal of
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ST-GNN applicable to federated ICS settings, where several substations or control
centres are allowed to jointly train the model, without exchange of raw data on
operational processes. This would be a move towards privacy-friendly intrusion detection
of distributed infrastructures. The second avenue is to combine the model with edge
computing nodes in substations to reduce the inference latency and to enable real-time
response especially under bandwidth-constrained situations. Furthermore, understanding
hardware-optimised implementations of the ST-GNN to low-power devices, and
researching on adaptive online learning to respond to dynamic cyber-physical threats, are
useful interventions to the practical deployment in the field.
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