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Abstract: Traditional static risk assessment methods struggle to meet real-time processing
demands for large-scale, multi-source heterogeneous data, showing sluggish responsiveness to
emergencies and abnormal transactions. These approaches often suffer from poor early-warning
accuracy and frequent false or missed alerts. To address these challenges, this study proposes a
cloud-based security risk warning evaluation system for the digital economy. The system first
establishes a multi-level risk indicator framework, utilising fuzzy hierarchical analysis and
information entropy to calculate weighted metrics that integrate qualitative and quantitative
indicators. It then employs grey prediction algorithms for short-term risk trend forecasting.
Through a cloud computing distributed architecture, the system achieves real-time collection,
processing and risk assessment of multi-source heterogeneous data, ensuring instant precision in
warnings. Experimental results demonstrate that this method consistently outperforms existing
approaches in both warning accuracy and recall metrics, with significantly reduced average
response time, while maintaining reasonable control over false alarm rates and resource
consumption. This research provides a practical technical solution for digital economy security
risk management, offering both theoretical value and practical significance.
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Introduction

early warning has limitations, and it is ineffective in short-
term trend prediction and real-time dynamic early warning.

The digital economy is booming, business models such as
electronic transactions and mobile payments are widely
popularised, platform operation and data processing are
becoming more and more complex and security risks are
becoming more and more diverse. Traditional security risk
assessment methods mostly use stand-alone static analysis or
simple threshold judgment, which is difficult to process
multi-source heterogeneous data in real time, slow response
to emergencies and abnormal transactions and unable to meet
the needs of dynamic security management in the digital
economy. In addition, the platform’s data is massive and
growing rapidly. It has the characteristics of high volatility of
small samples and incomplete information. Relying solely on
traditional machine learning models for risk prediction and

In order to solve these problems, this paper proposes a
cloud-based security risk early warning and evaluation
system for the digital economy. The system integrates a
multi-dimensional risk index system, Fuzzy Analytic
Hierarchy Process (F-AHP) weight distribution and grey
prediction model and can dynamically monitor and warn key
risk indicators such as data security and transaction security.
With the help of cloud computing distributed architecture, the
system can efficiently process large-scale multi-source data
to ensure the real-time and accuracy of data collection,
pre-processing and risk prediction. This paper also takes a
regional digital economy platform as the experimental object,
uses transaction logs, network access records and other data
for empirical research and verifies the good performance of
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the system in terms of early warning accuracy, risk response
speed and resource utilisation and provides an effective
solution for digital economy security risk management.

This article mainly has two core contributions. At the
methodological construction level, a multi-dimensional
dynamic early warning system of risk indicators based on
cloud computing has been created, key indicators such as data
security and transaction security have been incorporated into
a unified evaluation framework, and F-AHP and information
entropy weighting method have been used to scientifically
integrate qualitative and quantitative indicators to make the
weight distribution of indicators more objective and
reasonable. In terms of algorithm application, the innovative
introduction of grey prediction models, dynamic modelling of
short-term risk trends, accurate prediction of small samples,
high volatility data, combined with cloud computing
distributed architecture, achieves real-time collection,
processing and prediction of multi-source heterogeneous data,
significantly improving the real-time and accuracy of system
early warning.

2 Related work

Many scholars have studied Digital Economy (DE) security.
McKinnon (2019) believed that in more developed
economies, the social and economic challenges of transition
to DE with changes in the labour market were often
manifested as increasingly unstable risks. McKinnon’s (2019)
research aimed to reveal the increasing employment
instability and socioeconomic risks caused by changes in the
labour market in developed economies during their transition
to a digital economy, and advocates building a governance
framework for ‘managing transformation’ through reforming
social security, strengthening skills training and adjusting
labour laws to achieve more inclusive and sustainable digital
economic development. Viriyasitavat (2019) analysed DE in
the Internet of Things (IoT) era, and optimising system
performance was becoming a huge challenge for the growing
large-scale distributed application system. Khitskov (2017)
analysed the concept of DE, selected the best quotations from
scientific circles and public figures, and expounded the
necessity of social digital transformation. His work
emphasises that digital transformation is a systemic societal
shift, implying that its risks are not only technical but also
social and institutional, thus highlighting the need for a
comprehensive risk early warning system. Sturgeon (2021)
sorted out the new and old characteristics of DE, summarised
the three major business strategies of platform embedding,
digital capability improvement and differentiated market
positioning, and summarised social welfare and risks, mainly
from two aspects of innovation and market positioning, and
made strategic and policy choices for enterprises and decision-
makers in economically backward regions. Banalieva and
Dhanaraj (2019) mainly discussed the internationalisation of
digital service multinational enterprises, focusing on how
digitalisation would change the characteristics of the
company’s unique assets and explore its management options

in cross-border trade. Zaloznova and Trushkina (2019)
believed that under the condition of today’s dynamic
development, DE has realised the management of enterprise
logistics activities, including effective utilisation of material
resources, improvement of warehouse economy, production
and commodity inventory, management of transportation
flow and marketing activities and improvement of logistics
service quality. Tan (2017) focused on big data applications
that support operational decision-making, including advanced
research on DE decision-making models and tools, and has
collected many high-quality articles. The above research has
achieved good results, but with the continuous updating of
technology, there are still some problems.

How to use economic risk early warning has been
analysed at different levels by many scholars. Zeng (2022)
believed that service preloading can improve the response
speed of enterprise financial risk early warning to a certain
extent. This exploration provided a reference for the research
of enterprise financial risk early warning model based on
Multi-access Edge Computing (MEC) and the Internet of
Things. Kou (2019) believed that financial system risk was an
important issue in economics and the financial system. In
order to detect and cope with the systematic risk of the
increasing amount of data generated in financial markets and
systems, many researchers have increasingly adopted
machine learning methods. Ma (2020) found that internet
finance has developed rapidly, and various Peer-to-Peer (P2P)
lending platforms have been launched. Peer-to-Peer (P2P)
platforms are internet-based financial models that directly
connect borrowers and lenders through digital platforms,
bypassing traditional financial institutions to facilitate
lending. While they offer advantages such as high efficiency
and low barriers to entry, they also present issues such as
credit, compliance and technical risks, particularly in the
context of inadequate regulation, which can easily lead to
financial risks. Fallah (2022) assessed the credit risk of
individual and corporate customers in the banking system and
believed that without accurate credit scores of customers, it
would be impossible to estimate the credit risk of banks,
financial institutions and insurance companies. Fendi (2017)
believed that the stability of the financial system is an
important factor for the stability of the entire economy. As an
intermediary flow of funds, it is the main source of funds for
most investments, as well as the deposit of surplus funds from
households and enterprises. Wang (2022) used T-S neural
network model to build a farmer credit risk early warning
system. The institution can timely predict the occurrence
and change of farmer credit risk and quickly take
countermeasures to reduce losses. Lin et al. (2018) focused
on system risk analysis to understand the dynamics of
volatility, interdependence and risk during the recent financial
crisis. Then, the time series dynamics and cross-sectional
ranking of these system risk measures were reported. The
above research shows that the application of economic risk
early warning has a positive effect, but there are still some
problems.

This paper studies the construction and empirical analysis
of DE safety risk early warning evaluation system. First, it
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analyses the principle of DE and risk early warning, and then
gives an analysis of the mature period of application, the
replacement of old and new economies, and the point of
economic development. It also subdivides the content of DE
in safety risk early warning evaluation, and studies it through
the methods of early warning evaluation system construction
and empirical analysis. Finally, the relationship between DE
and electric energy system is explained, which is a reference
for this kind of research.

3 Design of security risk early warning system
for cloud-based digital economy

3.1 Related theories

(1) Background of DE: The global economy is now
becoming increasingly digital, and human society has
entered a new era characterised by digital. DE plays an
important role in the global economy and promotes
economic and social development.DE is a new economic
form, which comes into being with the arrival of the
global digital era. It takes the use of digital knowledge
and information as the core production factors, modern
information network as the main carrier and the use of
information and communication technology to improve
efficiency and economic structure as the main driving
force.

DE mainly has the following three characteristics, as shown
in Figure 1.

With the emergence of the platform, the affordable
infrastructure has emerged, which has enabled people to

Figure 1 Three main features of DE (see online version for colours)
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(2) Cloud computing: Cloud computing is a demand-based
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3.2 Data acquisition and processing module

In the digital economy security risk early warning and
evaluation system, the data collection and processing module
is the foundation and core.It leverages the high concurrency
and distributed characteristics of cloud computing
architecture to collect, standardise and store heterogeneous
data from multiple sources in real time, and provides high-
quality data support for subsequent risk modelling and
intelligent early warning. Digital economic activities cover
multiple dimensions such as transactions and communications,
and risk information presents high-dimensional, unstructured
and dynamically changing characteristics. Traditional methods
that rely on a single database and static sampling are difficult
to meet real-time and global needs. To this end, in the module
design, this paper integrates the cloud computing big data
processing framework and intelligent preprocessing methods
to achieve data governance throughout the life cycle.

In terms of data collection, the module uses a hierarchical
and multi-channel collection mechanism. There are four types
of data sources: first, user transaction data, such as online
payment flows, order records, etc., can reflect the compliance
of economic entities and transaction risks; second, network
log data, such as server access records, can detect potential
network attacks and abnormal traffic; third, public opinion
data, from news, social media, etc., can monitor external risk
signals and changes in user trust; fourth, third-party risk
information, such as government early warning notices, etc.
The collection uses message queuing (Kafka), distributed
crawler technology and cloud load balancing strategies to
ensure stable data throughput in a high concurrency
environment.

In the data preprocessing link, the module adopts Extract,
Transform, Load (ETL) process and big data cleaning
technology for the redundancy, deletion and heterogeneity of
data from different sources. First, in the data extraction stage,
raw data is obtained from relational databases, log files and
streaming interfaces; then in the data conversion stage,
regular expression analysis, feature normalisation, timestamp
alignment and other methods are used to achieve consistent
data structure and timing synchronisation; finally, in the data
loading stage, distributed storage and in-memory computing
are used to achieve efficient write queries and ensure fast
access to downstream modelling. When the data is cleaned,
the mean interpolation and standard deviation test methods
are used to deal with outlier and missing values.

After completing the data cleaning, the module also needs
to standardise the risk factors of different dimensions to solve
the problem of inconsistent dimensions. The transaction
amount is usually in ‘yuan’, while the traffic in the network
log is in Megabyte (MB). If directly entered into the model,
the contribution of the indicator will be unbalanced.
Therefore, the interval normalisation method is adopted to
map the index data x, to the range of [0, 1], and the formula

is as follows:

. x,—min(X) .
xi_max(X)—min(X) M

min (X))
maximum values of the indicator samples, respectively.
Given the dynamic nature of digital economy risks, the
system incorporates a streaming computing framework in
cloud environments to perform window-based computation
and real-time updates on data streams. For instance, when
network traffic experiences sudden spikes accompanied by
abnormal transactions, the system utilises a sliding window
mechanism to promptly calculate the latest risk index and
issue alerts, thereby enhancing both real-time responsiveness
and warning accuracy.

and max (X )represent the minimum and

3.3 Construction of risk index system

In the cloud-based digital economic security risk early
warning and evaluation system, a scientific and reasonable
risk index system is essential for accurate early warning and
dynamic evaluation. The operation of the digital economy has
the characteristics of multi-dimensional, multi-subject and
high complexity. Risks are often intertwined in a chain
reaction, and it is difficult for a single-dimensional
measurement to fully reflect potential threats. This paper
constructs a multi-level and quantifiable risk index system
from the four dimensions of data security, transaction
security, network security and platform reputation. It
combines the expert scoring method and the information
entropy weighting method to ensure that the index selection
and weight distribution are scientific and objective. The data
security dimension focuses on the security of the whole
process of platform data, with indicators such as data
encryption rate; the transaction security dimension focuses on
the payment and settlement risks of economic entities,
including indicators such as the proportion of abnormal
transactions; the network security dimension covers system
defense and operational stability, such as Distributed Denial
of Service (DDoS) attack detection rate, etc.; The platform
reputation dimension focuses on external trust and user
perception, including user satisfaction. The four dimensions
complement each other to form a point-line-surface combined
risk monitoring pattern, which can not only reflect the
internal operating conditions, but also take into account the
external trust environment, and provide comprehensive and
effective support for the early warning and assessment of
security risks in the digital economy.

When selecting indicators, first use the expert scoring
method for preliminary screening. Invite experts in the fields
of network security, financial technology and big data
governance to score based on the relevance, operability and
availability of indicators, and set thresholds to eliminate
low-weight or redundant indicators. The process can be
expressed in a specific mathematical form.

3, @)

S, represents the average score for the j-th indicator, s, is

S, =

3 |-

the score given by the i-th expert to indicator j and m is
the total number of experts participating in the scoring.
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When §; <0, the indicator is excluded, typically set within

the range of 0.6 to 0.7, to ensure the simplicity and
representativeness of the indicator system.

However, relying solely on expert experience tends to
introduce subjectivity. Therefore, the Entropy Weight Method
is introduced in the final weight allocation process to reflect
the uncertainty of indicators’ own information and their
differences and importance. Let the standardised value of
indicator j in sample i be g, , then the formula for calculating

the information entropy of this indicator is:

n 1
Ej :—k;q,‘j 1n(qu)’ k= ll'l(n)

where n represents the sample size and k& denotes the
normalisation constant to ensure entropy values E; within

the [0, 1] range. A higher entropy value indicates greater
information content for a metric, suggesting its weight
should be increased accordingly. This method retains expert
qualitative judgment while using objective data to
adjust weight distribution, enhancing the scientific rigor
and adaptability of the indicator system. In practical
implementation, our risk indicator framework comprises
primary dimensions (e.g., data security) and multiple
secondary indicators, each assessed through expert scoring
and entropy weighting. For instance, in the data security
dimension, if ‘sensitive information leakage rate’ shows
significant variation in actual samples with low information
entropy, its weight surpasses ‘compliance inspection pass
rate,” emphasising its critical role in risk alerts. This
mechanism ensures both comprehensive coverage and
adaptive weight adjustments according to data dynamics,
thereby improving the system’s adaptability to emerging risk
scenarios and providing robust support for digital economy
security early warning.

3.4  Risk modelling and intelligent warning algorithm

In the digital economy security risk early warning system,
risk modelling and intelligent alerts form the core of platform
protection. Within this ecosystem, platform operational data
exhibits complex characteristics — heterogeneous multi-
source data with temporal variations — which traditional static
evaluation methods struggle to handle sudden incidents or
incomplete data sets. This study employs the Grey Prediction
Model (GM) (1, 1) for risk prediction and anomaly detection,
leveraging cloud computing infrastructure to enable real-time
dynamic alerts that provide scientific decision-making
support for platform administrators. The grey system
approaches stochastic processes as regular time series through
modelling and forecasting, requiring minimal computational
resources and information input. The calculation formula is:

x(k)+az"(k)=b “4)

Among them, a and b are constants, which reflect the law of
change and predict the future development trend. The value
of the next stage is calculated iteratively with the current
value, and the calculation formulas are as follows:

A0 (k+1) = [x“)(O)—ﬂe-”k +b (5)

£ (k+1) =29 (k+1) = 2 (k) (6)

Formula (2) is the discrete response to the grey differential
formula. x" is reduced once to restore it to a grey prediction
model formula (3), namely x©.

The calculation formulas of residual error & and

precision p’ are:

_x"(0) -2k

(k) FOPE 100% 7)
elavg) =LY | ek | ®)
p’ =(1-€(avg))+100% )

Among them: x'” (k) is the actual value and X* (k) is the

model value; accuracy can determine the level of grey model.

In practical application, the system combines the
multidimensional risk index system constructed in the early
stage and the weights of F-AHP or information entropy
method to form a comprehensive risk index:

R = 2 (1) ©)

The Comprehensive Risk Index dynamically visualises
weighted trends of various risk indicators across the platform,
triggering real-time alerts when thresholds are exceeded.
The cloud computing environment provides efficient data
processing and storage capabilities, supporting parallel
computation and streaming processing of large-scale multi-
source data to ensure timely and accurate warnings. The
system incorporates a rolling update mechanism to enhance
risk prediction accuracy and anomaly detection precision.
By dynamically adjusting grey prediction model parameters
with newly collected data, it continuously updates predictions
over time, improving short-term forecasting accuracy
and sensitivity to emergencies. During anomaly detection, the
system calculates deviations between predicted values
and actual observations. When thresholds are exceeded,
anomalies are identified and risk levels adjusted based on the
Comprehensive Risk Index, enabling multi-dimensional
dynamic alerts. This solution is applicable to scenarios such
as abnormal trading activities and cyber-attack outbreaks,
significantly reducing risk response times.

The deep integration of grey prediction algorithms with
cloud computing distributed architecture constitutes a key
advantage in the digital economy risk early warning system.
Leveraging the Spark Streaming framework, the system
processes real-time data streams including transaction
records, network logs, public sentiment analysis and third-
party risk indicators into the GM (1, 1) model for sliding
window-based dynamic prediction. Real-time weighting of
risk metric predictions updates the composite risk index,
enabling comprehensive platform-wide risk monitoring. The
cloud’s elastic computing capabilities ensure low-latency
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predictions with high accuracy even under high-concurrency
and large-data scenarios. This algorithm demonstrates distinct
advantages: accurately predicting risk trend patterns in small-
sample, highly volatile data environments; integrating with
distributed cloud processing to achieve real-time data stream
handling and sliding window prediction. After weighting
through F-AHP or information entropy methods to generate
the composite risk index, the system performs dynamic risk
assessment, anomaly detection and real-time alerts, providing
scientific and actionable technical support for secure digital
economy platform operations.

4 Simulation experiment of DE safety risk early
warning evaluation system construction

This empirical study selected a regional digital economy
service platform as the experimental subject, collecting multi-
source data including transaction logs and network access

records over six months. First, we utilised cloud computing-
based data collection and pre-processing modules to
standardise raw data, fill in missing values, and handle
outliers, thereby constructing a data set compliant with the
risk indicator system. Subsequently, we applied F-AHP
algorithm to determine indicator weights and employed GM
(1, 1) grey prediction algorithm for dynamic risk index
forecasting, generating a comprehensive risk index
with threshold-based early warning mechanisms. During
validation, the system was compared with traditional single-
machine static evaluation methods through metrics including
prediction accuracy, response latency and anomaly detection
rate to assess the performance of the early warning system.
Table 1 shows the analysis of the digital economy scale and
the proportion of Gross Domestic Product (GDP) in the
region in 2017-2022.

Economic security risk analysis is conducted at three
levels: society, enterprise and individual, as shown in
Figure 2.

Table 1 Analysis of the proportion of digital economy scale and GDP in this region from 2017 to 2022

2017 2018 2019 2020 2021 2022
Economic scale/100 million yuan 359730 378920 412900 469830 491030 587900
Proportion of GDP/% 28.3 335 37.6 39.7 40.8 423

Figure 2  Attention analysis of economic and security risks (see online version for colours)
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It can be seen from Figure 2 that society, enterprises and
individuals paid different attention to the possible risks of
economic security at different levels. It can also be clearly
seen that in addition to data, the network, law and policy were
highly concerned in the three levels. Among them, the social
attention to the law was 59%, so all economic activities need
to be carried out within the scope allowed by the law;
enterprises payed 57% attention to policies, because policies
may bring financial fluctuations to enterprises, and they need
to change their own business methods according to policies;
the personal attention to the network was 61%. In this era of
the internet, most of the information that people knew comes
from the internet, so the personal attention to the network is
high. The average attention of the data in the three levels was
12.7%; the average attention of the network in the three levels
was 25.7%; the average attention of law in the three levels
was 30.3%; the average attention of the policy in the three
levels was 31.3%. It can be seen that the average concern of
the policy was the highest. Therefore, when discussing DE
security risks, people should focus on the policy direction.

In this experiment, to verify the effectiveness of cloud-
based grey prediction methods in digital economy security
risk early warning, we compared them with three commonly
used machine learning approaches — Random Forest (RF),
Support Vector Machine (SVM) and Convolutional Neural
Network (CNN). The experiments utilised the same data set
encompassing transaction logs, network access records,
system operation data and public sentiment information.
A unified preprocessing and standardisation process was
implemented to ensure fairness. Each method underwent 10
independent trials under identical conditions, with the
prediction accuracy rates recorded for each trial. The results
are specifically illustrated in Figure 3.

As shown in Figure 3, the digital economy security risk
early warning system developed by this study using grey
prediction and cloud computing demonstrates significant

141

advantages in accuracy. Through 10 experimental runs, the
proposed method maintained an accuracy rate between 0.90
and 0.92 with minimal fluctuations, exhibiting high stability
and reliability. Traditional machine learning methods like
RF achieved 0.84-0.85 accuracy, CNN 0.85-0.87, while
SVM only reached 0.80-0.82. These conventional
approaches face limitations when handling small sample
sizes, high volatility and multi-source heterogeneous data,
often being susceptible to abnormal data impacts that lead to
unstable or low prediction accuracy. By employing grey
prediction algorithms for short-term trend modelling, our
method effectively captures risk indicator patterns, making
it particularly suitable for digital economies with limited
data volumes or frequent updates. Furthermore, cloud
computing’s distributed processing and elastic scheduling
capabilities enable rapid handling of multidimensional
risk indicators in high-concurrency scenarios, ensuring real-
time dynamic alerts. Experimental results conclusively
demonstrate that our method outperforms traditional
machine learning approaches in precision, stability and real-
time responsiveness, showcasing both technical advantages
and practical applicability.

To evaluate the performance of the digital economy
security risk early warning system in incident response,
comparative experiments were conducted between the grey
prediction and cloud computing-based method and three
commonly used machine learning approaches — Random
Forest (RF), Support Vector Machines (SVM) and
Convolutional Neural Networks (CNN). The experiments
utilised the same data set containing transaction logs, network
access records and system operation information to ensure
consistent operational conditions for all methods. Each
method underwent 10 experimental runs, with recorded
average latency from risk event occurrence to complete
detection and resolution. The results are specifically
illustrated in Figure 4.

Figure 3 Comparison of early warning accuracy across methods (see online version for colours)
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Figure 4 Comparison of risk response speed among different methods (see online version for colours)
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As shown in Figure 4, the risk early-warning system
developed in this study demonstrates significant advantages
in response speed. In 10 experimental runs, the
average response time of our method remained stable at
1.7-1.8 seconds, showing exceptional stability and real-time
performance when processing multi-source heterogeneous
data and high-concurrency risk events. In contrast, the
random forest method averaged 4.1-4.3 seconds, CNN 3.8—
3.9 seconds, while Support Vector Machine (SVM) lagged
behind with 5.0-5.2 seconds, highlighting the inefficiency
of traditional machine learning methods when handling
dynamic high-frequency data. Our approach excels
through three key aspects: 1) Dynamic modelling of short-
term risk trends using grey prediction algorithms; 2) Cloud
computing-based distributed processing enabling rapid
computation and real-time updates, allowing swift generation
of alerts and reduced response latency; 3) Comprehensive
analysis of multidimensional risk indicators through dynamic
weighting and rolling update mechanisms, ensuring fast,
accurate and comprehensive early-warning responses.
Overall, this method enhances platform security incident
handling efficiency, strengthens digital economy platforms’
adaptability in complex environments and provides reliable
technical support for real-time dynamic alerts and scientific
decision-making.

In this experiment, to comprehensively evaluate the
performance of the digital economy security risk early
warning system, evaluation indicators including Recall and
False Positive Rate, resource utilisation efficiency and other
multidimensional metrics were adopted to holistically assess

mRF SVM ®CNN

the system’s performance in real-time dynamic alerts,
computational efficiency, stability and resource scheduling.
Specific experimental details are shown in Table 2.

Table 2 Multidimensional indicator results of the digital
economy platform risk early warning system
Evaluation index M'ethoag of RF  SVM CNN
this article
False positive rate (%) 5 12 15 10
System throughput (bar/s) 1500 900 800 1200

Recall (%) 94 89 88 90

CPU (Central Processing

Unit) utilisation (%) 65 70 60 75

As shown in Table 2, the proposed method demonstrates a
significant advantage with a false positive rate of only 5%,
compared to 12% for random forest, 15% for SVM and 10%
for CNN. This indicates that through comprehensive
multidimensional analysis and dynamic modelling using grey
prediction, the proposed method effectively reduces false
positives and enhances early warning credibility. In terms
of system throughput, the proposed method achieves 1500
packets/second, far exceeding RF’s 900 packets/second and
SVM’s 800 packets/second, while slightly surpassing CNN’s
1200 packets/second. This highlights the efficient processing
capabilities of cloud computing distributed systems in
handling multi-source heterogeneous data. The Recall metric
shows that the proposed method identifies 94% of actual risk
events, outperforming the other three methods in detecting
true risks more reliably. Additionally, the proposed method
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maintains a CPU utilisation rate of 65%, lower than the peak
occupancy of CNN and RF, demonstrating high resource
scheduling efficiency. In summary, the proposed method
exhibits significant advantages across multiple aspects, fully
validating the practicality and technical superiority of the grey
prediction-based cloud computing early warning system in
real-time dynamic alert scenarios.

5 Conclusion

The development of digital economy has become the engine
of high-quality economic development. How to enhance the
risk prevention of digital economy while promoting the
development of digital economy has become a major
challenge in the development of digital economy in China.
This paper establishes a digital economy security risk early-
warning and assessment system within cloud computing
environments. By leveraging a multi-dimensional risk
indicator framework, F-AHP weighting allocation and grey
prediction algorithms, the system conducts comprehensive
monitoring and dynamic alerts for data security, transactional
integrity, network vulnerabilities and platform credibility.
The distributed architecture of cloud computing endows the
system with robust capabilities, featuring high throughput and
elastic resource scheduling that ensures stable and efficient
operation even under heavy concurrent data processing and
large-scale platform operations. Moreover, this architecture
effectively reduces peak CPU and memory consumption,
demonstrating excellent resource utilisation efficiency and
scalability. Overall, the system developed in this study
theoretically refines the risk early-warning methodology for
the digital economy while providing practical tools for
platform risk prevention and security management. It
facilitates enhanced security assurance and intelligent risk
management in future digital economic environments,
thereby laying a solid foundation for the secure development
of the digital economy.
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