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Abstract: With the growing use of deep learning in advertising content
generation, model robustness in cross-cultural scenarios has become
increasingly critical. Adversarial perturbations can distort ad semantics and
undermine communication effectiveness. This study evaluates how such
perturbations influence acceptance, emotional resonance, and behavioural
responses across cultural groups. We propose an integrated framework
combining adversarial robustness testing and cultural adaptation assessment,
construct a cross-cultural communication platform, and design adversaria
attacks for image and text ads based on rea data. Using multidimensional
metrics, we compare performance differences across cultural groups. Results
show that even mild perturbations induce semantic drift and inconsistent
audience responses, while the proposed framework improves communication
stability by 42% and restores 91% of cultural adaptability after attacks in
Chinese and English user groups. The study offers empirical evidence for the
coupled relationship between robustness and cultural context and provides
guidance for building resilient advertising generation systems and
cross-cultural communication strategies.
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1 Introduction

Today, global advertising increasingly relies on artificial intelligence, and the security
and reliability of advertising content are particularly critical. Assuming that a malicious
attacker only makes minor modifications to the ad creative, it may cause the ad to fail to
spread normally in a specific region. This “cross-cultural communication failure” will not
only affect the brand image, but may also cause huge economic losses. In order to
counter this risk, it becomes particularly important to study the communication effect of
advertising creativity in different cultural contexts and its robustness to potential attacks.
With the wide application of deep learning technology in the fields of computational
advertising, content generation, and intelligent recommendation, automated advertising
creation system has gradually become an important technical foundation for
cross-platform marketing (Sayyad et a., 2025). Relying on large-scale pre-trained
models, these systems can quickly generate multimodal advertising materials, such as
graphics, text, and videos, according to user profiles, product characteristics, and
platform preferences, thereby significantly improving content production efficiency and
delivery accuracy (Sahbi et al., 2025). However, under the background of global
advertising, advertising content needs to face user groups from different cultural
backgrounds, language systems and value systems, and its communication effect no
longer only depends on the aesthetic and logical structure of the content itself, but also is
deeply influenced by cross-cultural factors such as semantic understanding, cultural
identity and symbolic habits (Hoffmann et al., 2014). At the same time, recent research
on adversarial samples has revealed the high vulnerability of deep learning models to
small disturbances. Even input disturbances that are difficult for humans to detect may
cause the model to make serious semantic deviations in the generation or classification
process output. Suppose this vulnerability occurs during the process of advertising
generation and delivery. In that case, it may not only weaken the communication effect
but also lead to problems such as cultural misunderstandings and brand reputation crises.
Therefore, it is of great theoretical value and practical significance to study the robustness
of the advertising generation system in cross-cultural communication scenarios,
especidly its performance under conditions of resisting sample attacks (Wang et d.,
2024c; Gao et a., 2024). In this article, adversarial samples refer to data that may cause
the artificia intelligence model to make wrong judgments after minor modifications to
the input data; robustness refers to the ability of the model to maintain correct prediction
and stable performance in the face of these small disturbances. These two concepts form
the core basis for evaluating the stability and security of systems when we study
cross-cultural advertising communication.

Adversarial sample attacks were initialy widely studied in image classification tasks
and have gradualy expanded to text, speech, and multi-modal tasks, posing severe
challenges to the security of deep models (Wang et al., 2024a). Numerous studies have
recently focused on enhancing the adversarial robustness of models. Common methods
include adversarial training, model regularisation, and input disturbance detection, among
others. At the same time, research in the field of advertising communication primarily
focuses on content optimisation, emotion modelling, user behaviour prediction, and other
related issues, however, research on the robustness of advertising materials remains
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underdeveloped (Lv et a., 2026). Especidly in a cross-cultura communication
environment, different languages and cultures exhibit significant differences in the
interpretation of content semantics, which can lead to confrontational disturbances
appearing as meaningless changes in one culture but causing misunderstanding or even
offence in another culture (Dong, 2025). For example, an English advertisement can still
retain its original meaning in the English context after generating adversarial text through
dlight word modifications, but it may completely lose its contextual coherence when
machine-translated into a certain language. This kind of phenomenon is aso reflected in
image advertisements, such as changesin character posture, colour contrast, and symbols,
which may be interpreted completely differently by the audience due to cultural
differences (Belanche et al., 2025).

In addition, the rapid development of generative artificia intelligence in recent years
has further automated and modelled advertising creation, which not only improves
efficiency but also intensifies the trend of ‘black boxing' the system. On the one hand,
the results generated by the model are difficult to interpret, and it is difficult to identify
potential robustness risks. On the other hand, current generative systems generally lack
modelling mechanisms for ‘ cultural sensitivity’, making it easier to trigger understanding
biases in different cultural environments (Kim et al., 2022). Therefore, it is urgent to
build a new framework that integrates adversarial robustness testing and cultural
adaptation evaluation to comprehensively examine the stability and communication effect
of advertising generation systemsin multicultural scenarios.

However, the existing researches on adversarial samples mainly focus on the security
and robustness of general models, and often ignore the communication characteristics and
cultural sensitivity in different cultural backgrounds. Different languages, customs, and
aesthetic preferences may lead to very different reception effects of the same content
when advertising creative is spread across cultural environments. If these differences are
analysed by combining adversaria sample generation technology, we can systematically
evauate the robustness of advertising creativity in multicultural groups. Therefore, in
order to fill the above research gaps, this paper proposes a cross-cultural communication
robustness evaluation framework for advertising generation system, which aims to
systematically test and compare the communication performance of advertising materials
in multicultural groups by constructing a crosslanguage and cross-cultural
communication experimental platform and combining adversarial sample generation
technology. In the experiment, we selected representative multilingual advertising
samples (covering English, Chinese, Spanish, etc.), and designed anti-perturbation
methods based on various generation mechanisms (such as image smoothing
perturbation, text semantic attack), and then analysed their changes in acceptance,
emotional resonance intensity, and comprehension consistency in different cultural
groups. At the same time, we introduce a set of multi-dimensional communication effect
indicators, including: content acceptance score (Wang et a., 2024b), semantic
consistency (Pasgualette and Kulke, 2024), emotional shift (Betancur Marquez and de
Klerk, 2025) and conversion intent drift (Zhang et al., 2024b), which is used to quantify
the potential impact of perturbation on communication effect. The purpose of this study is
to explore whether the small disturbance of adversarial sample generation will have
different effects on the advertising communication effect of audiences with different
cultural backgrounds.

The main contributions of this paper are as follows:
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1 Proposethefirst cross-cultural adversarial robustness evaluation framework for an
advertising generation system, and reveal the potential semantic shift and
understanding risks that may be caused by adversarial disturbance in cross-cultural
communication.

2 Construct amultilingual and multicultural advertising communication data set, and
carry out empirical tests based on real communication feedback data to provide real
scene support for robustness eval uation.

3 Introduce a set of systematic communication effect evaluation indicators, taking into
account the three dimensions of semantics, emotion and behavioural intention, and
improving the interpretability and multidimensionality of evaluation.

4  Based on the experimental results, put forward targeted improvement suggestions,
covering directions such as generative strategy optimisation, cultural sensitivity
modelling and multi-modal collaborative robust training.

The purpose of this paper is to provide theoretical support and methodological innovation
for the security design and communication of an advertising intelligent generation system
in the context of globalisation, and to promote the development of a deep model from
‘available’ to ‘reliable’ and from ‘efficient’ to ‘credible’. The conclusions of this study
can provide practical guidance for advertising security audit and localisation strategies of
‘multinational enterprises’, which can improve the importance of the article.

2 Theoretical knowledgerelated to the evaluation of cross-cultural
communication effect of advertising creative against sample robustness
test

2.1 Basictheory of adversarial samples

Adversarial Examples refer to the input samples that add carefully designed tiny
perturbations to the input samples, causing the deep neural network model to produce
wrong output attack method has been widely studied in the field of image classification
for the first time (Wang et al., 2022). The fast gradient sign method (FGSM) proposed by
Goodfellow et a. reveals the high vulnerability of deep models (Chen et al., 2025b). The
basic principle is to geturbations along the input gradient direction by maximising the
loss function, and its formal definition is shown in (1):

Yoy = X+ -5ign(V, L ((x),Y)) @

where x is the original sample, ¢ is the disturbance intensity, L is the loss function, f(x) is
the model output, and y is the true label. Even if ¢ is minimal, xav may till cause the
model to output mispredictions.

Unlike traditional adversarial sample research, which focuses on a single modality,
cross-modal adversarial attacks have emerged as a new research frontier in recent years.
Especially in scenarios such as graphic matching, advertising recommendation, and
multilingual communication, the input is usually composed of images and text, and the
model needs to capture the deep correlation between graphics and text to infer and
reasoning (Brzin et a., 2025). Therefore, the attacker can introduce disturbances in
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images or text, and can aso create contradictions in the crosssmodal aignment link,
forming a more confusing composite adversarial sample.

Furthermore, with the widespread deployment of artificial intelligence systems in
tasks such as global advertising, international public opinion anaysis, and multilingual
intelligent generation, the problem of confrontational samples in cross-cultural contexts
has gradually become prominent. Specificaly, there are natura differences in the
understanding, emotional response and cognitive decoding of adverting different cultural
groups (Li et a., 2025). This poses significant challenges to traditional robustness
assessment methods in multilingual or cross-cultural communication scenarios: that is,
one model may perform well in one language or culture, but it is misled due to semantic
shifts, emotional mistrandations, or visua metaphor distortions in another cultural
scenario. Therefore, the research on adversaria samples in cross-cultural graphic
communication should not only focus on the impact of disturbance on model output, but
aso analyse whether disturbance alters the communication effect and perceived
resonance of content in different contexts (Wan et a., 2025).

At present, research on crosssmodal robustness evaluation is till in its early stages,
mainly focusing on the robustness analysis of general models [such as CLIP (Lin et d.,
2025) and BLIP (Li et a., 2023)]. Previous work has shown that even tiny pixel
perturbations of images may cause models to output completely irrelevant descriptionsin
text matching tasks. In a cross-cultural context, this error may be further amplified,
leading to misunderstanding, offence, or communication failure (Leng et al., 2025).
Therefore, to design a more robust security evaluation mechanism, it is necessary not
only to consider the technical dimension of counterattack, but also to combine the
language and cultural background, communication psychological mechanisms, and
consensus construction ontics (Zhang et al., 2024a).

In order to more clearly illustrate the support of various literatures for this study:
literature (Li et a., 2025) provides a theoretical basis for cross-cultural group differences,
and provides a background for anaysng the communication effect of antagonistic
samples in different cultures; Wan et al. (2025) emphasises the potential impact of
disturbance on cultural perception and communication resonance, which provides a
reference for experimental design; CLIP (Lin et a., 2025) and BLIP (Li et a., 2023)
provide a methodological basis for cross-modal robustness anaysis;, Related studies
(Leng et al., 2025) reveal the risk that model errors may lead to transmission failure in
cross-cultural contexts, providing motivation for experimental design; Zhang et al.
(20244a) provides theoretical support for constructing a systematic robustness evaluation
framework combining linguistic, cultural and semantic consensus. Liu et al. (2025b)
summarises multi-modal generation technology, which provides a methodological basis
for the construction of advertising generation system; Chen et a. (2025a) demonstrates
the technical implementation of cross-modal adversarial attacks, providing operational
means for robustness evaluation; Komisarof and Akaliyski (2025) points out that the
existing generative systems do not pay enough attention to robustness, highlighting the
research gap; The encoding-decoding model and cultural dimension theory in Liu et a.
(2025a) provide a theoretical framework for cross-cultural advertising communication
analysis.
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2.2 Multi-modal advertising content generation mechanism

Advertising materials are typically composed of multimodal information, including
images, text, and audio, and their generation systems are often built on large-scale
pre-trained models to ensure rich expression and efficient communication. Currently,
mainstream multimodal generation technologies can be categorised into three main types:
conditional generation, retrieval enhancement generation, and diffusion (Liu et a.,
2025h).

Conditional generation methods, such as BLIP-2, extract semantic features with the
help of crosssmodal encoders and complete the generation of stylised advertising text
decoders (Li et al., 2025). Its process generally includes image coding, text prompt fusion
and style control modules. Taking BLIP-2 as an example, it introduces a cross-modal
Query Transformer to capture visual semantics, and the text generation stage uses a
language decoder to generate marketing language. The architecture of BLIP-2 is shown
in Figure 1.

Figure1l Structure diagram of BLIP-2 model (see online version for colours)
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The diffusion model is widely used in the field of image advertising generation. It
realises the mapping from random noise to high-quality images through the reverse
diffusion process, and has powerful detail control and style customisation capabilities
(Han et al., 2025). This type of model relies on aregulatory process, and the influence of
disturbance on its generation path is more complex, making it more vulnerable to
adversarial sample or cue manipulation attacks.
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Cross-modal adversarial attacks have been preliminarily studied, such as triggering
image-text semantic mismatch by perturbing attention weights in graphic-text matching
modules (Chen et al., 20253). Thisis disturbance may be manifested in the advertisement
generation system as the semantics of copywriting divorced from the image content,
which will lead to communication failure or cultural misreading. Existing multi-modal
generation systems still mainly focus on ‘generation quality’, while the modelling of
‘robustness and propagation robustness' (Komisarof and Akaliyski, 2025).

2.3 Theoretical basis of cross-cultural communication

The study of cross-cultural communication of advertising originates from the
encoding-decoding theory and cultural dimension model in communication. The
encoding/decoding model proposed by Hall highlights that the information encoded by
the communicator may be decoded by the audience in various ways across
different cultural backgrounds. There are three types of receiving positions:
‘dominance-negotiation-confrontation’. In the advertising context, this reception bias
may be amplified due to language translation, cultural metaphors, and image symbols
(Liuet al., 2025a).

Hofstede's cultural dimension theory provides a structured framework for measuring
different cultural differences, covering six dimensions such as power distance,
individualism, uncertainty avoidance, and masculinity degree in a high-uncertainty
avoidance culture, sightly vague or suggestive expressions in advertisements may be
considered implausible; in cultures that emphasise collectivism, advertising themes that
emphasise persona achievement may be interpreted as self-centred. These dimensions
directly affect the acceptance, interpretation and emotional response of advertising
content in different cultural contexts.

In recent years, research on cross-cultural content adaptation based on deep learning
has gradually emerged, such as copywriting based on language transfer learning, style
transfer based on multicultural Embedding and other methods. However, studies remain
at the level of ‘cultural migration’ and lack systematic modelling of ‘cultural robustness'.
Therefore, building an advertising communication evaluation system that integrates
adversarial robustness test and cultural difference perception will provide a more reliable
global communication foundation for the advertising system.

3 A unified framework for cross-cultural robust multimodal Ad
generation and communication evaluation

This study proposes a unified framework for cross-cultural robust multi-modal
advertising generation and communication evaluation (RMCCAF), which aims to
quantify the communication stability and semantic robustness of advertising materials in
multicultural contexts. The overall method comprises three core modules. a multi-modal
advertising content generation module, an anti-disturbance injection module, and a
cross-cultural communication effect evaluation module. The model architecture is shown
in Figure 2.



Evaluation of cross-cultural communication effectiveness 27

Figure2 Schematic diagram of RMCCAF (see online version for colours)
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Firstly, in terms of multi-modal advertising content generation, we utilise pre-trained
multi-modal large models (such as BLIP-2 and GPT-4V) to generate jointly and
style-control text and image advertisements, ensuring that the generated content has
unified semantic themes and controllable cultural tendencies. Specifically, the advertising
text uses control prompt words to guide the model to generate culturally relevant
contextual expressions (such as metaphors and socia cognitive elements), while the
image part uses conditional diffusion models (such as ControlNet or SDXL) to generate
corresponding image materials, while maintaining cross-cultural semantic consistency.
Subsequently, we introduce two types of adversarial perturbation strategies on the
generated content: one is semantic hierarchical perturbation of the text based on classical
attack methods such as projected gradient descent (PGD) and TextFooler; the second isto
use image attack algorithms such as FGSM and DAG to disturb advertising images.
Perturbation design follows the principle of minimum sensibility to ensure that
perturbations have potential cognitive bias risks in the target language and cultural
environment. In the third stage, aiming at the evaluation of the communication stability
of advertising content in a multicultural environment, we introduce a multi-dimensional
cultural adaptation scoring mechanism, including cultural value consistency indicators
(such as Hofstede cultural dimension score), semantic alignment (cross-lingual SBERT
measures cosine similarity between original and perturbed samples in a multilingual
context), emotional response consistency (distribution shift extracted by multilingual
RoBERTa emotion discriminant model), and final user conversion intention prediction
(user click-through rate and conversion rate are collected through controlled A/B
experiments). In addition, in order to capture the latent semantic drift caused by
disturbances among different cultures, we introduce the ‘cross-cultural perturbation
impact matrix’ (CCPIM) to quantify the differences in communication indicators in
different cultural comparison groups (such as Chinese and English, English, French,
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Japan and South Korean). The generation of this matrix relies on a unified feature
encoder and Gaussian distribution mapping strategy, and the perturbation types that have
a significant impact on cultural semantics are identified after clustering. Finally, the
whole methodological framework uses robustness enhancement strategies (such as
adversarial training and a cultural senditivity early warning mechanism) as feedback
paths to optimise the advertisement generation system in a closed loop. In the
multi-modal information fusion stage, in order to achieve precise alignment between
image features and text features, we introduce a cross-modal attention mechanism, and its
calculation method is as shown in (2):

Attention(Q,K,V) = softmax{QKT ]V 2

Jo

where Q, K and V respectively represent the query, key and value vectors generated by
the image and text encoder, which are used to simulate the correlation matching
relationship among different modes.

In order to further improve the expressive ability of cross-modal alignment, we use
the Multi-head Attention mechanism for feature enhancement, and its cal culation method
isshownin (3):

MultiHead (Q, K,V) = Concat ( head, , ..., head,, )W° ()

where Concat(.) denotes cascade, and the calculation form of each head is shown in
formula (4):

Attention(QW®, KW W ) (4

where W?, WX, W" and WP are |learnable parameters.

Based on the existing literature and theoretical analysis, we predict that adversarial
perturbations may have differentiated effects in different cultural contexts. For example,
the emotional response and communication effect of advertisements originating from
eastern culture to eastern audiences may be less weakened after minor disturbances,
while western audiences may be more sensitive to similar disturbances. Overall, we
expect that the experiment can reveal the robustness differences of advertising creativity
in cross-cultural communication, and provide empirical reference for multicultural
advertising strategies.

To visualise the research process, we explain in an orderly step-by-step form in the
text:

e  Sdlect advertising creativity: Select representative graphic advertising materials from
multilingual and multicultural advertising data sets.

e Generate adversarial samples: Based on the original advertising creative, use
methods such as FGSM and PGD to generate adversarial disturbance samples.

e Cross-cultural effectiveness test: Evaluate the communication effect of
advertisementsin different cultural groups, including indicators such as acceptance,
emotional resonance and conversion rate.
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e Datacollection and analysis: integrate user feedback, manual labelling and
experimental data, and conduct statistical analysis on the difference of
communication effect.

¢ Resultsinterpretation and conclusion: Comprehensive robustness and cultura
adaptability indicators, summarise the impact of adversarial disturbance on cross-
cultural advertising communication.

4 Experiment and resultsanalysis

In order to comprehensively verify the effectiveness and practical value of the adversaria
sample robustness test framework proposed in this paper in the cross-cultura
communication task of advertising materials, we design a systematic empirical
experimental process. In this study, representative graphic and text mixed advertising
materials were selected as experimental objects (mainly pictures + text, excluding videos
or dynamic graphics for the time being). The data sources include internationally
renowned advertising platforms (such as Facebook Ads Library), global brand marketing
databases, and open source cross-cultural graphic and text corpus. The data totals about
15,000 advertising samples, covering five cultural contexts: English, Chinese, Arabic,
Spanish and German. In order to analyse cross-cultural differences more specificaly, this
study focuses on comparing the audience’ s understanding and perception of advertising
materials between oriental culture (represented by China) and western culture
(represented by the USA). Each advertisement includes image content, original language
text, user conversion behaviour indicators (such as click-through rate CTR, conversion
rate CVR) and audience feedback (emotional annotation, comment emotional tendency,
etc.). In addition, we invite annotators from different cultural backgrounds to conduct
auxiliary evaluation and construct human validation sets for measuring cross-cultural
semantic equivalence and emotiona resonance degrees. By clarifying the types, sources
and specific cultural dimensions of credtivity, the repeatability of experiments and the
pertinence of research objectives are guaranteed.

To simulate attack threats in real-world scenarios, we utilise mainstream adversaria
sample generation technologies, such as the FGSM and TextFooler, to introduce slight
disturbances to image and text content, respectively, and generate adversarial samples at
both the visual and semantic levels. These perturbations do not significantly change the
readability or image structure of the content, but can trigger model judgment shifts,
which are suitable for testing the robustness boundary of the model. During the
experiment, we utilise our proposed cross-modal robust evaluation model to assess the
multidimensional propagation effect of both primitive and adversaria samples.
Specifically, we focus on changes in the communication performance of advertising
materials in different cultural groups before and after the disturbance, including but not
limited to differences in audience emotional responses, semantic cognitive consistency,
and fluctuations in transformation behaviour. Adversarial samples will be generated
using Python and PyTorch frameworks and employ standard adversarial attack
algorithms such as FGSM (fast gradient symbolism) and PGD. This technical path
ensures that experiments are repeatable and provides clear methodological safeguards for
evaluating the robustness of advertising ideasin cross-cultural settings.
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To quantitatively evaluate the model’s performance, this study employs six core
indicators to comprehensively assess the impact of adversarial disturbance on cross-
cultural advertising communication, covering three key dimensions: robustness
attenuation, cultural adaptability, and communication effect. In terms of adversaria
robustness, the robustness decay rate (RR AR) is used to quantify the degree of model
performance degradation, and the perceptibility of cross-modal perturbation is measured
by perturbation perception intensity (P.); cultural adaptability evaluates the matching
degree between advertisements and target cultures through cultural values consistency
(HA), and cross-lingual semantic alignment (CSA) detects multilingual semantic fidelity;
The transmission effect is to analyse the change of emotion distribution through emotion
response shift (AE), and the cross-cultural perturbation impact matrix (CCPIM)
comprehensively quantifies the perturbation-cultural correlation. All indicators have
passed rigorous statistical validation, and the specific formulas are shown in (5), (6), (7),
(8), (9) and (10):

adv
=_Z[ ‘ong))JxloO% ()

—y Acc>q

leLip(x@) —cLip(xia),

P = (6)
T
6 ad
HA=1-13" Y _ ©)
645 |va
CSA = cos( SBERT,, (t), SBERT,, (t"")) ®)
1 K
_ Ez orlg adv (9)
k=1
CTR”9 —CTR

where N denotes the total nhumber of test samples, xiadv denotes adversarial samples,

x™9  denotes origina samples, Acc(-) denotes accuracy, CLIP(-)denotes multimodal
feature encoder of CLIP model, |||l denotes L2 norm, ¢ denotes normalisation constant,
4" denotes the score of advertising content in Hofstede, v/ denotes benchmark value

of target culture, SBERTen(+) denotes English SBERT encoder, SBERT y(-) denotes target
language encoder, t denotes original English text, t"@ denotes translated target language
text, cos(-,-) denotes cosine similarity function, K denotes the number of sentiment

categories, p" denotes category sentiment probability of adversarial samples, p"?

9 denotes the

denotes category sentiment probability of origina samples, CTR
click-through rate of cultural original samples, CTRJ?"dv denotes click-through rate of

cultural adversarial samples, HA; denotes the consistency score of cultural values.



Evaluation of cross-cultural communication effectiveness 31

The loss function design of the model is shownin (11):
LOSS=al 4, + ﬂLcuIt + L odal (11)

Among them, Lag denotes adversarial loss, Leu: denotes cultural loss, and Lmoga denotes
modal alignment loss. ¢, S, y represent the weight coefficients.

In order to quantify the “transmission effect” of advertising more clearly, this paper
explains each index in detail: emotional response shift is used to measure the change of
audience's emotional distribution and reflect the psychological impact of advertising
content in different cultural groups, Cross-cultural disturbance influence matrix
comprehensively evaluates the interaction between disturbance and cultural background,
and directly quantifies the communication effect of advertising in multicultural
environment; The consistency of cultural values and cross-language semantic alignment
further reflect the matching degree between advertising content and target culture, and
provide indirect support for communication effect. Through these indicators, this paper
can systematically and quantifiably evaluate the overall impact of adversarial disturbance
on cross-cultural advertising communication.

Table 1 presents the performance attenuation and emotional shift of five cultura
groups in response to four types of adversarial attacks. The data showed that Chinese
samples showed significant resistance to PGD attacks, while Arab cultures experienced
the most dramatic decline in CTR under FGSM attacks. Hofstede distance reveals a
nonlinear association between cultural differences and robustness; high power distance
cultures (such as China) are more sensitive to text perturbations, while high uncertainty
avoidance cultures (such as Arabia) have weaker defences against visual perturbations.
This table provides a quantitative basis for differentiated strategies of cross-cultura
adversarial defence.

Tablel Comparison of cross-cultural confrontation attack effects

Culture PGD TextFooler FGSM DAG attack H_ofstede
accuracy accuracy accuracy accuracy distance
EnglishLanguage -0.12+0.03 -0.08+0.02 -015+0.04 +0.21+0.07 321
CHINA -0.07+0.02 -012+0.03 -009+£0.02 -0.14+0.05 45.6
Arabic -0.18+0.04 -005+001 -022+005 +0.35+0.09 67.2
Spanish -009+0.03 -015+004 -017+0.03 +0.18+0.06 38.9
German -014+003 -010£0.02 -011+003 +0.09+0.04 29.7

Figure 3 shows the joint optimisation process of adversarial training and cultural
adaptation. The loss curve in the figure on the |eft reveal s three stages of model learning:
basic adversarial training (0-50 rounds) makes PGD attack losses quickly reduce, cultural
fine-tuning stage (50-120 rounds) significantly improves cultural aignment capabilities,
and joint optimisation stage (After 120 rounds) achieves total loss convergence. The
figure on the right tracks the progress of the adaptation of Chinese and Arab culturesin
the six dimensions of Hofstede, showing that the long-term orientation (LTO) dimension
takes 150 rounds to stabilise (oscillation amplitude £ 0.12), while the individualism
(IDV) dimension only takes 80 rounds to reach a steady state. The data show that when
the cultural adaptation loss drops below 0.3, the model’s accuracy on the cross-cultural
test set increases by 19%, verifying the effectiveness of the progressive training strategy.
Shows the differences in the response of ad creatives to perturbation in multicultural



32 Y. Lin

contexts. The three-dimensional surface in the left figure reveals the robustness change
law of different cultural groups (Chinese/English/Arabian/Spanish/and German) under
PGD, FGSM, and other attacks. The steepness of the surface reflects the cultural
sengitivity differences. The paralel coordinate diagram on the right quantifies the
propagation path differentiation of each culture as the disturbance intensity increases
from Low to High, through three key indicators: robustness, consistency, and CTR. The
data show that Chinese samples maintain high consistency under moderate perturbation,
while German samples have a significant decrease in CTR under strong perturbation.

Figure3 Training curve and accuracy of the model for different sample points (see online
version for colours)

Figure4 Cultural response surface and multidimensional trajectory (see online version
for colours)

Figure 4 shows the differences in the response of ad creatives to perturbation in a
multicultural context. The three-dimensiona surface in the left figure reveas the
robustness change law of different cultural groups (Chinese/English/Arabian/Spanish/and
German) under PGD, FGSM, and other attacks. The steepness of the surface reflects the
difference in cultural sensitivity. The parallel coordinate diagram on the right quantifies
the propagation path differentiation of each culture as the disturbance intensity increases
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from low to high, through three key indicators: robustness, consistency, and CTR. The
data show that Chinese samples maintain high consistency under moderate perturbation,
while German samples have a significant decrease in CTR under strong perturbation.

Figure 5 illustrates the shift in emotion distribution caused by the adversarial attack.
The heat map on the left shows that the Spanish culture has a significant negative
emotional aggregation in the evening hours, while the English sample remains stable. The
wavelet spectrum analysis in the figure on the right shows that the main frequency of
emotiona fluctuation in Chinese advertisements is concentrated at 0.8 h, which is
synchronised with the user’s active period. In contrast, the FGSM attack increases the
main frequency bandwidth by 210%, indicating that the emotional response is disordered.
This provides a time-frequency domain basis for culture-specific emotional repair
strategies.

Figure5 Spatio-temporal evolution of emotional polarity (see online version for colours)

Figure6 Multimoda semantic manifold (see online version for colours)

Figure 6 illustrates the semantic spatial variation of graphic advertising under adversarial
disturbance. The t-SNE dimensionality reduction in the left figure shows that the original
sample is clustered by culture (contour coefficient 0.71), while the antagonistic sample
increases the overlap between German-English areas by 58%. The density contoursin the
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figure on the right reveal that there are two directions of semantic drift: low power
distance cultures (English/German) shift towards the individualism dimension, while high
power distance cultures (Chinese/Arab) cluster towards the collectivism dimension. This
finding validates the moderating effect of cultural values on semantic robustness.

Table 2 quantifies the cascading effects of multimodal adversarial samples on
propagation indicators. Cross-moda perturbation causes a 41% plunge in semantic
alignment, which is significantly higher than that of singleemodal perturbation. The
emotion shift shows a cumulative effect, and the offset in joint attack is 3.5 times that of
the original sample. It is worth noting that there is a strong positive correlation between
user stay time and conversion rate, and image disturbance is more damaging to user
experience than text disturbance. This data reveals the cooperative threat mechanism of
multimodal attacks.

Table2 Multi-modal adversarial sample propagation indicators

Text Image Crosssmodal  F value
perturbation perturbation perturbation (ANOVA)

Cultura consistency 0.85+ 0.07 0.72+0.09 0.68+0.11 0.61+0.13 28.6
Semantic alignment 091+005 083+0.08 0.79+010 065+0.12 35.2

Index Original data

Affective offset 0.12+ 0.04 0.25+0.07 031+008 0.42+0.09 41.8
Length of stay 87+21 6.5+1.8 59+16 43+12 18.3
Conversion rate 12.3+32 9.1+27 85+24 58+19 224

Figure 7 illustrates how adversarial samples distort the semantic understanding
boundaries of the model. The confidence contour of the left panel shows that the original
decision boundary is clear in the collectivism dimension (92% accuracy), but the DAG
attack blurs the boundary. The distribution comparison in the figure on the right reveals
that adversarial samples cause a ‘bimodal phenomenon’: high confidence misjudgment
(confidence > 0.8 in 28% of samples) and low confidence correctness (confidence < 0.3
in 41% of samples) coexist, reflecting the cognitive split of the model in the
cross-cultural context.

Figure7 Model decision boundary variation (see online version for colours)
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Figure 8 depicts the dynamic law of the cross-cultural disturbance influence matrix. The
figure on the left shows that TextFooler causes the most severe semantic damage to
Chinese, while FGSM has the greatest visual impact on Arab culture. The time seriesin
the figure on the right shows the dynamic decay of the Robustness indicator within 24
hours. The English sample exhibits a two-stage characteristic, characterised by a ‘rapid
decline-plateau period’, whereas the Chinese sample decays continuously but gently
(with a slope difference of 2.3 times). This phenomenon is highly correlated with the
index of uncertainty avoidance in Hofstede' s cultural dimension theory.

Figure8 CCPIM matrix and dynamic evolution (see online version for colours)

5 Conclusions

Aiming at the robustness test of cross-cultural communication of advertising materials,
this study proposes a unified framework that integrates adversarial sample detection and
cultural adaptation evaluation. The results show that adversarial perturbation does have a
significant impact on the cross-cultural communication effect of advertising, and the
proposed framework can effectively identify, quantify and mitigate these effects.
Through systematic experimental verification, the framework shows significant
advantages in three core links: multi-modal advertising generation, anti-disturbance
defense and cross-cultural communication effect evaluation. Specific resultsinclude:

1 A culturaly sensitive content generation system based on the multi-modal large
model BLIP-2 was constructed. Through precise word control and ControlNet
conditional generation technology, the accurate adaptation of advertising text and
images was achieved, aligning with Hofstede' s cultural dimensions.

2 Atwo-stage adversarial detection mechanism for cross-cultural scenariosis
designed, and the combination strategy of PGD text attack and FGSM image
perturbation is combined to successfully induce potential cultural cognitive bias
under the principle of minimum sensibility.

3 Theproposed CCPIM matrix quantitative evaluation system realises fine-grained
analysis of disturbance effects through multi-dimensional indicators such as cultural
value consistency, cross-language semantic alignment, and emotional response shift.
Experiments have shown that the framework is effective in both Chinese and English
cultural groups. Communication stability hasimproved by 42%.
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The innovation of this study lies in the first combination of adversarial robustness test
with cross-cultura communication evaluation, reveaing the coupling relationship
between cultural sensitivity and semantic robustness. The dynamic weight multi-tasking
architecture developed realises the cultural adaptability self-healing of the advertisement
generation system when it is attacked (the recovery rate reaches 91%). These results not
only directly answer the research questions raised in the introduction, but also provide a
new technological paradigm for content security in globalised digital marketing. Future
research can further explore cultura compliance restraint mechanisms based on legal
knowledge graphs and low-resource cross-cultural adaptation methods for minority
languages.
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