‘/@‘}NDERSCIENCE PUBLISHERS

Linking academia, business and industry through research

| ——
Information and
Communication

mm‘f’" International Journal of Information and Communication
Technology

ISSN online: 1741-8070 - ISSN print: 1466-6642
https://www.inderscience.com/ijict

Analysis of social English learning behaviour based on
federated knowledge graph and privacy preservation

Gang Shen, Tao Feng

DOI: 10.1504/1)ICT.2025.10071990

Article History:

Received: 14 May 2025
Last revised: 25 May 2025
Accepted: 25 May 2025
Published online: 16 July 2025

Copyright © 2025 Inderscience Enterprises Ltd.


https://www.inderscience.com/jhome.php?jcode=ijict
https://dx.doi.org/10.1504/IJICT.2025.10071990
http://www.tcpdf.org

68 Int. J. Information and Communication Technology, Vol. 26, No. 26, 2025

Analysis of social English learning behaviour based
on federated knowledge graph and privacy
preservation

Gang Shen* and Tao Feng

School of Foreign Studies,
Sugian University,

Sugian 223800, China

Email: sqshen2025@126.com
Email: fengtaosq2025@126.com
*Corresponding author

Abstract: Social learning platforms provide a dynamic interactive and
individualised learning experience as artificial intelligence in education is
increasingly used. Though they have data privacy and Al security issues, these
services gather a great amount user data. Releasing user data such as voice
calls, text messages, social connections, and learning preferences could cause
privacy issues. This paper presents FL-KGPrivacyEdu, a federated knowledge
graph model combining federated learning (FL) and knowledge graph (KG) to
address the problem of behavioural modelling and privacy preservation in
social English learning. The methodology examines social learning across
platforms and terminals while safeguarding data. Experimental validation
demonstrates that the model is successful and superior in social English
learning behaviour analysis in accuracy, recall, and F1 score. This study also
looks at how model convergence, a major model training reference, is affected
by learning rate modification in worldwide rounds.
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1 Introduction

Social learning systems like WeChat Group Classroom, Learning Social APP, and
Xiaohongshu Learning Circle offer students a rich interactive and tailored learning
experience in line with the growing use of artificial intelligence technology in education.
By combining several interaction techniques like voice, video, discussion groups, and
shared materials, these platforms have significantly enhanced the learning experience of
students (Dahlan et al., 2023). But, even as they gather a lot of user data, these systems
struggle greatly with artificial intelligence security and data privacy. User data includes
sensitive material like voice exchanges, text conversations, social ties, and learning
preferences; leaking this information could cause major privacy concerns. There are also
risks to the integrity and dependability of artificial intelligence models from hostile client
attacks, data poisoning, etc. which could compromise their accuracy and credibility
(Aljanabi, 2023).

Al security is the safeguarding of Al systems against several attacks and hazards to
guarantee their correct functioning and data privacy (Binhammad et al., 2024). Two
fundamental concerns in Al-driven systems are data privacy and model security. While
model security is more about stopping Al models from being hostilely attacked or altered,
data privacy is about safeguarding user data from disclosure or misuse. Data privacy and
artificial intelligence security in the education industry have come under more scrutiny in
recent years as data privacy rules like the European Union’s General Data Protection
Regulation (GDPR) have grown more severe (Bharti and Aryal, 2023). The question of
how to effectively model learning behaviours while guaranteeing privacy has become hot
in the area of smart education (Alexuta et al., 2025). Furthermore, the security of artificial
intelligence systems not only influences the user experience but also might significantly
effect societal trust and educational equity (Balas et al., 2013).

FL, a distributed machine learning framework, successfully protects the privacy of
user data by training models and distributing updated model parameters on local devices,
therefore avoiding centralised data storage (Liu et al., 2022). This solution not only
improves the security of artificial intelligence but also satisfies the needs of data
protection laws. Still, even with FL’s notable advancements in privacy protection, certain
possible security concerns remain, including data poisoning and hostile client attacks.

As a strong semantic modelling tool, KG can efficiently express and examine social
relationships and complex learning patterns. Constructing KG allows for systematic
representation of information such social ties, resources, and learner behaviours to assist
individualised recommendation and learning behaviour analysis (Lv et al., 2021). Most of
the conventional KG building techniques, therefore, depend on centralised data
processing, which struggles with data sharing and privacy protection in cross-platform
and multi-source heterogeneous data settings.

This paper presents a federated knowledge graph (KG) combining federated learning
(FL) and KG to address the issue of behaviour modelling and privacy protection in social
English learning, which not only ensures data privacy but also efficiently analyses social
learning behaviours across several platforms and terminals.
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2 Related work

Social English learning has slowly become a key component of language learning in
recent years as online education has developed quickly. By including voice, video,
discussion groups, shared resources and other interaction techniques, social learning
platforms have significantly enhanced the learning experience of students. These
platforms have gathered a great deal of user behaviour data, and using this data for smart
analysis has attracted much interest among researchers. These data, however, include a
great deal of private information, such as voice exchanges, text conversations, social
contacts, and learning preferences, which creates major data protection issues and Al
security concerns (Winter and Davidson, 2019).

Traditional behavioural analytics techniques mostly depend on manually engineered
features to conduct analysis and modelling (e.g., K-means clustering, support vector
machines, and decision trees). These techniques are challenging to manage complicated
unstructured data, such as video material, social interactions, and speech data since they
mostly depend on manual feature engineering, which demands clear extraction of user
behaviours (Adnan and Akbar, 2019). Furthermore, conventional algorithms find it
challenging to fit to many learning modes as learner behaviour becomes more varied, and
they cannot thoroughly examine the individual requirements of students or the influence
of social learning interactions.

Deep learning techniques are being progressively integrated into the domain of social
learning behaviour analysis to surpass the constraints of conventional approaches.
Processing time-series data has been dominated in recent years by recurrent neural
networks (RNN) and long short-term memory networks (LSTM). LSTM, in particular, is
able to capture long-term temporal relationships via the memory mechanism when
examining learners’ learning paths, learning progress and behavioural feedback, hence,
offering a more strong modelling capability than conventional machine learning
techniques (Ahmed et al., 2023). Though deep learning offers significant promise in
learning behaviour analysis, it still has certain issues. First, deep learning models often
need a lot of data for training, which presents a major difficulty for the education sector
because data silos are significant. Second, social learning behaviour data usually includes
several platforms and endpoints; how to properly combine user behaviour data from
several sources is still an unsolved issue.

The question of privacy protection has always been a major difficulty in educational
data analytics. A commonly used privacy-preserving technique, differential privacy (DP),
prevents the revelation of any individual user’s information by means of data noise
addition (Gong et al., 2020). DP often affects the accuracy of the analytic findings,
particularly with little data volume; adding noise could cause the loss of important
information. Encrypted computation, such as homomorphic encryption (HE) and secure
multi-party computation (SMC), is another method that lets encrypted data run
calculations, hence, preventing direct disclosure of user data. These encryption
techniques, on the other hand, frequently have significant computational overhead and
poor efficiency, which makes their effective use in practical applications problematic
(Thavamani and Rengarajan, 2024).

By training models and distributing updated model parameters on local devices, FL,
an Al privacy-preserving approach, can efficiently prevent centralised data storage and
hence, safeguard user privacy. Though FL has produced outstanding outcomes in many
domains, its use in social learning behaviour analysis is still in its early stages,
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particularly with regard to building high-quality learning behaviour models in dispersed
settings, which currently requires adequate study. Meanwhile, as a means of expressing
entities and their interactions, KG has been used in education, particularly in customised
recommendation and learning behaviour analysis. Most of the current KG building
techniques, therefore, depend on centralised data processing, which complicates the
issues of data sharing and privacy protection when used in cross-platform and
multi-source heterogeneous data settings.

This work offers a federated KG model built on the combination of FL and KG to
solve these problems, hence, safeguarding students’ privacy and security in social
English learning practices. In particular, the developments of this work are as follows:

1 Combination of FL and KG: the paper offers a novel model that both examines
social learning patterns and safeguards user privacy by use of FL and KG
technologies. This combination uses the dispersed character of FL to prevent
centralised data storage, hence, efficiently safeguarding user Al data security.

2 Model evaluation and security safeguards: proposed is a model evaluation
framework to assess model performance with measures including accuracy, recall
and F1 score. Security measures like SMPC are being added to guarantee that user
data is safely exchanged across several ends.

3 Research on the effect of learning rate adjustment on model convergence in global
rounds: the impact of changing learning rate on model convergence in global rounds
is investigated, hence, offering a significant reference for model training. This study
not only offers a fresh approach for Al security but also helps to maximise the model
training process.

3 Theoretical foundation

3.1 FL and privacy preserving technologies

As a developing distributed machine learning technique, FL can efficiently safeguard
data privacy by means of multi-party cooperation for model training without disclosing
raw data. FL framework allows each device to keep local data exclusively; training and
model updates are also done locally; finally, global model optimisation is accomplished
by aggregating model parameters (Zhang et al., 2022). This method assures the privacy of
user data and hence, eliminates centralised storage and processing of data.

Assuming there are N clients, (e.g., user devices) and each client i has a local dataset
Di, D; can be written as follows by setting the model parameter as 6:

D ={(x, ¥ (M

where the j data point’s input features and labels are x'” and y respectively. Based

on the local data D;, each client trains a local model and minimises the loss using the
following objective function:

L(O)=— ZE </>9 </>) Q)
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where £(+) is the loss function and f{-, 8) is the prediction function of the model.

FL prevents privacy leakage by trading model parameters rather than raw data. In
particular, client i calculates the local gradient and transmits its modified model
parameters 6"V to the server for aggregation. Using the next update formula, the server

compiles each client’s changes to produce the global model Ogopar:

N
n;
Outavat = ), —— 07" (3)
i=1 Riotal
N
Mo = ) )
i=1
n;

where niota 1S the total data from all clients and

is the weight of client i.
Ntotal

A simulation experiment run via a straightforward linear regression model helps to
more intuitively demonstrate the changes of model parameters during the FL process
(Hassan et al., 2023). During 50 rounds of FL, Figure 1 depicts the evolution of the
model parameters 6.

Figure 1 Variation of the model parameter 6 during the FL process (see online version
for colours)

Parameter Value

5 10 15 20 25 30 35 40 45 50
Federated Learning Rounds

Figure 1 show that the model parameters 6, and 6, progressively tend to stabilise after
undergoing early oscillations as FL rounds rise. Specifically, the values of the parameter
6, exhibit a distinct rising trend; those of the parameter 6, vary within a narrow range.
Though the parameters in the first stage vary greatly, the model eventually converges as
learning progresses, demonstrating the efficacy and resilience of FL in handling scattered
data.

Though FL efficiently safeguards data privacy, especially during the transfer of
model parameters and gradient information, there is still some danger of privacy leakage.
Many methods, like DP and HE, are added into FL to help more privacy protection.

By adding noise, DP is a mathematical protective tool that renders the private data of
one person unguessable from query results. By disturbing the gradient, DP generates
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more noise and hence, lowers the danger of disclosing sensitive information (Tsou et al.,
2019). In particular, the change following noise addition can be stated as:

orev =0re~ +N(0,02) Q)

where N(0, ¢2) indicates the noise extracted from a Gaussian distribution with mean 0 and
variance o2

HE is an encryption technique that may run calculations in a ciphertext state without
decrypting the data, hence, providing better privacy protection (Yang et al., 2020).
Setting the ciphertext c¢(f) as the encrypted value of the model parameter 6 and the
encrypted gradient update can be stated as follows:

(&) =e(g(©)°2(g'(®) (6)

where &(+) is the encryption function and o indicates the operation under encryption.

Many elements also influence FL’s efficiency and model quality. For instance, client
diversity could cause data imbalance throughout the training phase, therefore influencing
the performance of the global model (Thabtah et al., 2020). Therefore, the researchers
suggested the weighted average approach to offset the contributions of several customers
to the global model by giving each one varying weight. Assuming client i’s weight is ¢
and the weighted average update formula is:

N
Ogiobal = Z o0 (7
il

N
D=1 =0 ®)

FL additionally faces significant difficulty from the communication overhead as well.
The researchers suggest model compression strategies to lower the number of model
parameters uploaded in every training round, therefore lessening the communication
strain. Model compression aims to show the updated compressed model by the next
compression function C(6):

6, =C(6,) )

where é, is the compressed model parameters; C(-) the compression function.

FL is able to better fit the needs in the investigation of social English learning
behaviours by constantly optimising the model update and communication tactics,
thereby preserving anonymity.

3.2 KGs and social learning behaviour modelling

KG can assist in structuring the depiction of students and their behaviours, resources,
social connections and other data in modelling social learning behaviours see Figure 2.
Specifically, triples which denoted as (%, r, f), where 4 is the head entity, r is the
relationship, and ¢ is the tail entity are the fundamental building blocks of KG (Ji et al.,
2021). Building these triples helps to properly capture the links between learning
behaviours and learner interactions. For students of English, these organisations might be
the students themselves, learning materials, social groups, interactive behaviours, etc.
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relationships could include engagement in learning, sharing resources, learning
preferences, etc.
The learner behaviour dataset D can be stated as follows:

D= {h“), RGO }7:1 (10)

where 7 is the complete triad count in the dataset. Every learner’s learning behaviour will
be shaped into various triples depending on their social interactions and learning process
during the construction of KG. For instance, a student # might have shared a particular
learning resource via his interactions with other students, hence, creating the triad (4,
shared resource, ), where r is the particular material of that resource from which a
complete learner behaviour network could be built.

The variability and complexity of the data, however, is one of the main difficulties
KG in modelling social learning activities. Data about learning behaviour from social
learning platforms originates from many learning endpoints and platforms, which could
have varied formats, dimensions, and characteristics. Thus, a key question in present
study is how to properly combine these various data into a single KG framework
(Garousi Mokhtarzadeh et al., 2020). A frequent approach is to use KG alignment method
to map and align the data from several platforms so they may coexist in a single graph
structure. For instance, by matching the mapping function f'such that the triples (41, 71, t1)
of platform 1 correspond to the triples (%2, 72, £) of platform 2, two datasets D; and D-
with different platforms are configured to attain consistency in the global mapping.
Mapping may be described as follows:

.f(h1>”1,f1)=(h2,”2,t2) (11)

Furthermore, the building and maintenance of KG gets increasingly difficult as the
volume of data on social learning behaviours keeps rising. The researchers suggested a
graph building technique using dynamic updating and incremental learning to address
this issue. Keeping the graph updated and correct, incremental updating allows the graph
to be constantly optimised and enlarged with the inclusion of new data. The dynamic
updating approach allows for the following inclusion of new learner behaviours into the
atlas:

KGnew = KGold U{(hnewa Thew > Inew )} (12)

where KGyew is the modified graph with the new behaviour and KGoyq is the old KG.

In social learning behaviour modelling, KG not only represents learners’ behavioural
links but also helps individualised recommendation systems (Zhang et al., 2021). For
instance, by determining the similarity between students, learning materials fitting their
interests could be suggested for students. Let the similarity metrics of learner 4; and
learner 4, in KG be:

1

Sim(hl, hz):—l_;’_d(hl hz)

(13)

where d(hi, hy) is a measure of the distance between learners 4, and /4, in KG.

All things considered, the use of KG in social learning behaviour modelling can offer
significant assistance for learner behaviour analysis and tailored recommendation. A
better knowledge of students’ learning process and social interaction patterns is made
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possible by the systematic depiction of their activities, hence, offering efficient data
support for customised instruction and resource recommendation on educational

platforms.

Figure 2 Example of the structure of KG (see online version for colours)
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4 A model for analysing social English learning behaviour:
FL-KGPrivacyEdu

This chapter will cover in depth the design and execution of the FL-KGPrivacyEdu based
paradigm. The approach guarantees the privacy and security of user data by increasing
the Al security mechanism and combines FL; KG and privacy protection technologies to
overcome the constraints of the conventional centralised data model see Figure 3.

The FL-KGPrivacyEdu model is meant to have the following fundamental
components:

4.1 Federated KG module

Combining FL with KG, the federated KG module creates an Al-secure system that
safeguards learner privacy and maximises learning behaviour analysis in a social English
learning context. Specifically, the loss function may be stated as follows assuming the
local model training of the i learner is based on learning behaviour data:

L0)=3 (3~ (x,.6)) (14)

J=1

where x; is the feature data, (e.g., word memory, grammar correction, etc.) gathered by
the i learner in the j* learning, y; is the true value, 6; is the local model parameter, and
M; is the number of data points of the i learner.

The local model parameters are obtained by each learner optimising the loss function
at the local terminal (Chen et al., 2021). The model parameter updating formula is:

0 = 0! —yVIL; (0!) (15)
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where VL,;(0!) is the gradient of the local loss function and 7 is the learning rate.

Figure 3 FL-KGPrivacyEdu model architecture (see online version for colours)
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Apart from changing the learner’s model, the local terminal builds a personal KG using
the learning behaviour data. Every learner’s KG is made up of nodes V; and edges Ej;
nodes represent the learning material, for example, words, sentence patterns, grammar
rules, etc. edges represent the links between nodes, for example, mastery, erroneous use,
or correction. The local KG will be updated following the learning behaviour data after
each learning; the KG update formula is as follows:

GI*' = G! UAG, (16)

where AG; indicates the knowledge points added or changed throughout this learning.
Reflecting their knowledge of English learning material and social interactions with other
students, each learning session will gradually increase and optimise learners’ KG. By
means of this technique, the student progressively improves his or her learning model and
guarantees confidentiality.

The global model and global KG will be updated by weighted average of the local
model parameters and KG of all endpoints gathered via the federated KG. One way to
show the updating of the global KG is as follows:

N
G = wG! (17)
i=1

where G! is the local graph of the i terminal and w; is the weight of the i terminal,

often proportionate to its data capacity. Ultimately, the learning behaviour data in the
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complete social English learning environment will create a global KG, which offers
strong support for behaviour analysis and tailored learning advice.

4.2  Privacy protection module

Privacy protection in the FL-KGPrivacyEdu concept permeates the building and
maintenance of the federated KG. Privacy-preserving strategies are required to guarantee
data security in social English learning situations since learners’ behavioural data
typically include sensitive material (Viberg et al., 2022).

First, students’ local data is processed and updated on their devices and uploaded via
encryption to safeguard the privacy of the original data; the encrypted graph is updated
as:

Enc(GI) =¢(G!) (18)

where ¢ is the encryption process. The original data cannot be retrieved immediately post
encryption.

The server then compiles all devices’ encrypted updates next. The server simply
aggregates the encrypted data throughout the aggregation process; it does not include the
original information. Global mapping update is the process of

G =Y wiD(Enc(Gi*)) (19)

i=1

where D being the decryption process, w; the weight of every student, and N the number
of learning devices engaged. The server just calculates the encrypted data.

Second, the DP approach is used to the KG updating process to help ensure privacy
even further. When the learner locally builds the graph, noise is added to the graph
update, hence, preventing revealing personal information. The update following noise
addition is:

G =G +N(u o) (20)
where M(u, 6%) indicates additive noise to guarantee data protection.

DP is also used, finally, in the aggregation of worldwide KG. The global graph’s
updating formula is:

N
G = w (G + N (g, 0%)) 1)
i=1

The FL-KGPrivacyEdu approach can create high-quality maps of social English learning
behaviours and offer precise support for individualised learning while guaranteeing
privacy with these privacy measures.

4.3 Learning behaviour analysis and recommendation module

By examining students’ behavioural data and merging it with the built federated
knowledge network, this module offers tailored learning material suggestion. To produce
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personal behavioural vectors B,, the learner’s behavioural data is gathered and analysed
on the local device:

B, ={b, by, ... b} (22)

These behavioural data can fully represent the learner’s learning habits and preferences
since they include multi-dimensional information such as learning length, interaction
frequency, question-answer scenario, etc. (Pérez-Paredes and Mark, 2024). The model
builds the learner’s behavioural model M; from the behavioural data:

M, = f(B:,KG;) (23)

where f is a synthesis function capable of producing the user’s behavioural feature
models by combining the behavioural data with the semantic KG information. These
behavioural models are updated locally and then sent to the server for global aggregate.
The FL framework’s global model update formula is:

N
Mgiobal =" ;- M, (24)
i=1

Every learner’s behavioural model M; is weighted and updated throughout the global
aggregation phase depending on their local device learning behaviour, therefore
producing a worldwide shared learning behavioural model Mgt As the learner’s
personal data is not sent directly to the server but rather exchanged via encrypted model
parameters, this method efficiently safeguards user privacy.

4.4 Model evaluation and safety assurance module

First, standard assessment metrics are used in model performance evaluation to gauge the
efficacy of the model in social English learning behaviour analysis. The major measures
are accuracy, recall and F1 value, which can indicate the predictive power of the
recommendation system on learner behaviour (Cui et al., 2024). Assuming 7 is the test
set, P; the prediction result and G; the actual label, thus the evaluation formula is as
follows:

1
Accuracy=— » 1(P. =G;) (29)
7l ZT:
> UB=1nG =1)
Recall = =251 (26)
> UG =1)
ieT
Fl=>. Precision - Recall @7

Precision + Recall

where 1(-) is the indicator function, which shows whether the prediction is true or not,
and precision is the accuracy, defined as the fraction of samples where the prediction is
positive that are actually positive. These metrics can evaluate the accuracy of social
learning behaviour prediction, therefore maximising the individualised recommendation
impact of the model.
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Second, social English learning behaviour analysis particularly benefits from artificial
intelligence security guarantee (Liang et al., 2021). DP protects users’ learning behaviour
data by introducing noise to the uploaded model parameters with the following formula:

¢-DP:Pr[A(D)e S]<e -Pr[4(D)e S] (28)

This approach may efficiently stop the reverse inference of single user data, hence,
ensuring the privacy of social learning activities.

SMPC guarantees data security by allowing several learning ends to work together to
train models without revealing personal data (Zhao et al., 2019). SMPC’s computational
procedure is as follows:

SecureComputation ({R, B,..,P }) —R (29)

This system guarantees that the data on the user’s Al learning behaviour can be safely
transmitted across several endpoints without revealing sensitive information.

By means of four modules, the FL-KGPrivacyEdu model guarantees artificial
intelligence security and allows social English learning behaviour study. The federated
KG module creates a learner behavioural graph; the privacy protection module
guarantees data security using methods including DP; the learning behaviour analysis and
recommendation module offers tailored recommendations; and the model evaluation and
safety assurance module enhances security. Working together, the four components
provide the intelligence and privacy protection of learning analytics.

5 Experiments and results

5.1 Experimental data

This work used the KT3 dataset from the EdNet dataset as experimental data. The KT3
dataset’s specifics are shown in Table 1.

Table 1 Details of the EdNet KT3 dataset

Field name Data type Description Example values
action_type String Type of interaction, e.g., ‘enter’, ‘enter’, ‘respond’,
‘respond’, ‘submit’ ‘submit’
item_id String ID of the item involved in the ‘D790°, ‘1540°, ‘q878’
interaction
source String Source of the interaction, e.g., ‘diagnosis’, ‘sprint’,
‘diagnosis’, ‘sprint’ ‘todays_recommendation’
user_answer Character Student’s submitted answer ‘a’, ‘b’, ‘¢, ‘d’
platform String Platform where the interaction ‘mobile’, ‘web’
occurred
cursor_time Timestamp The moment the student interacted 0, 8,000, 10,000
with media
elapsed time Timestamp Time spent on each question in 47,000, 54,000, 67,000

milliseconds
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5.2 Experimental setup

The following hardware and software setups are suggested for this investigation to
guarantee the seamless operation of the trials. Hardware-wise, a processor with Intel Core
i7 or above is advised to enable effective data processing and model training. Processing
large-scale datasets calls for at least 16 GB of RAM to guarantee smooth operation; an
SSD 256 GB or bigger capacity will be useful for keeping model files and datasets.
Furthermore, particularly in a dispersed learning context, the stability and speed of data
flow depend on a high-speed Ethernet connection.

Regarding software setup, the experimental environment must operate on Windows
10 or macOS Catalina, which offer stable support. To guarantee that the MATLAB
software contains the most up-to-date function libraries and toolboxes, it should be
chosen as R2020b or higher. Data processing and model implementation in the studies
will be done mostly using MATLAB scripts and functions. If more model training or data
processing is done, Python 3.7 is also a helpful addition.

5.3 Ablation experiment: assessing the impact of key components in the
FL-KGPrivacyEdu model

Ablation experiments are used in this part of the study to evaluate in depth the particular
influence of each important element of the FL-KGPrivacyEdu model on the
general performance. A commonly utilised research technique called ablation studies
methodically deletes or alters particular model components to see how these
modifications affect the model’s performance (Younis et al., 2024). This method may
clarify the function and significance of every model component as well as their
interaction to influence the ultimate outcome.

The trials methodically eliminated or changed various parts of the model to see their
particular effect on the model performance. In particular, four ablation versions were
developed:

e No FL: the FL mechanism was eliminated to evaluate how a centralised learning
strategy affected model performance.

e No KG: the KG construction module is deleted in order to see how the KG affects
the analytical capacity of the model.

e No privacy: mechanisms preserving privacy are eliminated to evaluate how privacy
preservation affects model security and performance.

e Simplified model: simplified the model architecture to evaluate the influence of
model complexity on performance.

The experimental findings are displayed in Figure 4; each version was assessed and
trained using the same starting learning rate and the same number of training cycles.

Base model shows the greatest performance in the accuracy evaluation with a score of
0.85, indicating its superiority in properly classifying the data as seen from the image.
Following no privacy, which suggests the model’s accuracy rises without the
privacy-preserving mechanism, no privacy model has an accuracy of 0.86, somewhat
better than base model. No KG model has an accuracy of 0.84, which is marginally lower
than base model and no privacy, suggesting that the lack of KG may somewhat influence



Analysis of social English learning behaviour 81

the accuracy of the model. No FL model’s accuracy drops to 0.76, indicating that FL is
rather significant in raising the accuracy of the model. With 0.75, simplified model has
the lowest accuracy, which could result from the loss of critical features during the model
simplification process.

Figure 4 Results of ablation experiments (see online version for colours)
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Base model also leads in recall with a score of 0.84, which suggests it is best at spotting
all positive samples. Slightly lower than base model, no KG model has a recall of 0.77,
which could suggest that KG helps to raise the recall rate. No FL model’s recall drops to
0.74, which could be ascribed to the lack of the FL mechanism affecting the model’s
recognition capacity in scattered data settings. With a recall of 0.83, the no privacy model
is near the base model, indicating that the privacy-preserving method has less effect on
the recall. With a recall of 0.69, the simplified model confirms even more that model
simplification could cause a major performance drop.

Base model once more scores 0.87 in the F1 score measure, indicating its better
performance in balancing precision and recall. Though still good, no KG model has a
somewhat lower F1 score of 0.83 than base model. No FL model has an F1 score of 0.69,
which could be ascribed to the lack of the FL mechanism causing a notable performance
drop of the model in processing the distributed data. Though its high accuracy, the no
privacy model’s F1 score of 0.78 shows it underperforms the base model and no KG in
recall. With an F1 score of 0.75, the simplified model is consistent with the findings for
accuracy and recall, suggesting that model simplification is detrimental.

Overall, the FL-KGPrivacyEdu model was the best across all three assessment
criteria; the simplified model was the worst. These findings underline how crucial the
federated KG and privacy-preserving techniques are in enhancing model Al security
performance.
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5.4  Effect of learning rate adjustment on model convergence in global rounds

This experiment aimed to evaluate how changing learning rate affected model
convergence in global rounds of the social English learning behaviour analysis model
FL-KGPrivacyEdu. To thoroughly evaluate the influence of learning rate on the model
training dynamics, three distinct beginning learning rate values (0.01, 0.001 and 0.0001)
were chosen to span the spectrum from quite large to modest learning rates (Hsu et al.,
2022). Figures 5, 6, and 7 demonstrate the experimental outcomes, accordingly.

Figure 5 Variation of accuracy at different learning rates (see online version for colours)
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Figure 6 Variation of recall at different learning rates (see online version for colours)
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The pattern of the accuracy rate in the worldwide rounds reveals the notable influence of
various learning rates on the training impact of the model. The chart demonstrates that
while the learning rate is 0.01, the accuracy rate of the model shows significant variations
over the training period but usually shows an increasing trend and finally stabilises. By
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comparison, the model’s accuracy varies less and stabilises in earlier rounds when the
learning rate is 0.001 and 0.0001, indicating stronger convergence. The accuracy of the
model overall shows a better balance when the learning rate is 0.001.

Figure 7 Variation of F1 score at different learning rates (see online version for colours)
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The trend of the recall rate confirms even more the impact of the learning rate on the
model training effect. The figure reveals that although the recall rate of the model
exhibits significant variability during the training process when the learning rate is 0.01,
it also displays a general upward trend and finally stabilises. This corresponds to the
pattern of the accuracy rate, implying that a bigger learning rate could cause model
instability during the training phase. Learning rates of 0.001 and 0.0001 cause the
model’s recall to vary less and stabilise in earlier rounds, indicating stronger
convergence. This implies that lower learning rates enable the model to perform better
more consistently. The model’s recall generally shows a better balance at a learning rate
of 0.001.

The F1 score trend shows the overall impact of learning rate on model accuracy and
recall. The figure reveals that when the learning rate is 0.01, the F1 score of the model
exhibits significant variability across the training period but usually trends upward and
finally stabilises. This corresponds to the pattern of accuracy and recall, suggesting that
the model can become unstable during training at a larger learning rate. The F1 scores of
the model varied less and stabilised in earlier rounds with learning rates of 0.001 and
0.0001, indicating stronger convergence. This implies that lower learning rates enable the
model to perform better more consistently. The F1 score of the model overall shows a
better balance with a learning rate of 0.001.

The experimental findings, therefore, reveal that the learning rate notably influences
the convergence and final performance of the model. Though the convergence could be
slower, a smaller learning rate, (e.g., 0.001) enables the model to continuously achieve
superior performance. On the other hand, bigger learning rates could cause model
instability during training. These results offer a significant guide for the training of the
FL-KGPrivacyEdu model, particularly for selecting the starting learning rate and
planning the learning rate decay approach.
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Running these two tests one after the other will not only permit a thorough evaluation
of the FL-KGPrivacyEdu model’s component parts but also offer information on the
particular consequences of learning rate change on the model training process. In the
examination of social English learning behaviours, this integrated analytical technique
will offer a complete viewpoint to maximise the model design and guarantee its validity
and safety.

6 Conclusions

This research presents FL-KGPrivacyEdu, a behavioural analytic model for social
English learning combining FL, KG and privacy-preserving technologies. The model
seeks to address the behavioural modelling and privacy-preserving issues in social
English learning, and efficiently preserves the privacy of users’ data by training the
model without disclosing the original data. The methodology, meanwhile, can assist
customised learning suggestion and Al security by means of a federated KG. The
experimental findings indicate that the FL-KGPrivacyEdu model excels in assessment
criteria including accuracy, recall, and F1 score, thereby confirming its efficacy and
superiority in social English learning behaviour analysis. Furthermore, this work
investigated how global round learning rate modification affects model convergence and
discovered that a lower learning rate enables the model to perform more consistently
better.

Though the FL-KGPrivacyEdu model excels in the tests, it has certain drawbacks.
First, the great complexity of the model calls for significant communication and
processing among several clients and servers, which could increase computational
expenses and communication overheads. Client heterogeneity might secondarily
influence the performance of the model; the quality and amount of data from several
clients may thereby influence the performance of the global model. Furthermore, while
able to safeguard user privacy, privacy-preserving methods like DP could affect model
accuracy.

Future studies might concentrate on the following elements:

1 Optimising model efficiency: look into more effective model update and
communication techniques to lower the computational cost and communication
overhead of the FL-KGPrivacyEdu model and make it more appropriate for
resource-constrained settings.

2 In-depth analysis of user behaviour: further study and analysis of user activity
patterns on social learning platforms to better understand user wants and enhance Al
security (Olabanji et al., 2024).

3 Cross-domain application: use the FL-KGPrivacyEdu framework in other fields,
such as healthcare and financial analysis, to investigate its relevance and efficacy in
various contexts. Use the FL-KGPrivacyEdu framework in other fields, such as
healthcare and financial analysis, to investigate its relevance and efficacy in various
contexts.
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