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Abstract: Behavioural biometric modalities such as keystroke and mouse
dynamics are ideal for continuous user authentication due to their non-intrusive
quality. The success of the authentication framework is largely determined by
the discriminative power of the features used. It is critical to be able to select
the necessary discriminative features for optimal authentication performance.
In this research, we implement multiple ranking algorithms on features derived
from temporal information of keystroke and mouse dynamics to distinguish
their discriminative capacity. The ranked features are then employed for
continuous authentication using the cat recurrent neural model (CRNM) to
optimise the search space and authenticate users. The experimental results
given in this work propose a strategy for developing commercially deployable
continuous authentication systems with broad applicability. Experiments are
carried out with filter, wrapper, and embedded feature ranking approaches, and
authentication outcomes are compared with the CRNM framework. The
findings indicate that discrimination is manifested in uncommon rather than
normal user conduct. Furthermore, it is discovered that applying feature
ranking reduces authentication time from 198 seconds to 138 seconds and
improves accuracy from 98.25% to 99.21%.

Keywords: ranking; temporal features; keystroke dynamics; mouse dynamics;
cat swarm optimisation; recurrent neural model.
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1 Introduction

There has been an increase in the knowledge and use of security measures for the
prevention of various types of data breaches in recent years. Sensitive data of any kind,
whether personal, financial, or business-related, must be well protected to deter criminal
activity (Ding et al., 2021). User authentication, most commonly in the form of login id
and password verification, is a mechanism widely used to assure security. This technique
has various disadvantages (Zimmermann and Gerber, 2020), one of which is that it only
supports static authentication; once verified, the system assumes that the entire session
will be conducted by the verified entity. Continuous user authentication enables
continuous monitoring, making it more efficient in preventing crimes (Stylios et al.,
2021).

Continuous user authentication procedures authenticate the identification of the
logged-in entity on an ongoing basis. This enables the detection and prevention of illegal
activities such as hacking, Malware, bots, and others (Wang et al., 2021). Continuous
authentication can be performed using either intrusive or non-intrusive approaches.
Non-intrusive approaches are advantageous when it is necessary to detect and prevent
illicit activity without interfering with users’ usual operations (Chang et al., 2022).
Keystroke and mouse dynamics are significant players in the field of continuous
non-intrusive user authentication, with the added bonus of not requiring any specific
hardware to be installed. Voice recognition, facial recognition, gait recognition, lip
movement, hand gesture, and other non-intrusive user identification methods are also
available (Earl et al., 2021).

Soft biometric features for authentication are provided by both keyboard and mouse
movements. Keystroke dynamics simulates a user’s behaviour when typing on a
keyboard, whereas mouse dynamics simulates a user’s conduct when using a mouse or
touchpad. The data collected for keystroke dynamics (Karnan et al., 2011) consists of
keys logged with timing information that provides timing information on key hold, key
delay, monograms, di-grams, and n-grams. Other data is based on key press pressure,
finger area on key and incorrect keystrokes (Salman and Hameed, 2018). Mouse
movement information, including mouse clicks and mouse action information, is among
the data recorded for mouse dynamics. Furthermore, mouse dynamics such as movement
direction, speed, and trajectories have been utilised.

Despite the fact that there have been numerous studies on continuous user
authentication utilising keystroke and mouse dynamics (Shen et al., 2013, 2014, 2016;
Belman and Phoha, 2020), there have been essentially no studies on feature ranking, or
scoring in order to increase the effectiveness of authentication methods. Because each
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user authentication system is essentially a prediction model, the curse of dimensionality
must be addressed (Aremu et al., 2020). Dimensionality reduction lowers computing
costs and enhances model performance. It is accomplished through either feature
selection or feature extraction. Feature selection (Zebari et al., 2020) produces a subset of
useful features, whereas feature extraction (Li et al., 2017) attempts to map the original
data onto a lower dimension feature space. Both are useful in developing more
generalised models. When the raw data does not directly contribute to the input feature
set for a certain algorithm, feature extraction is chosen. When the original meaning of the
characteristics must be preserved, feature selection is preferable.

Feature extraction is classified as linear or nonlinear algorithms, whilst feature
selection is classified as supervision-based or strategy-based approaches, each of which is
further classified as supervised, unsupervised, wrapper, filter, embedded, or hybrid
methods.

In this research, we suggest performing feature ranking on keystroke and mouse
dynamics datasets to investigate the impact on continuous user authentication
performance. The motivation for this work stems from our observation that, while there
are numerous works in the field of keystroke and mouse dynamics for user
authentication, there is little work that addresses dimensionality reduction and ranking of
discriminative features for user authentication. The findings of this study point to a path
for wide commercial deployment in fields such as online learning and testing, age-based
authentication, insider threats, and so on.

The major contributions of this work are

e A set of general guidelines to select discriminative ranked features to decrease both
time for data collection and preparation and cost of computation for continuous user
authentication.

e Results of feature ranking by filter, wrapper and embedded based methods for both
keystroke and mouse data.

e  Authentication effectiveness of ranking features utilising the cat recurrent neural
model (CRNM) model with enhanced authentication time and accuracy.

It is not the goal of this work to design a new ranking technique but to use existing
methods in conjunction with the CRNM framework to enhance performance. The rest of
this paper is organised as follows. Section 2 consists of related work followed by
background information and experimental set up in Sections 3 and 4 ending with results,
discussions and conclusion in Sections 5 and 6.

2 Related work

In this section, we limit our survey to feature ranking. Figure 1 depicts the general
approach to feature ranking used. The input dataset containing the original features is
initially fed into the ranking algorithm, which produces a subset of the original features
based on the selection criteria employed in the specific algorithm. The ranked feature
subset is then subjected to several evaluation processes to see whether it is representative
of the discriminative features in the original dataset. This method is iterated until a
certain stop requirement is met. The feature ranking procedure produces a validated
feature subset that is representative of the discriminative features in the original dataset.
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Figure 1 Feature ranking process
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Typically, features are classified as relevant, weakly relevant, irrelevant, or redundant.
The goal of feature ranking is to develop a feature subset with the greatest possible
relevance and the least amount of repetition. This set with reduced redundancy is known
as a Markov blanket (Ling et al., 2019). Furthermore, stable feature selection is
advantageous so that subsets do not need to be produced when the training samples are
updated (Utkarsh and Dhanalakshmi, 2022). We now review the existing research on
feature selection and feature ranking in keystroke or mouse dynamics.

There are several studies on feature selection. Filter, wrapper, embedded, and hybrid
approaches are the most common types of feature selection algorithms. Jovi¢ et al. (2015)
and Chandrashekar and Sahin (2014) investigate these categories and discover that
wrapper approaches outperform filter methods because they evaluate feature subsets in
relation to learning models. In many instances, hybrid methods outperform both filter and
wrapper approaches because they integrate the benefits of both. Several studies on feature
selection for machine learning applications have been conducted. Wang et al. (2016), Cai
et al. (2018), and Khalid et al. (2014) investigate different feature selection techniques
and find that the primary obstacles in feature selection include imbalanced classes,
stability, dynamic feature space, parameter selection, and computation time.

Feature selection is examined from both the feature and data perspectives (Thakkar
and Lohiya, 2023; Dai et al., 2023). The advantages and disadvantages of particular
methods in specific application fields are also touched upon. Miao and Niu (2016)
conduct the same research in an unsupervised learning context. According to the
comparison study, adaptive hyper parameter setup is a challenge that influences the
performance of feature selection algorithms. Sutha and Tamilselvi (2015), on the other
hand, investigate feature selection for data mining and conclude that hybrid methods
produce the best results. Other approaches include feature selection (Alsahaf et al., 2022)
based on fast scalable tree boosting to reduce redundancy, and various nature inspired
algorithms (Baynath and Khan, 2023; Abu Khurma et al., 2022) for feature selection have
lately gained favour.

There have been few studies on feature selection and ranking for user authentication
using keystroke and mouse dynamics. Instead of handling feature selection and ranking
independently, hybrid approaches or wrapper methods are most commonly used. In the
case of keystroke dynamics, we are dealing with fixed text input or free text input
features. All of the present work on feature selection and ranking for keystroke dynamics
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is focused on fixed text. Although not attempted, free text is more relevant for ongoing
user authentication. In the case of mouse dynamics

For ranking, El Zein and Kalakech (2018) present filter-based strategies that use Chi
square, information gain, and gain ratio. The data show that keystroke hold time ranks
first, followed by up-down timing. Kim et al. (2020) compare authentication with and
without feature selection, finding that filter-based feature selection improves
authentication by 21.8%. Despite the fact that a ranking scheme is described, no ranks of
specific attributes are provided.

Several works on wrapper-based feature selection have been published; all of them
combine optimisation techniques such as particle swarm optimisation, genetic algorithms,
greedy algorithms, artificial bee colony algorithms, and so on with machine learning
algorithms. Muthuramalingam et al. (2018) employ the firefly algorithm to improve
feature selection, although the selected feature subset and rank are not provided.
Shanmugapriya and Ganapathi (2011) combine ant colony optimisation with an extreme
learning machine to achieve better outcomes than previous optimisation approaches.
Once again, no selected subgroups or ranks are provided. Darabseh and Namin (2015), on
the other hand, combine breadth first search with k nearest neighbour to achieve 62.25%
dimensionality reduction and 92.85% accuracy, however the feature subset and rank are
not given.

Finally, two hybrid methods are presented: Hameed et al. (2014) principal component
analysis (PCA) with neural network (NN) to authenticate user with significant increase in
performance as shown by FRR 24% and FAR 6% and Mohamed and Moftah (2018)
binary bat optimisation, where the former does not present feature ranking but the latter
confirms previous research with hold time having highest rank followed by up-down
keystroke timing.

In the case of mouse dynamics feature ranking, all the work that we could identify
was dependent on free mouse movement. Shen et al. (2009, 2011) identify and rank
feature subsets based on interaction and physiological features using hybrid approaches.
Single click time intervals provided the highest accuracy of 97.83% in their testing. They
then add user behaviour variability over time to the mix, addressing the problem with a
mixture of PCA and ISOMAP. Yamauchi (2013) employ random forest (RF) to automate
feature selection that aids in detecting a user’s anxiety state using mouse trajectory data.

As can be observed, there is a dearth of information in the field of feature ranking for
continuous user authentication using the dynamics of both keystroke and mouse. Any
ranking is based on static data rather than dynamic data, which is essential for continuous
user verification. Because of this, our approach is unprecedented and novel in addressing
the aforementioned gap in the literature. The results of our tests are highly encouraging,
and they will help other researchers make informed decisions when deciding on
keystroke and mouse dynamics pre-processing procedures for continuous user
authentication.

3 Background and methodology

In this part, we provide some background information on keystroke and mouse dynamics,
as well as references to the datasets used in this work. We also include brief descriptions
of the feature ranking techniques used in the trials, as well as parameter values for our
experiments. All experiments use the 10 folds cross validation for testing. The ratio of
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training set to testing set is 7:3 to decrease the possibility of statistical errors in the
performance calculations. In addition, different sets of experiments were conducted
taking a different user as the authentic user at a time.

3.1 Keystroke dynamics

Keystroke dynamics reflect the user’s behavioural traits when typing on a digital device’s
keyboard. The raw data that is often obtained is time information. Other known to be
used properties (Abdrabou et al., 2022) are key press prediction, touch area, and a few
more. Timing information is solely used in this case because no special hardware is
required to acquire timing information. When a person types on the keyboard, the <k,
k-act, t> triplet is captured, where k is the key, k-act characterises the key action as
either key press or key release, and ti represents the action’s time information. We
compute the additional features from the raw data.

Press-press (pp), press-release (pr), release-release (1r), and release-press (rp) are the
basic properties that can be computed from the timing information of the keys. The
latency between two monogram key presses is given by ppm, the hold time of a
monogram is given by prm, the release time between successive monograms is given by
Iy, and the time between the release of a monogram and the press of the next monogram
is given by rpm. Similarly, ppq, pra, I1q, rpa represent di-gram timing information, and ppw,
Prw, ITw, Py represent word timing information. The raw data can be used to calculate
n-gram information also.

Figure 2 Keystroke dynamics feature set
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Figure 2 shows an example of the feature set obtained by entering the words ‘Hello
World,” as well as one of each of the aforementioned data that can be obtained from the
typed alphabets. Because we are ranking features primarily for continuous user
authentication, the raw data stream is divided into 3 minute periods and calculates
features accessible from the 3 minute window to determine a user’s validity. As a result,
depending on what the user types in the specific window, each window may employ a
different set of input features in the pre-processing and authentication phases.

The hypothesis was that the highest scores will correspond to the most infrequently
used English language monograms, di-grams, trigrams, and words as described originally
by Samuel Morse when delivering codes in the invention of Morse code for telegraph
communication transfer. This was supported by the experimental results, and it was also
discovered that aggregates of characteristics had a high discriminative value.
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3.2 Mouse dynamics

Ahmed and Traore (2007) were the first to incorporate mouse dynamics; the feature set
they employed consisted of four mouse actions: move-move (mm), drag and drop (dd),
point and click (pc), and no movement or silent (s). <m-act, dist, tm, dmov> are captured at
each instance, where m-act is the mouse action, dist is the distance travelled in pixels, tm
is the timing information, and dmov is the direction of movement. The direction was
shown in numbers ranging from 1 to 8, such that 0 to 45 degrees from a point was given
one, 46 to 90 degrees was given two, and so on to represent the direction of movement
around a point up to 360 degrees covering the region around a point. Average speed in
terms of distance travelled and movement direction, as well as average speed per mouse
action, were calculated.

This core feature set has been kept, although others (Sayed et al., 2013) such as
horizontal velocity, vertical velocity, and so on have been added. In this work, we
leverage the three-minute window presented earlier to model user activity in a continuous
authentication scenario. The feature set used in this work is explained in the next section.

3.3 Datasets used

Three datasets are used for this research. The first is the Mendeley dataset (Wesolowski
et al., 2020), which contains the free text typing details of 150 individuals, each with 100
sessions. The second dataset is the Balabit mouse dynamics challenge dataset (Fiilop
et al., 2016), which contains mouse data from ten users with seven sessions each. The
dataset separates each user’s training and testing sets and contains labels to indicate legal
and unauthorised sessions. The third dataset is bespoke gathered by utilising a simple
java programme that runs in the background and collects all typing and mouse movement
data after a user begins a session. We have currently collected keystroke and mouse
dynamics data from 15 people over the course of 5 half-hour sessions on different days.

The Mendeley dataset (Wesotowski et al., 2016) has 113 attributes, as seen in Figure
3. The key layout is based on a traditional QWERTY keyboard. Esc and F1 are the left
function keys, while F7, Tab, Caps lock, Left shift, Left ctrl, Windows, and Left alt
labelled L1 to L14 are the right function keys. Scroll lock, pause, insert, delete, home,
end, page up, page down, numlock, backspace, enter, right shift, right control, context,
right alt, R1 to R25 arrows (up, down, left, right). Alphanumeric keys include all capital
and small letter alphabets, as well as the numbers on the keyboard labelled ID1 to ID64.
ID63 and ID64 are not associated with any keys. The all others function is assigned to all
special keys. Furthermore, digraph information for pairs of consecutive function keys,
pairs of consecutive alphanumeric keys, and pairs of function plus alphanumeric mixed
keys is provided, along with their total timing.

Each user session’s mouse information in the Balabit mouse challenge dataset
comprises six attributes: server timestamp, client timestamp, mouse button pushed,
mouse action, and mouse cursor coordinates. Session information is also provided to
distinguish between authorised and unauthorised sessions. We begin by categorising the
data and then take 3 minute data windows to compute the timing information for the
27 mouse actions given in Table 1. Move, point, click, drag, and drop are the five basic
mouse actions. The characteristics are the time information of a combination of the user’s
conceivable mouse actions.
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A custom dataset that we created is also used. It includes both keystroke and mouse
information from users. Keystroke characteristics include key action code, key action,
keyboard area, key ASCII code, keyboard scan code, key and key action time.

Figure 3 Mendeley free text dataset attributes
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Mouse actions, mouse action codes, mouse pointer coordinates <x, y>, and mouse action
time are all captured. This data is used to calculate all keystroke and mouse dynamics
aspects. This dataset was specifically gathered in order to obtain a more accurate
depiction of the feature ranking tests performed here. It is not used in the section on
feature extraction. We separated the keyboard and mouse data for easier comprehension
and application.

Table 1 Mouse features computed from the timing information

move-move (m-m) point-move (p-m)

move-single click (m-s)  move-single click-move (m-s-m)
move-double click (m-d) move-double click-move (m-d-m)

single click-move (s-m) single click-move-single click

(s-m-s)

double click-move (d-m)  double click-move-single click

(d-m-s)

single click-move-double click
(s-m-d)

double click-move-double click
(d-m-d)

single click-move-point (s-m-p)

point-single click (p-s)
point-double click (p-d)

move-point (m-p)

drag-drop (dr-dp) point-drag-drop (p-dr-dp)

double click-move-point (d-m-p)
move-point-single click (m-p-s)
move-point-double click (m-p-d)

average-move (avg-m)
average-point click (avg-pc)
average-single click (avg-sc)
average-double click (avg-dc)

average-click (avg-c)

average-drag drop (avg-drdp)
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3.4 Ranking algorithms used

Feature ranking removes features that are unimportant to the performance of a learning
model. Filter-based, wrapper-based, and embedded feature selection algorithms are the
three types. Unlike feature extraction, after using the feature selection process, we
acquire a subset of the original feature set, allowing us to rank or score the features
depending on the feature selection criteria. Depending on the criteria employed, different
algorithms produce slightly different ranking outcomes. We present the feature ranking
methods used in this section.

The findings will be highly valuable for researchers working on continuous user
authentication using keystroke and mouse dynamics, leading to the design of
commercially feasible non-intrusive continuous authentication systems. To display the
ranking of keystroke and mouse features, keystroke and mouse features were rated
independently. The top 50 keystroke features and the top 13 mouse features are then used
to test the hypothesis of performance enhancement with our CRNM model.

3.4.1 Filter based feature ranking

Filter-based approaches are statistical measures that are used to determine the
relationship between input features and classes or between features.

e Variance threshold method: The greater the variance in a feature’s values, the more
probable it is to give more information to the development of a solid learning model.
As a result, we eliminate the attributes with the lowest variance. Both the keystroke
dataset and the mouse dataset contain a number of keys or mouse actions that will
not be used throughout the three minutes of learning time. So we simply delete
features with zero variance, leaving just those that reflect actual key and mouse
usage by a user in a given session. This strategy is employed in all of the ranking
methods since we want to rank features based on variance as well as decrease
dimensionality. Variance of each feature is computed using (1) where n is the
number of instances in the dataset.

2_1 n __2
o _n;(x,. ) )

e Pearson correlation: 1t is a bivariate correlation coefficient. We delete the features
that have the highest association with each other and keep only one of the set. For
feature selection, we keep all variables with correlation levels less than 0.8. To
determine which attributes are least associated, we repeat the process by adjusting
the threshold from 0.9 to 0.0. The greatest rank is given to features that have the least
association with other features.

o [Information gain: The best features are chosen by information gain based on mutual
information between the feature and the target class. The features with the largest
reliance on the class have the highest scores. The information gain of each feature
and target class is calculated by (2) where D is the dataset and fis a feature variable
in the dataset, H(D) is the information entropy of the dataset computed by (3)where
p: is the probability and H(DJf) is conditional entropy of D given variable f given by
equation (4).
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Chi-square test: Chi-square tests the independence of two variables by using the
expected and observed values of the variables. Chi value of each feature is calculated
by (5) where O is the observed value, E is the expected value and 7 is the number
features in the dataset D. The feature with the highest Chi value is given the highest
rank.

» (OEY
ny. :Z”% %)

1

Relief: Relief algorithm estimates the quality of a feature based on closeness to
different instances based on dependencies between attributes. For each attribute A of
the instance update weight using (6). From m instances select random instance R; and
find nearest hit H and nearest miss M repeating the process for all instances. Sort
attributes based on W in descending order for ranking.

WAl =W[Al-diff (4,R,,H)/m+diff (A,R;,M )/m (6)

3.4.2 Wrapper based feature ranking

Wrapper methods are used to determine the best combination of features for a
classification model. Forward seclection, backward elimination, and bi-directional
selection with the k closest neighbour algorithm (knn) is used here. Cross validation of 10
fold is applied to all algorithms.

Forward selection: Forward selection begins with an empty feature set and adds the
best feature to the feature set after each iteration. Here we use the k-nearest
neighbour algorithm for the sequential feature selection process. Highest rank is
given to the best feature.

Backward elimination: It begins with the complete feature set and eliminates the
worst feature from the feature set after each iteration. The k-nearest neighbour
algorithm is used for the sequential feature selection process. Lowest rank is given to
the worst feature.

Bidirectional feature selection: It is a combination of both forward selection and
backward elimination. In each step one feature is added to the final set and another is
eliminated.

Recursive feature elimination: RFE method removes a small subset of the worst
features based on dependencies and collinearity. Here the estimator used is linear
regression. Using linear regression, find the subset of the worst feature based on the
target class then eliminate them from the feature set. Repeat this till all features are
eliminated. Lowest rank is given to the first feature subset and highest to the last to
be eliminated.
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3.4.3 Embedded feature ranking

Embedded methods work with learning models to find the best feature set to achieve
optimum results.

e Lasso regression: The LASSO method decreases the regression coefficients to
regularise parameters of the model. Only those features with non-zero coefficient
estimate value are selected to be used in the model. Lasso error is given in (7), where
Y is the target variable, X are the feature variables, S is the vector representing the
variable coefficients and 4 controls the penalty term. Eliminate features with
coefficient estimates 0 and sort the remaining features in descending order of
coefficient estimate for ranking.

L =argmin, (| - p* x| + 2%]3],) @

e Ridge regression: Similar to lasso regression, ridge regression uses a penalty to
estimate coefficients. Ridge regression does not reduce to zero but simply minimises
as much as possible. It is L2 regularisation and correlated variables have the same
coefficient estimates. Feature selection is done by eliminating negative coefficient
estimates. Ridge error is given in (8), where Y is the target variable, X are the feature
variables, [ is the vector representing the variable coefficients and 4 controls the
penalty term.

L=argmin, (|- X[ +2%6F) ®

e FElastic net: Elastic net combines the regularisation of both lasso and ridge. It does
not easily eliminate the high collinearity coefficients making the model prediction,
not too dependent on any particular variable. Elastic net error is given in (9), where y
is the target variable, X is the feature variables f is the vector representing the
variable coefficients and A controls the penalty term. || £ || is the lasso penalty
function and || £]|? is the ridge penalty function.

p =axgmin (|y- I + s | 8T +/, 1)) ©)

®  Random forest: RF algorithm naturally ranks features based on purity of the node.
Gini index is used for this purpose and features with least impurity occur at the start
of the tree. Feature selection is attained by pruning nodes above a certain threshold
of impurity.

3.4.4 Cat recurrent neural model

We have introduced the CRNM framework in 2021 (Thomas and Mathew, 2022). It
employs cat swarm optimisation techniques to find optimal patterns in a limited search
space. The suggested framework is run through an optimised deep learning system. To
boost detection accuracy, the cat’s fitness function is developed in a recurrent dense
layer. Figure 4 depicts the process of the suggested architecture and Figure 5 gives the
algorithm to authenticate a user. The values 1y, ax are the mouse data and the keystroke
data input in the current session window of the user after feature ranking. The fitness
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function is then calculated and based on the previously learned values the user is
authenticated.

The trained mouse and keystroke information is initially stored in the cloud. The
proposed CRNM identified the proper user during the verification procedure.
Furthermore, the developed technique searches the stored action of the dataset in the
cloud, and if the user action matches the stored data, the system will log in; if it is not
matched, the system will refuse the user. Furthermore, the created framework constantly
checks the system.

Figure 4 CRNM framework (see online version for colours)
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4 Experimental setup

The tests are carried out using the datasets given in Section 3, and features are sorted and
presented for each user. Before doing the feature ranking, all features with zero variance
were excluded. The number of cross validations is ten, and thresholds or parameters are
established for each procedure as stated in Section 3. The overall results are shown by
comparing the results for various users, but the individual results are based on the
conduct of a single legitimate user. In the case of keystroke and mouse dynamics, the
labelled dataset contains 100 occurrences of a genuine user and 50 instances of an
impostor user derived by data augmentation when needed.
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Figure 5 CRNM authentication (see online version for colours)
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5 Results

In this part, we show how each algorithm selects and ranks features. Then, using our
CRNM model, we describe the outcomes of employing the ranked features for
continuous user authentication. A sample keystroke and mouse output for each approach,
as well as feature ranking are shown.

Filter-based, wrapper-based, and embedding approaches have been developed for
feature ranking through selection.
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5.1 Filter based ranking results

We use the variance threshold, Pearson correlation, information gain, Chi square test, and
relief algorithm for filter-based ranking.

e Variance threshold: In the case of the variance threshold technique, we calculate the
variance of each column and eliminate those with no variance. The threshold in this
case is 0, but it can be changed.

Figure 6 Keystroke feature ranking using variance (see online version for colours)
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Figure 7 Mouse feature ranking using variance (see online version for colours)
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The results for each user varies depending on the keys or actions utilised. As
demonstrated in Figure 6, keystroke scoring is unique to each user. Figure 7 depicts
mouse scoring. In general, we find that aggregate keystroke and mouse values, as well as
unusual keystroke and mouse information, are the most discriminating.
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e Pearson correlation: In the case of the Pearson correlation approach, we begin by
removing any features with zero variance. Then we apply Pearson correlation to
feature pairs, keeping those with the lowest correlation and discarding those with a
high correlation. To achieve ranking, we gradually lower the threshold from 0.9. The
threshold for receiving the top ten best features varies each user. For User 1, at
threshold >=0.9, features deleted are (13, specifically {‘Alphnm 3’,” Alphnm M’,
‘Alphnm q’, ‘L-Fn CapsLck’, ‘L-Fn Wnd’, ‘R-Fn BckSp’, ‘R-Fn F8’, ‘R-Fn F9’, ‘R-
Fn Home’, ‘R-Fn SrcLk’, ‘Total Alphnm Pairs’, ‘Total Right Fn Keys’, ‘Total
Special Keys’}). Figure 8, shows the correlation matrix and feature ranks of user 1.
Similarly, for User 1, mouse features deleted at threshold>=0.9 are (7, ‘avg-c’,
‘d-m’, ‘dr-dp’, ‘m-p’, ‘m-p-d’, ‘m-s-m’, ‘p-d’) ranking shown by Figure 9.

o [Information gain: The best features are chosen by Information Gain based on mutual
information between the feature and the target class. The features with the largest
reliance on the class have the highest scores. The top 10 ranking for keystroke
features were ‘Total Alphnm Keys’, ‘L-Fn F2°, ‘L-Fn F3’, ‘L-Fn F7’°, ‘L-Fn
CapsLck’,’L-Fn LShft’, ‘L-Fn LCtrl’, ‘L-Fn Wnd’, ‘R-Fn F8’,’Total Alphnm Pairs’.
Similar ranking for mouse features, with the top 10 being ‘avg-pc’, ‘avg-m’,’m-s’,
‘dr-dp’,’m-m’,’s-m’, ‘d-m’, ‘p-s’,’m-p’, ‘p-m’.

Figure 8 Correlation matrix for keystroke features at threshold > 0.6 and ranking of first 10
keystroke features using Pearson correlation (see online version for colours)
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Figure 9 Mouse feature ranking using Pearson correlation (see online version for colours)

9
8
7
<]
5
4
3
2
1
' 8B
&’QQ b‘@ . ﬁ;a“ @'Q'L, 's‘%.@ ‘&'&bﬁ' ﬁﬂ’g"‘ G‘b ,Sﬁ& 6\.-:’*"
3

o Chi square test: In the case of Chi square test the ranking is based on Chi values.
Keystroke feature ranking is shown in Figure 10 and Mouse feature ranking in
Figure 11. Independent variables have lower Chi values.

Figure 10 Keystroke feature ranking based on chi values (see online version for colours)
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Figure 11 Mouse feature ranking based on chi values (see online version for colours)
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e Relief: Relief assesses quality of attribute for the learning task. Higher the quality of
the input feature set better the performance of the learning algorithms. Figure 12
shows the ranking of keystroke features and Figure 13 shows the mouse feature
ranking.

Figure 12 Keystroke feature ranking with relief (see online version for colours)
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Figure 13 Mouse feature ranking with relief (see online version for colours)
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5.2 Wrapper based ranking results

The k-nn algorithm is utilised in the wrapper methods for forward selection, backward
elimination, and bi-directional selection. The results for keystroke and mouse feature
selection using the k-nn learning method are shown in Table 2.

e Recursive Feature Elimination (RFE): When RFE is used, recursive elimination
occurs. As indicated in Table 3, the selected features are represented by 1 for each
user. The chosen feature set best discriminates against a specific user. The
combination varies depending on the user. The ranks of the matching features in the
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dataset are presented below, and many features have rank 1 (which is the specified
feature set).

Table 2 Ranking of features using k-nn algorithm

Keystroke  Forward Total Alphnm Keys, Total Single Keys, Total Fn Keys, Total Left Fn
feature selection  Keys, L-Fn F1, L-Fn F2, L-Fn F3, Total Right Fn Keys, L-Fn F4, L-Fn
ranking FS, L-Fn F6, L-Fn F7, Total Special Keys, L-Fn Esc, L-Fn Tab, L-Fn
CapsLck, L-Fn LShft, L-Fn LCtrl, L-Fn Wnd, L-Fn LAIt, R-Fn F8, R-
Fn F10, R-Fn F12, R-Fn F9, R-Fn PgUp, R-Fn SrcLk, R-Fn PgDn, R-Fn
Enter, R-Fn RCtrl, R-Fn Context, R-Fn ArrUp, R-Fn Pause, Alphnm 3,
Alphnm N, Alphnm q, Alphnm z, Alphnm k, Total Pairs, Total FnPairs,
Total Alphnm Pairs, Total Mixed Pairs, R-Fn BckSp, R-Fn NumLk,
Alphnm M, R-Fn F11, R-Fn PrtSc, R-Fn Insert, R-Fn Del, R-Fn Home

Backward Total Alphnm Keys, Total Single Keys, Total Special Keys, Total Right
selection  Fn Keys,L-Fn Esc, Total Left Fn Keys, L-Fn F1, L-Fn F2, L-Fn F3, L-
Fn F4, L-Fn F5, L-Fn F6, L-Fn F7, L-Fn Tab, L-Fn CapsLck, L-Fn
LShft, L-Fn LCtrl, L-Fn Wnd, L-Fn LAIt, R-Fn F8, R-Fn F9, R-Fn F10,
R-Fn F11, R-Fn F12, R-Fn PrtSc, R-Fn SrcLk, R-Fn Pause, R-Fn Insert,
R-Fn Del, R-Fn Home, R-Fn End, R-Fn PgUp, R-Fn PgDn, R-Fn
NumLk, R-Fn BckSp, R-Fn Enter, R-Fn RCtrl, R-Fn Context, R-Fn
ArrUp, Alphnm 3, Alphnm M, Alphnm N, Total Fn Keys, Alphnm g,
Alphnm z, Alphnm , Total Pairs, Total FnPairs, Total Alphnm Pairs,

Total Mixed Pairs
Mouse Forward  avg-pc, avg-drdp, avg-dc, avg-sc, avg-c, avg-m, m-s, m-d, dr-dp, m-m,
feature selection s-m, d-m, p-s, p-d, m-p, p-m, m-s-m, m-d-m, m-p-s, m-p-d
ranking Backward avg-pc, avg-drdp, avg-dc, avg-sc, avg-c, avg-m, m-s, m-d, dr-dp, m-m,
selection s-m, d-m, p-s, p-d, m-p, p-m, m-s-m, m-d-m, m-p-s, m-p-d

Table 3 Ranking of features using RFE algorithm

Keystroke Num Features selected: 10
f;iﬁ;eg Selected Features: [False False False True False False False False True False False

False False False False False False True False False False False True False False
False False False False True True False True True False False True False False
False True False False False False False False False False False]

Feature Ranking: [36 3933161417 121183024317352531811225121
2619322834119112321134140110291516202738374]

Features with rank 1 are : Total Alphnm Keys, L-Fn F2, L-Fn LCtrl, R-Fn F10, R-
Fn Del, R-Fn Home, R-Fn PgUp, R-Fn PgDn, R-Fn Enter, Alphnm 3
Mouse Num Features: 4

feature

. Selected Features: [False False False False False False False False False False
ranking

False False True False True True True False False False]
Feature Ranking: [1517121110436971451211116813]

Features with rank 1 are: p-s, m-p, p-m, m-s-m

5.3 Embedded based ranking results

In embedded methods, implemented are the Lasso regression, Ridge regression and
Elastic Net regression methods. RF method is implemented because it is a method that
naturally accommodates feature selection and ranking.
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e Lasso Regression: The lasso regression selection based ranking is once again done
by arranging the features in descending order of coefficient estimate and eliminates
zero coefficient features. Table 4 shows the feature ranking with lasso regression.

Table 4 Ranking of features based on lasso regression
Keystroke feature ranking Alphnm z, Total FnPairs
Mouse feature ranking p-m, m-s-m, m-s, d-m, avg-c, avg-m, avg-sc, avg-pc, avg-dc

e Ridge Regression: Table 5 shows the feature ranking with ridge regression. Here the
lower the coefficient estimate, lower the relevance of the feature.

Table 5 Ranking of features using ridge regression

Keystroke feature R-Fn PgDn, R-Fn F9, R-Fn Enter, L-Fn Lalt, R-Fn F10, R-Fn Del, Total
ranking Left Fn Keys, R-Fn F12, Alphnm q, Alphnm 3, L-Fn F6, L-Fn F1, L-Fn F4,
R-Fn Pause, Total Pairs, L-Fn F5, R-Fn NumLk, Total Special Keys, R-Fn
Home, L-Fn F7, R-Fn F11, Total FnPairs, Total Fn Keys, Total Single Keys,
R-Fn ArrUp, Total Alphnm Pairs, R-Fn Insert, R-Fn Context, Alphnm z,
L-Fn Esc, L-Fn Wnd, L-Fn Tab, Alphnm k, L-Fn CapsLck, L-Fn F3, R-Fn
PrtSc, R-Fn SrcLk, L-Fn LShft, R-Fn BckSp, R-Fn RCtrl, Total Right Fn
Keys, R-Fn End, R-Fn PgUp, L-Fn F2, Total Mixed Pairs, Alphnm N,
Alphnm M, Total Alphnm Keys, R-Fn F8, L-Fn LCtrl

Mouse feature p-m, m-s-m, m-s, d-m, dr-dp, avg-m, avg-sc, m-m, avg-c, avg-pc, avg-drdp,
ranking s-m, avg-dc, m-d-m, m-p-d, m-d, m-p-s, p-s, m-p, p-d

e  FElastic net regression: Table 6 shows the feature ranking with elastic net regression.
Here also the lower the coefficient estimates, lower the relevance of the feature.

Table 6 Ranking of features using elastic net regression

Keystroke  Alphnm z, R-Fn PgDn, Total FnPairs, Total Fn Keys, Total Right Fn Keys, L-Fn F2,
ranking L-Fn F3, L-Fn F4, L-Fn F5, L-Fn F6, L-Fn Tab, L-Fn CapsLck, L-Fn LShft, L-Fn
LCtrl, L-Fn Wnd, L-Fn Lalt, R-Fn F8, R-Fn F9, R-Fn F10, R-Fn F11, R-Fn F12,
R-Fn PrtSc, R-Fn SrcLk, R-Fn Pause, R-Fn Insert, R-Fn Del, R-Fn Home, R-Fn
End, R-Fn PgUp, R-Fn NumLk, R-Fn BckSp, R-Fn Enter, R-Fn RCtrl, R-Fn
Context, R-Fn ArrUp, Alphnm 3, Alphnm N, Alphnm M, Alphnm q, Alphnm k,
Total Pairs, Total Alphnm Pairs, Total Mixed Pairs, Total Special Keys, Total Single
Keys, L-Fn F7, L-Fn F1, L-Fn Esc, Total Left Fn Keys, Total Alphnm Keys

Mouse p-m, m-s-m, m-s, d-m, avg-m, dr-dp, avg-pc, avg-c, avg-sc, m-d-m, m-p-d, avg-dc,
ranking m-m, s-m, avg-drdp, m-d, m-p-s, p-s, p-d, m-p

e Random Forest: RF model is a natural feature selection and ranking method in
machine learning. Only relevant features are output; others are eliminated
automatically. Only the TotalAlphnm Keys is relevant for this user in keystroke
features and the mouse features are ranked as {p-m, m-s, avg-m, d-m, dr-dp, avg-pc,
avg-sc}.

5.4 Authentication results using CRNM framework and ranked features

The effectiveness of feature selection with the CRNM model has been presented in Table
7. Here are presented the results, keeping the first 50 keystroke features and first 13
mouse features. In the case of feature extraction the first 25 components of PCA and
LDA are retained. Results indicate that elastic-net regression is best for feature selection
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when used with this model. Elastic net regression is a model which works well with
multicollinearity, reduces overfit and selects relevant features even when the number of
features are high and number of observations are low. The decrease in authentication time
is much more significant than the improvement in other performance metrics which leads
to the conclusion that this work is ground breaking and leads to the shift from the current
stalemate in the area of continuous user authentication using keystroke and mouse

dynamics.
Table 7 Performance comparison with ranked features in CRNM model
Precision Recall F-measure Error Authentication Accuracy
9 (%) oy TARFRR e time (s) %)

No feature 98.5 96.5 98 0.01 1.5 0.1 198 98.25
selection
PCA 83.2 82.1 82 0.5 23 032 199 89.23
LDA 85.7 84.2 83.1 047 2.1 028 196 89.78
Variance 83 80.8 82.3 052 232 0.36 202 77.35
threshold
Pearson 84.8 82.6 82.6 044 187 03 213 78.23
correlation
Information 85.2 84.1 82.2 048 198 0.29 210 77.26
gain
Chi-square 86.6 80.2 85.3 044 22 032 200 82.31
test
Relief 87.3 83.9 86.7 0.16 19 024 194 83.45
Forward 90.2 84.8 88.3 0.12 121 0.23 185 86.72
selection
kNN
Backward 89.7 79.8 87.7 021 2.13 033 188 85.77
elimination
kNN
Bidirectional 89.8 79.8 87.5 022 22 029 186 86.21
selection
kNN
RFE 93.4 90.5 92.6 0.087 2.023 0.21 190 93.25
Lasso 97.2 98.2 95.1 0.066 2.302 0.187 167 96.27
regression
Ridge 98.6 97.4 97.2 0.11 252 0212 136 98.76
regression
Elastic net 98.8 98.3 96.4 0.042 1.483 0.097 138 99.21
regression
Random 96.7 95.2 95 0.141 2.207 0.219 178 97.46
forest

5.5 Discussion

The experiments conducted and observations made lead to the following significant

general observations
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e the features that are most significant for discrimination are the unusual patterns in an
authentication session window

o recurrently selected features are aggregates and uncommon keystroke and mouse
actions

e commonly used n-grams in the English language and common mouse movements
can be safely eliminated at pre-processing stage

e based on the results seen, researchers can make an informed decision on what kind of
features to collect and analyse in the case of continuous user authentication using
keystroke and mouse information

e researchers can vary authentication time and session window based on the results
presented for further study

e depending on the application, researchers may use these results to partially eliminate
feature selection with the help of the ranking presented here.

Some of the specific observations are

e there are some users whose behaviour do not fall in the general category, in these
cases features need to be eliminated specifically with respect to the authentic user

e cven in these cases, unusual patterns and aggregates are more significant than usual
patterns

e the authentication window and size may also vary slightly based on the specific
behaviour of the authentic user.

Observations on authentication with CRNM after feature ranking

e  Experiments show that there is a significant improvement in authentication time after
feature ranking from 198 seconds to 138 seconds. This is unprecedented as literature
consistently indicates authentication time to be around 3 minutes. Overall
improvements of performance parameters are also observed.

6 Conclusions and future scope

Several experiments are conducted on the keystroke and mouse dataset. The observations
made are significant because it will help researchers choose a feature selection method
for their work and the ranking can assist in data capture, feature elimination and
performance enhancement. The key takeaways are that explicit feature ranking can be
helpful in better continuous authentication using keystroke and mouse information and
that inorder to get better performance the quality of data is as important and the method
of authentication used. This is an unprecedented work to the best of our knowledge and
shifts the current trend toward ubiquitous continuous user authentication. As can be seen,
elastic net regression worked best with the CRNM model dislodging the authentication
time from around 3 minutes as can be seen consistently in the literature. Most research
does not mention the authentication time, but whenever given it is always 3 minutes or
above. The experiments also suggest that embedded methods are more useful than other
methods in this scenario.
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This is a first attempt at ranking and using the ranking for enhanced performance with
keystroke and mouse dynamics. The literature focus is on implementation of different
algorithms without much importance being given to data collection and preprocessing.
The experimental results show that focus should be on both. Throughout the experiments
the data session window is kept to 3 minutes which is in line with existing literature.

Some of the limitations to this work is that we use public datasets with partially
preprocessed data for our experiments. The effect on time when keystroke and mouse
information is captured real time and then preprocessed is not studied here. In addition
the session window is always kept to 3 minutes, variations in this time may produce
different results. Periodic retraining to address authentication for change in behaviour of
long term users are also not explicitly addressed.

In future, each of the parameters including the session window size can be varied to
check its effect on performance and other feature selection and extraction methods may
also be studied. Comparisons need to be done with respect to authentication time along
with other standard performance measures. More work is needed in the area to lift the
current stalemate and take significant steps towards widespread application of
commercially deployable continuous user authentication systems.
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