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Abstract: The research paper conducts comparative analysis of data protection 
frameworks and AI policies in India and various countries, and seeks to 
investigate their capability in safeguarding data rights and enforcing fiduciary 
responsibilities favourable to users with a focus on India. Deploying a mixed 
method approach, it explores classical theories of rights, property ownership, 
and data protection frameworks. It seeks to explain how data rights intersect 
with India’s intricate social structure. The findings reveal shortcomings in 
India’s common law jurisdiction, lacking tools to effectively address data rights 
and fiduciary responsibilities. The study suggests that policy drafts in India 
need to uphold the culture sensitivity of data governance, considering the 
nation’s complex social dynamics and data trust principles needs to align with 
India’s unique trust and relationship dynamics. 
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gender, social movements, and digital activism in India. Her work, both as a 
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of women in political and public spheres. 

 

1 Introduction 

In the evolving landscape of data governance (Vial, 2023) and data privacy in AI 
technology (Torra, 2023), the conventional paradigm of data ownership (Raina and 
Palaniswami, 2021) has come under scrutiny due to its limitations in providing 
individuals with meaningful control over their personal data (Alfnes and Wasenden, 
2022). Integrating fiduciary principles (Whitt, 2020) as an alternative framework to 
traditional data ownership models, hence gain currency. Fiduciary duties, grounded in the 
concept of trust and accountability, offer a unique perspective that aligns with the 
contemporary demand for enhanced data rights (Bailey and Goyal, 2019). 

No country had explicitly applied fiduciary principles to data ownership and data 
rights on a widespread basis (Giannopoulou et al., 2022). However, there were 
discussions and proposals in various countries about treating personal data as a form of 
property and establishing fiduciary duties or rights for organisations that collect and 
process such data (AIBR, 2022; GDPR, 2018; DPDPB, 2023).Some scholars, 
policymakers, and advocacy groups have been exploring this approach as a potential way 
to empower individuals with more control over their personal data and to establish 
responsibilities for organisations handling that data (Bailey and Goyal, 2019; Whitt, 
2020). 

Central to this is the understanding that rights including ownership and property 
require sophistication in treating data as right. Numerous intellectual perspectives have 
been presented concerning how to view rights within human society. For instance, 
Hobbes (1651) posited that rights were established and acknowledged by the ruling 
authority, while Rousseau (1762) argued that a legitimate social contract should be based 
on the general will of the people, enabling them to create laws and rights that align with 
the common good. Locke (1689) maintained that governments were formed through a 
social contract to safeguard rights, and Paine (1791/2012) contended that rights were not  
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bestowed by the government but were inherent to every individual by virtue of their 
humanity. 

Treating data ownership using a classical lens of rights is not sufficient to validate the 
claim to own data as right. Hence alternative proposals are advanced (Stepanov, 2020). 
Several countries are now viewing data as right and provides ownership rights through 
legal frameworks. Against this backdrop, it becomes imperative to comprehend the 
efforts made in national data and AI policy documents in India to safeguard the data 
rights of citizens in an increasingly datafied world that is yet to be fully realised in India. 
Within India’s civil and legal laws, the concept of data as a right finds no recognition 
(Prasad, 2019)].The country has produced several drafts of data policies, including  

1 JBNSCR (2018)  

2 DPDPB (2018)  

3 NSAI (2018)  

4 RAITF (2018)  

5 PDPB (2019)  

6 PRAI (2021)  

7 JPCR (2021)  

8 IDAUP (2022)  

9 IDABNUP (2022)  

10 DPDPB (2022) 

11 DPDPA (2023).  

This research undertakes an examination of these data policy drafts in India and 
investigates fiduciary principles to safeguard data ownership rights. 

2 Review of literature 

The implications of data (Kitchin, 2014) on human society’s rights remain relatively 
unexplored (Schäfer and van Es, 2017). The growth of data collection has surged 
exponentially, progressively encroaching into private domains (Haupt, 2016). The act of 
yielding personal data (Quach et al., 2022), granting consent for its collection and use, 
often without a full understanding of its utilisation, all in exchange for ostensibly ‘free’ 
access to cherished products and services, has become a taken-for-granted norm (Burri, 
2017). However, this practice has spawned discomfort, intensified by significant 
incidents involving mishandling and improper data utilisation (Durnell et al., 2020). 

The challenge of governing data arises from the tension between its potential for 
beneficial applications, such as health research, and the potential to harm, such as 
algorithmic bias. Data is hailed for its transformative potential across sectors and 
industries, spanning from supply chain management (Chi et al., 2020) to medicine (Ali  
et al., 2018) to automobiles (Lugano, 2017), with the power to reshape business models 
(Duan et al., 2019), reshape labour landscapes (Schwartz et al., 2019), enhance 
performance (Wilson and Daugherty, 2018), and augment human capabilities (Dwivedi  
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et al., 2021). AI technologies like autonomous vehicles, smart assistants, and healthcare 
diagnostics are poised to revolutionise daily life (Manyika et al., 2017; Bostrom, 2014). 

Various studies have, on the other, delved into the risks associated with the use of 
data based algorithmic decision-making (Craglia et al., 2021; Gekker and Hind, 2019; 
Lightfoot and Wisniewski, 2014). Recent literary works such as ‘The Costs of 
Connection’ (Couldry and Mejias, 2019), “Stand out of Our Light” (Williams, 2018), and 
“The Age of Surveillance Capitalism” (Zuboff, 2019) have illuminated the darker facets 
of technological advancements. A crucial aspect of these emerging concerns revolves 
around data’s impact on rights, especially its role in perpetuating discrimination (Boyd 
and Crawford, 2012; Eubanks, 2014; Gangadharan, 2014). 

Data governance (Abraham et al., 2019) thus navigate the interests of individuals and 
society while handling vast sets of sensitive personal data and their custodians. Concepts 
like data ownership (Al-Khouri, 2012), data rights (Harris and Wyndham, 2015), and 
personal data as property (Hazel, 2020) hold significance here, sparking a substantial 
debate on data ownership in the data-driven society (Arrieta-Ibarra et al., 2018). 

The conceptual difficulties surrounding ‘data ownership’ and ‘data rights’ have posed 
significant hurdles in data-related discussions (Hicks, 2023). The notion of ‘data 
ownership’ resonates intuitively (Risse, 2021), encapsulating the idea of data belonging 
to an individual. The motivations of this discourse include safeguarding privacy and 
ensuring individuals and organisations control their own data (Alafaa, 2021). The 
common sentiment is that individuals should wield authority over their data and should 
profit from its financial or political usage (Prince, 2017). High-profile incidents where 
data was employed for political purposes without consent have spurred strong reactions, 
reinforcing the call for data control and benefits (Cadwalladr and Harrison, 2018). 
However, ‘data ownership’ faces significant challenges, rendering it inadequate for 
establishing a comprehensive data management system to address mounting unease 
(McBride, 2018). These challenges necessitate thorough consideration and resolution to 
craft a more appropriate vision for such a system (Lund, 2011). 

The concept of data ownership presents considerable challenges (Baron, 2012) due to 
data’s unique attributes that distinguish it from traditional tangible possessions subject to 
ownership (Lund, 2011). Data boasts a non-rivalrous nature (Jones and Tonetti, 2020), 
enabling sharing without depletion, unlike physical items where transfer implies loss of 
possession. For instance, compromised personal data retains access for the owner while 
falling into unauthorised hands. In contrast, selling a physical property like a house 
entails complete ownership transfer, barring further sales. Furthermore, data can pertain 
to multiple individuals, blurring the connection between data concerning a single 
individual and the notion of ownership (Fia, 2021). Genetic data about an individual, for 
example, also pertains to their family (Westendorf et al., 2018), while business-generated 
data inherently involves multiple individuals (Sivarajah et al., 2016). Personal data linked 
to an individual retains its connection even when transferred, further muddling ownership 
(Hummel et al., 2021). 

The ambiguity about who should be deemed the data ‘owner’ raises questions about 
parallels with conventional property forms. In certain cases, the data ‘owner’ could be an 
entity holding an aggregated dataset encompassing numerous individuals (Hummel et al., 
2021).These complexities underscore the lack of a solid legal foundation for the concept 
of data ownership in both common and civil law systems (Yu and Zhao, 2019). Legal 
definitions of ‘data’ are lacking (Gellert, 2020), with only personal data receiving clear 
clarification. The definition of ‘personal data’ is broadly framed (Purtova, 2018), while 
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non-personal data remains undefined (Verma and Gurtoo, 2021). Moreover, uncertainty 
exists regarding the possibility of owning personal data (Asswad and Gómez, 2021). The 
dynamic nature of the concept is evident, as data not presently deemed personal could 
attain that status if it could potentially identify an individual (Sivarajah et al., 2017). 
Evolving technology further complicates matters, with machine-generated data possibly 
becoming personal data in specific contexts (Kamarinou et al., 2016). As the debate 
around data ownership is held in steady progress, it is pertinent to investigate the same in 
the digital society in India. 

Studies that examine surveillance capitalism and the appropriation of behavioural 
data (Paunksnis, 2023); narratives persuading people migrate to digital payments during 
the Digital India campaign (Sam et al., 2023); the consequences of digital technologies 
on cultural and creative industries (Bouquillion, and Ithurbide, 2023); digital 
empowerment (Ashok, 2022); and the cultural and social contexts surrounding the 
establishment of a cashless economy (Athique, 2019) deals with a multitude of issues 
pertaining to digitalisation initiatives. Some works like privacy and data protection 
(Singh, 2011; Bais, 2021) emphasised the impotence of legal measures for protection of 
privacy. Scholarly works do exist that forecast potential impediments posed by social and 
cultural contexts in India to the successful realisation of digitisation initiatives. These 
works examine issues such as the use of digital identity for government services through 
Aadhaar (Mir, 2020a); exclusion of individuals from digitisation efforts, leading to the 
deprivation of entitled services (Mir et al., 2020b); obstacles faced in achieving a smart 
village through digitalisation due to the digital divide and cultural factors (Malik et al., 
2022); and social inequalities and digitalisation (Tewathia et al., 2020). 

Certain studies argue that the Digital India campaign has resulted in the 
commercialisation of bias, leading to disparate outcomes for marginalised and 
structurally oppressed classes (Ghosh, 2021). The rise of surveillance capitalism through 
the Digital India campaign, encompassing the collection of users’ behavioural data, has 
also been well-documented (Šarūnas, 2023). The Digital India campaign has also been 
viewed as a state-led surveillance project (Abraham, 2019). The phenomenon of platform 
capitalism in India has also been subject to scholarly investigation (Athique, 2020), along 
with concerns related to the use of facial recognition for boarding pass verification in 
Indian airports through the DigiYatra initiative (Awtaney, 2019). Some studies argue that 
the advent of smart citizenship and the digital shift has perpetuated historical, social 
disparities from the urban realm to the digital domain (Datta, 2018). Furthermore, it has 
been recognised that the magnitude of inequalities at different geographic locations 
significantly affects the utilisation of digital technology (Venkataramanan et al., 2021). A 
caste-based digital divide has also been identified (Rajam et al., 2021). 

In social media consumption, several studies have investigated the impact of social 
and cultural factors on the subscription to over-the-top (OTT) video streaming services in 
India (Nagaraj et al., 2021). Moreover, extensive research has been dedicated to 
regulating cultural and creative industries through digital policies and their implications 
in the Digital India campaign (Ithurbide et al., 2023; Bouquillion and Ithurbide, 2023). 
The absence of a comprehensive digitalisation policy guiding initiatives and program 
implementation across various Indian states has been emphasised (Bera, 2019). 

In India, scholarship on digital society and its various manifestations are on secular 
growth but one serious lacunae found in the literature survey is the literature gap in the 
scholarship that systematically tackle data governance through proper perspective. 
Scholarship on data rights and data trust is still in its nascent stage. During India’s digital 
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transformation, a noticeable scarcity of robust scholarly investigations into the societal 
implications of data governance is apparent. This search caters to the literature gap in 
data governance debates. 

3 Research methodology 

3.1 Research questions 
This study is guided by the following research questions: 

• RQ 3.1.1: What legal frameworks for data protection incorporate safeguards for 
personal data through legislative measures in different countries? 

• RQ 3.1.2: What policy drafts in India address the notion of data rights, and how 
comprehensively do these policies cover the spectrum of data protection? 

• RQ 3.1.3: To what extent do data rights protection provisions within different Indian 
data policies consider the interplay between data rights and India’s social structure? 

• RQ 3.1.4: Is the data rights and data trust approach to data governance in India 
adequate given the country’s socio-cultural and legal context? 

3.2 Research design 

This study employs a mixed-methods approach, integrating both qualitative and 
quantitative research techniques to ensure a comprehensive understanding of data rights 
and fiduciary responsibilities in the Indian context. 

• Research approach: The study adopts a deductive approach, beginning with 
classical theories of rights, property ownership, and fiduciary principles. These 
theoretical foundations are examined in relation to algorithm-driven social 
environments and tested against contemporary data protection frameworks. The 
study evaluates the applicability of these theories within India’s unique socio-
cultural structure. 

• Comparative analysis: A cross-jurisdictional analysis of data protection policies 
and AI governance frameworks is conducted to highlight best practices and 
contextual differences. The Justice B.N. Srikrishna Committee Report (JBNSCR, 
2018) and the Digital Personal Data Protection Act (DPDPA, 2023) are 
benchmarked against global frameworks to assess their alignment with fiduciary 
trust principles. 

3.3 Data collection 

• Primary data 

• Textual analysis of original legal and policy documents related to data 
protection across India and other jurisdictions. 
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 • A historical review of classical legal-philosophical literature, including Hobbes, 
Locke, Rousseau, and Thomas Paine, to trace the evolution of rights and 
fiduciary responsibilities. 

 • In-depth interviews with policymakers, legal experts, and stakeholders from the 
data governance ecosystem. Publicly available interview transcripts from media 
sources, panel discussions, and regulatory bodies will supplement primary data. 

• Secondary data 

 • A review of existing literature, legal reports, and government documents on data 
protection, fiduciary obligations, and structural inequalities in India. 

 • Analysis of algorithmic governance and its social implications from 
 academic journals, think-tank reports, and industry white papers. 

3.4 Data analysis 

• Qualitative analysis 

 • Thematic analysis of legal texts and policy documents to identify patterns in 
data rights protection and fiduciary trust frameworks. 

 • Coding and categorisation of interview transcripts to discern key concerns 
regarding data protection, fiduciary obligations, and social structures. 

• Quantitative analysis 

 • Descriptive statistical analysis to assess the frequency, trends, and coverage of 
data protection provisions in legal and policy documents. 

 • Comparative content analysis of international data protection frameworks with 
 India’s DPDPA 2023 to evaluate convergence and divergence in fiduciary 
 principles. 

3.5 Comparative analysis 

• Benchmarking fiduciary trust: Examining fiduciary principles outlined in Indian 
policies (e.g., JBNSCR, 2018; DPDPA, 2023) against traditional trust models in 
Indian society (e.g., community-driven data governance and informal trust 
networks). 

• Structural oppression and data rights: Investigating the intersection of data rights 
with caste, gender, and economic hierarchies, to assess whether existing legal 
frameworks adequately protect marginalised communities. 

3.6 Result and discussion 

• Feasibility of fiduciary principles: Synthesising survey responses, legal text 
analyses, and interview data to evaluate whether Indian policies adequately enforce 
fiduciary responsibilities. 
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• Effectiveness of Indian Data Protection Laws: Assessing whether the DPDPA 
2023 sufficiently addresses structural inequalities in data governance. 

4 Data protection in the west 

Data protection in the Western context encompasses the legal and ethical principles 
governing personal data collection and usage and protecting users’ interests. Key facets 
encompass stringent privacy laws epitomised by the European Union’s General Data 
Protection Regulation (GDPR), which affords individuals the rights to data access, 
awareness, and deletion. Emphasis on informed and explicit consent principles 
underscores data protection, while notions of data ownership grant individuals control 
over their data. Data portability, the right to erasure, and transparency further bolster data 
protection. Accountability and enforcement mechanisms are central pillars of data 
protection, as data controllers must ensure compliance with privacy rules and fortify data 
security to thwart breaches. Regulation of cross-border data flow, consistent protection, 
and ethical considerations encompassing fairness and societal welfare shape Western data 
rights discussions. Table 1 represents a survey of legal protection of data in select 
countries of the world. 

The data protection frameworks have implications for data rights. Each framework 
grants individuals certain rights over their data and imposes obligations on organisations 
that handle this data, promoting greater transparency, control, and accountability. Each 
country adopts systematic approach to protect the data rights of their citizens. This 
approach seems more or less oriented to their national dynamics, culture and national 
philosophy. Citizen’s right over their personal data is paramount concern in EU [Row 1, 
Column 5]. The GDPR also upholds obligation of proprietary owners to seek consent 
from users for data processing [Column 5, Row 1]. Some countries are particular about 
the right of the citizen to know what personal data is collected by a data vendor [Row 2, 
Column 5]. Even businesses are encouraged to respect user preferences [Row 2, Column 
6]. In USA, the idea of upholding the basic values of the American society is held high 
through broad policy directives [Row 2, Column 5]. In UK citizens’ right over their 
personal data is protected [Row 3, Column 5] and the same is protected in Singapore 
[Row 4, Column 5]. Data right is facilitated through individual control over personal data 
in Australia [Row 6, Column 6]. In Brazil citizen right to anonymise their data is 
protected [Row 7, Column 5]. A review of the data regimes gives cue to the concerns 
raised by national governments over the misuse of citizen data by data vendors or 
proprietary platforms (Table 1). Most countries listed in the table underlines right such as 
seeking consent, right to know which data is collected, data rights linked with societal 
values, individual control over their personal data, right of citizens to anonymise their 
data, the legal frameworks have created broad parameters to protect individual data right. 
This point towards increasing preoccupation of national societies in viewing data as a 
right, a product of the individual and commitment of government to protect the data as 
right. The significant patterns evident in Table 1 revolve around the following key 
themes: 
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Table 1 Laws and data rights in select countries 
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Table 1 Laws and data rights in select countries (continued) 
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4.1 User control and rights 

Across various data protection frameworks, a consistent pattern emphasises granting 
individuals control over their data. This includes rights such as access, correction, 
deletion, and data portability. These rights empower individuals to manage their 
information, promoting a sense of ownership and control over their digital identity. 

4.2 Transparency and accountability 

Many frameworks underscore the importance of transparency in data practices. They 
mandate explicit consent for data processing, and organisations must inform users how 
their data will be used. This transparency increases accountability, as users are informed 
participants in the data exchange. 

4.3 Ethical use of data 

The frameworks collectively contribute to ethical living by advocating for responsible 
data handling. Users are given the ability to make informed decisions about how their 
data is used, and organisations are obligated to handle data in ways that respect user 
preferences and rights. 

4.4 Trust and confidence building 

By providing individuals with greater control, transparency, and accountability, these 
frameworks build trust between users and the digital services they engage with. Trust is a 
cornerstone of ethical living in the digital age, as users need to feel confident that their 
data is being handled appropriately. 

4.5 Global implications 

While each framework is specific to a particular region or country, the frameworks 
surveyed also refers to the existence of similar data protection laws in several other 
countries, such as Japan, South Korea, and India. This highlights a global trend toward 
recognising the importance of data rights and responsible data handling, underscoring the 
importance of these principles on a broader scale. 

4.6 Technology-specific considerations 

The mention of the “Blueprint for an AI Bill of Rights” emphasises the need to extend 
data protection principles to emerging technologies like artificial intelligence. This shows 
that ethical living extends beyond traditional data protection to encompass new and 
evolving technological domains. 

4.7 Legal and policy evolution 

Newer laws like the California Consumer Privacy Act (CCPA) and the Blueprint for an 
AI Bill of Rights (AIBR) demonstrate a dynamic legal landscape responsive to 
technological advancements and evolving societal expectations. 
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5 Data rights, data policy and Indian approach 

In July 2018, a panel of experts appointed by the Indian Government released a 
preliminary version of the Personal Data Protection Bill (PDPB, 2018) and an extensive 
report outlining the committee’s recommendations and rationale for the bill’s provisions 
(JBNSCR, 2018). India’s data protection legislation primarily consists of confidentiality 
requirements and regulations outlined in the Information Technology Act of 2000 (ITR, 
2011). These regulations have faced criticism since their inception and, despite being in 
place for several years, have yet to be effectively enforced. Consequently, the PDP Bill, 
which draws substantial inspiration from the Indian Supreme Court’s landmark ruling 
affirming the fundamental right to privacy (Supreme Court of India, 2017), represents a 
positive addition to the discourse on privacy and data protection. 

The accompanying report, titled “A Free and Fair Digital Economy: Protecting 
Privacy, Empowering Indians” (JBNSCR, 2018), explores various global approaches to 
privacy law and regulation, broadly categorising them into three models influenced by 
the European Union, USA, and China. The committee underscores that the report’s 
primary goal and the PDP Bill is to forge a unique path for data protection in India. This 
path could potentially serve as a model for other nations in the Global South. In the 
process, the committee embraces a concept borrowed from American scholars, which 
regards data controllers or processors as ‘fiduciaries’ (Balkin, 2015). However, the report 
has limited discussion about whether such a model suits the Indian context and whether 
various policy drafts effectively address the challenges individuals face due to social 
structures. 

Table 2 presents the evolution of a comprehensive framework in India that addresses 
issues related to data rights, data protection, data ownership, privacy, and other matters 
encompassed by the broader data rights debate. 

Table 2 provides insights into India’s various data related enactments and reports, 
focusing on their implications for data rights and ownership. 

5.1 Identification of key documents 

The table identifies and summarises key AI-related documents and reports in India. The 
documents represent the regulatory landscape dealing with data rights and ownership. 

5.2 Provisions for data rights 

The table highlights whether each document includes provisions explicitly related to data 
rights. This information is crucial for assessing how these regulations address 
individuals’ rights over their data. 

5.3 Social structure consideration 

The table discusses whether the documents consider India’s social structure while 
addressing data rights and ownership. This aspect is important because rights and access 
to data can vary based on an individual’s position in society. 
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Table 2 Data rights and AI/Data policy landscape in India 
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Table 2 Data rights and AI/Data policy landscape in India (continued) 
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Table 2 Data rights and AI/Data policy landscape in India (continued) 
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Table 2 Data rights and AI/Data policy landscape in India (continued) 
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Table 2 Data rights and AI/Data policy landscape in India (continued) 
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Table 2 Data rights and AI/Data policy landscape in India (continued) 
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Table 2 Data rights and AI/Data policy landscape in India (continued) 
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5.4 Gaps and limitations 

The table reveals areas where regulations fall short in addressing data rights and 
ownership comprehensively by pointing out the gaps and limitations in each document. 
These gaps provide insights into potential areas for improvement and further legislative 
development. 

5.5 Evolution over time 

The chronological arrangement of the documents allows for tracking the evolution of 
regulatory efforts related to data rights and ownership in India. This historical perspective 
helps make sense of the progression of ideas and policies in this domain. 

5.6 Intersection of AI and data rights 

The table shows how AI technologies intersect with data rights and ownership. It 
provides instances where AI-based decision-making can impact fundamental rights and 
personal data protection. 

5.7 Policy focus 

For documents that focus on broader AI development strategies, the table highlights 
whether data rights and ownership are given due attention within these strategies. This 
insight is essential for understanding the overall policy landscape. 

5.8 Recommendations and omissions 

The table highlights specific recommendations made within these documents and the 
areas they omit. The table particularly draws attention to the lacunae in policy drafts 
addressing social structures and their linkages with data rights. This information can 
guide policymakers, researchers, and advocates in strengthening future regulations. 

Table 2 provides a consolidated view of how different AI enactments and reports in 
India address data rights and ownership concerns while highlighting areas requiring 
further attention. The most important among them were JBNSCR 2018 and PDPB 2019. 

JBNSCR (2018) presents a comprehensive blueprint for India’s approach to data 
rights. It says that “it is our view that any regime serious about safeguarding personal 
data of the individual must aspire to the common public good of both a free and fair 
digital economy” (p.7). It further says, “Freedom refers to enhancing the autonomy of the 
individuals with regard to their personal data in deciding its processing, which would lead 
to an ease of flow of personal data” (p.7). The report views that “Fairness pertains to 
developing a regulatory framework where the rights of the individual with respect to her 
personal data are respected, and the existing inequality in bargaining power between 
individuals and entities that process such personal data is mitigated” (p.8). The report 
proposed neologism to deal with data rights, saying, “In such a framework, the individual 
must be the “data principal” since she is the focal actor in the digital economy. The 
relationship between the individual and entities with whom the individual shares her 
personal data is one that is based on a fundamental expectation of trust. 
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Notwithstanding any contractual relationship, an individual expects that her personal 
data will be used fairly in a manner that fulfils her interest and is reasonably foreseeable. 
This is the hallmark of a fiduciary relationship” (p.27). The report continues by saying, 
“In the digital economy, depending on the nature of shared data, the purpose of such 
sharing and the entities with which sharing happens, data principals expect varying levels 
of trust and loyalty. For entities, this translates to a duty of care to deal with such data 
fairly and responsibly for purposes reasonably expected by the principals. This makes 
such entities data fiduciaries” (p.8). 

Further to this, report notes that “Data fiduciaries must only be allowed to share and 
use personal data to fulfil the expectations of the data principal in a manner that furthers 
the common public good of a free and fair digital economy. It is our view that a regime 
based on the abovementioned principles and implemented through the relations described 
above will ensure individual autonomy and make available the benefits of data flows to 
the economy” (p.8). “In our view, ensuring the protection of personal data and facilitating 
the growth of the digital economy are not in conflict and has rightly been pointed out, 
serve a common constitutional objective” (p.8). Rights (of which the right to privacy is an 
example) are not deontological categories that protect the interests of atomised 
individuals; on the contrary, they are tools that, as Raz points out, are necessary to realise 
certain common goods. The importance of a right in this account is not because of the 
benefit that accrues to the rights holder but instead because that benefit is a public good 
that society as a whole enjoys. This is a critical distinction and often missed in simplistic 
individual-centric accounts of rights. (p.9). Thus, the construction of a right itself is not 
because it translates into an individual good, be it autonomy, speech, etc., but because 
such good creates a collective culture where specific reasons for state action are 
unacceptable. In the context of personal data collection, use and sharing in the digital 
economy, it is our view that protecting an individual’s autonomy is critical not simply for 
her own sake but because such autonomy is constitutive of the common good of a free 
and fair digital economy. Such an economy envisages a polity where the individual is 
autonomously deciding what to do with her personal data, entities are responsibly sharing 
such data, and everyone is using data, which has immense potential for empowerment in 
a manner that promotes overall welfare (p.9). The JBNSCR and PDPB presented a 
comprehensive framework for data protection, which presented a debate about the 
appropriateness of data trust and rights to the Indian situation. 

6 Data trust vs. data rights 

A data trust, as delineated by various scholars (Hardinges, 2018; Hardinges and Wells, 
2018; Delacroix and Lawrence, 2019; Bunting and Lansdell, 2019), involves an entity 
entrusted with securely holding data on behalf of beneficiaries. Its structure is adaptable, 
contingent on the specific context (Manohar, 2020), and this concept carries significant 
global implications (Fadler, and Legner, 2022). Given that dominant data players often 
reside in economically robust regions, the priorities of local data protection diverge 
significantly from those of foreign nations. Social diversity inevitably impacts data trusts, 
which function as custodians safeguarding user data. This concept operates on the legal 
principle of a trust, where an entity manages something for the benefit of a third party or 
a defined purpose. In the data realm, this trust protects user interests and oversees data 
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management (BPE Solicitors, 2019). For example, when data is shared with a third party, 
a data trust ensures encryption and adherence to policies (Paprica et al., 2020). 

However, a conspicuous issue in India is the absence of trust within the social fabric, 
where different social groups are starkly polarised along the lines of caste, religion, and 
region, subsequently impacting trust principles. Lower caste individuals often lack trust 
in upper castes, and vice versa (Ambedkar, 1990; Rodriguez, 2011), and similar trust 
deficits manifest between genders within society (Amutha, 2017). Nonetheless, the 
Indian constitution was designed to transcend these societal barriers (Ahmad, 2017; 
Saracini and Shanmugavelan, 2019). Therefore, the effectiveness of data policies in 
addressing trust deficits unique to Indian society must be firmly anchored in the 
Constitutional philosophy, and these policies correspond to them(Biju and Gayathri, 
2023). 

It raises the crucial question: Is the concept of data trust suitable for the densely 
divided social landscape in India? To ascertain its applicability, a thorough examination 
of its principles is imperative. Trusts typically involve the transfer of property title to a 
trustee who must fulfil obligations for the benefit of the beneficiary (Clarry, 2014). 
Applied to data, this translates to viewing data as property, users as beneficiaries, and the 
entity as a trustee. Interestingly, a legal report by the Open Data Institute (Pinsent Masons 
and Ors., 2019) argues against trusts being suitable for managing user data. So, why has 
the concept of data trust gained traction? 

The trust principles envisioned for data protection through a fiduciary relationship 
can be likened to feudal land relationships, where tenants till land owned by landlords. 
The tenant receives a piece of land for cultivation, and the proceeds are ostensibly their 
own. However, whatever the tenant produces often goes to the landlord. Similarly, data 
platforms figure out data lords and users as tenants whose labour is placed under the 
auspices of data lords. Applying the trust format to protect the interests of data tenants 
can inherently conflict with the interests of data lords, creating a conspicuous absence of 
trust in the relationship that resembles feudal servitude. 

In India, the Personal Data Protection Bill (PDPB, 2019) and the Non-Personal Data 
Report (MeitY, ND) make mention of data trust. The fiduciary trust concept was initially 
introduced in the JBNSCR 2018. These regulations and reports aim to safeguard users 
through rules or comprehensive laws governing data handling. However, these rules are 
limited in scope as they fail to account for the complex web of trust dynamics among 
various caste and social groups in India. Table 2 provides a detailed analysis of policy 
drafts and bills related to data protection. However, it becomes evident that the trust 
principles do not adequately address caste-based conflicts and other forms of enmity in 
India, which the introduction of data trust concepts might exacerbate. While the Indian 
constitution strives to overcome these difficulties by incorporating provisions for 
underprivileged groups, data protection policies seem to have inadequately addressed 
these issues in their efforts to protect individual data. 

The role of a data trust as an oversight body for data sharing and usage practices, 
acting as an intermediary to enforce ethical data use, is affected by these entities’ social 
composition, operational philosophy, and commitment to embracing the inclusive 
principles embedded in the Indian constitution. Their responsibilities include taking 
direct action against violations, such as issuing public notices and terminating data access 
(BPE Solicitors, 2019), but these actions may be fraught with conceptual inaccuracies. 

To fulfil its oversight role, a data trust derives authority from users, which authorities 
could establish through user collectives, contracts, or appointments. However, the 
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systematic integration of these authorities in accordance with India’s unique social 
context is essential. The structure and practices of a data trust may vary based on the 
data’s purpose and sensitivity; public data vs. personally identifiable data, for instance, 
require different levels of scrutiny. A critical factor here is the entity’s role in managing 
data usage, representing users and data providers, and ensuring compliance with stated 
purposes. 

Currently, data sharing chains established through data trust principles lack adequate 
user representation, social diversity, and inclusive philosophy, which complicates the 
existence of data trusts and may favour third parties that assume the role of data lords. 
This emphasises the need for increased trust and accountability, with data trusts having to 
establish trust among stakeholders through effective accountability mechanisms. 
However, trust is a scarcer commodity in the Indian social system (Delacroix and 
Lawrence, 2019). 

Furthermore, the question arises: Does the property-led data control model have 
relevance in addressing data violations and social structures in India? Current data 
governance models (e.g., GDPR 2018 and AIBR 2022, as seen in Table 1) grant 
operational authority to data processors, but their actions are limited by granting 
individuals rights to data ownership. These rights constrain the mismanagement, 
manipulation, and appropriation of data tenants by data lords. The approach, developed 
through the concept of rights to safeguard individual interests in data, is analogous to 
property rights (Victor, 2013). This approach results in individuals possessing inherent 
and non-transferable rights over their personal data (Schwartz, 2004). Consequently, 
third-party access to data must adhere to terms agreed upon by individuals, with 
limitations similar to property arrangements. 

However, the property ownership rights approach to data protection poses significant 
challenges in India, where discussions of data rights must consider the social context. In 
cases where data is accessed without user consent by a third party, the question of who 
accesses whose data becomes paramount in India (Balkin, 2018). This leads to addressing 
data protection through fiduciary trust and responsibilities, which promote the concept of 
fiduciary obligations (Balkin, 2016). Fiduciary duty compels data processors to act 
ethically in the interests of users. Nevertheless, it remains uncertain whether trust 
principles can effectively surmount age-old social divides in India, which the introduction 
of data trust principles may further entrench. 

7 Social divides, trust law and data fiduciary 

Labels such as ‘trust’ and ‘fiduciary,’ used in the PDPB and the GDPR context, may be 
considered incongruent with the social system in India, where different social groups 
have poor inter-group trust and power dynamics. The practical application of fiduciary 
duties and trusteeship to ensure data processors’ protection of user interests is more likely 
to be flawed in countries like India (Bailey and Goyal, 2019). When viewed from a valid 
perspective, the system of notice and consent is often inadequate in preventing data 
misuse. This inadequacy has led to solutions such as Data Trusts, which are founded on 
fiduciary principles. Nevertheless, the data in Table 2 reveals the absence of a 
comprehensive fiduciary framework within Indian laws. Instead, legal frameworks rely 
on notice requirements, processing restrictions, and consent regulations to safeguard user 
interests from data processors (Balkin, 2016). 
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The information fiduciary approach disregards the inherent conflict of interests 
between users and data processors within India’s socially divided and polarised 
landscape. Fiduciaries acting in users’ best interests are at odds with their business 
models, which often resist granting users control over data sharing. This contradiction is 
deeply rooted in Indian society. The fiduciary framework cannot challenge discrimination 
and social dynamics of caste, gender and other social polarisation in India; the regulation 
of practices that encroach upon user rights and interests by the fiduciary framework is not 
the surety (Pozen and Khan, 2019; Bailey and Goyal, 2019; Balkin, 2016; Whitt, 2020; 
McDonald, 2019). The conflict of interests inherent in trust principles is exacerbated by 
deep-seated social divisions, such as caste divides and gender discrimination. Many legal 
and constitutional principles aim to address these societal tensions. Table 3 presents a list 
of such provisions. However, the fundamental question remains whether subsequent 
policy interventions align with the principles envisioned for addressing social disparities. 
For this to materialise, the data protection frameworks must anchor on constitutional 
principles, thereby sourcing the strength it requires to overcome social dynamics. 

Table 3 Legal protection against various forms of structural oppression in India 

Serial 
number 

Full name of 
the act 

Year of 
passing 

Major provisions 
for protection of 
rights of Indians 

Guarantees 
provided Effectiveness in India 

1 Constitution 
of India 

1950 Article 14: Right 
to Equality 

Prohibits 
discrimination 
and ensures 
equal protection 

Provides a fundamental 
right against 
discrimination, but 
implementation 
challenges persist 

  

 Article 15: 
Prohibition of 
Discrimination 

Prevents 
discrimination 
based on 
religion, race, 
caste, etc. 

Allows for positive 
discrimination in certain 
cases to uplift 
marginalised 
communities 

  

 Article 17: 
Abolition of 
Untouchability 

Bans 
untouchability 
practices and 
caste-based 
discrimination 

Criminalises practices 
that enforce social 
discrimination and 
promotes social 
inclusion 

2 Scheduled 
Castes and 
Scheduled 
Tribes 
(Prevention 
of Atrocities) 
Act 

1989 Provides 
safeguards 
against caste-
based 
discrimination 

Establishes 
special courts 
and stringent 
punishments for 
offenses 
committed 
against 
marginalised 
communities 

Provides legal 
protection for 
marginalised 
communities, but 
implementation 
challenges persist 

3 Protection of 
Civil Rights 
Act 

1955 Prohibits the 
preaching and 
practice of 
untouchability 

Addresses 
discrimination 
and social 
exclusion 

Aims to eradicate 
untouchability and 
caste-based 
discrimination 
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Table 3 Legal protection against various forms of structural oppression in India (continued) 

Serial 
number 

Full name of 
the act 

Year of 
passing 

Major provisions 
for protection of 
rights of Indians 

Guarantees 
provided Effectiveness in India 

4 Sexual 
Harassment 
of Women at 
Workplace 
(Prevention, 
Prohibition, 
and 
Redressal) 
Act 

2013 Ensures safe 
working 
environments and 
prevention of 
sexual harassment

Provides 
guidelines and 
mechanisms for 
addressing 
sexual 
harassment 
cases in the 
workplace 

Provides legal 
protection for women in 
the workplace, but 
implementation 
challenges persist 

5 Protection of 
Women from 
Domestic 
Violence Act 

2005 Provides legal 
protection for 
women facing 
domestic violence

Allows for 
restraining 
orders, monetary 
relief, and other 
forms of legal 
recourse for 
victims 

Provides legal 
protection for women 
facing domestic 
violence, but 
implementation 
challenges persist 

6 Right to 
Education 
Act 

2009 Provides free and 
compulsory 
education to 
children aged  
6–14 

Ensures access 
to education for 
marginalised 
communities 

Has improved access to 
education for 
marginalised 
communities, but 
implementation 
challenges persist 

7 National 
Commission 
for Women 
Act 

1990 Establishes a 
commission to 
investigate and 
address issues 
facing women 

Provides a 
platform for 
women's voices 
to be heard and 
for issues to be 
addressed 

Has raised awareness of 
women's issues, but 
implementation 
challenges persist 

8 Protection of 
Children 
from Sexual 
Offences Act 

2012 Provides legal 
protection for 
children facing 
sexual abuse 

Allows for 
stringent 
punishment for 
offenders and 
provides support 
for victims 

Provides legal 
protection for children 
facing sexual abuse, but 
implementation 
challenges persist 

9 Prevention of 
Atrocities Act 

1989 Provides legal 
protection for 
marginalised 
communities 
facing 
discrimination 
and violence 

Establishes 
special courts 
and stringent 
punishments for 
offenses 
committed 
against 
marginalised 
communities 

Provides legal 
protection for 
marginalised 
communities facing 
discrimination and 
violence, but 
implementation 
challenges persist 

10 National 
Food Security 
Act 

2013 Provides legal 
entitlements for 
food to 
marginalised 
communities 

Ensures access 
to food for 
marginalised 
communities 

Has improved access to 
food for marginalised 
communities, but 
implementation 
challenges persist 

Source: Author 
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The legal frameworks in Table 3 provide conditions for protecting individual rights and 
preventing social discrimination and other injustices in India. However, the data 
protection regimes and other policy interventions to protect stakeholder interests are 
incongruent with the legal frameworks in Table 3 to overcome social disadvantages. 
Frameworks in Table 2 may be insufficient in India for the following reasons: 

7.1 Lack of specific provisions 

The laws listed in the table do not specifically address the challenges and complexities 
associated with the functioning of automated decision systems using AI and ML in 
culturally polarised India and its social structure. 

7.2 Limited scope 

The laws in Table 3 primarily focus on specific aspects of discrimination and injustice in 
India, such as caste-based discrimination, sexual harassment, domestic violence, and 
protection of marginalised communities. These legal frameworks may not directly 
address the unique challenges posed by AI and ML systems and tends to be insufficient 
to deal with the structural oppression perpetuated by machine systems that may affect 
individual rights. 

7.3 Implementation challenges 

Even though the laws provide guarantees and legal protection, implementation challenges 
persist in India. Similar challenges can be expected in the context of AI and ML systems, 
where enforcing compliance and ensuring accountability can be complex. 

7.4 Technological advancements 

The existing laws in Table 3 may not be equipped to keep up with the pace of 
technological advancements and address the specific issues that arise with automated 
decision systems. 

7.5 Ethical considerations 

AI and ML systems can raise ethical concerns about transparency, explainability, 
fairness, and accountability. The laws in Table 3 do not explicitly address these ethical 
dimensions and may not provide adequate guidance on how to ensure that AI and ML 
systems operate in a manner that upholds principles of non-discrimination and justice, 
leading to the protection of user rights. 

8 Result 

Some key features of the Indian approach to data rights under the PDPB and PDPA 2023 
included. 
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8.1 Data principle 

The PDPB proposed establishing a data protection framework based on certain principles, 
including fairness, transparency, purpose limitation, data minimisation, and 
accountability. 

8.2 Individual rights 

The bill recognised certain rights for individuals, including the right to be informed, the 
right to access personal data, the right to correct inaccurate data, the right to be forgotten, 
and the right to data portability. 

8.3 Consent 

The bill emphasised obtaining informed and meaningful consent from individuals before 
processing their personal data. It proposed that consent should be freely given, specific, 
informed, and revocable. 

8.4 Data localisation 

The bill contained provisions that required sensitive personal data to be stored within 
India, with some exceptions. It aimed to enhance data security and sovereignty. 

8.5 Data protection authority 

The bill proposed the establishment of a Data Protection Authority of India (DPA) 
responsible for overseeing and enforcing data protection regulations. 

8.6 Cross-border data transfers 

The bill outlined conditions under which personal data could be transferred outside India, 
including the requirement of obtaining explicit consent from individuals. 

While the PDPB did not directly adopt fiduciary principles, it aimed to create a robust 
framework for data protection, privacy, and individual rights. It must be argued that an 
Indian approach is yet to emerge. 

9 Conclusion 

In the preceding discourse and Tables 2 and 3, it has been ascertained that the legal 
frameworks operating within the common law jurisdiction of India lack the requisite tools 
to effectively address data rights issues and enforce fiduciary responsibilities related to 
data trust. The study’s primary objective was to scrutinise the legal frameworks for data 
protection across various countries, encompassing safeguards for personal data through 
legislative measures. Table 1 comprehensively explored these legal provisions and 
addresses RQ3.1.1. Meanwhile, Table 2 presents the policy drafts in India that tackle the 
concept of data rights, evaluating the extent to which these policies encompass a 
comprehensive spectrum of data protection, thus addressing RQ3.1.2. 
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In alignment with the data policies, the research further investigated the degree to 
which Indian data policies consider the interplay between data rights and the intricate 
social fabric of India. This is elucidated within Table 2, where a separate analysis is 
provided to investigate how data policies correspond to the complex interconnections 
between data rights and their linkage with the social structure, consequently addressing 
RQ3.1.3. 

This paper emphasises the inquiry into whether the data right and data trust approach 
to data governance is suitable for the Indian context. It has been determined that the 
principles of data trust, in the context of digital data, necessitate more refined and legally 
strong frameworks. It is because Indian society is shaped by a multifaceted social 
structure characterised by intricate and fragile trust dynamics between social groups. 
Concurrently, the notion of data rights remains a contentious focal point, given that 
Indian society is also marked by feudal-type relationships, which the constitution has 
endeavoured to overcome. However, the terminologies of fiduciary and principal 
proposed in the context of data governance find their roots in feudal social relationships, 
which raises the possibility of principals functioning as data tenants and fiduciaries as 
data lords. Therefore, without substantially altering the complex social structure in India, 
the data right framework may not find resonance within the Indian social milieu. This 
comprehensive discussion effectively addresses Research Question 3.1.4. 

The conclusion of the study has several implications for policymakers, legal 
practitioners, and individuals concerned with data protection in India: 

9.1 Policymakers 

9.1.1 Reassessment of legal frameworks 
The study highlights that the current legal system lacks the tools to effectively address 
data rights and enforce fiduciary responsibilities. 

9.1.2 Consideration of social fabric 
The study emphasises the need to consider the interplay between data rights and the 
complex social dynamics within the country. It may require a more nuanced and 
culturally sensitive approach to data governance. 

9.1.3 Data trust frameworks 
The study suggests that Indian society’s trust dynamics and historical relationships may 
impact the implementation of data trust principles. To adopt this approach, policymakers 
may need to develop more refined and culturally appropriate data trust frameworks. 

9.2 Legal practitioners 

9.2.1 Legal adaptation 
Legal practitioners should be prepared to adapt to potential changes in India’s data 
protection laws and regulations. As the legal frameworks are reassessed and refined, legal 
professionals will need to stay informed about these changes and ensure compliance on 
behalf of their clients. 
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9.2.2 Cultural sensitivity 
Legal practitioners should also be aware of the cultural and social nuances highlighted in 
the study. Understanding how data rights and trust intersect with India’s unique social 
structure can be crucial in providing legal advice and representation related to data 
protection. 

9.2.3 Fiduciary relationships 
Legal practitioners should be cautious when applying terms like ‘fiduciary’ and 
‘principal’ in data governance. The study suggests that these terms may have historical 
connotations that could affect how data rights are perceived and enforced. Legal 
professionals may need to adapt their language and strategies accordingly. 

9.3 Individuals concerned with data protection: 

9.3.1 Awareness and advocacy 
Individuals concerned with data protection should stay informed about the evolving legal 
landscape in India. They can also advocate for stronger data protection measures and 
ensure their rights are upheld. 

9.3.2 Cultural consideration 
Understanding the cultural and social context of data protection in India can help 
individuals navigate their data rights more effectively. It may also inform their choices 
regarding data sharing and trust in various platforms and services. 
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