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Abstract: Nowadays, the elderly can receive care in their home and enable 
physicians to follow their diseases in real-time. However, these technologies 
suffer from several issues like security and privacy-preserving data challenges. 
In this paper, we proposed a HIPAA-compliant framework that enables security 
and privacy-preserving medical data based on fog-to-cloud (F2C) computing. 
Our aims are to define a system that solves the privacy and security issues with 
remote elderly monitoring. The F2C infrastructure is used to provide better 
security of medical data and allow a real-time diagnosis of the elderly. 
Furthermore, F2C combines the benefits of cloud and fog computing such as 
providing permanent storage, reducing computation load and data transmission 
delay, and enhancing the security challenges. Simulation results suggest that 
F2C technology delivers better performance in terms of latency, cost, and 
energy consumption. 
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1 Introduction 

Nowadays, elderly people need to visit doctors regularly for their checkups and 
diagnosis. With the advance in technology, the emergence of the internet of medical 
things (IoMT) will facilitate the development of elderly remote monitoring systems 
(Ahmid et al., 2022; Silas and Rajsingh, 2019). Moreover, several technological 
challenges need a ubiquitous deployment of computing models throughout the hospital to 
share health data with different users (Saidi et al., 2020). These technologies allow the 
elderly to be assisted by health professionals when they are in their home, enable 
physicians to follow their diseases, and provide suggestions in real-time (Fiore et al., 
2018; Almeida et al., 2017). 

To collect real-time medical information, wearable sensors can be used. The sensors 
will generate huge amounts of data that must be processed rapidly and stored sustainably 
by using innovative storage infrastructures. Since sensors have limited resources (Saidi  
et al., 2019), integration with F2C computing plays a major role (Atlam et al., 2017). F2C 
computing is a new paradigm that enhances the synergy between cloud and fog 
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computing (Farahani et al., 2018). The main benefits of this infrastructure are high 
computing, storage capabilities, reduced network traffic, and low communication 
latencies (Saidi et al., 2020). However, using F2C computing raises many security 
concerns (leakage, waste, or theft). To overcome these challenges, it is necessary to 
reinforce security measures. Indeed, privacy and security must meet the requirements of 
the Health Insurance Portability and Accountability Act (HIPAA). HIPAA was enacted 
by the US Government to implement the security and privacy of healthcare data for 
American citizens (US Department of Health and Human Services, 2021). HIPAA’s main 
security requirements are as follows: 

1 Patient’s understanding: Patients have the right to know how their personal and 
sensitive health data is stored and used by a healthcare provider. 

2 Confidentiality: Medical records must be kept away from users who should not 
access them. 

3 Data integrity: This ensures that manipulation of medical data is strongly prohibited. 

Hence, the shared health data should be a true representation of original information 
without any form of alteration. 

In this paper, we propose a HIPAA-compliant framework that enables security and 
privacy-preserving medical data based on F2C computing for elderly remote monitoring. 
For this purpose, cryptography techniques are adopted to ensure the security of medical 
data. 

The contributions of this paper are as follows: 

1 Proposing a remote health monitoring [remote elderly monitoring (REM)] 
framework based on the F2C computing. 

2 All medical records including personal and electronic health records must be 
encrypted before sharing and storing them. 

3 Applying a hybrid encryption scheme for secure data storage and data sharing. 

4 Evaluating the proposed system by comparing the performances of fog and cloud 
computing. 

The rest of this paper is structured as follows: in Section 2 related works are reviewed. In 
Section 3, we describe our proposed approach with the design goals. Section 4 defines the 
security model. In Section 5, we present the results of the performance evaluation. 
Finally, we draw a conclusion and future work. 

2 Related work 

The security of the healthcare systems is always at risk and can be breached by intruders. 
In this section, we will briefly introduce some related works on the security and privacy 
of cloud-based healthcare data. 

Thilakanathan et al. (2014) proposed a cloud-based network for the secure sharing of 
health data. However, requests of the users must first pass through a trusted party before 
accessing the cloud where data are stored. Indeed, this scheme has limited scalability. In 
(Wang et al., 2017), the authors developed a new identity based proxy re-encryption 
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(IBPRE) scheme for ensuring the security and privacy of the E-health cloud system. 
However, the authors were unable to verify the performance of other encryption 
techniques. In Kahani et al. (2016), the authors used the zero-knowledge protocol to 
verify and preserve the anonymity of the identity of users. However, by storing the 
patients’ medical data in the cloud, patients have lost control over their health data. 
Another scheme was designed by Guan et al. (2015) that suggested the security and 
privacy of the data stored in the cloud by introducing the mask-certificate attribute-based 
encryption (MC-ABE) scheme. However, the use of encryption methods requires a high 
degree of overhead computing. In Wang et al. (2019), the authors proposed a scheme 
based on a fully homomorphic design for the protection of medical data residing in the 
cloud. Zuo et al. (2018) developed a model based on attributes encryption to protect data 
in cloud computing. The main concept of this research work is to allow the decryptor to 
verify the validity of the ciphertext. Wang (2018) proposed a secure data sharing scheme 
to ensure the confidentiality of data using symmetric encryption and attribute-based 
encryption techniques to keep data outsourced to the cloud securely. An attribute-based 
encryption method was proposed by Shahina et al. (2016) to encrypt the patient’s health 
record in cloud computing to protect the user’s personal health data. Yeh et al. (2015) 
proposed the HealthDep system, an encrypted Electronic Medical Records (EMR) 
duplication scheme for cloud-assisted eHealth systems. Zhang et al. (2018) described a 
privacy-preserving disease prediction system (PPDP) in a cloud-based e-healthcare 
system. The system encrypts the patients’ historical medical data and outsources them to 
the cloud server. 

Despite the benefits of cloud computing like flexibility, reliability, unlimited 
computing capacity, cost efficiency, and elasticity (Masip-Bruin et al., 2016; Verma and 
Sood, 2018), it has also a few issues and challenges concerning security and privacy. 
Indeed, using the cloud alone can cause delays during the transfer of data in which 
reliability, efficiency, and time play an important role (Tao and Shuijing, 2016). Hence, 
the centralised cloud computing model has to be extended to a distributed one such as fog 
computing (Yi et al., 2015; Kharel et al., 2017) which refers to dividing tasks and 
offloading them to more than one node (Paul et al., 2018). 

Compared to cloud computing, fog computing is a decentralised computing 
infrastructure that enhances security because of its proximity to the end devices (Guan et 
al., 2018; Rahmani et al., 2018). The main challenge of fog computing is to sort out the 
sensitive data related to the elderly’s health by providing real-time processing (Gu et al., 
2015; Hassen et al., 2019) with strict latency requirements (Baktyan and Zahary, 2018; 
Silva et al., 2019) and decreasing the security gaps. 

Therefore, to address the security limitations of the cloud-based healthcare solutions, 
we propose in this paper the F2C computing model that solves the HIPAA privacy and 
security issues with remote elderly monitoring. 

3 System model and design goals 

In our framework, the older persons are monitored in real-time permitting different users 
(doctors, nurses, pharmacists, researchers, etc.) to access health data at any time and from 
anywhere (Mancy and Vigila, 2022). 
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Figure 1 System overview (see online version for colours) 

 

3.1 System model 

The architecture of our system is composed of the following layers: the IoMT devices 
layer, the gateway layer, the end-user layer, and the F2C computing layer, as presented in 
Figure 1. 

• IoMT devices layer – Includes several types of wearable sensors such as blood 
pressure sensors, body temperature sensors, etc. Likewise, it can include different 
sensors embedded in a smartphone. The IoMT devices are allowed to initiate the 
process by sensing and collecting medical data. Data sensed are compared with the 
previous data value, only the difference data is transmitted to the gateway to 
minimise the number of packets circulating in the network and save sensors and 
mobile energy. 

• End-user layer – The end-user has different privileges under diverse situations. This 
layer includes all remote users who assist the elderly such as physicians, nurses, 
pharmacists, and family members. 

• Gateway layer – Plays a key role in our model by bridging the gap between the 
IoMT devices layer and the F2C computing layer. It is based on the mobile phone 
and used to collect and process the sensed data, then perform the encryptions of 
health records. The resulting data are transmitted to the F2C computing layer. 

• F2C computing layer – Consists of two sub-layers: 
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a Fog computing 
It is used to perform filtering, storing, analysing, and processing of encrypted 
medical data in real-time. Fog computing is composed of the following nodes: 
• Authentication node – the authentication phase is crucial in the healthcare 

domain, it plays a significant role in REM systems to protect patient’s 
privacy and security. 

• Temporary storage node – this node provides transient storage of the 
encrypted data and sends periodic data to the cloud for permanent storage. 

• Monitoring and notifications node – the aim of this node is to analyse data, 
prevent and detect elderly diseases, and provide useful information about the 
elderly. In addition, it sends notifications to end-users in the case of an 
emergency. 

• Communication node – through this node, all end-users can collaborate 
securely, and work together to improve the elderly’s health. 

b Cloud computing 
This sub-layer is responsible for the permanent storage and the execution of 
tasks that the fog sub-layer is unable to manage. Furthermore, it is introduced to 
manage larger and more complex healthcare data in the IoMT environment. 

3.2 Design goals 

According to the system model, our design goal concentrates on proposing a secure, 
efficient, and privacy-preserving medical data scheme. 

• Security: The proposed schemes should enable strong confidentiality in the data 
transmission. 

• Efficiency: The proposed system should support the real-time transmission of 
medical data from a huge number of IoMT devices. 

• Privacy preservation: An attacker should not have access to patients’ personal data 
during system communications. Even if several IoMT devices cooperate with each 
other, they should not infer other patients’ private data. 

4 Security model 

4.1 Lightweight security scheme (L2S) 

To ensure the security and privacy required by HIPAA regulations and provide medical 
data sharing without violating HIPAA compliance, all medical records including personal 
and electronic health data must be encrypted before sharing and storing them. In this 
context, we propose a L2S model. The L2S system is a hybrid algorithm that incorporates 
the advantages of two encryption schemes, the elliptic curve cryptography (ECC) 
(Goudarzi et al., 2022) and the advanced encryption standard (AES) (Abdullah, 2017), in 
terms of encryption and decryption time, security, key management, and key length 
(Hafsa et al., 2017). 
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This hybrid algorithm was proved to be lightweight because the key generation time 
was calculated as the lowest in comparison with other encryption algorithms (Habib  
et al., 2018). 

4.1.1 AES-ECC hybrid algorithm 
Our hybrid encryption scheme is divided into two parts: plaintext encryption and key 
encryption. ECC is the most appropriate technique to use along with AES to get the data 
secured from unauthorised use (Hafsa et al., 2017). ECC will generate two keys, public 
and private, that will be used by the AES algorithm. The data encryption will be done 
using the AES symmetric key. Then the AES symmetric key is encrypted using the 
ECC’s public key. For data decryption at the receiver end, it is the reverse of the 
encryption process. First, the encrypted AES key is decrypted with the ECC algorithm. 
Then, the encrypted data is decrypted by the AES key. 

The main reason for using AES and ECC together is because AES has major issues in 
key exchange as it has the same shared key for both encryption and decryption (Basnet  
et al., 2019). In addition, the hybrid encryption technique provides maximum strength by 
using the lowest possible energy in the IoMT devices, reducing the time needed for 
encrypting the message and reducing the amount of energy required for the sensor 
(Basnet et al., 2019). 

a Public key generation using ECC 
• Select any number n as the prime number. 
• Select any number for the generation of the public key as P where P < n. 
• Compute the point on the curve as G where G > n. 
• Calculation of public key is: PK = P*G. 

b Encryption phase 
• An AES key K is chosen. 
• Encrypt data (D) using AES key K. 
• Then, AES key K is encrypted using the ECC algorithm, generates (Ke), and add 

it to the ciphertext (De). 
• The encrypted data (De) and AES encrypted key (Ke) are transmitted to the fog 

storage. 

c Decryption phase 
• The encrypted AES key (Ke) is decrypted with ECC algorithm. 
• Then, the encrypted data (De) is decrypted by AES algorithm using key K. 

4.2 Case study: fall detection algorithm 

To illustrate the different features of our system, we describe a case study in which 
medical data of the elderly are managed through our framework. Fall in the elderly 
population is one of the most important monitoring cases that we can study. When a fall 
has happened, the IoMT devices layer collects and sends the acceleration data to the 
gateway (mobile phone) (Saidi et al., 2019). The gateway will generate an AES 
symmetric key and encrypt all the personal and medical data. The AES symmetric key 
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will then be encrypted using the patient’s ECC public key. The encrypted data contents 
and encrypted symmetric key will then be sent to the fog for storage. 

To share the data with a geriatrician, the gateway will partition the patient’s ECC 
private key into 2 random parts. The first partition will be sent to the fog storage and the 
second one will be sent to the geriatrician. By doing this, the untrusted user has no 
knowledge of the full private key. When the geriatrician receives the notification, he 
sends an access request to the authentication node. If the request is accepted, the fog 
partially decrypts the AES symmetric key using the partial key supplied by the gateway 
and sends the encrypted data contents and partially decrypted symmetric key to the 
geriatrician. The doctor uses the ECC partial key received from the gateway to fully 
decrypt the symmetric key and finally decrypt the data contents. Thus, the geriatrician 
can check the fall parameters such as the elderly location, and then he uses the 
communication node to call an ambulance. 

5 Security analysis 

The main aim of the proposal is the safety issue for the confidentiality and the privacy of 
the medical data stored in the F2C storage. The proposed work is hybrid in nature, which 
contains two stages. 

5.1 Confidentiality 

L2S hybrid algorithm enables strong confidentiality in the data transmission for IoMT. 
We adopt two-level encryption to guarantee the confidentiality of medical data since a 
good encryption scheme should resist all kinds of known attacks. In our proposed 
approach, the data is fully encrypted with the help of AES-ECC methods. Therefore, if an 
attacker gets access to the uploaded file, this file will be useless because the information 
was already encrypted and the attacker has no knowledge of the AES-ECC keys. 

Also, the hybrid algorithm protects sensitive data from unauthorised access and 
attacks. It provides authentication, enhanced time, and validation of data integrity. So, 
using this hybrid approach, sharing and accessing the data is secure. 

5.2 Privacy 

Our scheme can protect patients’ privacy against the L2S. During the communication and 
data transmission process, the attacker cannot learn any personal information about the 
patient because we also utilise AES-ECC encryption to protect personal data. This will 
resist any attacks from both outsiders and insiders attempting to obtain sensitive data 
without permission. The patient’s privacy is protected on top of the security for health 
data. 

6 Performance evaluation 

In this section, we discuss some simulation results showing the impact of our proposed 
framework-based F2C solution on facilitating the remote monitoring of elderly people 
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without violating HIPAA compliance. We have used the FogWorkflowSim (Liu et al., 
2019) simulator to demonstrate the benefits of deploying our framework on fog 
computing instead of cloud computing. 

6.1 Simulation setup 

FogWorkflowSim simulator runs on a desktop computer with the following 
characteristics: Intel core i7-6500U, CPU 2.50 GHz, 8 GB RAM, and Microsoft 
Windows 10 OS. It is developed in Java JDK 1.8. 

FogWorkflowSim can: 

1 Setup a simulated F2C computing environment. 

2 Analyse and compare the performance of different computing models with the 
following performance metrics: time, energy, and cost. 

To store the performance metrics and computation techniques, many libraries are used 
like all-in-fog, all-in-cloud, and simple. These libraries include many workflow 
scheduling algorithms such as MinMin, MaxMin, first come first serve (FCFS), 
RoundRobin, particle swarm optimisation algorithm (PSO), and genetic algorithm (GA) 
(Liu et al., 2019). 

In our experiments, the Montage workflow has been used to evaluate the impact of a 
diverse number of tasks performed in cloud and fog computing based on the following 
performance metrics: latency, energy, and cost. 

6.2 Results and discussion 

In our F2C environment, we consider the infrastructure based on one fog computing, one 
cloud computing, and five IoMT devices. 

A summary of experimental results on latency, energy consumption, and cost 
consumption in both fog and cloud computing is shown in Figure 2. We can observe that 
using the fog layer reduces the latency, energy consumption, and cost when compared to 
using only cloud computing, as illustrated in Table 1. 
Table 1 Comparison of performance parameters for two different environments 

 
Average latency (s)  Average energy 

consumption (Joules) 
Average 
cost ($) 

Our model Gill et al. 
(2019) model 

 Our 
model 

Gill et al. 
(2019) model 

Our 
model 

Cloud computing 0.337 24.33  79.11 101.30 288 
Fog computing 0.138 8.30  48.58 51.10 63 
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Figure 2 Summary of experimental results 

 

We have also compared the performance evaluation of our scheme with those of the (Gill 
et al., 2019) scheme. The authors proposed a model that manages the data of heart 
patients. They have used the iFogSim toolkit to analyse the performance of the proposed 
model in a fog-enabled cloud environment. 

We notice in Figure 3(a) that fog performs better than the cloud in terms of latency; it 
reduces 41% average latency as compared to the cloud. Also, we observe that the latency 
computed by the simulator used in our model is less than the latency computed in Gill  
et al. (2019) model. 

Figure 3 (a) Latency comparison of fog and cloud computing (b) Energy consumption 
comparison of fog and cloud computing (c) Cost comparison of fog and cloud 
computing (see online version for colours) 

 
(a) 
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Figure 3 (a) Latency comparison of fog and cloud computing (b) Energy consumption 
comparison of fog and cloud computing (c) Cost comparison of fog and cloud 
computing (continued) (see online version for colours) 

 
(b) 

 
(c) 

Figure 3(b) describes the consumption of energy for fog and cloud environments to 
process different numbers of tasks launched by sensor patients. Fog reduces 44% of 
average energy consumption as compared to the cloud. From the results, we observe that 
the energy consumption computed by the simulator used in our model is less than the 
energy consumption computed in Gill et al. (2019) model. 

Figure 3(c) shows the results on tasks execution cost. We can note that the execution 
cost in fog computing is lower than the cloud. This shows that fog computing is the better 
one for cost optimisation. 
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From the simulation results, we notice that the proposed scheme is better than others 
in terms of latency, energy consumption, and cost. Furthermore, it shows the efficiency 
of using fog for data processing and cloud computing just for storage. These simulation 
results indicate the impact of our proposed F2C based solution aiming to better and faster 
make decisions regarding the illness of elderly people. 

7 Conclusions and future work 

Our paper proposes a framework for elderly health monitoring systems based on the fog 
to cloud computing. F2C computing is a new paradigm that ensures high computing and 
low latencies, as well as enhances the security and privacy of personal and electronic 
health data as recommended by HIPAA. Therefore, this research study aims to setup 
approaches to boost the security of medical data and the privacy of personal data in the 
F2C environment. For this reason, a L2S approach was proposed based on the AES-ECC 
hybrid protocol. The performance of the model is evaluated using the FogWorkflowSim 
toolkit, which demonstrates that fog computing increases the efficiency of the entire 
system. In our future direction, perspectives will focus more on achieving effective 
solutions to preserve elderly big data privacy. To go further, we will try to solve the 
problem of privacy approaches using blockchain technology by implementing a 
decentralised access control scheme to secure access to medical data. 
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