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Abstract: The drastic changes in technology profoundly influence
organisational performance in the ICT-dominated business environment; hence,
no organisation can afford to undermine technology adoption in their
operations and management. However, while such technologies have benefited
organisations immensely, they are not free from concerns, especially related to
information security threats from outside and within the organisation, including
the employees. The current study explores the information security issues
emanating from employees’ information security awareness, attitude, policies,
and employees’ information security behaviour. A structured questionnaire
was administered among 420 public and private sector bank employees, and
389 responses were considered for the final analysis. Results from the
structured equation modelling analysis indicate that employees’ attitudes
towards subjective norms and information security profoundly and positively
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influence their information security behaviour. Information security policy
(ISP) characteristics and awareness have played an important role in shaping
employees’ attitudes towards ISP compliance. The findings also provide insight
into factors that do not influence employees’ information security behaviours
(ISB) that can help the bank management improve in this area with a suitable
policy framework in the future.

Keywords: information security behaviour; ISB; information security policy;
ISP; information security awareness; subjective norms; cognitive evaluation
theory; theory of planned behaviour.
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1 Introduction

The drastic changes in the technological advent in ICT have revolutionised many sectors,
and banking has greatly reaped the benefits of such advancement and incorporated many
changes in the management of banks, especially banking operations, to benefit the banks
and their customers. At the same time, the usage of technology and its features have
provided banks with new opportunities and challenges. Technology usage is not without
added risk in terms of cyber security threats to the bank (Godbole et al., 2022) and its
customers, despite various technological solutions like firewalls, anti-malware and
antivirus software. Bank employees are considered the weakest link in the digital banking
space as they expose themselves to information security risks through their behaviour
(Sasse et al., 2001; Pahnila et al., 2007), like sharing system passwords and downloading
attachments from unknown emails and so on, leading to cyber-attacks. Such attacks result
in monetary loss and damage the organisation’s reputation (Safa and Ismail, 2013).
Hackers siphoned off millions of rupees from Indian banks by compromising the SWIFT
system due to poor information security behaviour (ISB) exhibited by the bank
employees who downloaded malware attachments (Sudarshan, 2018).

Further, over 290,000 security incidents have been reported against the Indian
banking industry during 2020 (Press Trust of India, 2021), a severe concern for the
banks. A bank’s success in protecting information assets and resources depends on how
well its employees handle the technology-based solutions in their banks (Vroom and
Von Solms, 2004; Shropshire et al., 2015). The only way to effectively mitigate a bank’s
information security risk is a good employee ‘security-aware behaviour’ (Ali et al., 2021)
combined with a robust technological solution. The major reason for a prominent number
of cyber-attacks is due to exploitation of employees (Khando et al., 2021). Organisations
shape their employees’ ISB through a comprehensive security policy document and
arrangement, detailed procedures and rules (Son, 2011; Hu et al., 2011). However, the
literature reveals that employees do not follow the rules and guidelines in the policy
document (Merhi and Ahluwalia, 2019; Ifinedo, 2012) as other personal and
organisational factors impede their behaviours. Some of the studies also reveal that
information security awareness among employees plays a significant role in protecting an
organisation’s information assets by shaping appropriate information behaviour in the
employees (Abawajy, 2014; Wu et al., 2017). The information security awareness that
stems from learning, training, and experience will shape employee attitudes (Parsons
et al., 2014). The understanding also helps employees toward organisation information
security, enhances their perception of the capability to conform to organisation
information security policy (ISP) (Al-Omari et al., 2012), and improves their ability and
skills to handle security incidents (Safa and Ismail, 2013).

On the other hand, employee negligence in information security is a serious risk to an
organisation’s information assets, and employees’ attitude plays a significant role in
avoiding such negligence. Studies related to the influence of employees’ attitudes on their
behaviours indicate that attitude has a vital role in shaping their behaviour, and factors
like awareness, management support, knowledge sharing, commitment, experience, and
personal norms positively influence employee attitude (Anderson and Agarwal, 2010;
Pahnila et al., 2007; Hu et al., 2012; Lee and Kozar, 2005; Zhang et al., 2009). Further,
when confronted with mandatory measures leading to forced behaviour, the attitude of
the employees gets changed, and there is a delay in their action till it is warranted.
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Organisations that aim to create conditions that facilitate required behaviour among
employees rather than through mandatory requirements can achieve better benefits in the
long-term. Similarly, an appropriate reward motivates employees towards acceptable
behaviour and plays a crucial role in developing required behaviours among employees.
Little rewards may not (Siponen et al., 2010) or negatively influence employees (Vance
et al., 2012), leading to unwanted behaviour that exposes the organisation’s information
security at risk. Similarly, a subjective norm that reflects the influence of one’s opinion
on others’ decisions plays a crucial role in organisational information settings where
employees are required to meet the expectations of significant people like managers,
supervisors and co-workers (Cheng et al., 2013). Many researchers have developed
successful information security models by incorporating theories from various disciplines
like sociology, criminology and psychology. Lin et al. (2022) and Nasirpouri Shadbad
and Biros (2021) recommended studying more on employee-related aspects that
affect ISB. Ali et al. (2021) in their systematic review on compliance towards ISB
recommended more investigation on employee ISB.

Hence, this paper attempts to study the ISBs of employees of Indian commercial
banks to assess the information security status prevailing in the Indian banking industry.
The report is structured as follows. Section 1 provides the backdrop for the study as an
introduction. Section 2 discusses the theories that aided the present research model, and
the hypothesis developed for the current study. The research methodology employed in
the study is discussed in the Section 3. While section 4, discusses the analysis employed,
including measurement and structured model, Section 5 discusses the study’s findings
and contribution to managerial implications. Section 6 provides the conclusions of the
study, and Section 7 explained the limitations. Finally, Section 8 provides the scope for
future research.

2 Literature review and hypothesis development

2.1 Theoretical foundations

In information security research, three theories are mainly employed: general deterrence
theory, theory of planned behaviour and protection motivation theory (Lebek et al.,
2014). Integrated models not only provide a more comprehensive explanation than a
single theory model, but they also help the researcher gain a better understanding of ISB.
The current study combined variables from the theory of planned behaviour and the
cognitive evaluation theory to examine the most critical and plausible explanation of
employees’ ISB.

2.1.1 Theory of planned behaviour

Regarding information security, the theory of planned behaviour is one of the most
extensively utilised theories for describing individual behaviour (Lebek et al., 2014;
Hazari et al., 2008). The theory of reasoned action explains the impact of social influence
(Friedkin, 1998) on individual behaviour, forming the basis for the theory of planned
behaviour. The theory of planned behaviour explains variance in individual behaviour
based on factors like perceived behavioural controls, subjective norms and attitude.
Perceived behavioural control relates to one’s beliefs about the efficacy and the resources
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required to assist behaviour. Personal views about being approved and supported by the
person or group of people who are important to them are reflected in subjective norms.
An individual’s favourable or unfavourable feelings toward certain items or things that
play a substantial role in moulding individual behaviour are defined as an attitude.
Attitude can be implicit or explicit. While implicit attitude unconsciously affects an
individual’s behaviour, a precise attitude consciously influences one’s beliefs and
behaviour. Ahmed and Damodharan (2021) and Damodharan and Ahmed (2022)
stipulated that the application of the theory of planned behaviour as a theoretical
background in understanding behaviour is highly recommended in business research.
Awareness and knowledge significantly impact individual perspectives, and a specific
understanding of the information security threats and their influences on individuals to
engage in appropriate behaviour protects them from unnecessary risk (Byrne, 1994b).
Further, the impact of subjective norms and attitude factors was significant in most
studies undertaken in the information security domain (Wu et al., 2017). Ma (2022)
applied TPB to understand the Chinese IT employees’ ISB wherein he concluded that all
the TPB variables had a significant influence on ISB and recommended more research on
the ISB of employees in different sectors. Tam et al. (2022) identified that the subjective
norm variable of TPB had a significant influence on ISB. The most critical impact of the
theory of planned behaviour factors in explaining individual behaviour in the information
security domain, the study incorporated attitudinal and subjective norm factors from TPB
to understand its influence on bank employees’ ISB.

2.1.2 Cognitive evaluation theory

The impact of external factors on an individual’s internal motives is explained by
cognitive evaluation theory, a psychological theory. The CET was designed to understand
the influence of rewards on one’s intrinsic motivation. The theory indicates that rewards
will negatively influence one’s motivation when individuals see them as a means of
controlling their behaviour, especially when the rewards are tangible. However, CET
predicted the positive influence of rewards on individual behaviour, especially when the
rewards are verbal feedback. The positive and non-coercive feedback will improve
employees’ perception of performance evaluation and increase their belief in their
competency in completing the task. When rewards control behaviour, an individual’s
perception of autonomy will decrease, resulting in negative consequences.

In contrast, if rewards increase their belief in competency, it will positively influence
their behaviour. As a result, the researchers believe that rewards will significantly impact
employees’ ISB in an organisational setting where rewards encourage employees toward
expected behaviour. As a result, the study predicts that rewards will considerably impact
employee compliance.

2.2 Research hypotheses and model

A good ISB of the employees reduces security breaches and protects the organisation’s
information assets. Employees’ attitudes towards ISP, the management’s expectations to
follow organisational ISP and rewards for appropriate information security practice will
influence the employees’ ISB. Employees’ attitudes toward compliance with information
security guidelines may also be affected by the characteristics of the organisation’s ISP
and employees’ awareness of the risks associated with a security incident, as well as the



282 S. Prasanna et al.

importance of protecting information assets to preserve the organisation’s reputation. As
a result, the current study model depicted in Figure 1 was constructed, considering the
influence of the above criteria, available literature support, and expert comments and
viewpoints.

Figure 1 Proposed hypotheses framework

| SN
[ ISP
Information
Security
Behaviour
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2.2.1 Subjective norms

Individual beliefs about being approved and supported by the person or group of people
who are important to them are reflected in subjective norms. Social pressure and
motivation from others will drive individuals to behave in a particular manner (Safa et al.,
2015). The subjective norms that reflect the influence of a person’s opinion on others’
decisions play a crucial role in organisational information settings where employees are
required to meet the expectations of significant people like managers, supervisors,
and co-workers (Cheng et al., 2013). Though subjective norms seem to influence
one’s behavioural intention (Safa et al., 2015; Grimes and Marquardson, 2019), some
studies have established weaker associations and conflicting outcomes (Krueger et al.,
2000). Tam et al. (2022) recommended for more investigations on the impact of
subjective norms on employee ISB. Tam et al. (2022), Ma (2022) and Ali et al. (2021)
recommended more investigations on the impact of subjective norms on employee ISB.
Thus, to understand the influence of subjective norms in predicting employees’
behaviours, the current study hypothesised that:

H1 Subjective norms positively influence employees’ ISB.

2.2.2 Attitude

Attitude influences individuals’ emotions and shapes their behaviour. An attitude which
reflects an individual’s positive or negative feelings about a specific object or thing plays
a significant role in shaping their behaviour. Attitude is the primary component in the
theory of planned behaviour, which explains the relationship between beliefs and
behaviour (Safa et al., 2015). Further, the theory of planned behaviour indicates that a
favourable attitude influences an individual’s behaviour intention (Kumar and Dash,
2015; Bajaj et al., 2021) and an unfavourable attitude weakens such intentions. In the
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context of organisational information security, employees’ attitude toward ISP
compliance influences their actual compliance behaviour (Pahnila et al., 2007). Employee
behaviour, in turn, is affected by factors like awareness, subjective norms, threat
appraisal, perceived fairness of ISP requirements, reward, punishments, and other
facilitating conditions (Pahnila et al., 2007; Wu et al., 2017; Hu et al., 2012; Bulgurcu
et al., 2009; Herath and Rao, 2009). A positive attitude towards ISP compliance leads to
better ISB (Sasse et al., 2001) whilst an unfavourable attitude results in behaviour that
affects organisational information security. Further, several studies have proved that
employees’ positive attitudes towards information security compliance result in
inappropriate ISB (Ifinedo, 2012; Wu et al., 2017; Hu et al., 2012; Cox, 2012). Tam et al.
(2022), Ma (2022) and Ali et al. (2021) recommended for more investigating the impact
of attitude on employee ISB. Hence, understanding employees’ attitude toward ISP
compliance gains much attention from the employees’ and organisational perspectives.
Thus, the researchers hypothesised that:

H2 Employees’ attitudes towards information security positively influence their ISB.

2.2.3 Rewards

In the workplace, rewards have been used as motivators to influence employee behaviour,
as they anchor the organisation and the individual (Urban and Verachia, 2019). Rewards
and recognition remain among the five most important organisational high involvement
work practices (HIWE) (Kee and Rubel, 2021). Employee motivational rewards can be of
a tangible or intangible nature and can include financial or non-financial rewards,
personal mentions or appreciation from superiors. The significance of rewards in
motivating employees towards desired behaviour depends on the task the employees are
expected to perform. Generally, any rewards (Cameron et al., 2005) will motivate and
improve the employees’ performance on a task of low interest, but in the case of tasks of
high interest in nature, appreciation and tangible rewards play an essential role in creating
a positive effect. The study of Liu et al. (2021) revealed that there was no significant
relationship between rewards and employee ISB among the employees of Chinese
organisations and recommended more research on the impact of rewards on employee
ISB in future studies. Ali et al. (2021) in their systematic review also revealed that there
is a need for more investigation to understand the impact of rewards on employee ISB in
future studies.

Further, non-significant rewards negatively influence employees’ attitudes and can
direct them towards unwarranted behaviours. Thus, by preventing the negative impact
and improving the positive effect of the rewards, the organisation can drive their
employees to the required ISB. Hence, the study hypothesised that:

H3 Rewards positively and significantly influence employees’ behaviour on ISPs
compliance.

2.2.4 Awareness

Awareness is a state of consciousness that helps individuals know, perceive and exhibit
various behaviours. Individuals gain awareness through information from different
sources like newspapers, workshops, policy documents, and direct experience. Training
programs, games, and posters enhance one’s awareness and knowledge level
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(Albrechtsen and Hovden, 2010). Information security awareness relates to the state of
consciousness where users understand and recognise the importance of rules and
responsibilities and act prudently in safeguarding their information assets (Siponen et al.,
2010). The critical dimensions of employees’ information security awareness are general
information security awareness. The employee relates to employees’ knowledge and
understanding of potential information threats and consequences. ISP awareness refers to
employees’ knowledge and experience of ISP compliance. Thus, employee information
security awareness focuses on understanding the relevance of information security in the
company and their commitment to safeguarding the organisation’s information security
assets (Kruger and Kearney, 2006). The information security awareness of the employee
mainly affects the users’ attitude and behaviour (Abawajy, 2014; Tam et al., 2022; Ma,
2022; Ratna and Mehra, 2015) and plays an influential role in organising information
security management (Cavusoglu et al., 2009). Hadlington et al. (2020) recommended
investigating more on the impact of awareness of employees on ISB. The current study
attempts to comprehend the impact of employees’ information security awareness on
their attitude and subsequent behaviour. Hence, we hypothesised that:

H4 Information security awareness of the employees positively influences their
attitudes toward information security.

2.2.5 Information security policy

An ISP encompasses policies, rules, and procedures to ensure that the organisation’s
network and its users meet at least the minimum-security requirements for protecting its
information technology and data assets (Bulgurcu et al., 2010). ISP plays a significant
role in creating positive employee attitudes towards organisation information security,
leading to constructive ISB. The up-to-date, unfazed, clear, easy-to-understand and
quickly accessible ISP will positively influence employees’ attitudes rather than the
confusing or outdated security policy. The findings of Parsons et al. (2014) reveal that the
better the employees’ knowledge of ISP, the better their attitude towards it. The studies of
Alshaikh (2020), Hadlington et al. (2020), Nasirpouri Shadbad and Biros (2021) and Lin
et al. (2022) concluded that a strong ISP had a significant positive influence on ISB.
Shahbaznezhad et al. (2021) recommended more investigation on organisational factors
that affect ISB. The present study aims to explore the impact of ISP on employees’
attitudes on bank information security, which influences their behaviour, as ISP is a
critical factor in protecting organisational information assets. Thus, the researchers
hypothesised that:

HS5 Organisation ISP characteristics have a significant and positive influence on
employees’ attitudes towards information security.

To sum up, the employees’ behaviour in the form of complying with the organisation’s
ISP plays a vital role in managing information security incidents in the organisation.
Whenever the employees are confronted with a situation that warrants behaviour against
the organisation’s ISP, the employees’ awareness and knowledge of dos and don’ts in the
organisation’s ISP will remind them about the consequences of such behaviours and
direct them not to get involved in such behaviours.

Thus, this study aims to understand why:
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e Information security awareness and the characteristics of ISPs influence user
attitudes regarding whether or not they want to follow information security
guidelines.

e  Subject norms, rewards, and attitudes influence employees’ ISB.

3 Research methodology

The current study aims to understand the ISB of bank employees, who are considered the
weakest link in an organisation’s cyberspace and whose actions can result in a cyber risk
for the banks. As poor ISB is the root cause of several organisations’ information security
threats, identifying factors influencing employees’ ISB can help the bank management
overcome cyber threats. ISB of employees is influenced by organisational factors like
poor ISPs, lack of motivation and support, social norms, and individual factors like low
awareness and the nasty attitude of individuals. Thus, understanding the influence of
these factors will help the banks manage their employees’ ISB and improve the
information security environment.

As the research model portrayed in Figure 1 includes different factors with particular
and interdependence relations, the SEM technique has been used for the analysis. Further
fitness of the data to the hypothesised model and relationships among dependent and
independent variables are tested through confirmatory factor analysis and structural
modelling, respectively, using AMOS 20 software. Finally, the model’s fitness has been
tested through parameters like comparative fit index (CFI), goodness of fit index (GFI),
root mean square error of approximation (RMSEA), normative fit index (NFI) and
incremental fit index (IFI).

3.1 Questionnaire design

This study focuses on the ISB of commercial bank employees of different cadres working
at public and private sector banks in the southern states of India. A structured
questionnaire that includes questions on demographic profiles and the factors that
influence and constitute employees’ ISB has been designed based on the literature
reviews and expert opinions. Further, to test the instrument adequacy in measuring the
required constructs before drafting the final questionnaire, a pilot study was conducted
among 40 bank employees belonging to different cadres. Based on the pilot study results
and feedback, some questions that did not yield the desired reliability were altered. Based
on the input, the seven-point Likert scale initially used in the survey was reduced to a
five-point Likert scale for respondents’ convenience. The refined questionnaire is
administered again for testing with the same respondents to ensure clarity. The amended
version of the questionnaire is considered the final version, with 37 questions measuring
the employees’ demographic profile and the factors considered in the study. The number
of items representing each construct is shown in Table 1. Further, things used to describe
the construct, along with the mean, standard deviation value, factor loading, and critical
ratio, are presented in Table 3.
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Table 1 Constructs and related number of items
Constructs Number of items
Information security behaviour 5
Information security awareness 5
Information security policy characteristics 5
Attitude 5
Rewards 4
Subjective norm 5
Table 2 Demographic profile
Profile Factors Classification Frequency Percentage
Personal Gender Male 242 62.2
profile Female 147 3738
Age Below 30 years 205 52.7
3040 years 104 26.7
41-50 years 39 10.0
Above 50 years 41 10.5
Educational Graduates 238 61.2
qualification Postgraduates 144 37.0
Others 7 1.8
Education Engineering 147 37.8
stream Non-engineering 242 62.2
Bank related Sector Public sector 211 54.2
profile Private sector 178 45.8
Branch Metro 74 19.0
location Urban 181 46.5
Semi-urban 85 21.9
Rural 49 12.6
Designation Clerk 154 39.6
Officer 171 44.0
Manager 64 16.4
Experience Below 5 years 189 48.6
5-10 years 96 24.7
11-15 years 40 10.3
Above 15 years 64 16.4
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Latent variables and corresponding items

Table 3
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3.2 Data collection

While an online survey can yield quicker responses and support faster data collection, it
suffers from some drawbacks in the form of a lack of support from the researcher to the
respondents while answering the question, as well as a higher probability of receiving
responses from unintended respondents (Potoglou and Kanaroglou, 2007). Hence, the
researchers mainly used personal surveys for data collection from the respondents and
online surveys in a very minimal context where respondents lacked access. A model with
seven or fewer constructs, each with more than three items, and lower communalities
values of less than 0.45 necessitates a sample size of 150. In contrast, a model with
modest communalities values of 0.5 requires a sample size of 300 (Hair et al., 2010). The
present study has a sample of 420 bank employees covering public and private sector
bank branches in southern India, such as Tamil Nadu, Andhra Pradesh, Telangana,
Karnataka and Kerala. The study’s respondents were selected using a stratified random
sampling technique, considering several bank branches in the respective states as a factor
for stratification. The state-wise sample distribution is as follows: Tamil Nadu (109),
Andhra Pradesh (68), Telangana (51), Karnataka (99), and Kerala (62) for data collection.
The authors have received 400 responses, 95.23% of the total sample size. During data
cleaning, 11 answers were rejected due to unengaged responses and missing data, making
the final sample size 389.

3.3 Respondent’s profile

The respondents’ profile includes respondents’ personal and bank-associated information.
While the personal profile includes age, gender, educational qualification, and stream of
study, the bank-related profile has bank and branch category, designation and experience.
Table 2 shows the descriptive statistics of the respondents whose responses are
considered for the final analysis. Out of 389 responses considered for the study, 62.2% of
responses are male employees, and the remaining 37.8% were female employees. While
52.4% of the respondents fall in the age group of fewer than 30 years, 40% hold
post-graduation degrees. About 37.8% of the respondents are engineering graduates.
The profile of the employees indicates that the banking industry today has young,
well-qualified employees with good technological knowledge. Besides, the bank-related
profile demonstrates that the majority of respondents are from public sector banks
(54.2%), belong to urban branches (46.5%), and work either as clerks or officers (83.6%)
in the bank. In terms of experience, the majority of the respondents have less than
five years of experience (48.6%), reflecting the view of the young workforce in the
banking sector.

4 Data analysis and results

The research model, which includes a series of separate but dependent relationships,
requires techniques that estimate multiple relationships simultaneously. Hence, AMOS is
used to perform confirmatory factor analysis that explains the relationship between the
indicators and unobserved variables and models the structural relation among latent
variables like information security awareness, reward, ISB, ISP characteristics, attitudes
and social norms.
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4.1 Assessing measurement model for reliability and validity

The measurement model, which defines constructs through observed variables, is
examined for internal consistency and convergent and discriminant validity parameters.
Considering an adequate item loading of 0.5, as suggested by Hair et al. (2010), any item
with a value of less than 0.5 is removed from the scale. The analysis includes the
composite reliability for each model’s constructs. It reflects the internal consistency of
the assessed data, which is well above the threshold limit of 0.7 (Hair et al., 2010).
Convergent validity, which demonstrates the extent to which two measures capture a
familiar construct, is assessed through the average variance extracted criterion. Though
researchers suggest an AVE value of more than 0.5 (Chin et al., 1997; Chin, 1998) is
acceptable as it indicates that the constructs can explain more than half of their
indicators’ variance. The AVE values of the current study shown in Table 4 are adequate
to ensure convergent validity. The following parameter, discriminant validity, explains
the uniqueness of each construct in capturing the particular phenomena (Fornell and
Larcker, 1981). The other constructs do not demonstrate that the extent to which each
construct differs from the remaining constructs is assured when the AVE value is
more significant than 0.5. Their square root value is more extensive than other
cross-correlations. The analysis of the study shows that the AVE values range from 0.53
to 0.76. Their square root values are more significant than cross-correlation, ensuring the
required discriminant validity for the model (Fornell and Larcker, 1981). Thus, the
findings indicate that the measures are adequate to proceed with further analysis.

Table 4 Discriminant validity
Constructs SN ATT REW 1SPC AWA ISB AVE
SN 0.865 0.748
ATT 0.254 0.788 0.621
REW -0.074 —-0.101 0.839 0.704
ISPC 0.135 0.266 -0.064 0.840 0.705
AWA 0.323 0.377 -0.122 0.153 0.832 0.693
ISB 0.361 0.463 -0.014 0.149 0.199 0.802 0.643

4.2 Common method bias

The common method bias, which artificially inflates the relation among the variable, is
the result of the survey research, which measures the variables of interest (predictors and
criterion variable) using the same method (Podsakoff and Organ, 1986). Harman’s
one-factor test has been used in this study to understand the presence of standard method
variance. Harman’s one-factor test, which predicts whether a single factor explains the
majority of variance, is conducted using SPSS 20.0. The test result indicates that only
23.74% of the variance is described by a single element, thus implying that the current
study does not suffer from common method variance bias (Kock, 2015).
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4.3  Assessing structural model validity

Structural equation modelling, which explains the relations among unobserved variables,
was used to examine the direct or indirect relationship among latent variables. The
maximum likelihood method was employed to estimate the model parameters and check
the data fit the conceptual model. The model fitness is assessed through different
parameters like chi-square and associated degree of freedom, absolute fit measures, IFI
and parsimony fit index. The chi-square and its associated degree of freedom expressed
in terms of chi-square/degree of freedom indicate how good the data fit the hypothesised
model. Any chi-square/degree of freedom value of less than 3.0 indicates a better model
fit (Hair et al., 2010). The absolute fit index assesses how well sample data matches the
researcher’s theory. To examine absolute fit measures in the current study, the GFI
assesses how well the model fits the population covariance matrix if unknown but the
optimally chosen parameter is available. RMSEA, which quantifies how well the model
fits the population covariance matrix if obscure but the optimally chosen parameter is
known, is used (Byrne, 2010). Any values greater than 0.9 for GFI (Hu and Bentler,
1995) and values less than 0.08 (Browne and Cudeck, 1992) are considered better for the
study model. Incremental fit indices analyse the difference between the estimated model
and the alternative baseline model to know the soundness of the estimated model
concerning the null model — normative, comparative, and incremental fit indices as
measures for incremental fit indices in the current study. CFI, NFI, and IFI values more
significant than the threshold limit of 0.90 (Bentler, 1992; Byrne, 1994a) represent a good
model fit. The parsimony fit indices classify the best model from competing models
based on the relative level of complexity.
Table 5 represents model fit indices along with the acceptable and derived values.

Table 5 Model fit indices

Measures Fit indices Model value Acceptable range
Chi-square related x2 568.823 -

measure ¥2/Df 1.571 <3.0
Absolute fit index GFI 0.909 >0.9
RMSEA 0.038 <0.08
Incremental fit index CFI 0.974 >0.9
NFI 0.932 >0.9
IF 0.974 >0.9
Parsimony measures PRATIO 0.892 >0.9

The result of the hypothesis depicting cause and effect relations is explained in Table 6.
The study’s finding shows that all the other hypotheses are mainly substantiated except
for the hypothesis relating to reward for ISB. Significant relationships were found
between subjective norm (= 0.29, p = 0.000), attitude (= 0.46, p = 0.000), and ISB, as
well as between ISP characteristics (= 0.18, p = 0.001) and information security
awareness (= 0.33, p = 0.000).
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Results of cause-and-effect relations

Table 6
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Attitude plays a significant role in influencing one’s behaviour. The study’s findings also
indicated that employees’ attitudes towards ISP compliance positively impact their ISB.
This finding is in line with previous studies (Ifinedo, 2014; Lebek et al., 2014; Safa et al.,
2015). As hypothesised, the subjective norms positively influenced employees’ ISB,
which is on par with the previous studies’ findings (Anderson and Agarwal, 2010; Hazari
et al., 2008; Herath and Rao, 2009; Guo et al., 2011).

Surprisingly, the rewards, considered to be the motivating factor in influencing
employees’ behaviour, have not influenced employees’ behaviour in the current model. It
may be due to either the employees’ not being aware of such a rewards system in the
bank or the fact that there is no such reward system in the bank (Siponen et al., 2014).
Attitude relates to individual beliefs and feelings about objects and ideas and is
influenced by factors like experience, prejudice, and instructions received through
different mediums that create awareness.

Awareness, as a factor which can influence attitude, finds support in the current
model with information security awareness of employees positively impacting
employees’ attitude towards organisation information security and is also in line with
findings of previous studies (Bulgurcu et al., 2009; Dinev and Hu, 2007; Haeussinger and
Kranz, 2013). Further, an up-to-date, clear, and quickly accessible organisation ISP of the
bank can significantly influence employees’ attitudes towards organisation information
security. The current study findings concur with the previous studies.

ISB of the employees relates to compliance with the organisation’s ISP that helps the
organisation protect its information assets. Employees’ good ISB protects themselves and
their organisation from cyber-attacks like stealing confidential organisational data and
siphoning individual money. Thus, the current study tried to understand the factors
influencing bank employees’ ISB and found that factors like subjective norms and
attitude significantly affect one’s ISB. In contrast, reward did not have any considerable
impact. Further awareness and ISP characteristics significantly shaped employees’
attitudes to ISB.

Figure 2 Path model (see online version for colours)
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5 Discussion and managerial implications

Though many research studies were undertaken on employees’ ISB, the current study
considered the influence of organisational ISP characteristics in shaping employees’
attitudes, which is the first of its kind to the best of the researchers’ knowledge. With
emerging technologies and extensive use of them across various aspects of banking
activities and management, the probability of information security incidents is high in
the future in the banking systems, warranting a practical approach to protecting
organisations’ information assets and customers. Thus, in the current study, the
researchers have explained the impact of the fundamental factors related to secure
banking like awareness, attitude, and reward system for employee ISB. The ISP’s
awareness, development, and implementation can help the banking system prove security
by managing employees’ ISB.

The impact the awareness had on attitude, which in turn affected employees’ ISB.
The bank management must regularly provide security awareness training programs to
employees at all levels to update their knowledge and understanding. It will improve the
employees’ awareness level, which can positively shape their attitude towards
organisation information security, leading to better ISB. Further, considering the impact
of bank’s ISP characteristics has on employees’ attitudes, the bank management should
keep their ISP as simple as possible, besides its easy accessibility to the employees.
Finally, bank management should consider implementing rewards systems for good ISB
of the employees periodically by designing a mechanism to capture the same and
encourage them to follow without compromising. In case of no such system exists at
present, the bank management must develop an ISP and standard operating procedure
(SOP) protocol for the bank and revamp the existing system with a suitable reward
system for the benefit of the bank customers.

Banks can make several technological solutions to bring down security breaches and
incidents. Still, the success of any such efforts depends on the behaviour of the users,
employees, and customers, who are considered the weakest link in organisation
cyberspace. The present study explained the influence of organisational factors like social
norms, reward systems, organisational ISP characteristics, and individual factors like
awareness and attitude on employees’ ISB. ISB of the employees is the foremost and
significant determinant for security incidents in the bank. The study considers mainly the
awareness and attitude of the employees play a dominant role in an information security
system. It also recommends enhancing the employees’ awareness and creating a positive
attitude to avert security-related breaches, besides developing better social norms and
reward systems for good security behaviour.

6 Conclusions

Banks are organisations that prioritise information security (Albrechtsen and Hovden,
2010), which provides context to our research. Poor ISB is a major determinant of the
level of security incidents the banks confront. Although banks make several efforts in
terms of technological solutions to combat cyber crimes, employees’ behaviour plays a
critical role. Hence, this study focussed on the human behaviour of Indian bank
employees concerning information security, built on the theory of planned behaviour and
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cognitive evaluation theory. The study’s findings demonstrate that banks may reap the
greatest benefits in terms of information security.

Among various factors investigated in our study, ISP characteristics were found to
have an impending impact on the attitude of employees’ ISB, along with individual
awareness. While attitude and subjective norms of employees significantly affected the
ISB, surprisingly rewards did not. These contributing elements might be prioritised by the
organisation as these are found to positively influence employees’ ISB.

7 Limitations

Though efforts have been made to make this study more reliable, comprehensive and
valid, certain limitations cannot be overruled. The following are limitations of the current
study. Firstly, the study has considered only the employees of the public and private
sector banks situated in the region of Tamil Nadu, Andhra Pradesh, Karnataka, Kerala
and Puducherry banks which requires future researchers to include subjects from the
whole of India as well as the employees of foreign sector bank and regional rural bank to
make the findings of the study more generalisable in nature. Secondly, the study is of a
self-reporting nature where the variables of interest in the study are measured through
respondents’ responses to the predefined set of questions rather than being directly
observed. Hence, there is a chance of bias in the responses, which might impact on
findings of the study. Though such a possibility is meagre, their presence cannot be
overruled.

8 Future research

Considering the present limitation, the future researcher can extend the scope by covering
respondents of regional rural banks and foreign sectors in India. Further, future studies
can consider the impact of interventional factors like organisational culture, structure and
environment to understand its influence on employee ISB, as the current study has
considered only a few of the individual and organisational factors in explaining the
employee’s ISB. As the current study has limited its scope to the banking sector of
financial industries, future studies can cover the whole of financial industries like non-
banking financial companies, payment banks, investment banks, etc. A researcher can
also study the influence of cross-cultural differences on ISB through multi-ethnic groups.
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