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Abstract: The usage of digital currencies remains controversial in terms of
their legitimacy and the provisions of legislative guarantees, prompting
legislators in the United Arab Emirates (UAE) and in the Emirate of Dubai to
seek appropriate legislative solutions. While legitimacy of digital currency
under Islamic law remains an open question, trading in digital currencies
continues in the face of a host of different types of risks promoting the
legislature to adopt the Law No. (4) of 2022 Regulating Digital Assets in the
Emirate of Dubai. Based on the comparative analysis of legal and regulatory
frameworks in the UAE, UK and USA, this article argues that the Emirate of
Dubai has adopted a clear position on recognition of digital currencies and
provided clear rules for mitigating the problems of assigning responsibility
when companies authorised to practice in this field encounter speculations or
become victims of criminal activities. This is a significant regulatory move at
the time when many countries were reluctant to accept digital currencies and
implement necessary regulatory frameworks for their usage. The regulation
introduced in Dubai may be implemented throughout UAE and other countries,
especially Muslim countries, may learn from Dubai’s the experiences of
regulations of digital currency.
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1 Introduction

Bitcoin and Ethereum are two examples of digital currencies, which are decentralised,
use blockchain technology, and are governed by peer-to-peer computers and algorithms;
banks or governments have no authority over digital currencies. The difference between
Bitcoin and Ethereum is that the former uses a blockchain that allows the tracking of the
currency owner; while the latter, Ethereum, uses an open source blockchain that is valid
in the code of any program for a decentralised application.!

The notion of digital currencies dates to 2008, particularly to? Satoshi Nakamoto; as
they have affected many economies and finance industry stakeholders and
decision-makers, their influence has paved the way for the emergence of Bitcoin and the
blockchain platform. Nakamoto wrote a paper that generated global interest in the
domain of electronic payment with a comprehensive vision of commercial relations, a
new understanding of the utility of the internet, and the need to respect global financial
policies as well as appreciating the work of developers of digital currencies.’

It was noted that the first transaction using (the Bitcoin currency) was carried out by
sending ten Bitcoins from Satoshi to Hal Finney in 2009.*

Notably, Nakamoto’s main objective was to address the problems of fraud,
counterfeiting, and theft related to digital currencies.’ There has been rampant
speculation about Nakamoto’s identity, including individuals filing suits in US courts
accusing others of being Satoshi, for instance Craig Steven Wright v. Peter McCormack.
Mr. McCormack alleged on social media that Dr. Wright was not Nakamoto, which Dr.
Wright considered defamatory. However, because the latter knowingly made a false case
and submitted false evidence, he only received nominal damages: The judge ordered Mr.
McCormack to pay Dr. Wright one sterling pound.® Meanwhile, the identity of Satoshi
remains a mystery.

The current state of affairs regarding digital currencies raises many questions
regarding the effectiveness of existing legislation in creating a safe and conducive
environment to deal with digital currencies. For instance, a major concern has been
whether cryptocurrencies are currency or commodity. In addition, it is unclear to what
extent legislative provisions in general, and in the UAE in particular, can provide
guarantees to the contracting parties in transactions involving digital currencies. Further,
clear, and effective dispute resolution mechanisms specific to digital currencies or
established guidelines for criminal transgressions involving these currencies and methods
of punishing those transgressions are lacking.

In this article, we have used descriptive and analytical methods to compare the recent
legislative developments related to digital currencies in the UAE with the legislative
efforts in USA. The focus is on the determination of legitimacy of digital currency, and
the scope of responsibility and guarantees that governments may provide to users while
regulating digital currency. We address digital currency exchange and transactions and
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the associated judicial and legislative responses, and the rules governing such
transactions including legal guarantees, protections for digital currency traders and users,
and enforcement of digital currency contracts including dispute resolution mechanisms.
As the laws in UAE are primarily based on Islamic Shariah, we have also delved into
these questions from the Islamic law perspective. We conclude that the regulation of
digital currencies is inevitable and countries, including Islamic countries, will eventually
have to consider appropriate means to regulate digital currency transactions. The
legislative developments in the UAE, especially in the Emirate of Dubai, may lead the
way for such regulation in other Muslim countries. Due to the global nature of digital
currency transactions, a global approach — such as in the form of an international
organisation — is most appropriate, focusing on legislative determinations, the scope of
responsibility and guarantees. We address digital currency exchange and transactions and
the associated legislative responses and laws governing such transactions, including legal
guarantees, protections for digital currency traders, and dispute resolution mechanisms.
We conclude with our findings and recommendations.

2 Literature review

Many recent studies have focused on the issues of using ‘digital currencies’, while there
has been many articles on this field, few researches have taken into consideration the
effect of digital currencies within the Islamic world. Here are some studies I will present
to elucidate on this point.

1 Gaol et al. (2023): This article focuses on and presents crypto currencies through the
Islamic law and Indonesian legislation, it discusses some Islamic principles such as
(interest) (uncertainty) and gambling:

e  OQur article will identify gaps and challenges through the Dubai Regulation
[Law No. (4) of 2022, Regulating Virtual Assets in the Emirate of Dubai
(VARA)].

2 Alhihi (2019): This article discusses the technical operation of crypto-currencies on
the internet, as well as the main legal risks associated with crypto-currencies:

e Whereas this paper shed light on the collaboration between UAE and Kingdom
Saudi Arabia (KSA), our article addresses the issues of using digital currencies
in the light of the new law of Dubai’s Virtual Assets Regulatory Authority
(VARA) and other legislation such as US.

3 Dimitropoulos (2020): This article mainly focuses on the area of block chain, as one
of the outputs of the Al This article does not discuss the risks of using digital
currencies or the guaranties of using digital currencies:

e Qur article addresses the issue of the publication of a new law in Dubai’s Virtual
Assets Regulatory Authority (VARA), in particular, it has not yet been applied
in the Court in the Emirate of Dubai. In addition, our article presents the
challenges of using digital currencies in light of Islamic law.
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3 Digital currency transactions and the regulatory and legal responses

3.1 The definition and concept to the digital currency in Dubai law (VAR)

Some sources have indicated that the mechanism for acquiring digital currencies legally,
particularly for Bitcoin, may be through a variety of means, including buying through
transfers or through the Bitcoin automated teller machine (ATM). Bitcoin can also be
obtained by receiving it in exchange for goods and services.’

Some studies have tried to explain the difference between cash and digital currencies
through a historical perspective, tracing the development of cash currency from the era of
bartering to the era of coinage, up to currency in its modern form and the use of checks.
Alhihi notes, “One of the most important functions of currency is as a mediator for
transactions and transfers; it is a repository of value and mediates between individuals in
transactions and agreements.””

Digital currencies, such as Bitcoin, are not physical products, but rather use computer
programs, algorithms, and digital blockchains where transactions are logged; as noted
further by Alhihi digital currencies have three distinct advantages over traditional
currencies:

1 guaranteed anonymity
2 independence from central authorities due to the decentralised blockchain
3 enhanced security from any attack.’

Other scholars have defined digital currency as “something that can be used at the same
time as a medium for transfer or exchange”, and as “a store of value and it is a unit of
account.”!® Digital currencies come with risks and challenges, but have shown
possibilities of high financial value since the emergence of Bitcoin — in the beginning of
2017, in fact, the value of Bitcoin exceeded the value of an ounce of gold. Notably, we
did not find any big differences between the terms ‘virtual currencies’ and ‘crypto-
currencies’ according to the European Central Bank, which considers crypto-currencies
to be a (subset of) virtual currencies.!! We prefer to use the term digital currency to
follow the UAE legislator who considered virtual assets as ‘a digital representation’
according to Article (2) in the Law No. (4) of 2022 Regulating Digital Assets in the
Emirate of Dubai. On the other hand, the US Anti-Money Laundering Act of 2020
(AMLA) stated that cryptocurrencies in their entirety are “a value that replaces
convertible currency.”!?

3.2 The international application on using digital currencies

The Anti-Money Laundering Act (AMLA) was enacted as a regulatory reaction to the
rapid expansion around the world of the use of digital currencies, it intended to protect
national interests and reintegrate funds under the command of national government
authorities,'®> necessary because large cryptocurrency transactions were already taking
place. The first cryptocurrency real estate transaction in Scotland took place in Glasgow
in 2017 when Peter McGowan bought a two-room apartment for 10 million Scot Coins
(equivalent to 60,000 pounds) from a colleague, David Low, who owns the intellectual
property rights to Scot Coins: Mr. Low mentioned that “Peter wanted an apartment, and I
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wanted more Scot Coins, and we got the true ‘value’ of the apartment which we
equalized for the Scot Coins on the same day of the sale.”!4

In Britain, it was announced that two technology industry professionals had
purchased houses using Bitcoin. Adrian Toulson, a lawyer, stated:

“We had to do our due diligence to verify the source of the ‘Bitcoin’ currency.
We have the seller and the buyer present, and we designed a contract that
protects both parties ‘the seller and the buyer’ from the problem of fluctuating
exchange rates, and the land registry authority agreed in principle that the price
be paid through Bitcoin.”!

We can say that these sales were covered by guarantees given that they took place
between parties that knew each other and included a sale contract using encrypted
currencies. However, remarkably, these sales were conducted between consenting parties,
which raises a question here: is it permissible for any person who owns cryptocurrency to
deal with others simply because there is an element of satisfaction between the parties?

We believe that the matter is not as simple as it may appear; it requires more scrutiny,
especially when considering the fluctuations in the price of cryptocurrency and the
problems of money laundering and other fraudulent practices such as hacking and theft.
Other prominent challenges facing digital finance include identifying digital signatures,
ensuring customer privacy, and assigning responsibility for technical errors and failures,
in addition to poor technical awareness.!®

Generally, the English courts have accepted validity of digital contracts. For instance,
in 2007 in the case of Software v HM Customs & Excise, the court decided that an
automated mediator could produce a valid contract without human intervention.!” The
court considered that the ‘smart’ contract, which had been created on the Ethereum
platform, was legally binding and enforceable.”!® In the face of risks surrounding digital
currency transactions, however, the UK courts have taken a cautious approach towards
cryptocurrencies.

The decision in Vorotyntseva v Money-4 Ltd (T/A Nebus.com) in 2018 was one of the
first English law cases to consider the legal treatment of cryptocurrency."
Mr. Justice Birss concluded that there was nothing to suggest “that cryptocurrency cannot
be a form of property or that a party amenable to the court’s jurisdiction cannot be
enjoined from dealing in or disposing of it.”?® However, the latter case of Robertson v
Persons Unknown in July 2019 highlighted the pressing need for clarity on the legal
status of cryptocurrency as property.?! In that case, Mrs. Justice Moulder declined to
make a worldwide freezing order on the basis that she was not satisfied that the ‘persons
unknown’, who owned the target wallet to which some of the proceeds of a spear
phishing attack on the claimant were transferred, were not an innocent third party and
therefore there was not an obvious risk of dissipation. However, Mrs. Justice Moulder
granted an asset preservation order and Bankers Trust order, as she was persuaded that
there was a serious issue to be tried in relation to a proprietary claim to those proceeds.
She also agreed with the claimant that cryptocurrency could be the subject of a
proprietary claim even though it does not fall into one of the two traditional definitions of
personal property. However, Mrs. Justice Moulder noted that crypto assets are not a
‘chose in possession’, as they are not physical property, nor are they or a ‘chose in
action’ as they do not confer rights against another person.??

The fact that crypto assets do not fit into either category as a chose in possession or a
chose in action does not mean that they cannot be treated as property. In the subsequent



Regulating digital currencies in the Emirate of Dubai 209

case law in 2020, in A4 v Persons Unknown, Re Bitcoin?* and lon Science Ltd v Persons
Unknown,?* the UK courts considered crypto assets as a third type of property as they are
neither a ‘chose in possession’ nor a ‘chose in action’.

In AA v Persons Unknown, Mr. Justice Bryan stated that crypto assets are property
because they are: “definable, identifiable by third parties, capable in their nature of
assumption by third parties, and having some degree of permanence”, and therefore meet
Lord Wilberforce’s classic definition of property in National Provincial Bank v
Ainsworth.? Notably, these judgments were all interim judgments and not contested. We
have yet to see a contested hearing on these issues in England and Wales.

The US courts have varied in their efforts to classify crypto currency, adopting
alternative designations such as a security,’® commodity,?” or currency.?® However,
bankruptcy courts have yet to opine.?? How cryptocurrency is classified has significant
bearing on a number of bankruptcy-related matters, such as whether:

1  coins or their value must be returned in a fraudulent-transfer action

2 the code’s swap provisions allow parties to a cryptocurrency transaction to enforce
the contract irrespective of the automatic stay>’

3 valuation or estimation requires the conversion of crypto assets into fiat currency
(such as US dollars).?!

However, as courts in different countries have considered cryptocurrency as ‘property’
for purposes of administration in bankruptcy,? Hershey and Sutherland-Smith argue that
the US bankruptcy courts will likely to reach the same conclusion.?3

We recommend that the UAE legislature accept digital currency as a kind of
‘property’ and that its use by Dubai companies be protected by the courts. Otherwise, no
company will invest in this digital currency, even if the Dubai’s Virtual Assets
Regulatory Authority (VARA) has been created.

4 The legitimacy of digital currencies in the Islamic economy

Sharia is a primary source of legislation of the UAE and its member emirates in
accordance with the provisions of the constitution3*; in 2013, the Dubai Islamic Economy
Development Center was established to make Dubai the global capital of the Islamic
economy and, ultimately, the centre of the Islamic finance industry. The centre manages
all financial and economic activities in the regional and global environment in accordance
with the provisions of Islamic Sharia, the legislative authority in the UAE operates at the
federal and emirate levels; federal laws pertain nationwide, whereas emirate laws are
applicable within each of the seven emirates: Dubai, Abu Dhabi, Sharjah,
Umm al Quwain, Ajman, Ras Al-Khaimah, and Fujairah.?’

The Dubai legislature has examined digital currencies as an emerging doctrinal
concept and established that Islamic jurisprudence accepts currency of any type as
permissible (halal) in Islamic transactions. However, contemporary Muslim scholars
have reached different conclusions regarding acceptance of digital currencies along the
following three main streams of thought:

1 The International Islamic Figh Academy in Jeddah and some scholars say that digital
currencies should be rejected because it is not clear what they are or how they
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function.® This opinion was prevalent at the beginning of the emergence of the
digital currencies.

2 Meanwhile, others consider digital currencies as being comparable with cash and
governable under the same jurisprudential rules. Despite the Figh scholars’
agreement, they differ as to whether cryptocurrencies are commodity-based or
credit-based (i.e., fiduciary).” Commodity-based currency has value in itself, such as
coins minted from gold, silver, or copper or paper money exchangeable for gold,
whereas credit-based currency has no value of its own but derives value from its
adoption by the ruling authorities and from the trust of the people in society. The
adherents to this argument contend that the Holy Qur’an recognised different
currencies such as quintals, dirhams, and paper (i.e., silver); therefore, there is no
objection to using digital currencies governed by the same Islamic legislation.’® In
the Hanafi school of thought, “the price is not an end, but rather a means. What it
means is benefiting from the utility of prices, not the prices by themselves.”
Taymiyyah viewed that the ditham and the dinar do not have natural limits that
define their beginnings and ends or limits that derive from legislative texts. Rather,
their purpose is to serve people as a means of exchange.?

3 Meanwhile, the Presidency of Religious Affairs in Turkey, the Egyptian House of
Ifta, the Fatwa Sector in Kuwait, some members of the Council of Senior Scholars in
Saudi Arabia, the House of Fatwa in Libya, the Palestinian Dar Al Ifta’a, and the
official centre for fatwas in the General Authority for Islamic Affairs and
Endowments in the UAE argue against the adoption of digital currencies for
transactions in the Islamic economy. These scholars recognise digital money as
being neither money nor currency.*® They argue that it has no value in and of itself
but only has exchange value as a mediator in the exchange of goods and services. In
this, it is similar to contemporary credit money.*! Some scholars have described it as
a benefit;*? some contemporary Muslim scholars have described digital currencies as
a financial right, while others have considered and used them as digital or financial
assets.®3

Notably, in the countries that do recognise cryptocurrencies, the currency is independent
in the same way as all other currencies and obeys the rules of exchanging gold and silver
and the obligation of Zakat.** Recently, in an Islamic country such as Indonesia, we
found that the legislator has recognised the trade of crypto currencies through the
Regulation (COFTRA) No. 5 of 2019.% Despite the lack of consensus among scholars in
the Islamic world about the legal adaptation of Bitcoin and various other digital
currencies, there is an urgent need for digital finance. An authority should be set to issue
money to avoid chaos and people hastening to issue it on their own, as this would result
in an oversupply of currency and inflation. Taymiyyah says: “and the sultan should mint
for them money that is of commensurate value of fairness in their dealings without
injustice to them.”*® As the state’s jurisdiction of monetary authority and issuance of
money requires general acceptance, the public becomes acquainted with exchanging
between themselves according to the prevailing customs. This standard was determined
by the scholars when considering the currency and protecting it from counterfeiting and
fraudulent practices.*’

In our estimation, the main problem with digital currencies in the Islamic world is the
lack of legislation governing them. Such legislation that is compatible with Sharia would
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address many of the flaws and risks of digital currencies in the Islamic economy, such as
guaranteeing their value and protect traders under a legal framework at the national and
international level. In that case, digital currency would no longer be anonymous, it would
have a guarantor of its value, and not be associated with allegations of fraud and deceit.
Hence laws are needed that regulate digital currencies in Muslim societies in a manner
that is compatible with Sharia law, which in turn will open the doors of future research
for Islamic jurisprudence.

5 Digitalised governance systems in the UAE

A study has indicated that technical transformation of digital currency will be reflected in
the creation and upgrading of the criminal and legal technological infrastructure at the
national levels.*® According to the Arab Monetary Fund, 7.1 billion people have access to
digital financial services and contribute to achieving the United Nations Sustainable
Development Goals (SDGs),* which has necessitated legislative responses around the
world. The UAE developed the Digital Government Strategy — 2025, which contains
major objectives that reflect the country’s commitment to using digital technology in all
government strategies. The national government and the local governments of all seven
emirates have created digital infrastructure with global capabilities and focused on raising
the capabilities and skills of workers with legislation that guarantees the achievement of
efficient digital transformation in public work as part of the 2030 SDGs.

The national strategy for the digital transformation of the UAE is consistent with the
work of the governments of the seven emirates. Thus, many regulations, laws, systems,
and integrated policies have been enacted within the country. Examples of existing laws
and policies include the following:

1 The UAE now provides government services to customers through a unified digital
platform that has increased efficiency and operational capacity; in turn, user
confidence in these platforms has increased as well.*® Meanwhile, the National
Policy for Digital Quality of Life has established digital protections against corrupt
practices such as fraud, deception, and piracy.!

2 The UAE has developed the Emirates Future Foresight Strategy, with the aim of
anticipating government agency needs and planning for them accordingly.>
Outcomes of this strategy include the UAE Centennial 207133 and the Emirates
Strategy in Artificial Intelligence, a forward-looking strategy that targets the artificial
intelligence revolution in all state affairs.’* The legislators in each emirate have been
active in laying foundations for the development of laws and legislation related to
digital work, for instance the Abu Dhabi Digital Transformation Strategy.>> Under
this strategy, the Abu Dhabi Digital Authority promoted the emirate’s digital future
by harnessing data and applied technologies to establish the Tamm integrated digital
system, providing innovative governance solutions. Tamm has achieved high rates of
digital transformation in executive and judicial emirate agencies and created a
massive database in which government agencies participate.>® This constitutes one of
the building blocks of a future UAE-based blockchain.’

3 Inits effort to regulate the digital currency, the UAE in April 2021 developed a
strategy of using digital blockchain transactions to upgrade and implement digital
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technologies.>® The state mandated that all dealers register all their blockchain
contracts in a high-security database. This national strategy encompasses the Smart
Dubai-2021 Initiative® to achieve a competitive global economy enhanced by a
digital government (e-government) technology.

The rationale of the Dubai Government is to provide and exchange digital data between
government agencies and companies, facilitating procedures, reducing required
documentation, and replacing them with digital dealers in each transaction to achieve
transparency, security, and privacy. Therefore, the Emirate of Dubai is considered as one
of the first countries to apply blockchain technologies in transforming government work
in the Middle East.

Several laws have been highlighted, including the 2021 federal decree regarding
electronic transactions and trust services, in addition to the 2022 law regulating digital
assets. We will discuss the most important features, functions, and terms of reference
regarding the latter and analyse the position of the legislative in Dubai regarding the risks
of dealing in digital currencies.

6 Regulating digital assets in the Emirate of Dubai

As the UAE Resolution No. 6/6/2016G established the need to adopt a strong, safe means
of facilitating digital payments within the country, the Central Bank of the UAE
(CBUAE) prohibited digital currencies under the justification that they are
intermediaries. Additionally, because the operators of such currencies did not have
permits to operate in the local market, they were not subject to passage and censorship
through official channels and therefore could not be supervised or controlled. The
CBUAE also argued that cryptocurrencies could be used for money laundering or
terrorism as well as fraud and speculation.®® However, others point out that “digital
currencies already exist and that it is no longer possible to permanently criminalise them
or their use. Instead, scholars believe it necessary to use financial indicators and previous
experiences to begin establishing controls and preparing for blockchain technology’s
active use in all financial transactions.”¢!

6.1  Law reference

In Dubai, Law No. (4) of 2022 — Regulating Digital Assets in the Emirate of Dubai — was
issued for regulating digital assets based on Islamic jurisprudence that considers digital
money as a financial asset. The law defined a digital digital asset as follows: “a digital
representation of value that can be digitally traded, or transferred, and can be used as a
tool for payment or investment purposes.”®? This includes virtual tokens and digital
representations of any other value determined by the authority in this regard. We consider
this a clear and decisive definition that should govern legislation related to digital
currencies in the UAE. The UAE legislature relied on the jurisprudential approach of the
third group of opinion holders, the contemporary Muslim jurists, who considered that
digital currency is not a type of money but rather a financial asset that has a digital value
according to specific conditions under the law.

It is worth noting that Law No. (4) of 2022 applies only within Dubai, and not
nationwide,® to digital asset services, including free trade zones but excluding the Dubai
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International Financial Center (DIFC). The law established the Dubai Digital Asset
Regulatory Authority (VARA), a public institution with a legal personality that is
administratively attached to the Dubai World Trade Center.%

VARA manages digital assets including consolidating local, national, and
international competitiveness; encouraging innovation; and developing investment
awareness in the digital asset services and products sector. In addition, the agency
provides the necessary systems and legal protections for asset traders and virtualisation as
well as the systems, rules, and standards necessary for organising, monitoring, and
controlling digital asset platforms. One of the most important functions of VARA is
coordinating with the CBUAE in all matters related to protecting the stability of the local
and national financial systems.%

6.2 Features and functions of RDA 2022

The legislature granted VARA several responsibilities®® related to regulating and
controlling digital assets services.5’

1 VARA authorises providers of digital assets, issues their conditions and controls,
provides the associated disclosures, and supervises them, in accordance with emirate
legislation.

2 VARA defines and classifies digital assets and tokens; sets standards, rules, and
controls for their trading; and supervises the operations of local digital asset
platforms.

3 VARA regulates the procedures for protecting the personal data of beneficiaries in
coordination with the Dubai Digital Authority, prevents digital asset price
manipulation and limits suspicious practices in accordance within the provisions of
Federal Law No. (20) of 2018 regarding money laundering crimes such as financing
terrorism and illegal organisations, and educates traders about digital assets including
associated risks.

Furthermore, VARA has the right to propose legislation to regulate digital assets and
present them to competent emirate authorities and field communications and complaints
related to these services for transactions within the emirate and take appropriate
administrative actions.

In addition, Law No. (4) of 2022, Article (15) stipulates that every Dubai Emirati who
wishes to trade in digital currency needs to be authorised to do so by the Director General
of the Dubai World Trade Center Authority. Moreover, Article (16) outlines the operating
and managing digital asset platforms and exchange services between digital assets and
currencies. Perhaps the most important of these services is the legal and administrative
support given by VARA for the offering and trading of digital tokens in the UAE and
international markets.

This allows VARA, with the approval of the board of directors, to add any activities,
works, practices, or services related to digital assets to the activities that are subject to
their authorisation and control.®

We have firmly established digital currencies as a reality in Dubai; given that the
Dubai legislature has enacted several laws and regulations around these currencies,
including, to the best of our knowledge, the first detailed law of its kind in the Middle
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East and the Islamic world that approves dealing in digital currencies locally, regionally,
and internationally. Notably, the UAE legislature authorised the exchange of digital
currencies with other currencies such as the dollar, supporting this type of economic
activity. However, in our opinion, the inherent fluctuation in the price of digital
currencies may disturb the balance between the rights of parties in digital currency
transaction contracts.

According to the UAE Civil Transactions Law of 1985, it is not permissible to
consider any change that occurs in the value of the currency after an appointment that
negates ignorance. For instance, if the buyer agrees to give the seller ten Bitcoins, and the
value of individual Bitcoins change, neither the buyer nor the seller can change the
price,® Although Article 249 UAE Civil Transactions Law of 1985 permits amending
contracts in case of emergency,’® this provision does not apply to such transactions
because digital currency exchange rates can change at any time and both parties are
aware of this. As such, a change in exchange rate does not constitute an emergency
circumstance.

The adoption of RDA 2022 firmly establishes digital currencies as a reality in Dubai,
which has adopted the first detailed law of its kind in the Middle East and the Islamic
world that approves dealing in digital currencies locally, regionally, and internationally.
The Dubai legislature is content to place digital currency under the control of the issuer,
i.e., VARA, enabling it to control currency prices and limit or eliminate speculation in the
market. This is what we hope will be the norm in the future of regulation of digital
currency elsewhere.

7 Legal guarantees in digital currencies

7.1 Legal guarantees in digital asset transactions in Dubai law (VARA)

Article (21) of Law No. (4) of 2022 has granted VARA employees the status of judicial
officers. Under the provisions of Law No. (8) of 2016 Regulating the Grant of Law
Enforcement Capacity in the Government of Dubai, these employees have the authority
to determine what constitutes a criminal act under Law No. (4) of 2022: they have the
right to inspect the work of any entities authorised to provide digital assets services; their
authority includes the rights of detention and arrest with the assistance of police
personnel or the competent authorities when necessary.”!

Article (23) of Law No. (4) obliges all persons — including digital asset service
providers — to cooperate fully with VARA and provide any information or documentation
if requests; additionally, all parties must abide by the decisions VARA issues in
accordance with the applicable law or laws.”? Notably, customers in digital currency
transactions who intend to assume the responsibilities and consequences of trading in
digital currencies or claim the guarantees in cases of losses or disputes must be aware of
the applicable laws they intend to seek relief under. Article (24) of Law No. (4) of 2022
stipulates that the Dubai Government does not take responsibility for ensuring that
customers are informed:

a  The government will not be liable to third parties for any debts or obligations
incurred in respect of the work and activities of VARA or any of the entities to
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which VARA delegates its duties or powers. VARA will be solely liable for such
debts or obligations.

b  Neither VARA nor any of the entities to which VARA delegates its duties or powers
will be liable to third parties for any obligations incurred by digital asset service
providers or by the persons authorised by VARA to provide any of the services or
conduct any of the activities related to digital assets.”

The law makes the Government of Dubai and VARA act as the regulator and guarantor
for cases of negligence, fraud, and gross error and exempts them from liability:

“Except for cases of fraud and serious error, the board of directors shall not or
the general manager or chief executive officer or any of the employees of the
executive body of the authority, during the exercise of their duties entrusted to
them under the provisions of this law and the decisions issued pursuant thereto,
shall be responsible to third parties for any act they do or omit to commit in
connection with the exercise of those duties, and the authority alone shall be
responsible towards others for this act or omission.”

7.2 Legal guarantees in digital currencies in the USA

There is no doubt that digital currency transactions can be complex and risky, particularly
in the absence of strong legal measures to preserve stakeholders’ rights. In addition, as
John Cunningham states:

“[there is a] feeling among members of the US Congress that despite the
legality of using digital currencies in legal practice, there is a group of terrorists
and criminals looking to exploit weaknesses in the global financial system and
the growing trend of currency alternatives, which includes digital currencies to
take advantage of them in the transfer of illegal funds.”7*

“Globally, money laundry crime is being used for many reasons, such as;
Corrupted politicians’ activities and hidden illicit money from the government,
furthermore, some criminals use laundry money to avoid paying taxes which
are binding to pay it.”75

Given the US Anti-Money Laundering Act of 2020 (AMLA) and the Corporate
Transparency Act 2020, the US legislature endeavoured to regulate digital currency
transactions. The AMLA required companies operating in cryptocurrency to register with
the Financial Crimes Enforcement Network (FinCEN) and established reporting and
record-keeping requirements for transactions involving certain cryptocurrencies. Already,
the law has netted tangible results in its efforts to combat money laundering and terrorist
crimes funded by encrypted digital currencies.’®

In addition to FinCEN, the US Treasury Department Office of Foreign Assets Control
is using its tools to combat money laundering and terrorism; for instance, under the
Banking Secrecy Act (BSA) amended by AMLA 6101(C) (2(b)).”” In a well-known case
involving the BSA, drug cartels were making thousands of shipments of large amounts of
drugs (such as heroin, cocaine, and Xanax) every month by converting their proceeds into
cryptocurrency to hide them; because of this deliberate concealment, the authorities had
no evidence of these activities except what was available online in India.”®

The efforts to combat money laundering and drug crimes are not new to the US
authorities. In 2013, the Justice Department filed a criminal complaint against the owner
and operator of the Silk Road, a ‘dark-web’ website, because the site allowed users to
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buy and sell unlicensed drugs and weapons in addition to stealing individuals’ personal
information, drug trafficking, and hacking. The department seized the site from its
computer sources. The defendants were arrested in San Francisco and, following a trial,
were sentenced to life imprisonment. In other cases, in July 2017, US authorities in
Greece arrested a citizen named Alexandra Finick on the charge of tampering with a
Bitcoin digital key and using it to launder Bitcoin stolen from Mt. Gox, and Greek
authorities pursued Van Veneik for laundering USD4 billion in Bitcoin.”

These examples show that the US anti-money laundering law has worked well to curb
crimes relating to cryptocurrencies, and as its provisions become known should deter
criminals from committing digital currency crimes.?® The use of cryptocurrencies as an
alternate to regular currency is on the rise in the US. Despite the risks posed using
cryptocurrencies, the US Securities and Exchange Commission authorised the electronic
company Pocketful of Quarters Inc. (PoQ) to let players use their cryptocurrency
‘quarters’ to purchase video games, provided the company met certain specific conditions
as follows?!:

Quarters had to be immediately available at the time of sale.

b  The quarters platform for electronic games had to be operating at full capacity at the
time of sale.

¢ The platform developers and users had to complete the ‘know your customer’ and
the anti-money laundering applications as soon as they opened their accounts and
keep their statuses updated.

d The company could only market the quarters to customers for the purpose of
accessing electronic games on the PoQ game platform.

It is apparent that in most of the cases where people were caught stealing
cryptocurrencies, the perpetrators have been young people, which is not unexpected
given that the era of digitisation began before the recent generations were even born and
young people are very comfortable with digital media. In 2021, the US Government in
the case of United States v de Rose Act (2021) sued members of an electronic group
called ‘The Community’, which between 2017 and 2018 conspired to hack several targets
electronically with the aim of stealing Bitcoin and other cryptocurrencies. Individual
members impersonated a victim’s data service provider on the victim’s smartphone,
logged into the victim’s digital wallet, and stole the encrypted currencies. The US Federal
Bureau of Investigations cybercrimes unit estimated that members of ‘The Community’
stole more than USDS50 million in cryptocurrency in that period.®? During the
government’s suit, a witness recognised the accused, an 18-year-old UK citizen named
Corey de Rose, by his username, live:crO0k00. The accused had obtained and laundered
USD300,000 in cryptocurrencies and then distributed the currency to other conspirators
in the US. Following the commission of crime, the accused boasted in online chats about
the crime and how much money the crime had netted. The US Supreme Court faced two
problems in the case: first, the youth of the accused; and second the low bail of GBP
100,000 as the authorities did not believe that such a low amount would guarantee that
the accused would appear at court in the event of his temporary release.®® It can be
inferred from the above that Dubai’s VARA, and ultimately the UAE, concentrate more
on how negative outcomes can be avoided including legal loopholes that may keep some
crimes from being prosecuted.?*
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We can conclude from the above that Dubai’s VARA, and ultimately the UAE,
should limit licenses for digital currency transactions to business entities in sectors
beyond the foundations of the national economy, for instance with online gaming
platforms, but not with real estate. There needs to be more concrete evidence for how
negative outcomes can be avoided including legal loopholes that keep some ‘crimes’
from being prosecuted as actual crimes even if they should be.

8 Dispute resolution in digital currency transactions

8.1 Dispute resolution in digital currency transaction in Dubai Emirate law

The legislative environment around dispute resolution in digital currency conflicts is one
of the most complex problems in integrating blockchain technology and transactions into
existing legal systems for contracts; for instance, it is not possible to tell solely from a
cryptocurrency transaction if the buyer was under duress or was deceived by the seller;
the laws that do not recognise digital currency transactions can offer no protections to
such buyers. This is the current legal situation.

However, in an environment where automated contracts are widely used and have
been confirmed as legitimate, national legislatures will have no choice but to consider
digital currency disputes. For instance, Durovic and Janssen argue that in the future,
millions of smart contracts will be implemented; it will be impossible to manage them
universally if they are built on different platforms. Thus, smart contract platforms need to
be built that require three keys for each contract: one for each of the contracting parties
and the third to a mutually trusted party such as an arbitrator. This third party, among its
other duties, would not enforce a contract if both parties have not agreed to it.35 This is a
good approach, but it does introduce the challenge of how to enforce or even view the
contract if one of the owners lose their key, and thereby the encrypted currencies, at
which point there will be no easy solution to this challenge.®¢

Most international trade contracts, including those engaging in digital currencies, are
enforceable under multiple legal systems. Therefore, issues of jurisdiction and applicable
law frequently arise at the time of disputes. The pattern seems to be that the tribunal
hearing an international dispute is usually a body within the state where the alleged
transgression occurred. However, the 2015 Hague Conference includes a nonbinding
principle that if a contract is international and relates to trade or the practice of a specific
profession, the parties to the contract are free to choose the law that will govern it. This
principle has received much attention at the international level, for instance, the
endorsement by the United Nations Commission on International Trade Law with the
recommendation that courts, and arbitration committees honour this freedom of disputing
parties when appropriate.®’

Regarding this, we urge the UAE legislatures to impose compulsory arbitration on all
contractual transactions conducted by means of digital currencies as the financial centre
courts in Dubai have begun codifying and outlining regulatory relationships that would
facilitate courts and arbitration centres in controlling digital currency transactions.
Dispute resolution is particularly relevant in cases of force majeure, which may lead to
contract termination.

In Dubai, the legislature has imposed compulsory arbitration on stock market
transactions in digital currency, stating in the Dubai Court of Cassation that the law:
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“Authorised the chairman of the board of directors of the UAE Securities and
Commodities Authority (SCA) to refer to disputes arising or related to the
trading of securities to the arbitration system and to make it a commercial
arbitration. All users/traders must resort to it without recourse to the courts.”s8

8.2 Dispute resolution in digital currency transaction on international legal
statue

However, even if national legislatures come to accept contracts and other transactions in
Bitcoin and other digital currencies, it remains unclear which nation’s laws will apply in
the event of international digital contract disputes; for instance, in a real estate dispute
between a buyer in Germany of a property in Britain where the British seller failed to
deliver on time. In this case, the German buyer turned to the arbitrator of the smart
platform; however, the arbitration must take place through British courts to comply with
the 1958 Convention on the Recognition and Implementation of Foreign Arbitration
Awards, held in New York. Article (3) stipulates that:

“Each contracting state shall recognise arbitral awards as binding decisions and
shall implement them in accordance with the legal rules followed in the
territory in which the award is invoked and shall not impose much more
stringent conditions or fees on the recognition or implementation of arbitral
awards to which this agreement applies, or much higher burdens are imposed
on the recognition or enforcement of domestic arbitral awards.”8?

In general, opinions remain divided in adapting electronic commercial relations in
international trades. Some argue that as international trade contracts, they should
naturally be implemented under international laws. There is the counterargument that
contracts in decentralised currencies over the blockchain cannot be considered to belong
to one nation or another, thus it is not possible to determine which nation’s laws should
govern in the event of a dispute.”® There is general agreement that it is possible to
establish ownership of encrypted assets, although a digital repository cannot be treated
under common law as a definitive record of rights unless the law gives it a binding
effect.’!

New legislation to protect cryptocurrency owners from theft, hacking, or deletion will
likely follow one of two paths: first, containing simplified methods of protecting owners’
rights based on cryptocurrencies as property, although these laws and their available
protections still differ between nations; hence there will continue to be disputes about
what law, or laws, should be applicable; second, defining clear conventions between the
owners of the encrypted assets and their contractors, including outlines of all the
procedures that must be followed when manipulating computer data. One of the
advantages of the latter path is that it will end the possibility of conflict between laws;
however, differences in interpretations of disputes may cause countries to believe that
their national laws are being interfered with.%?

We propose a third way: create an international financial organisation (equivalent to
the Organization of Petroleum Exporting Companies, for instance) specialising in the
management of smart contracts implemented in digital currencies and with the authority
to impose sanctions and determine the applicable law. This will eliminate disputes over
sovereignty and preserve countries’ domestic laws as they prepare for globalised
blockchain contracts in digital currencies.



Regulating digital currencies in the Emirate of Dubai 219

9 Conclusions

Digital currency has been legalised in the UK and US through findings arrived at in
different court proceedings although courts are likely to continually put to task to grapple
with new forms of digital currency and its innovative usage and trade practices. As
existence and use of digital currency has become a global reality, numerous steps taken
by the UAE and Dubai legislatures, the first of their kind in the Muslim world and the
Middle East, have addressed the question of legitimacy of digital currencies under the
tenets of Islamic law. However, it is unavoidable for the Islamic Figh Academy and the
competent authorities in the Islamic finance industry to conduct more research on the
jurisprudential adaptation of digital currencies as digital assets in Muslim societies
generally.

The Emirate of Dubai legislator through the RDA 2022 has established the bases of
controls on digital currencies that limit legal, economic, social, political, and international
risks. The UAE legislature may incorporate the experience of the Dubai regulations into
the law regulating digital assets and expand the law to the federal level, especially in
terms of strengthening trust between dealers and guaranteeing their rights internationally.
The companies in Dubai that conduct business in digital currencies must be required to
check the criminal backgrounds of potential clients, particularly looking for evidence of
crimes frequently supported by cryptocurrency, such as money laundering to fund
terrorism. However, we recommend the UAE legislature to gradually grant licenses for
any entities wishing to work in digital currencies to enhance practices across the country.

An innovative method of dispute resolution is needed that is compatible with the
nature of digital currencies based on blockchains. Due to the flexibility of place of
adjudication and applicable law, arbitration provides a great platform for the resolution of
civil and commercial disputes relating to digital currencies. The arbitral tribunals should
include specialists in technology, engineering, software, and other components of digital
currencies.

Finally, we recommend the establishment of an international financial organisation
specialised in managing the problems of digital currencies in commercial transactions at
all levels from local to international trade that has the authority and ability to impose
punishment and determine alternative dispute resolution methods for conflicts with
international commercial contracts. Such an organisation will foster the need for
international, local, and regional integration of criminal laws related to digital currencies
as a global criminal policy that may prosecute crimes that can be committed using digital
currencies such as drug, arms, or human trafficking or terrorism. Also, we recommend
that the UAE legislature progressively grant licenses to any entity wishing to work in the
field of digital currencies in order to enhance practices across the country.
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