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Abstract: In this paper, the optimisation of mobile terminal data mining method based on 
internet of things (IoT) is studied. Firstly, a framework for mobile terminal data mining 
optimisation is constructed, and mobile terminal data is collected by the mobile agent wireless 
sensor data acquisition technology. Then, the collected data are clustered by the chaotic search 
particle swarm K-means algorithm, and the clustered data are transmitted to the abnormal access 
detection module of mobile terminal users. The access detection module finally completes the 
mining of abnormal access behaviours of mobile terminal users by detecting the abnormal 
characteristics of user access behaviours, determining the abnormal type and checking the 
abnormal evolution. The experimental results show that the energy consumption of this method 
does not exceed 4J in a noisy environment, and this method is low in the data mining energy 
consumption and high in the accuracy. 
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1 Introduction 
In actual work and life, in order to solve some business 
problems or achieve goals, people often need to find the 
data information or knowledge they need in some 
complicated data. However, this useful information is not 
readily available, and it is often hidden in the massive 
datasets with a lot of noise, randomness, fuzziness and even 
incompleteness (Wang et al., 2021). At this time, people 
need to take effective measures or methods to strip out this 
useful information, and data mining can just achieve the 
above process. In the research of data mining methods, 
Abnormality detection is a very important content of data 
mining. Abnormality detection is widely used in all fields of 
our life and work. Therefore, it is very necessary to study a 
reasonable and efficient data mining method to meet 
people’s demand for anomaly data mining (Jian et al., 
2019). 

Mobile terminals are widely used in various fields of life 
and work because of their powerful storage function, 
computing power and rich communication methods. The 
access behaviours of mobile terminal users are not all legal 
and reasonable, and some users’ access behaviours will be 
abnormal. If the abnormal behaviours are not identified in 

time and treated with corresponding measures, it is likely 
that individual businesses can’t be completed or enterprises 
will suffer huge economic losses. Therefore, in recent years, 
many scholars at home and abroad have spent a lot of 
energy on the research of abnormal data mining of mobile 
terminals. For example, Chen and Zhang (2020) studied the 
data mining model of mobile terminal users’ preference 
based on interval constraint in view of the fact that there are 
many personalised demands of mobile central segment users 
at present, which leads to data loss easily, low mining 
accuracy and low efficiency when they continue data 
mining. The method first analyses the user’s preferences 
sensitive characteristics, and then USES the preference 
degree of cost matrix to fill such preference formation of 
deflection, build node class label distribution rule, finally 
using the adaptive adjustment of favour sensitive degrees to 
generate the optimal decision tree, accurately judge the 
user preference information, according to the constraint 
characteristics build interval sets, on the basis of the 
interaction between the user information to establish the 
user’s preference vector By using user preference dot 
product mining to calculate user preference differences, the 
mobile terminal user preference data mining model is 
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constructed. Experimental results show that this method 
improves the validity of data application and the accuracy of 
data mining to a certain extent, but it takes a long time to 
excavate due to the complexity of calculation. Mao (2019) 
proposed a data mining method based on fuzzy association 
rules to solve the problems of high computational 
complexity and long time consuming of traditional data 
mining methods. The method for mining association rules 
based on fuzzy theory, first implementation of fuzzy 
association rules, and then based on this, will be blurred 
mass data processing, and fuzzy database, and the 
classifying data in the database to gather and continuous 
attribute discretisation, determine the frequent association 
rules of fuzzy database, so as to realise the huge amounts of 
databased on fuzzy association rules mining method. This 
method can reduce the time and memory consumption in 
data mining, but the data validity is not improved. Feng  
et al. (2022) studied the method of travellers’ emotion 
perception based on social media data mining and further 
applied the data mining model in view of the difference of 
users’ needs. This method is mainly based on the Sina 
Weibo data released by tourists from 2017 to 2019. BERT 
model is used to conduct text analysis on the weibo content, 
explore the temporal and spatial distribution law of tourists’ 
emotions and the emotional characteristics of tourists under 
different themes, and analyse the related factors leading to 
tourists’ negative emotions (Feng et al., 2022). This method 
improves the data validity through in-depth mining of 
mobile terminal data, but it also has the problem of  
time-consuming and labour-intensive data mining.  
Zhu (2020) proposed A spatio-temporal feature mining 
algorithm based on pattern growth multiple minimum 
support for the low clustering efficiency of moving objects 
in the convergence mode mining of the internet of things 
(IoT). Based on the temporal characteristics of user 
trajectories, this method mines frequent and asynchronous 
periodic temporal and spatial motion patterns. First, the 
location sequence is modelled and time information is added 
to the model. Then, the mining algorithm of asynchronous 
periodic sequence pattern is adopted. The algorithm is based 
on multiple minimum support for pattern growth. The 
sequential patterns of asynchronous cycles are deeply 
recursively mined based on multiple minimum supports. 
Finally, the method is verified and evaluated by Gowalla 
dataset. This method has certain applicability, but its 
operation rate is slow in the application process. 

Therefore, a mobile terminal data mining method based 
on the IoT is proposed in this paper, which can better meet 
the actual data mining needs. In this study, the optimisation 
framework of mobile terminal data mining was firstly 
established based on IoT technology, and the mobile agent 
wireless sensor data acquisition technology was used to 
complete the extraction of mobile terminal data, and then 
the chaotic search particle swarm k-means algorithm was 
used for clustering. Applying the improved PSO algorithm 
to K-means clustering can find a better initial centre for it 
and improve its clustering effect. The clustered data is 
imported into the abnormal access detection module, and 

the abnormal data is detected to judge the abnormal type, so 
as to realise the mining of user abnormal access behaviour. 
Finally, the paper proves the advance of this method 
through experiments, hoping to provide reference for mobile 
user data mining. 

2 Optimisation design of mobile terminal data 
mining method 

2.1 Design of the architecture for mobile terminal 
data mining 

The IoT and cloud computing technology, and various 
sensors and various data acquisition sensing technologies 
are used to accurately collect data information, and the 
information is transmitted to the data centre through the 
communication network. The advantages of cloud 
computing in data processing are given full play to place 
data on a suitable server, effectively mine data information, 
and obtain required resources that are of great significance 
to people’s life and work. The overall architecture for 
mobile terminal data mining optimisation platform based on 
IoT designed in this paper is shown in Figure 1. 

Figure 1 Architecture of data mining optimisation platform 

  
As the first layer of the overall architecture for mobile 
terminal data mining optimisation based on the IoT, the data 
perception layer consists of data acquisition module, data 
clustering module and communication terminal module. 
These modules can effectively collect and cluster all kinds 
of data of mobile terminals. In order to obtain more 
comprehensive and complete data, in the actual data 
acquisition process of mobile terminals, a large number of 
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sensor nodes can be arranged in the data acquisition area, 
which can not only obtain comprehensive and complete 
data, but also significantly improve the efficiency of data 
acquisition. 

The network layer is in the middle of the overall 
architecture for mobile terminal data mining based on the 
IoT, and its main responsibility is to connect the data 
sensing layer with the application service layer. The mobile 
terminal data collected by the data sensing layer can be 
transmitted to the application service layer through the 
optical fibre network and the 4G network. 

The application layer is the access port of IoT and users, 
and the efficient utilisation of IoT is realised by this layer. 
The addition of cloud platform also makes the management 
of various application services more efficient. It has 
powerful data storage and processing functions, and users 
can access the platform portal according to actual needs, and 
use various applications that meet users’ needs. Therefore, it 
has absolute advantages in resource utilisation. 

Figure 2 Data acquisition process by sensor with the agent 
technology 

 

2.2 Data acquisition of mobile terminals 
After the data mining platform is established, it is necessary 
to collect the data of mobile terminals. In order to reduce the 
loss rate of data acquisition, this paper uses mobile agent 
technology to collect data. When an agent encounters a 
failure point in the process of migrating to a node, it can 
independently adjust the migration route and find a new 
route to migrate, thus avoiding this failure point, which can 
effectively reduce the probability of data loss in the process 
of data acquisition. The data acquisition process of mobile 
terminals by the agent technology is shown in Figure 2. 

As shown in Figure 2, after the network manager 
performs the network initialisation operation according to 
the user’s needs, a new mobile Agent will be built through 
the collection node and it will be sent out. The sent mobile 
Agent will acquire the data of all sensors one by one along 
the migration path. It should be noted that, in general, the 
sensor data acquisition network based on Agent technology 
contains a monitoring mechanism, whose main function is 
to sense the change of the routing network and the migration 
demand of mobile Agent in real-time, so as to achieve the 
purpose of timely adjusting the migration path of mobile 
Agent and completing sensor data acquisition. When the 
data collection task of mobile terminals is finished, the 
mobile Agent will bring the collected data back to the 
collection point. 

2.3 Clustering of mobile terminal data 
The sensors used to collect data contain a lot of redundant 
data. In order to reduce the complexity of subsequent data 
processing, the data clustering module of the data awareness 
layer is used to perform IPK-means data clustering 
operation on the mobile terminal data collected by sensors 
(Jiang et al., 2019; Zamzami and Bougila, 2020; Sheng  
et al., 2020). Because k-means algorithm cannot find a good 
initial centre, it cannot cluster the data well, which affects 
the data mining effect. Based on this, the engineering 
problem is transformed into a mathematical optimisation 
problem to improve its clustering ability. Based on this, the 
improved particle swarm optimisation algorithm is used to 
optimise k-means clustering algorithm. The chaos search 
process was added to PSO to increase the diversity of PSO 
in the late PSO iteration, and a dynamic adjustment factor 
formula was given to make the adjustment factor correlated 
with the fitness value of the particle in the updating process. 
Finally, the improved PSO algorithm is applied to k-means 
clustering to find a better initial centre for it (Veit and 
Jensen, 2019). The data clustering process can be 
summarised as follows: 

1 Initialise the particle population. After random selection 
of a mobile terminal data as a cluster centre, the other 
cluster centres are selected in turn according to the 
description in the principle of maximum distance. After 
numerous operations, initial particles can be obtained. 
The solution process of distance in the principle of 
maximum distance can be realised by the following 
formula: 

( ) ( )
1

, ,
E

j j
i

dis z E dis z E
=

=  (1) 

 where the cluster centre set and the current cluster 
number are represented by E and |E|, respectively, and 
data of the jth mobile terminal in the mobile terminal 
dataset is represented by zj. 

2 Based on the selected cluster centre, the cluster dataset 
is segmented in each initial particle according to the 
relevant description of the minimum distance, and then 
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the fitness of the initial particle is calculated to obtain 
the individual extremum of each particle and the 
particle position of individual extremum, as well as the 
global maximum value and its particle position (Xu and 
Li, 2019). The fitness function can be solved by the 
calculation formula of DBI index, which can be 
expressed as follows: 

1
1 2

1 max
k

i j

j i ji

E Efit
k w w≠

=

 +
=   − 
  (2) 

 where the average distance and inertia weight of cluster 
are represented by 2i jw w−  and k, respectively; 
Euclidean distance and cluster population are 
represented by and respectively. 

3 The dynamic factor is adjusted and the particle velocity 
and position are updated. 

4 The particles after the update operation are taken as the 
new clustering centre, and the clustering operation is 
performed once again on the mobile terminal data. The 
fitness of each particle is solved. 

5 The particles whose extremums have never changed 
and those that can’t become the global optimum in the 
particle swarm are eliminated, and the generation 
operation of the equivalent particles at the global 
optimum position is completed with the help of chaotic 
search. 

6 thre is used as a threshold, var as the fitness variance of 
the current particle population, and l as the maximum 
iteration number. When var < thre or var ≥ l is 
satisfied, turn to the next step, otherwise, turn back to 
step (3). The fitness variance of the current particle 
population can be solved by equation (3). 
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 The fitness and average fitness of population i are fi and 
favg respectively. 

7 The best position obtained by the particle swarm 
optimisation algorithm is used as the initial centre to 
construct the category matrix, and the iterative 
operation is not performed when constructing the 
category matrix (Huang et al., 2021). 

8 The cluster dataset is divided again according to the 
relevant regulations in the principle of the nearest 
distance, and the category matrix is updated. The 
update of the category matrix can be expressed by the 
following formula: 

1,
0,

i j
ij

i j

z E
u

z E
∈

=  ∉
 (4) 

9 If there is no change in the category matrix, the 
iteration is finished, otherwise, step (10) is executed. 

10 The average value of each cluster is solved, and this 
average value is taken as the cluster centre to complete 
the next round of clustering. In this process, empty 
clusters are deleted directly once they occur to make the 
cluster satisfy. 

11 If the number of iterations at this time is greater than or 
equal to the set maximum number of iterations, then the 
clustering process is finished, and the result can be 
output and the clustering index can be solved; 
otherwise, it should turn back to step (8). The solution 
process of index cluster index can be expressed by the 
following formula: 

1
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=
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 where the average distance of clusters is represented by 
iE ; Euclidean distance and cluster population are 

represented by 2i jw w−  and k respectively. 

2.4 Mining of abnormal behaviour of users 
After acquisition of the processed data, the user abnormal 
behaviour detection module of mobile terminals in the 
application service layer is used to mine the data to detect 
the abnormal behaviours of users. By detecting the 
abnormal features of user access behaviours, determining 
the abnormal type and checking the abnormal evolution, the 
detection of abnormal user access behaviours at mobile 
terminals can be completed. In essence, detecting abnormal 
features means taking some measures to show the historical 
track of mobile terminal users’ visits in the form of  
spatio-temporal co-occurrence areas, and completing the 
mining of mobile terminal users’ behaviours and group 
structure based on the obtained spatio-temporal  
co-occurrence areas. 

Determining the abnormal type needs to be based on the 
abnormal characteristic value of the mobile terminal users, 
and done with the abnormal behaviour detection model 
(Wang et al., 2018). Because the random forest algorithm 
has the advantages of high data training efficiency, high 
classification accuracy and no over-fitting, this paper builds 
a mobile terminal user abnormal behaviour detection model 
based on the random forest algorithm. The main process can 
be summarised as follows:  

1 According to description in the Boostrap method, the 
sample subset extraction operation is performed on the 
mobile terminal data training sample set. It should be 
noted that the sample subset should be extracted in a 
way that can be put back. 

2 Taking the maximum growth as the tree construction 
rule, the Cart tree construction operation is performed 
on each sample subset. 

3 The RF classification model is constructed by the 
generated trees Cart, and the classification process is 
finally completed by model voting. 
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To check the evolution of abnormal behaviours, it is 
necessary to judge whether the abnormal eigenvalues of 
mobile terminal users are consistent with the abnormal 
results obtained (Jia, 2021). In order to achieve a better 
detection effect of abnormal behaviours of mobile terminal 
customers, abnormal feature detection, abnormal type 
determination and evolutionary abnormal behaviour 
inspection are indispensable (Abbasi et al., 2018). The 
specific mining process of abnormal behaviours of mobile 
terminal users is shown in Figure 3. 

Figure 3 Mining process of abnormal behaviours of mobile 
terminal users 

 

3 Experiment and analysis 
The management network mobile terminal of a large power 
company in D city was taken as the experimental object. 
The network mobile terminal was a kind of intelligent 
terminal equipment closely connected with the IoT. Taking 
Windows 10 system with 8 GB of running memory as the 
operating system, with the help of Matlab platform, the data 
collection and analysis of the method proposed in this paper 
were completed, and the abnormal behaviours of users were 
detected to verify the feasibility and effectiveness of this 
method in data mining. 

3.1 Feasibility experiment 
After design of the method, the feasibility experiment of the 
method proposed in this paper was carried out to test its 
ability to detect users’ abnormal behaviours, data clustering 
effect and data collection effect, and the energy 
consumption of the above operations were recorded. 

The method proposed in this paper was used to detect 
abnormal user behaviours among 10 mobile terminal data 
samples containing abnormal data. The results of abnormal 
user behaviour detection are shown in Table 1. 

Table 1 Detection effect of abnormal user behaviour of 
mobile terminals 

Number 
Actual 

abnormal 
condition 

This method is 
used to detect 

abnormal 
conditions 

Exception type 

1 Y Y Individual 
abnormality 

2 Y Y Group anomaly 
3 N N No abnormality 
4 Y Y Individual 

abnormality 
5 Y Y Spatiotemporal 

anomaly 
6 Y Y Event exception 
7 Y Y Event exception 
8 N N No abnormality 
9 Y Y Group anomaly 
10 Y Y Individual 

abnormality 
11 N N No abnormality 

As can be seen from Table 1, the abnormality detection of 
mobile terminal users’ behaviours can be realised by the 
method proposed in this paper, and the detection results are 
consistent with the actual situation, suggesting that this 
method can effectively mine users’ abnormal behaviours 
and better meet the actual work needs. 

In the process of mining data of mobile terminals, the 
collected data of mobile terminals is complex, and there are 
many duplicate and redundant data, which will reduce the 
efficiency of data mining. Therefore, in order to improve the 
efficiency of data mining of mobile terminals and quickly 
obtain useful information, the method proposed in this paper 
was applied to cluster 100 collected data of mobile 
terminals. The clustering effect is shown in Figure 4. 

Figure 4 Data clustering effect 

 

In Figure 4, the collected mobile terminal data is 
successfully divided into 18 categories, and only 2 data are 
not clustered. The results imply that the method proposed in 
this paper has a good clustering effect when clustering data 
of mobile terminals and can effectively reduce the 
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complexity of data processing and improve the efficiency of 
data mining of mobile terminals. 

In order to verify the advantages of this method in data 
acquisition, the data acquisition results of mobile terminals 
under different noise interference environments are drawn, 
and the data acquisition results obtained by this method are 
shown in Figure 5. 

Figure 5 Data acquisition effect 

 

Figure 6 Energy consumption of data mining 

 

In Figure 5, the data of mobile terminals collected by this 
method is close to the actual data in each experiment, and 
the data volume curves almost coincide under any degrees 
of noise environment. The experiment proves that this 
method can achieve accurate data collection of mobile 
terminals, which is conducive to the subsequent work of 
mining abnormal behaviours of mobile terminal users. 

The application of this method in data mining of mobile 
terminals is involved in data collection, data clustering and 
abnormal behaviour detection of mobile terminal users, and 
its energy consumption is shown in Figure 6. 

It can be seen from Figure 6 that when this method is 
used to mine mobile terminal data, the energy consumed in 
data collection, data clustering and abnormal behaviour 
detection of users is low, and even in a noisy environment, 
the energy consumed does not exceed 4J. The results imply 
that this method only needs a little energy consumption to 
complete the data mining of mobile terminals, and it has 
obvious advantages in the actual data mining work. 

Figure 7 Abnormal access distribution of mobile terminal users, 
(a) actual distribution (b) distribution with the method 
proposed in this paper (c) distribution with the method 
proposed in Chen and Zhang (2020) (d) distribution 
with the method proposed in Mao (2019) 

 
(a) 

 
(b) 

 
(c) 
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Figure 7 Abnormal access distribution of mobile terminal users, 
(a) actual distribution (b) distribution with the method 
proposed in this paper (c) distribution with the method 
proposed in Chen and Zhang (2020) (d) distribution 
with the method proposed in Mao (2019) (continued) 

 
(d) 

3.2 Comparative experiment 
One hundred twenty experiments have been carried out on 
the method proposed in this paper, the mobile terminal data 
mining method based on interval constraint proposed in 
Chen and Zhang (2020) and the mobile terminal data 
mining method based on fuzzy association rules proposed in 
Mao (2019) respectively to compare the abnormal 
distribution effect of mobile terminal users and judge 
whether it is consistent with the actual situation. Through 
this process, the accuracy of data mining of the three 
methods is judged. The distribution of abnormal access 
types of mobile terminal users on the samples obtained is 
shown in Figure 7. 

From the analysis of Figure 7, it can be seen that the 
abnormal distribution effect map of mobile terminal users 
obtained by the method proposed in this paper is completely 
consistent with the actual abnormal distribution, while that 
obtained by the other two methods is obviously inconsistent 
with the actual abnormal distribution. The experiment 
verifies that the method proposed in this paper is more 
advantageous than the other two methods in mining mobile 
terminal data, and can better meet the needs of data mining 
in practical work. 

4 Conclusions 
Based on the poor effect of mobile terminal data mining, 
this paper proposes a mobile terminal data mining method 
based on the IoT. This method uses the IoT technology to 
complete the construction of mobile terminal data mining 
optimisation framework, and uses the mobile agent wireless 
sensor data acquisition technology to complete the 
extraction of mobile terminal data, and then implements 
clustering based on chaotic search particle swarm 
optimisation k-means algorithm to realise abnormal data 
detection and user abnormal access behaviour mining. This 
method can improve the data collection effect and meet the 

actual demand of mobile terminal data mining. Experiments 
prove the advanced nature of this method, and the 
conclusions are as follows: 

1 The mobile terminal data collected by the method 
proposed in this paper are close to the actual data, no 
matter in the environment with high noise interference 
or low noise interference, and the data curve almost 
coincides with the increase of the number of 
experiments. 

2 When clustering mobile terminal data, the clustering 
effect of this method is relatively good. In the 
experiment, 100 data are divided into 18 categories, and 
only 2 data are not clustered, which has little impact on 
the results and can effectively reduce the complexity of 
data processing. 

3 When this method is used for mobile terminal data 
mining, users consume low energy in data collection, 
data clustering and abnormal behaviour detection, even 
in a noisy environment, the energy consumption is less 
than 4J, so this method has low consumption. 

4 In comparison experiment, three methods are used to 
detect data at the same time, but only the abnormal data 
type distribution detected by the method proposed in 
this paper is completely consistent with the actual 
distribution, which is superior to other comparison 
methods, and the mined data has a certain effectiveness. 

It is hoped that this paper can provide references for the 
research of mobile user data mining methods. 
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