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Abstract: In order to improve the security of internet of things, a privacy protection method of
internet of things nodes based on convolutional neural network is proposed. Firstly, the flow
model of IoT network nodes is constructed while using the ant colony algorithm to solve the
model to obtain the current flow data of IoT nodes. Secondly, a convolutional neural network
model is established to identify abnormal nodes in the internet of things. Finally, the privacy
protection strategy of k-anonymous IoT nodes based on the average degree of nodes is adopted to
protect the privacy of IoT abnormal nodes. The experimental results show that the method can
effectively extract the node traffic before and after the attack on the internet of things, and the
deviation value is only 2 kb/s; the identification results are more accurate, and the privacy of the
internet of things nodes can be effectively protected.
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Introduction

data from a single production data to a data environment
where production and use data coexist. Among the large

With the development of network technology, network
software and websites emerge in endlessly, such as QQ,
microblog, Facebook, etc., making the number of network
users grow exponentially. As one of the technical
frameworks of the current network interaction environment
(Bica et al., 2019), the internet of things (IoT) has a wide
range of applications. The internet is used in various
industries to provide network services for different users.
The continuous development of the IoT technology has
accelerated the pace of the IoT era, and has also made the
number of terminals connected to the IoT increase rapidly,
which has transformed the current network environment

Copyright © 2024 Inderscience Enterprises Ltd.

amount of data generated by users’ behaviours on social
networks, they have strong business value and play a great
role in their application scenarios. In the process of network
interaction, users exchange data through IoT nodes. IoT
nodes are dynamic parts of network communication
transmission and are weak. When they are attacked
maliciously by network hackers (Park, 2020), it is easy to
cause users’ privacy data leakage. By analysing the
characteristics of users’ privacy data (Meng et al., 2019),
network hackers can tap into the commercial, social and
other values behind users’ privacy data, Its application in a
bad environment will cause unpredictable consequences.
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Therefore, in order to improve the privacy security of IoT
nodes, it is essential to protect the privacy of IoT nodes,
which is of high practical significance.

Zhang et al. (2021) proposed the security and privacy
protection methods of IoT collaborative edge computing.
This method is based on the architecture of the 10T, uses the
write edge computing method to calculate the security of the
current IoT communication nodes, and then uses the DAT
data protection method to achieve the protection of data
nodes in the communication transmission process of the
IoT. However, in the application process of this method, it
needs to use sensors to collect the node queues in the
current [oT communication. There is delay and interference
noise when sensors collect nodes, which makes it invalid to
protect the privacy of IoT nodes. Li et al. (2019b) proposed
a network data protection algorithm. This method realises
the privacy protection of IoT nodes by building the dynamic
topology of the IoT, setting the time window, using
hierarchical sampling to obtain the current IoT
communication nodes, and using sensor network data
protection methods to hide the IoT communication network
topology. However, this approach is different from the IoT
framework. When building the dynamic topology of the
10T, users need to input the attributes of the IoT framework
themselves. The process of building the dynamic topology
of the IoT is tedious, so its application scope is very small.
Dimitriou and Roussaki (2019) proposed location privacy
protection methods in the IoT environment. This method
protects the privacy of location information when users
communicate. This method obtains the current IoT
communication nodes by using the clustering method, and
then establishes the attacker model, uses this model to
obtain the attacking nodes in the cluster IoT
communication, and then uses the data propagation protocol
to achieve the privacy protection of user location
communication nodes. Although the above methods can
complete the privacy protection of IoT nodes, there are
problems such as insufficient accuracy of node traffic
identification before and after the IoT is attacked, and low
accuracy of IoT node loss value.

In order to effectively improve the privacy security of
IoT nodes, a privacy protection method of IoT nodes based
on convolutional neural network is proposed. The overall
technical route of this method is as follows:

1 According to the hierarchical structure of the IoT and
its deep coupling relationship with the user
communication network, the node flow model of the
IoT is established.

2 After solving the node traffic model of the IoT using
ant colony optimisation algorithm, the current node
traffic data of the IoT is obtained.

3 Input the current IoT network node traffic data into the
convolutional neural network model. The convolutional
neural network model identifies the abnormal node in
the current IoT network node traffic by establishing the
IoT network node traffic cube sample matrix, feature
extraction, sliding convolution and other operations.

This node is also the node that is under malicious
attack.

4 The malicious IoT node is taken as the privacy
protection object, and a k-anonymous IoT node privacy
protection policy based on node average is proposed.

2 Privacy protection method of IoT nodes based
on convolutional neural network

2.1 Construction and solution of node traffic model
of loT network

The structure of the [oT is a layered form, and there is a
deep coupling relationship between it and the user’s
communication network. The relationship between the IoT
and the user communication network is shown in Figure 1.

If there is a malicious attack during the interaction
between the IoT and the user communication network, it
will lead to changes in network traffic between the IoT and
the communication network (Liu et al., 2021; Li and Wu,
2020; Taguchi and Yoshimura, 2021).

Figure 1 Schematic diagram of the relationship between IoT and

user communication network (see online version
for colours)

communication link

Router  Communication
network

Communication node

According to the relationship between the IoT and the user
communication network in Figure 1, the extreme learning
machine algorithm is used as a fitting function to establish a
network node traffic model of the IoT, and the model is
used to obtain the network node traffic when the IoT
communicates with users. The detailed process is as
follows:

Let G = {(x1, t1), (X2, t2), ..., (Xn, t~)} represent the
traffic dataset between the IoT and the communication
network, where Xi = [Xii, ..., Xin] € R", ti = [ti1, ..., tin] € R™,
andi=1, 2, ..., N, the expression formula of the extreme
learning machine regression model of the network traffic
dataset is as follows:

L L
Zi=loig*zi=1(li*xj+b1+L1)=tj =t (1)

In the above formula, L and b represent the number and
threshold of hidden layer nodes respectively; Ii, i represent
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the node weights of input layer and hidden layer
respectively; g(x) is the excitation function.

Convert formula (1) into matrix form, and its expression
formula is as follows:

HO=T 2

In the above formula, H represents the input matrix of the
hidden layer, O represents the partial derivative matrix,
of
03

0= ; t represents the network traffic time matrix,

Of
T
T

L#m

T=
T
TL Nim
The nonlinear regression matrix problem of formula (2)
is converted into equation form, and its expression formula

is as follows:

_ (L2 Y L
L—argmln(E"Oll +E"8" jzi=10ig(lixj+bi)

—tj—g;

3)

In the above formula, ||¢||* represents extreme learning and
structural risk; y is the adjustment parameter.

Reduce formula (3), and then use Lagrangian function to
solve the result. The expression formula is as follows:

_lol” | yxlel?
=—+

L(O, ¢ ) 5 5

-oHO T —0e (@)

In the above formula, ® represents the Lagrange multiplier.
Calculate the partial derivative of formula (4), and its
expression formula is as follows:

-1
T
O’:(HTH*HTT+H T] (5)
Y

After the above steps, the expression formula of the network
node traffic model between the IoT and the communication
network based on the extreme learning machine is as
follows:

E=Z;Oigz;(l*x+bi) (6)

So far, the network node traffic model of the IoT has been
built.

Ant colony algorithm is a kind of global search
algorithm (Gao et al., 2019), which is inspired by the
process of ant colony searching for food in nature. From a
mathematical point of view, the ant colony algorithm has
complexity and randomness. It is a process of iteration step
by step until the algorithm reaches the final convergence by
initialising the number of ants and updating the number of
pheromones (Lakshmanaprabu et al., 2019). The ant colony
algorithm has a high execution efficiency. When

establishing the ant colony optimisation path, it can build its
optimisation path according to the probability of the next
access object. The algorithm has good convergence, and its
output results are more accurate (Li et al., 2019a). In the
final summary, the ant colony algorithm is used to solve the
node traffic model of the IoT. The specific process is as
follows:

Let m represent the total number of ants in the ant
colony, i and j both represent the flow nodes, and the
distance  between them is represented by  dj
(i,j=1,2, ..., n), then the formula for calculating the total
number of ants in the ant colony is as follows:

m=>" bi(1) (7)

In the above formula, t represents the time; bi(t) represents
the number of ants at the node position i when the time is t.

Let tj(t) represent the amount of information
participating in the connection between nodes i and j when
time is t, and the information amount of all node paths is
regarded as a unified value, and the movement direction of
ants in the optimisation process is affected by this amount
of information (Liu et al., 2022). Then when the time is t,
the probability expression formula of ants moving from
node i to node j is as follows:

1
[t (0] [0;] ————, jetabu
pk = s ) > [l [05) k (8)

ke tabuy

0, j€ tabuy

In the above formula, o represents the importance of the
heuristic information; tabuy represents the node mark passed
by the ant k; 0;; represents the prior value, and its expression
formula is as follows:

0 a; €))
After n times, the ants complete a traversal, and use the
taboo table to record the movement process of the ants. At
this time, the tabu table is marked as ‘recorded full’. Then
delete the tabu table, so that the ant colony traverses the
next time (Sutar et al., 2020). After storing the current node
of the ant in the ant, and calculating the paths travelled by
all the ants in the ant colony, select the shortest path
travelled by the ants and save it (Wang et al., 2020). As the
ant colony travels more and more paths, the shortest path
travelled by the ants is gradually replaced. At this time, the
ant colony traversal cruise needs to be adjusted according to
the information disappearance degree. The expression
formula is as follows:

Tjj t+)H= Tjj (t)—p‘tij (t)+pATij (10)
Q

Atk =4 Ly (1)
0
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When the value of formula (11) is not 0, the ant k passes the
path length when the time is and.
In the above formula, At}} represents the amount of

information that the k™ ant stays on the path during the
traversal process; Ly is the path length; Q is a variable
constant.

In general, set the counter value of the ant traversal.
When the number of times the ant colony traverses reaches
the counter value, stop traversing. At this time, the
minimum path the ant travels is the optimal solution of the
node traffic model of the IoT. So far, the node traffic data
between the current IoT and the user communication
network has been obtained.

2.2 Traffic anomaly identification of loT nodes based
on convolutional neural network

The node traffic during the communication of the IoT has a
dynamic change law of time sequence. When the node
traffic is abnormal, it indicates that there is a malicious
attack (Fei et al,, 2020). On the basis of the temporal
dynamic change law of the attacked node’s traffic, the
convolutional neural network model is used to extract the
characteristic information in the dynamic process of the
network node’s traffic, and identify its abnormal type and
abnormal node location, so as to provide a protection target
for the subsequent privacy protection of the IoT node. The
detailed steps are as follows:

Input  IoT node traffic

Output IoT node identification results

Step 1  Establish the cube sample matrix of the

convolutional neural network model

Let x * y * t represent the three-dimensional matrix
of the convolutional neural network model, where t
represents the traffic timing frame of the [oT
communication node, and x * y can be seen as the
dynamic screen of the IoT node composed of
several traffic timing frames of the IoT
communication node. In this way, the dynamic
screen (Hassanibesheli and Donner, 2019)
composed of several traffic timing frames of IoT
communication nodes can be used to present the
current operation process of IoT nodes. When
building the convolutional neural network model,
first input the IoT node flow time sequence frame
into the model, normalise the time sequence frame,
and then combine the [oT node flow time sequence
frames at the same time to generate feature sub
pixels. According to the flow time sequence frame
topology of IoT nodes (Park and Demarco, 2020),
arrange the flow time sequence frames of [oT
nodes to generate a feature frame picture of x * y.
The cubic sample matrix of the convolutional
neural network model can be obtained by
superimposing the characteristic frame images

Step 2

Figure 2

within the time period (to, to + 1). The matrix is
represented by Cyyro.

Generate 3D feature extraction network

In order to better extract the running state
characteristics of the network node traffic, it is
necessary to extract its cube sample matrix from
three dimensions. A three-dimensional feature
extraction network of convolutional neural network
is built here, and the network structure is shown in
Figure 2.

Schematic diagram of three-dimensional feature
extraction network structure of three-dimensional
convolutional neural network model (see online
version for colours)
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The characteristic process of the network node
traffic extracted from the convolutional neural
network is: when the physical network node traffic
is abnormal, take the cubic sample matrix of the
IoT node traffic as the input, use several
convolutions and start from three dimensions, and
perform the sliding convolution operation on the

cubic sample matrix. Let Z{), and Zfi) represent

the 3D feature volume matrix and input matrix
output from the 1 network layer respectively, and
the ® symbol represents the sliding convolution
operator. The formula for sliding convolution of
the cube sample matrix is as follows:
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Step 3

Step 4
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Z0 =£(Z))) @K, +b0 (12)
O = (ml) Ky, +2p+5) - 13

mxyl mxyl Xyt p S ( )

In the above formula, 1 represents the network

layer serial number; K, represents the

three-dimensional convolution kernel of layer 1
network; b( represents the offset value of layer 1

network; f(.) is the activation function; mff;t

represents the three-dimensional feature volume
parameters of the layer | network; kyy: represents
the order of convolution kernel; p and s is the
structural parameter of convolutional neural
network.

After the sliding convolution of the cube sample
matrix is completed, the pooling check is used to
pool the maximum value of the cube sample
matrix, and the high-dimensional characteristics of
the cube sample matrix are obtained. The output
expression formula of the pooling layer is as
follows:
2 = e (20)) @ —— (14)
sub
In the above formula, K, represents pooled kernel
matrix; fmax(.)is the maximum value of the
activation function.

Identification of abnormal nodes in the IoT

Input the results of formula (14) into the full
connection layer, use the hierarchical softmax
classifier in this layer to classify and identify the
results of formula (14), and then output the
identification results of abnormal nodes of the
current [oT.

Convolution neural network model training

The training form of the convolutional neural
network model is the supervised form (Sun et al.,
2019), which uses the small batch gradient descent
algorithm to train the model. The training process
is as follows:

1 Convolutional neural network initialisation
The parameters of convolution kernel and
pooling kernel of convolution neural network

are initialised, and the expression formula is as
follows:

kijl = rand{[—l, 1]} (15)

In the above formula, kjj; represents the
parameter of convolution kernel or pooling
kernel; rand{.} stands for random operation.

2 Forward propagation processing

Take a group of cube sample matrices as the
input, perform convolution, pooling and full
connection calculations on them, and obtain
the output vector of the group of cubes. The
expression formula is as follows:

O = (f5 (fc (Cxy))) (16)

In the above formula, fc(.), fs(.) and fg(.)
represent convolution and pooled kernel full
connection calculation functions respectively.

3 Back propagation

Calculate the output value of the convolutional
neural network model and the error value of
the training data label. The expression formula
is as follows:

Kyyt1 = Kyyio + BpEp» (17)

In the above formula, kyyio and k. represent
the convolution kernel and pooling kernel
parameters before and after adjustment
respectively; Bp(.)is the gradient back
propagation function of small batch; E;,
represents the error difference between the
output value of convolutional neural network
model and the label error of training data.

The convolutional neural network is used to
obtain the abnormal node of the unit IoT
through the iterative operation of the above
steps. This node is the currently attacked node,
which needs privacy protection. Therefore, the
next step is to build a research on the privacy
protection strategy of IoT nodes.

2.3 Privacy protection of loT nodes

Based on the attacked IoT nodes obtained in the above
summary, the degree sequence of the attacked IoT nodes is
divided by the greedy algorithm based on the average
degree, and then the graph structure modification method is
used to realise the privacy protection of the IoT nodes. The
detailed process of dividing the degree sequence of IoT
nodes using the greedy algorithm based on average degree
is as follows:

The entire IoT is described using an undirected and
unweighted graph (Yamin et al., 2019), which is represented
by G = (V, E), where V = {vi, v, ..., va} represents the set
of attacked user entity nodes, and E = {(vi, vj)|vi, v; € V}
represents the set of edges between nodes, the association
between user nodes. The degree sequence of the IoT
undirected unweighted graph is denoted by Yg, and
Y = {yi, ..., yn}, where d;i represents the degree of the
inode.

Taking k attacked IoT nodes and IoT undirected and
unweighted graph as input, use sorting algorithm to sort the
degree sequence of IoT undirected and unweighted graph,
and save k attacked IoT nodes to within a group. Then
calculate the cost of whether the k + 1 attacked IoT node is
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stored in this group or whether it is a new group. The
calculation formula is as follows:

Cmerge = |y(a)_Y(k+l)|+w(Y[k+2: 2k+1]) (18)
Chew = W(ylk +1, 2k]) (19)

In the above formula, Cy.w represents the cost of depositing
the k + 1 attacked network node into the new group; Crerge
represents the cost of depositing the k + 1 attacked network
node into the existing group; I(y[k + 2, 2k + 1]) represents
the k + 1 attacked network node k-anonymity cost; W
represents the total number of nodes.

Compare the result of formula (18) with the result of
formula (19), when the result of formula (18) is greater than
the result of formula (19), the k + 1 to 2k nodes are stored in
the new group, otherwise, they are combined and stored
within the previous group. When all attacked IoT nodes are
grouped, calculate the average degree value of all attacked
network nodes. The expression formula is as follows:

> yw)

— (20)
j—i+1

y(a)=

In the above formula, i and j both represent loT nodes; y(W)
represents the degree sequence of W nodes.

After calculating the average degree value of all
attacked IoT nodes using formula (20), replace all node
degrees in all groups with the average degree value, and
thus obtain the k-degree anonymous sequence of attacked
IoT nodes.

Using the k-degree anonymous sequence of the attacked
IoT nodes, the undirected and unweighted graph of the IoT
is modified using the edge addition strategy, as shown in
Figure 3.

Figure 3 Schematic diagram of adding strategy to modify the
undirected and unauthorised graph of the IoT
(see online version for colours)
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Internet of
> things nodes
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10T nodes
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When IoT nodes v; and v; are edgeless, determine whether
the two nodes belong to a k-degree anonymous sequence, if

so, add an edge between the two [oT nodes, and calculate
the degree of the two nodes Also add 1. When there is an
edge between IoT nodes v; and vj, find two nodes v, and vq
in their adjacent node groups, and judge whether nodes v,
and vq belong to a k-degree anonymous sequence, if so, then
Delete the edge between node v, and vy. Connect nodes v;
with v,, v; and vq, and add new edges. So far, the
modification of the undirected and unauthorised graph of
the IoT has been completed, and the privacy protection of
the attacked IoT nodes has been realised.

The above process uses the ant colony algorithm to
solve the constructed IoT network node traffic model, and
obtains the traffic data of the physical network node. Based
on the obtained traffic data, a convolutional neural network
model is constructed, and the identification of abnormal
nodes in the IoT is completed through iterative training and
calculation. According to the identification results of the
identified IoT abnormal nodes, the privacy protection
strategy of k-anonymous IoT nodes based on the average
degree of nodes is adopted to protect the privacy of IoT
abnormal nodes, so as to improve the security of [oT nodes.

3 Experiment analysis

Taking the IoT built in a logistics park as the experimental
object, the method of this paper is used to protect the
privacy of its nodes. During a certain period of time, the
traffic data of the IoT node is collected, including
8,043 network nodes, and 168,903 undirected edges in the
8,043 IoT nodes. The average degree of all IoT nodes is
46 degrees, and the node degree is based on Power-law
distribution. Take 80% of the collected data as the training
sample and 20% of the data as the test sample. The IoT
structure of the logistics park is shown in Figure 4.

3.1 IoT node traffic collection test

Taking the node traffic of the IoT server as the experimental
object, the method of this paper is used to collect the node
traffic of the server in a certain period of time, and the
capacity of the IoT node traffic collection of the method in
this paper is analysed. The results are shown in Figure 5.

Analysis of Figure 5 shows that when the IoT node is
attacked, the IoT node traffic shows a rapid upward trend,
and the node traffic fluctuates slightly. When the IoT node
is not attacked, the traffic value is small and stable.
However, when the method in this paper collects the traffic
of IoT nodes, the values before and after the network attack
are exactly the same as the actual values. In the process of
network attack, there is a slight deviation between the IoT
node traffic collected by this method and its actual value,
but the deviation value is only about 2 kb/s, and the IoT
node traffic curve collected by this method when attacked is
very consistent with its actual curve. The above results
show that the method in this paper can more accurately
collect the current IoT node traffic when the network is
attacked and secure, and provide a better foundation for the
privacy protection of subsequent loT nodes.
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Figure 4 Schematic diagram of IoT structure of logistics park
(see online version for colours)
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3.2 IoT node anomaly identification test

The logarithmic loss is used as the measurement index, and
the logarithmic loss threshold is set to 3.0% to test the

performance of the algorithm in this paper to identify
different abnormal IoT nodes under attack under different
data volumes of IoT nodes. The results are shown in
Figure 6.

Figure 6 Change of logarithm loss when identifying IoT
abnormal nodes (see online version for colours)
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Analysis of Figure 6 shows that the logarithmic loss value
of the method in this paper when identifying abnormal
nodes in the IoT is proportional to the number of nodes.
However, when the number of IoT nodes is before 4,000,
the logarithmic loss value of the method in this paper to
identify abnormal IoT nodes is always 0. When the number
of ToT nodes exceeds 4,000, the logarithmic loss value of
the method used in this paper to identify abnormal IoT
nodes shows a slow upward trend. When the number of IoT
nodes exceeds 16,000, the logarithmic loss value when
identifying abnormal IoT nodes increases. The magnitude
increased slightly. However, the maximum logarithmic loss
value of the method in this paper to identify abnormal nodes
of the IoT is only about 1.6%, which is far lower than the
set logarithmic loss value threshold. The above results show
that the logarithmic loss value of the method in this paper is
small when identifying abnormal nodes in the IoT, and the
identification results are more accurate.

3.3 Node privacy protection test

Taking a certain IoT attacked abnormal node group as the
experimental object, there are 10 abnormal nodes in this
group, the privacy of this abnormal node is protected by the
method in this paper, and the protection result is shown in
Figure 7.

Analysis of Figure 7 shows that there are ten edges
between the initial abnormal nodes of the IoT, and after
using the method in this paper to protect the node privacy,
ten new edges are added on the basis of the original edges,
so that the current loT node There are 20 edges in total. This
situation changes the undirected and unauthorised graph of
the 10T, so that the privacy of IoT nodes is better protected.
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Figure 7 IoT abnormal node edge after node privacy protection,
(a) initial node edge (b) add edge (see online version
for colours)

(b)

Taking the amount of information loss as a measure, the
method in this paper is tested to protect the changes in the
amount of information loss of different IoT nodes and the
node under different attack degrees. The results are shown
in Table 1.

Table 1 change of information loss amount of IoT privacy
protection (%)

Number of IoT Attack risk level

nodes (piece) Low Moderate High
500 2.25 2.26 2.28
1,000 2.25 2.26 2.33
1,500 2.25 2.28 2.39
2,000 2.26 2.29 2.42
2,500 2.27 231 2.46
3,000 2.29 2.34 2.51
3,500 2.31 2.39 2.59
4,000 2.34 2.46 2.63
4,500 2.38 2.51 2.66
5,000 241 2.59 2.73
5,500 2.46 2.63 2.78
6,000 2.53 2.68 2.81
6,500 2.61 2.72 2.84
7,000 2.77 2.76 2.89

Analysis of Table 1 shows that the amount of information
loss when protecting the privacy of IoT nodes by this
method increases with the increase of loT privacy nodes,
and when the risk of IoT attacks is low, the method in this
paper protects the information loss of IoT node privacy. The
amount is slightly lower. When the number of IoT nodes is
before 3,000, the information loss when the method of this

paper protects the privacy of IoT nodes shows a small
increase trend at different attack risk levels. When the
number of IoT nodes exceeds 3,000, the amount of
information loss when protecting the privacy of IoT nodes
by the method in this paper increases slightly with different
attack risk levels. Among them, when the attack risk is high
and the number of IoT nodes is 7,000, the information loss
value of this method to protect the privacy of IoT nodes is
2.89%, which is 3.11% lower than the set threshold. The
above results show that when the method in this paper
protects the privacy of IoT nodes, it is less affected by the
number of nodes and the degree of attack on the IoT, and its
information loss value is low.

The method in this paper is tested with the edge change
rate of the IoT node as a measure.

The practical application effect of this method is further
verified. Taking the rate of change of the edge when
protecting the privacy node of the IoT as a measure, the rate
of change of the edge of the method in this paper is tested in
the case of different number of privacy protection nodes of
the IoT, and the results are shown in Figure 8.

Figure 8 Edge change rate of IoT node privacy protection
(see online version for colours)
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It can be seen from the analysis of Figure 8 that the edge
change rate when protecting the privacy of IoT nodes in this
method is in direct proportion to the number of IoT nodes,
that is, the more IoT nodes, the higher the edge change rate
when protecting their privacy. When the number of IoT
nodes is 18,000, the edge change rate of this method is close
to 24% after protection. The results show that the method in
this paper can effectively adjust the relationship between
IoT nodes, add edges between IoT nodes, make the change
rate of IoT node edges larger, and increase its privacy
security.

The method in this paper is verified from the point of
view of the average degree of nodes in the process of
privacy protection of IoT nodes. When testing the method in
this paper to protect the privacy of IoT nodes, the change of
the average degree of nodes in the undirected and
unauthorised graph with different numbers of original
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network nodes is protected. The results are shown in
Table 2.

Table 2 Average degree value of IoT nodes during privacy
protection (%)
Number fIoT OGN i digram
(piece) undirected graph afier protection
500 42.4 55.8
1,000 42.5 59.1
1,500 42.8 62.5
2,000 43.1 68.9
2,500 43.9 70.1
3,000 44.4 71.6
3,500 44.8 73.5
4,000 45.1 74.7
4,500 453 75.5
5,000 45.9 75.9
5,500 46.5 76.8
6,000 46.9 77.2
6,500 473 77.9
7,000 47.8 78.4

Table 2 shows that the average degree of IoT nodes is
positively correlated with the number of nodes. Among
them, in the case of the same number of IoT nodes, the
average degree value of the original IoT undirected and
unauthorised nodes in the graph shows a small increase
trend. After the privacy of this IoT node is protected in this
paper, the average degree value of the protected IoT
undirected and unauthorised nodes in the graph shows a
large increase trend. When the number of IoT nodes is
7,000, the average degree of nodes in the undirected
powerless graph of IoT protected by this method is 30.6%
higher than that in the original undirected powerless graph
of IoT. The above results show that after the application of
this method, the average value of IoT nodes can be
effectively improved, the security between nodes can be
increased, and the privacy protection ability of IoT nodes is
better.

Taking the privacy capture probability of the protected
IoT node as a measure, test the capture probability of the
privacy of the IoT node before and after being protected
under different IoT node numbers. The results are shown in
Figure 9.

It can be seen from the analysis of Figure 9 that when
the IoT nodes are different, the probability of node privacy
capture is irregularly distributed. The reason is that there are
many kinds of network attacks, and the captured network
nodes are also different. Therefore, the probability of node
privacy capture cannot be analysed from the perspective of
the number of network nodes. However, in the case of the
same number of network nodes, after the privacy protection
of the node in this method, the probability of the network
node failing is low. Before the application of this method,
the probability of privacy capture of the IoT node is

between 20% and 28%, and after the application, the
probability of privacy capture of the network node is about
4%. The results show that this method can effectively
reduce the probability of privacy capture of IoT nodes.

Figure 9 Probability value of privacy capture of [oT nodes
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Taking the safety factor of the IoT as the measurement
index, test the change of the safety factor of the IoT before
and after the application of this method, and the results are
shown in Figure 10.

Figure 10  IoT safety factor before and after application
(see online version for colours)
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It can be seen from the analysis of Figure 10 that the
security factor of the [oT fluctuates both before and after the
application of this article. This is because the IoT is subject
to attacks from different sources and types every day. After
the application of the method in this paper, the safety factor
of the IoT presents a straight upward trend. Two months
after the application of this method, the safety factor of the
IoT has reached 0.95. With the increase of time, the safety
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factor of the IoT shows a small fluctuation trend, which is
far lower than the fluctuation value of the safety factor of
the IoT before the application. To sum up, the method in
this paper can effectively improve the security factor of the
IoT, and its privacy protection ability of the IoT node is
relatively significant.

4 Conclusions

As the carrier of data exchange, the IoT node aims to
improve the security of IoT data exchange, and proposes a
privacy protection method for IoT nodes based on
convolutional neural network algorithm. The convolutional
neural network model is applied to identify abnormal nodes
in the current IoT, which is the key to realise the privacy
protection of nodes in the IoT. According to the identified
abnormal nodes of the IoT, k-anonymous IoT node privacy
protection strategy based on the average degree of nodes is
adopted to protect the privacy of abnormal nodes of the IoT.
The experimental results show that the method in this paper
has a better ability to collect the traffic of IoT nodes and a
more accurate ability to identify abnormal IoT nodes in the
application process. The deviation value is only 2kb/s. It can
also effectively protect the privacy of IoT nodes and
improve their security coefficient. It has a good application
effect.
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