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Abstract: Protection of smartphone devices is a capital-enhancing activity that
is rooted in the safe and secure use of these devices. However, the
socio-economic and digital disparities affect such protective behaviour —
specifically in developing nations where such differences are rife. This study
explores the information security behaviour of smartphone users through digital
and socio-economic disparities along with demographic characteristics. A
survey questionnaire was administered to 306 students in universities of
Pakistan employing a stratified multi-stage sampling technique. Analysis was
carried out using frequencies and Pearson’s Chi-square statistics. The findings
suggest that students show lax smartphone information security behaviour.
Digital divide and socio-economic differences reveal that students with greater
Internet access and higher socio-economic status exhibited better behaviour in
using smartphone settings and disaster recovery mechanisms. The study
provides relevant institutes and government departments with insights to
develop interventions, strategies, policies and specific training programs to
better users’ information security behaviour.
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1 Introduction

Mobile technology has seen unprecedented growth over the past decade with 5.2 billion
subscribers worldwide. Currently, with 3.8 billion mobile Internet users worldwide, an
additional 1.2 billion are estimated to use the Internet by 2025 (GSMA | The Mobile
Economy — The Mobile Economy, no date). This growth in Information and
Communication Technologies (ICTs) especially mobile technology is seen as a major
source of socio-economic activity and contributes towards the global economy with
estimations of 5% contribution to global GDP in 2022 (GSMA | The Mobile Economy -
The Mobile Economy, no date). Therefore, mobile technology is a major factor in the
socio-economic development of nations (‘The Mobile Economy Asia Pacific 2020°, no
date). The access to the Internet via mobile technologies is a boon for individuals to
maintain virtual communications, hence resulting in increased access to resources and
opportunities. Students’ dependency on mobile technology (Crompton et al., 2016;
Pimmer et al., 2016) to get access to educational resources is on the rise. Educational
organisations especially tertiary institutes adopt smartphones for academic activities
(Arain et al., 2018) due to their widespread use. The ease of use and convenience allows
the students to learn inside and outside the classrooms (Sung et al., 2016). Specifically,
amidst the COVID-19 pandemic, the online continuation of academic activities (Bao,
2020) has increased mobile usage.

Smartphones have a great impact on individuals — both positive as well as negative.
One example is easy access to help, which enhances an individual’s perception of
personal security (Ling et al., 2006) which is known as the capital-enhancing
consequences of the Internet (van Ingen and Matzat, 2018). At the same time, there are
cyber-security and privacy concerns associated with smartphone devices (Zhou et al.,
2014). The cyber-crimes using smartphones have also grown exponentially (Abawajy
et al., 2018; Yan and Yan, 2018) and are disavowing the positive impacts of mobile
technology. These cyber-crimes include identity theft, ransomware attacks and financial
frauds to name a few (Butler, 2020). The financial costs associated with these cyber-
crimes are estimated to be the USA $ 600 trillion in 2020 (Lallie et al., 2021) and they
disrupt the economic development of the nations. Tertiary institutes are the least secure
environment therefore smartphone devices need to be protected against cyber-crimes
(Botha et al., 2009) and the responsibility of such protection lies with the user (Tu et al.,
2014). Increased use of smartphones especially among students mandates that they
protect themselves from cyber-attacks (B. Kim, 2014) in order to fully exploit the capital-
enhancing activities on the Internet. Students should possess smartphone security self-
efficacy (Tu et al., 2014) - such as password protection and creating back up to name just
a few security practices - in order to protect their devices.

The information security behaviour of smartphone users is also influenced by digital
and socio-economic disparities just like other behaviour (Van Dijk, 2005). Despite the
growth of ICTs and the opportunities that they provide to individuals, it should be noted
that such technologies are not disseminated in society in a balanced way (Lal, 2017). This



Digital divide and socio-economic differences in smartphone information 3

results in a digital divide in which accessibility of ICTs is stratified across different socio-
economic classes (Cik et al., 2018). The digital and socio-economic disparities tend to
affect developing countries mostly due to a lack of technical and financial constraints
(Abascal et al., 2016). This is specifically the case where the increased unemployment is
rife and digital labour platforms are used as the main source of income alternatively
(Berg, 2015). Pakistan being a developing nation has a high Internet penetration. With
76% of the mobile connection penetration, it is one of the leading nations in the Asia
Pacific in mobile uptake (‘The Mobile Economy Asia Pacific 2020°, no date). Almost
50% of the country’s population currently possess smartphones with the majority being
youngsters. Moreover, the country is the fourth largest digital economy, the growth of
which is fuelled by the young population (Masood et al., no date). Mobile technology has
provided its fair share in this digital socio-economic development in Pakistan (‘The
Mobile Economy Asia Pacific 2020°, no date). At the same time, due to socio-political
and hostile regional settings, it faces increased cyber-threats (Shad, 2019) that have the
potential to disrupt this development. Smartphone Information security is a capital-
enhancing consequence of the use of ICTs and necessitates the safe, secure and
responsible use of these devices. For individuals belonging to socially disadvantaged
countries with growing digital economy such as Pakistan, safe and secure access to online
opportunities is vital. With this backdrop, this study aims to quantitatively explore the
smartphone information security behaviours of students enrolled in tertiary institutes in
Pakistan. Moreover, the difference in information security behaviour due to digital and
social disparities necessitates the understanding of smartphone information security
behaviours with respect to the digital divide and socio-economic status of students along
with demographics. The following research questions are posed:

RQ1 What are the current smartphone information security practices and behaviours of
students enrolled in tertiary institutes of Pakistan?

RQ2 Is there a difference in the smartphone information security practices and
behaviours of students in terms of gender, age, socio-economic status and digital
divide?

2 Related work

The literature on smartphone information security establishes the protection of
smartphones to be a multidimensional problem containing technical as well as
behavioural aspects (Alsaleh et al., 2017). Most of the literature has been dedicated to the
technical aspect of smartphone information security (BalaGanesh et al., 2018; Eppler and
Wang, 2018) with recent attention given to the human aspect. The behavioural literature
on smartphone information security is mostly from organisational (Brodin and Rose,
2020; Palanisamy et al., 2020), app developer and general user perspective (Butler,
2020). Nevertheless, there is a dearth of studies in the context of smartphone users’
security behaviour (McGill and Thompson, 2017). The importance of users’ information
security behaviour is argued by many (Tamrin et al., 2017) since they are deemed to be
responsible for ensuring their devices are protected against unwanted threats.
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2.1 Theoretical background

The stratification model of diffusion of technologies states that countries with pre-
existing digital and socio-economic advantage will maintain their edge in the digital
economy despite the increase in the take-up of digital platforms (Van Dijk, 2005; Van
Deursen et al., 2017). This means that countries that were late adopters of ICTs and are
developing will experience impediments in Internet access resources and social capital
that is derived from such activities. The digital divide theory posits that once individuals
cross the access divide threshold, differences still exit that are associated with Internet
usage (Van Dijk, 2005). It influences the online welfare of individuals (Van Deursen
et al., 2017) and affects their online behaviour. Similarly, the socio-economic disparities
are associated with the technical skills of the individuals (Robinson et al., 2015) such as
information security behaviour. Many studies report that individuals who access the
Internet more frequently and users who belong to higher socio-economic status benefit
from the Internet more and possess higher ICTs skills (Livingstone and Helsper, 2010).
This includes the information security practices of smartphones which are affected by
digital and social stratification. Therefore, the study of information security in terms of
capital enhancing activity is affected by digital and social stratification just like any other
social behaviour. In the next subsections, the relevant literature is discussed in the context
of developing and developed nations followed by the limitations of the previous work
and the present study.

2.2 Smartphone security in developed countries

Few studies have contributed towards understanding the smartphone information security
users’ behaviour in developed countries. One of the earlier studies conducted in the USA
by (Harris et al., 2014) examined the information security preparedness of university
students and IT professionals. The survey of 310 responses revealed that both students, as
well as professionals, did not adopt adequate measures to secure their smartphones. The
study (Jones and Heinrichs, 2012) administered an online survey at a regional university
in the USA. The findings from 205 responses indicated insecure smartphone behaviour
with a majority of the students not practicing usage of anti-virus software, encryption and
data backup/cleaning before disposing-off their smartphone. An updated evaluation of
students in the same university by the authors (Jones and Chin, 2015) was carried out in
the subsequent year to compare and understand the information security behaviours over
time. The survey results extracted from 218 undergraduate students indicated alarming
decreased information security behaviours using their smartphones. The students
exhibited an increase in opening multimedia attachments from an unknown source,
inability to log off from social networking sites/email and downloading apps that
requested access to personal information. In another study (Chin et al., 2020), another
updated evaluation of smartphone behaviours was carried out. The results from 309
respondents indicated that although the students showed a high degree of proficiency in
some areas of smartphone information security, they lacked good information security
practices in others. An online survey containing 210 responses (Breitinger et al., 2020)
was mounted online to understand the information security behaviours of general users
using their desktop computers and smartphones. Users exhibited less secure behaviour
while using their smartphones compared to computers. Similarly, (Stylios et al., 2016)
conducted a study on 204 participants from a university in Greece. The findings showed
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that the majority of the respondents stored bank PINs and sensitive data on their
smartphones and seldom changed passwords. Another study (Das and Khan, 2016)
measured the six-smartphone information security behaviour of 500 participants from
Qatar using a face-to-face survey. The findings from the study suggested a lack of
security concerns about malware/data leakage.

2.3 Smartphone security behaviour in developing countries

With most of the literature on smartphone information security behaviour carried out in
developed countries, there are few studies conducted in the developing nations. A study
(Zhang et al., 2017) gauged the smartphone information security practices of 341 Chinese
participants via an online survey. The results showed low-security behaviour in terms of
avoiding harmful behaviour with a majority of the participants downloading apps from
untrusted sources, failing to update smartphone apps, connecting to insecure Wi-Fi and
data backup/erasure. Similarly, (Nowrin and Bawden, 2018) surveyed 356 students from
a large public university in Bangladesh to explore smartphone information security
practices. The survey revealed that half of the students did not adopt secure use of
smartphone settings and add-on utilities and failed to take adequate measures such as
wiping data before disposal. Recently, (Shah and Agarwal, 2020) measured the
smartphone information security practices of 300 general users from India via an online
survey. The results indicated that the majority of the users adopted popular security
features such as screen locks but showed insecure practices of installing apps from
untrusted sources, connecting to free Wi-Fi. Other notable mentions include the
evaluation of partial smartphone information security behaviours of participants. In
Sari (2014), a survey was carried out on 106 general users from Indonesia to find their
knowledge, awareness and behaviour of smartphone information security. Out of five
areas, users showed low-security behaviour in reading security policies, installing anti-
virus, and reporting the security incidents of fraud and spam to the telecommunication
operators. The summary of the related work is presented in Table 1.

2.4 Socio-economic and digital disparities and information security behaviour

Although literature exhibits smartphone-security empirical evidence, few limitations
hinder the study of the phenomenon. Digital inequalities and socio-economic status have
not been addressed in understanding smartphone information security behaviour.
Demographic characteristics such as gender and age have been studied to explain
smartphone information security behaviours by many studies (Jones and Chin, 2015;
Zhang et al., 2017; Breitinger et al., 2020; Chin et al., 2020; Shah and Agarwal, 2020) as
shown in Table 1. Literature on general information security literature shows socio-
economic and digital divide to be influencing factors in the information security
behaviours. The users who are more digitally connected exhibit more information
security knowledge and practices gathered through the usage of the Internet (Dodel and
Mesch, 2018). Similarly, socio-economic inequalities are also related to information
security disparities (Dodel and Mesch, 2017). Users with higher socio-economic status
exhibit better information security behaviour in Israel. A study from the UK yields lower
information security behaviour of using security software by lower socio-economic
groups (McGuire and Dowling, 2013). However, there is a lack of evidence with respect
to digital and socio-economic disparities.
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Table 1

Summary of the related work

Study

Sample demographics

Variables used

Developed countries
Harris et al. (2014), USA

Jones and Chin (2015),
USA

Chin et al. (2020), USA

Breitinger et al. (2020)

Stylios et al. (2016), Greece
Das and Khan (2016), Qatar

Developing countries
Sari (2014), Indonesia
Zhang et al. (2017), China

Nowrin and Bawden (2018),
Bangladesh

Shah and Agarwal (2020),
India

This study

University student and IT
professionals, online survey, 3
universities

University students, 1 university

University students, face-to-face
survey, 1 university,

General participants, online
survey

General participants

General participants

General participants

General participants
University students, 1 university

General participants, online
survey

University students, face to face
survey, 6 universities

Frequency analysis

Frequency analysis, gender and
age

Frequency analysis, gender

Frequency analysis, mobile
Operating System, familiarity
of security, desktop and phone

Frequency analysis, age and
gender

Gender, age, mobile Operating
System,

Frequency analysis

Frequency analysis, gender,
education, occupation

Frequency analysis, gender,
age, department

Frequency analysis, gender,
age, mobile OS, mother tongue

Gender, age, language, IT /non-
IT department, socio-economic
status, frequency of Internet
access, quality of Internet
access

While these studies provide evidence of socio-economic status and digital divide

variables

in the context of general information security behaviour, no study

comprehensively focuses on smartphone security behaviour differences. Moreover, as
identified earlier, the socio-economic and digital divide disparities are not being studied
in the smartphone information security behaviours. This study reports on closing this gap
in information security literature by carrying out a survey in a developing country’s
context and extends previous work by including digital divide and socio-economic status
variables along with other demographic characteristics.

3 Method

3.1 Data collection

The survey method was employed using face-to-face interaction and a pencil and paper
approach. The survey questions were taken from (Jones and Chin, 2015; Chin et al.,
2020). The questions are arranged into three main categories that is:
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1 avoid harmful behaviour and attitude
2 protections through settings and add-on utilities
3 prepare for disaster recovery.

A multistage stratified random sampling was used (Jain and Hausman 2006) which is a
viable choice for conducive representation of the population and reduces sample size
(Shi, 2015). At the first stage, one province in Pakistan was selected and its cities were
stratified in poverty strata as per the multidimensional poverty index (MPI)
(Multidimensional Poverty in Pakistan, no date). At the second stage, universities
recognised by the higher education commission of the country were identified in these
cities. At stage three, one university was chosen from each poverty stratum randomly. At
stage four, students were randomly selected from each university. A total of 328 students
filled the questionnaire out of which a minimum of 306 responses was used for analysis
after cleaning the data.

3.2 Measures

In demographics, gender and age were dichotomous variables, whereas language spoken
at home is coded as categorical with 1 for national, 2 for local and 3 for multiple. The
department variable is also dichotomous with 0 representing students pursuing non-IT-
related degrees and 1 representing students enrolled in IT-related degrees. For socio-
economic status, the variables are urban/rural (dichotomous) and poverty strata. The
poverty strata variable is coded as ordinal. The digital divide is presented with two
variables in terms of quality of Internet access coded as 1 for access from home, 2 for
access from university/friends/family and 3 for access from multiple places. The other
variable frequency of Internet access is dichotomous with 1 for multiple times a day and
0 for once a day. The following hypotheses are framed with respect to demographics,
socio-economic status and the digital divide.

3.3  Hypothesis

3.3.1 Demographic-based hypotheses

Gender

Research on gender studies exhibits that female are not very confident in the
technicalities of their smartphones hence they are not proficient in smartphone settings
and add-on utilities (Jones and Chin, 2015). Similarly, other studies report that they tend
to use public Wi-Fi (Jones and Heinrichs, 2012). Moreover, the research in computer
security reveals that females are less confident in their computer usage (He and Freeman,
2019) and suffered from computer anxiety that culminates itself in differences in
computer attitude and behaviours (Cooper, 2006). Therefore, our hypothesis is

H1 Females are less likely to adopt phone settings and add-on utilities and prepare for
disaster recovery.

On the other hand, smartphone information security behaviour in the context of using
emails, social networking sites and downloading apps is less technical in nature.
Nevertheless, their unsafe use entails riskier behaviour such as opening attachments and
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downloading apps from sources that can’t be trusted. Males have been found to exhibit
riskier behaviour when it comes to such unsafe smartphone practices (Jones and
Heinrichs, 2012). A comprehensive review of the literature (Eckel and Grossman, 2008),
established that males mostly engaged in riskier behaviours compared to females
generally. Therefore, we posit that

H2 Females will demonstrate secure behaviours by avoiding harmful behaviour and
practices of smartphones.

Age

Younger adults are brought up using technology in their everyday life (Padilla-MeléNdez
et al., 2013) which mediates their attitude of expectancy and acceptance toward it. Due to
their increased online presence and their acceptance of technology, they have greater
information security concerns than older people (Blank et al., 2014). Therefore, we posit
that younger adults are more likely to adopt security measures.

H3 Students aged 18-20 are more likely to adopt phone settings and add-on utilities than
users aged 21 and above.

H4 Younger students will demonstrate secure behaviour by avoiding harmful behaviour
and practices of the smartphone.

Degree

Previous studies have found that smartphone security behaviours significantly differ with
respect to the degree that the students are pursuing (Nowrin and Bawden, 2018).
Therefore, we posit that

HS5 The type of degree that students are pursuing will have an association with
smartphone information security behaviours.

Language

Research has established certain smartphone information security behaviours such as
locking smartphones to be used less likely by the participants from Asia (Sawaya et al.,
2017). Other studies have found that the native languages and the ethnic background of
participants influence the adoption of secure mechanisms (Parker et al., 2015). Similarly,
(Shah and Agarwal, 2020) found that the mother tongue had an association with certain
smartphone information security behaviours positively while negatively with others. We
posit the following hypothesis:

H6 The languages spoken at home will have an association with smartphone information
security behaviours.

3.3.2 Socio-economic status-based hypotheses

Socio-economic status has been associated with information security behaviours of
individuals. The studies (McGuire and Dowling, 2013; Dodel and Mesch, 2017) found
that lower socio-economic status and educational level influenced less secure cyber-
practices of the individuals. Similarly, a study by (Dodel and Mesch, 2018) reveals that
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socio-economic status had a strong effect on an individual’s information security skills
and information security behaviours. In a study (Dodel and Mesch, 2019),
socio-economic status has a direct effect on information security behaviours such as
installing anti-virus and password safety. Therefore, we posit that

H7 The students belonging to rural areas will less likely to adopt smartphone
information security behaviours.

HS8 The students belonging to areas of low poverty will more likely to adopt smartphone
information security behaviours.

3.3.3 Digital divide-based hypotheses

There is limited research carried out to see digital divide differences on information
security and smartphone information security behaviour. In (Biichi et al., 2017), the
participants who were disadvantaged in terms of Internet usage were vulnerable to cyber-
threats. Similarly, a study by (Reyns et al., 2016) revealed that the role of Internet
attributes is associated with cyber-preventive behaviours. In (Dodel and Mesch, 2018), it
was established that there is an indirect relationship between quality of Internet access
and anti-virus behaviour. The digital divide is associated directly with participants’
digital security skills which in turn is associated with anti-virus behaviours. The
frequency of Internet use by the participants is found to be related to the information
security behaviour of passwords and instalments of anti-virus (Dodel and Mesch, 2019).
The study finds that the higher the frequency of Internet use, the more the participants’
engagement in information security behaviours. Based on the studies in the information
security behaviour of the computer, we posit the hypotheses on digital divide variables as
follows:

H9 The students who access the Internet less frequently will less likely to adopt
smartphone information security behaviours.

H10 The students who access the Internet from multiple places will more likely to
adopt smartphone information security behaviours.

4 Result and analysis

This section answers our research questions RQ1 and RQ2. Responses were analysed
using SPSS statistical V. 21 software. Descriptive analysis included frequencies and
categorical analysis was carried out using Pearson’s Chi-square. The significance level of
0.05 is used in this study based on previous studies. Post hoc analysis was conducted
using Bonferroni correction. The frequency of demographic, socio-economic and digital
divide variables is present in Table 2.

4.1 Avoiding harmful behaviour and attitude

To fully exploit the Internet without falling victim to cyber-crimes, users are required to
avoid harmful behaviour while using smartphones. There are seven secure practices in
this category as shown in Figure 1. Failing to adopt these, users can fall victims to
phishing in which sensitive information is extracted by enticing them to click on links
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(Arachchilage and Love, 2014). These links are usually emailed or texted to users and the
sender is from an unknown source. Similarly, malware attacks are exacerbated by users
clicking on links and downloading apps from unknown sources.

Table 2 Variables and frequencies
Variables Frequency %
Gender Male 167 54.6
Female 139 45.4
Age 18-20 years 174 56.9
21 and above 132 43.1
Department IT-related degree 199 40
Non-IT-related degree 184 60
Language National 97 31.7
Local 182 59.5
Multiple languages 27 8.8
Urban/rural Urban 132 44
Rural 174 57
Poverty strata Less than 10% 33 10
20-29.9% 35 114
30-39.9% 59 19.3
40-49.9% 40 13.1
50-59.9% 109 35.6
60-69.9% 30 9.8
Quality of internet access Home 166 54.2
University/friends/family 69 22.5
Multiple places 71 23.2
Frequency of internet access Multiple times a day 267 87
Once a day 39 13

A total of 59% of students responded that they opened multimedia attachments from
unknown sources as shown in Figure 1. Almost 46% admitted that they have clicked on
website links received via email from unknown sources. This behaviour showed that the
majority of the students were engaged in harmful behaviour and attitude that puts them at
risk of phishing as well as malware attacks. A further look into the frequency analysis
reveals that almost 23.5% of students always/often opened attachments whereas 14.3%
always/often click on the links received from unknown sources. A total of 57% had
downloaded apps from sources which they could not trust and gave apps permissions to
access their personal information. Such high percentages of students engaged in
downloading apps from an unknown source and granting excessive permissions is
concerning since such apps cannot be trusted for their legitimacy and security (Jones and
Chin, 2015). Users can unknowingly install malware that can hamper the security and
privacy of their smartphones. Almost 44% of the students said that they never
disconnected from email/social networks when they finished using them. This behaviour
which may be attributed to the convenience of the user is harmful and it increases the risk
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of information loss in case smartphone gets stolen (Zhang et al., 2017). Comparatively, a
small number of students (18%) failed to check for updates on their smartphones.
Constant updates are necessary to avoid malware attacks and other security incidents
(Harris et al., 2014).

Figure 1 Avoiding harmful behaviour and protection though settings

Use anti-virus Software
Connect to unsecure Wi-Fi

Disable GPS

Check smartphone updates
Give access to personal information when downloading apps

Download apps from untrusted source

Use Smartphone for financial purposes
Opening links from unknown source

Opening attachments from unknown source

Log off from emails/social networks when done using them

O% 10% 20% 30% 40% 5S50% G0% 7T0% 80% S90% 100%

= Abways/Often = Sometimes/Seldom = Never

Figure 2 Prepare for disaster recovery

Use of password

Set idle time out to shorter than factory default
Noting IMEI number

Wipe data from phone before disposal

Make back up of data

Store PINs/passwords in smartphone

Use of phone location services

Use of remote-lock

i

Use of remote-wipe

10 20 30 40 50 60 70 8O 90 100

EYes WNo

4.2 Protection through settings and add-on utilities

Protection through smartphone settings includes the use of a password, disabling global
positioning system (GPS), using anti-virus programs, idle time out settings and
connecting to password-protected Wi-Fi networks. Students using protective settings
were comparatively better than avoiding harmful behaviour. Only 30% of them did not
use a password to lock their smartphones as shown in Figure 2. A total of 50.2% of them
had not reset the shorter idle time out than the factory default (Figure 2). These settings
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allow the user to keep their smartphone data safe from unauthorised access (Imgraben
et al., 2014) since password protection mechanism is considered the first line of defence
in smartphone information security. The use of anti-virus software is adopted by a few of
the students (30.5%) with only 46.3% claiming that they had never used the software for
scanning their smartphones. The GPS is disabled when not in use by a majority of the
students, 44.8% saying they always practice it, 18.7% sometimes practice it whereas
36.5% never turn off GPS when not in use. Keeping the GPS on all the time puts the
users at the risk of being tracked by others. A total 49.2% of students always/often
connected to a password-protected Wi-Fi as shown in figure 1. On the other hand, a vast
majority of them have seldom (23.28%) and never (27%) used encrypted Wi-Fi. Free Wi-
Fi is offered in many places and it is not always secure. Participants using them can fall
victim to man-in-the-middle attacks. Cyber-criminals can sniff data and information
transmitted over unsecured Wi-Fi (Imgraben et al., 2014).

4.3 Prepare for disaster recovery

Smartphones can get lost or are disposed of as a result of which sensitive data and
information can be compromised. The preparation for such incidents involves backing up
of data, knowing international mobile equipment identity (IMEI) number of smartphones,
using remote-wipe, remote-lock, phone location features and wipe clean the smartphone
before disposal as shown in figure 2.

A majority of students lacked preparedness in case of a disaster. A large number of
them (77%) did not use the remote-wipe feature and (74%) failed to use the remote-lock
feature. But on the other hand, a small percentage (almost 37%) did not use phone
location services. A large number of the students (64.8%) did not record their smartphone
IMEI number which is beneficial in reporting the theft of the device. Almost half of the
students (54.9%) stored PINs/passwords in their smartphones for further reference. It can
be dangerous since sensitive information can be exploited to gain access to bank
accounts, emails, etc. in case of phone loss. On the other hand, a small percentage of the
students (33%) did not wipe their smartphone clean before disposing it off and 32%
failed to back up data on their smartphone. Such measures of wiping data before disposal,
using remote-lock/wipe features, phone location services are important in avoiding
vulnerabilities of sensitive data loss.

4.4 Categorical analysis

We used the Pearson’s Chi-square test to find an association between demographic,
socio-economic, digital divide variables and smartphone information security behaviours.
Table3. presents the significant results and Chi-square test statistics.

4.4.1 Demographic characteristics

Gender. We found three significant differences between smartphone information security
behaviours and gender, two in disaster preparedness and one in avoiding harmful
behaviour and attitude. Females who did not use remote-lock and remote-wipe features of
smartphones were comparatively more than those who used them. Therefore, females
showed less secure smartphone behaviour in prepare for disaster recovery. Hence HI is
supported. A post hoc analysis with Bonferroni correction showed that in avoiding
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harmful behaviour females exhibited good smartphone information security in not
granting access to personal information while downloading apps, therefore H2 is also
supported.

Age. We found two significant differences between age and smartphone information
security behaviours. Younger students aged 18-20 showed good smartphone information
security behaviour in refraining to download apps from untrusted sources as well as in
granting access to personal information to these apps. Younger students avoided harmful
behaviour and attitude than older ones, hence H4 is supported. No significant differences
were found in protection through smartphone settings therefore, H3 is not supported.

Department. We found five significant differences between students who were
pursuing IT-related degree and smartphone information security behaviours. Three of
these differences were in prepare for disaster recovery. The students who were pursuing
non-IT-related who used remote wipe, remote lock features and noted IMEI were
comparatively more than those who did not. Two differences were in avoiding harmful
behaviour and attitude. A post hoc test with Bonferroni correction revealed that student
pursuing non-IT-related degree showed better security by never downloading apps from
untrusted sources and granting access to personal information. Therefore, H5 is
supported.

Language. A total of four significant differences were found between language
variable and smartphone information security behaviour. Three of these differences were
in prepare for disaster recovery and one in protection through settings and add-on
utilities. A post hoc with Bonferroni correction revealed that students who spoke multiple
languages at home showed more secure smartphone information security behaviours in
setting Idle time out to shorter than the factory default and in giving access of personal
information to downloaded apps. Those who spoke multiple languages were less apt in
adopting remote-wipe features. Those who spoke only the local language showed less
secure smartphone information security behaviour by failing to note IMEI number and
setting idle time out to shorter than the factory default. Therefore, H6 is supported.

4.4.2 Socio-economic status

Urban/rural. Three significant differences were found between smartphone information
security behaviour and urban/rural variables. Students belonging to urban areas used
location services and noted the IMEI number of the smartphone, therefore, exhibiting
better preparedness for disaster recovery. Similarly, urban area dwellers that set the idle
time out to shorter than the factory default were comparatively greater than those who
used default idle time out. Students from urban areas exhibited better smartphone
information security in protection through setting add-on utilities. Hence H7 is supported.

Poverty strata. We found six significant differences between smartphone information
security behaviour and the poverty level of the city from where the students belonged to.
A post hoc Bonferroni correction revealed that students belonging from rich or less poor
poverty strata showed secure smartphone behaviours such as never connecting to
unsecured Wi-Fi, logging off after using email/social networks, disabling GPS when not
in use, never downloading apps from untrusted sources and giving permissions to access
personal information to downloaded apps. Hence students showed better smartphone
information security in protection through add-on utilities as well as in avoiding harmful
behaviour and attitude. However, students belonging to low poverty strata did not use
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phone location services hence were not prepared well for disaster in case of smartphone
loss or theft. Therefore, HS is partially supported.

4.4.3 Digital divide

Frequency of Internet access. There were seven significant differences in smartphone
information security and frequency of Internet access — three from protection through
settings, three from avoiding harmful behaviour and attitude and one from disaster
recovery. The results revealed that students who frequently accessed the Internet used
phone location services, therefore, were more prepared for disaster recovery. Similarly,
students accessing the Internet multiple times a day avoided harmful behaviour by setting
the idle time out to shorter than factory default and using passwords. However, these
students connected to unsecured Wi-Fi more frequently and carried out financial
activities more regularly. On the other hand, a post hoc Bonferroni correction revealed
that students who were digitally more connected avoided harmful behaviour and attitude
by refraining from giving access to personal information to downloaded apps and
frequently checking updates on their smartphones. Therefore, H9 is supported.

Quality of Internet access. We found nine significant differences in smartphone
information security and quality of Internet access variables. There were three significant
differences from each of the three smartphone information security categories. A post hoc
Bonferroni correction revealed that students who accessed the Internet from multiple
places used phone location services and made a backup of smartphone content
comparatively more than those who did not. However, these students stored sensitive
information such as PINs/passwords in their smartphones. Similarly, students who had
access to multiple places were more apt in adopting smartphone add-on utilities when it
comes to setting the idle time out to shorter than factory default and use of passwords.
However, they adopted less secure behaviour by not disabling their GPS when not in use.
In avoiding harmful behaviour and attitude, students who accessed the Internet from
multiple places showed better protection of their smartphone by not opening attachments
received from unknown sources and checking for updates. These students allowed access
to personal information while downloading apps thereby showing less secure smartphone
behaviour. Since the users who are digitally more connected exhibited more secure
behaviour in six out of nine smartphone information security behaviours, H10 is partially
supported.

5 Discussion

This study sheds light on the smartphone information security behaviour of university
students from a developing country’s perspective. The frequency analysis highlights low
smartphone information security exhibited by the students. More than 50% of the users
do not take measures to avoid harmful behaviour and attitudes. Opening of attachments
and links and downloading apps from unknown/untrusted sources make them vulnerable
to phishing attacks. The use of anti-virus software by less than 55% of the users makes
them even more vulnerable to malware and ransomware attacks. Connecting to unsecured
Wi-Fi leaves the students prone to man-in-the-middle attacks which can compromise
their overall smartphone information security. Students have the worst smartphone
information security when it comes to preparing for disaster recovery. More than 65% of
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the students are ill prepared for scenarios where their smartphone gets lost or stolen. A
vast majority of students not using remote-wipe/lock features, failing to back up data and
noting the IMEI number of their smartphones. Failing to take these simple measures puts
them at clear dangers of data loss, confidentiality and privacy breach especially when
almost 30% do not use a password to lock their smartphones. These losses can even lead
to sinister crimes such as financial frauds since more than 45% store PINs/passwords and
account details of their banks. For females, it can lead to even more grave consequences
such as being victims of blackmail. The sensitive data stored in smartphones includes
pictures and videos which cyber-criminals can exploit to blackmail females in a tight
culture as Pakistan’s.

Demographic differences revealed that females are not prepared for disaster recovery
in case their smartphone gets lost or stolen compared to males. These findings are similar
to (Nowrin and Bawden, 2018) where males were more concerned about disaster
recovery of their smartphones and used remote-lock/wipe features. The females are more
apt in avoiding harmful behaviour and attitude while being concerned, and not granting
access to personal information to downloaded apps. The findings are similar to (Zhang et
al., 2017) but are contrary to (Shah and Agarwal, 2020) in which males showed good
security practices in giving apps permissions. Similarly, younger students exhibited better
smartphone information security by avoiding harmful behaviour and activities. They
showed precaution in downloading apps from untrusted sources and allowing access to
personal information. Our results are in contrast to (Das and Khan, 2016; Stylios et al.,
2016; Shah and Agarwal, 2020) in which older users avoided harmful behaviour. But it
should be noted that the older participants in those studies were above the age of 25
hence are wise in the use of technology. Our results are also in contrast to (Jones and
Chin, 2015) in which no differences were found between users aged (18-20) and
(21-25). The type of degree that students were pursuing affected their smartphone
information security behaviours. Those who pursued IT-related degree did not show
precautions in disaster recovery behaviours and were less secure by downloading apps
from untrusted sites and giving excessive permissions to these apps. The findings are in
line with (Nowrin and Bawden, 2018). Language spoken at home affected the
smartphone information security behaviours of students in our study. Those who only
spoke the local language at home were not prepared for disaster recovery by failing to
note the IMEI number of their smartphones while those who spoke multiple languages at
home were lax in the use of remote-wipe feature. The multilingual individuals showed
more secure behaviour in setting idle time out to short than factory default and in
avoiding giving excessive permissions to downloaded apps. These findings are in line
with (Shah and Agarwal, 2020) where the mother tongue of the participants affected the
information security behaviours of the participants.

Urban dwellers are associated with better socio-economic status and exhibited better
smartphone information security by use of settings and add-on utilities, and disaster
recovery. Similarly, users from low poverty strata were more apt in adopting smartphone
settings and avoided harmful behaviour and activities. These findings are similar to
(Dodel and Mesch, 2017) where participants from lower socio-economic groups showed
lesser information security practices such as the use of anti-virus software.
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Categorical analysis

Table 3
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Categorical analysis (continued)
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The digital divide in terms of quality and frequency of Internet access showed mixed
results. Students having a lesser digital divide exhibited better security in disaster
recovery and use of smartphone settings and add-on utilities. This includes setting idle
time out to shorter than factory default, use of passwords, use of phone location services
and backing up contents in their smartphones. Our findings are in line with (Dodel and
Mesch, 2018) in which seniority of Internet access is an important determinant of both
digital security skills and anti-virus behaviour. These findings are also similar to (Dodel
and Mesch, 2019) in which the digital divide in terms of frequency of Internet access has
a direct and indirect impact on the information security behaviours of password and anti-
virus software usage.

Information security practices require digital knowledge and skills. The more a user
accesses the Internet, the more he/she is to acquire those practices as well as knowledge
and experience (Dodel and Mesch, 2018). Hence, the digital divide is associated with
information security behaviours as well as smartphone behaviours. On the other hand,
less secure smartphone behaviour for those who were digitally more connected was
observed in a few of the practices such as connecting to unsecured Wi-Fi, use of financial
purposes, storing PINs/passwords in smartphones, disabling GPS and allowing excessive
permissions to apps. This unsecure behaviour can partly be explained by the fact that
those who less frequently accessed the Internet do not get the chance to use a smartphone
for financial purposes. Low mobile data levels are also associated with the use of
insecure Wi-Fi (Sombatruang et al., 2019) which is more likely to be the case with
students who less frequently access the Internet. On the other hand, storing
PINs/passwords, not disabling GPS and allowing excessive access to downloaded apps
were observed in students who accessed the Internet from multiple places. The reasons
for such insecure behaviour from more digitally connected users can be the cost-benefits
considerations and trust. The downloading of apps that required excessive permission is
attributed to their trust in the app platforms (Bonné et al., 2017). Users trust that these
platforms have already carried out anti-virus scans on the hosted apps and are therefore
safe to download (Imgraben et al., 2014; Alsaleh et al., 2017). Moreover, the benefits of
downloading free apps outweigh their concerns for security (Barth et al., 2019).
Similarly, users are known to value convenience over security. The GPS being turned on
even when not in use can be explained by the fact that privacy settings are considered a
one-time set-it matter (Bonné et al., 2017). Users’ constant update of such settings instils
inconvenience and they do not adopt such practices. The storing of sensitive information
on smartphones even by more digitally connected users is associated with the
misconception that smartphone information security is dependent in their physical ability
to control their smartphones (Serrano-Telleria, 2018).

6 Theoretical and practical implications

The empirical findings from our study contribute towards theory and application in safe
and secure access to the cyber-space specifically the field of information security. From a
theoretical aspect, we make a contribution by empirically evaluating the smartphone
information security of students belonging to tertiary institutes in a developing country.
To the best of our knowledge, this is the first study conducted that measures smartphone
information security behaviour with respect to the digital divide and socio-economic
status of the participants. This contributes towards capacity building — one of the five
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criteria that measure a nation’s information security commitment (Shad, 2019). Pakistan
currently stands at the 66th position in the global cybersecurity index (GCI) and is still a
maturing nation in its commitment to information security. The country seriously lacks
attention, planning and interventions in information security capacity building (Shad,
2019) in order to provide its citizens access to capital-enhancing activities in the cyber-
space.

From an application point of view, our work can identify smartphone information
security areas that can be improved in terms of practices and consequent policies that can
be adopted in tertiary institutes. First and foremost are the educational implications that
require a smartphone information security education in universities. With a large number
of youngsters contributing towards Pakistan’s growing freelance economy (Payoneer |
The Global Gig-Economy Index: Q2 2019, no date), they must be educated in the
information security best practices of their devices including smartphones. Access to
economic opportunity in the cyber-space entails self-efficacy in safe and secure usage of
these devices. Development of educational models — to bring cultural change in
universities, and smartphone education security apps — to instil constant awareness of the
deviation from good security practices as argued in (Aharony et al., 2020). Moreover,
understanding current information security practices and targeted educational programs
will contribute towards cyber-securitisation of the country increasing its GCI among
other nations and consequently securing access of the Internet.

The findings from our study highlight smartphone information security amidst the
digital divide and socio-economic disparities. Tertiary institutes, as well as government
agencies such as national response centre for cyber-crimes, can identify population which
is at risk and take up of subsequent interventions in enhancing their smartphone
information security practices. Such interventions include tailored smartphone
information security training programs as advocated by other researchers (Ma et al.,
2019) for digitally less connected and economically less privileged. These programs can
allow these marginalised populations to make use of digital economic opportunities with
safe and secure access to the Internet. With developing countries maintaining low
resources such as budget (Von Solms and Von Solms, 2015) for the development of
information security controls, customised mobile security trainings as suggested by
researchers (Brodin and Rose, 2020) established for their efficacy hold promise for
efficient utilisation of these resources.

7 Limitations

Several limitations should be noted in the conduction of this study. First of all, the
empirical evidence is hinged on the self-report data that is criticised for measurement
errors and boredom effects (Spector, 1992). Since the first and third authors themselves
visited the tertiary institutes and collected the data personally, these errors were
minimised. As compared to online data collection, face-to-face interaction with the
students took care of the boredom effects.

Moreover, the self-report data suffers from biases such as dispositional and situational
characteristics (Donaldson and Grant-Vallone, 2002). Again, the face-to-face data
collection reduces these biases. The respondents were not asked to provide their name or
personally identifiable information and they were reassured by the authors that their data
remains confidential and anonymous. These measures help reduce dispositional
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characteristics i.e., leading them to give socially desirable answers and situational
characteristics which make the respondents assume possible punishment on truthful
answers. Although actual smartphone information security behaviours of the participants
were not measured, it should be noted that information security objective assessment has
some limitations due to inadequacy to measure actual incidents (Parsons et al., 2014).
Therefore, self-report behaviour in assessing smartphone information security is a valid
alternative. Furthermore, self-reports are not to be considered an inferior method as
pointed out by (Spector, 1994) and provides valuable insights into the initial test of the
hypothesis. Another limitation is the generalisability of the results. The study is carried
out in one province of the country therefore; it may generalise well for the tertiary
institute’s students and not for the whole population of the country. Moreover, the results
of the study are not generalisable worldwide due to Pakistan’s cultural influence.

8 Conclusions and future work

Access to the capital-enhancing activities on the Internet entails safe and secure
Information security practices of individuals. This is particularly true for developing
nations where the growing ICTs and growing digital economy provide many
opportunities to the citizens but the uptake of ICTs is hampered by digital and socio-
economic disparities. This study carries out a survey to understand the smartphone
information security behaviours of students enrolled in universities of Pakistan with
respect to digital and socio-economic disparities. The results reveal that students are lax
in their smartphone usage, exhibiting risky behaviours. It includes their unpreparedness
for disaster recovery, unprotected behaviour and attitude and under usage of smartphone
information security add-on features and utilities. Moreover, significant differences were
found with respect to gender, age, language, socio-economic status and the digital divide.
The findings necessitate an improved awareness of smartphone usage by targeted
education and training programs and, development of cyber-policies and strategies. The
results from this study can be used to develop specialised training programs for a specific
gender, ages as well as for those belonging to lower socio-economic status and the wider
digital divide. These targeted interventions can effectively enhance the information
security posture of the developing nation which is already constrained by budget and
resources. Future directions include similar research carried out in the context of cultural
differences in the country. The results of which can be used to execute nationwide
smartphone information security training programs. The effectiveness of these programs
can be measured by adopting celebrated training evaluation frameworks. Furthermore,
longitudinal studies can be conducted to see the behaviour change overtime with a
constant feedback loop from trainings’ effectiveness.
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