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Abstract: In order to effectively improve the security of serial communication
data encryption of manipulator and shorten the encryption time, a multi degree
of freedom serial communication data encryption technology of manipulator
based on chaotic sequence is proposed. The serial communication data of the
manipulator is obtained by using the logistic chaotic map, and the chaotic
sequence of the communication data is generated. Based on the binary
sequence generated by the logistic chaotic map, the serial communication data
encryption key of each wheel is generated. The serial communication data
obtained is forward XOR or reverse XOR with the sub key to realise the serial
communication data encryption of the mechanical arm. The experimental
results show that the maximum value of the cross-correlation function of the
proposed method is closer to 0, and the data encryption time is only 15.2 s,

which effectively improves the security of data encryption.
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1 Introduction

With the rapid development of network technology, people’s demand for information
transmission, storage and processing is increasing day by day, and the security of The
Internet is also attracting people’s attention (Zhang, 2021; Wei and Wang, 2020; Gao,
2020). Due to its many advantages, multi degree of freedom manipulator has gradually
become a hot topic in robot research. Multi degree of freedom manipulator is widely used
in engineering field because of its advantages of high reliability, large workspace and
high flexibility (Wei et al., 2020; Wang and Liu, 2020). However, the content of serial
communication data of multi degree of freedom manipulator can be analysed through
network monitoring software, and there is a serious threat to the serial communication
data of the mechanical arm. Therefore, it is of great significance to encrypt the serial
communication data of multi degree of freedom manipulator.

Qi et al. (2021) proposed a real-time communication encryption method of
manipulator based on ROS and can protocol. The serial communication data of the
mechanical arm is obtained through ROS system, the serial communication data of the
mechanical arm is analysed by CAN protocol, the hash dynamic transmission protocol is
used for data access control, and the elliptic linear mapping method is used to realise the
secure encryption of serial communication data of the mechanical arm, This method
improves the transmission performance of network communication data, but the overall
encryption effect is not ideal. Wang and Li (2021) proposed an encryption control
method of manipulator communication databased on deep reinforcement learning, built a
mechanical arm simulation control module, obtained the serial communication data of the
mechanical arm through the deep reinforcement learning method, reduced the dimension
of the communication data through two-dimensional discrete wavelet transform, and used
the improved ddpg algorithm for interactive training with the simulated manipulator to
obtain the serial communication data control model of the manipulator, So as to realise
the accurate control of the communication data of the manipulator and protect the data in
the channel. Wang (2019) proposed a data encryption method of 7-DOF manipulator
communication network based on CAN bus. The data sequence of DOF Manipulator is
obtained through merlay state machine, the can communication network of DOF
Manipulator is established, the sinusoidal function data transmitted between nodes is
obtained, the data control of DOF Manipulator communication network is realised
through can bus, and the sub key is generated by specific threshold function to complete
the communication data encryption of manipulator. This method can effectively improve
the effect of serial communication data encryption, but the encryption takes a long time.

To solve the above problems, this paper proposes a serial communication data
encryption technology of the mechanical arm based on chaotic sequence. The overall
research scheme of this technology is as follows:
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The serial communication data of the mechanical arm is mapped by logistic chaos,
and the chaotic sequence of serial communication data of the mechanical arm is
generated. Based on the binary sequence generated by Logistic chaotic map, the
serial communication data encryption key of the mechanical arm is generated.

The serial communication data of the mechanical arm is XORed with the sub key in
the forward or reverse direction to realise the serial communication data encryption
of the mechanical arm.

Experimental verification, taking the encryption effect, encryption security and
encryption time as the experimental comparison index, this method is compared with
different traditional methods.

Chaotic sequence

2.1 Concept and characteristics of chaos

If a real physical system still has similar randomness after excluding the influence of all
randomness, it is called chaos (Shailaja and Ningappa, 2021; Sabir et al., 2021). Chaotic
system is a nonlinear dynamic system with the following characteristics:

1

Chaotic signal is a kind of deterministic random signal. Given the system parameters
and initialisation conditions, chaotic signal can be reproduced accurately. True
random signal can ensure the absolute security of ‘one secret at a time’, but it cannot
be copied and decrypted properly. Chaotic signal can effectively solve the above
problems.

Under chaotic conditions, chaotic systems are highly sensitive to system parameters
and initial values. If the parameters and initial values of the same chaotic system are
slightly different, it will soon become two distinct states, resulting in the change of

chaotic signals. This shows that chaotic signals can not be predicted for a long time.

Continuous spectrum: the spectrum of chaotic signal is similar to that of random
signal.

Singular attractor: in phase space, the attractor of chaotic signal presents a very
complex geometric structure. There is a singular fractional attractor, and the
Lyapunov exponent of chaotic attractor is positive (Mohammadi, 2020; You and
Leung, 2021).

The analysis, reconstruction and prediction of chaotic sequence are very difficult,
and chaotic sequence is a kind of nonlinear sequence. At present, it is limited to
reconstruction in some specific cases, and there is no good general algorithm in
theory.

In short, chaotic system can provide many random, uncorrelated and complex pseudo-
random numbers. It is a good information encryption method. Therefore, the in-depth
study of chaotic system is of great significance both in theory and practice.
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2.2 Logistic chaotic mapping

On this basis, a one-dimensional discrete nonlinear dynamic system zj; is defined:
Zk+1 = f(zk) (1)

Suppose H is a compact metric space of continuous mapping f: H—H, if the following
conditions are met:

1  Sensitive dependence on the initial value
2 Topological transitivity
3 The periodic points of fare dense in H, and f is called the chaotic image on H.

Logistic mapping belongs to a very simple but widely studied dynamic system z+
(Ahmmed et al., 2021; Zhang. and Guo, 2021; Wang et al., 2021), which is defined as
follows:

Zpr =1 — @z} 2

In equation (2), p €0, 2. When ¢ — = 1.40115, the N — o cycle is quickly reached, that
is, chaos is entered, and its probability distribution density function x is as follows:

V(x) = ,—l<x<l 3)

1
V11— x?

Through x, combined with logistic mapping, some important features of chaotic
sequences can be easily obtained. If the average time of x, that is, the trajectory point of
the chaotic sequence, its average value x is:

N-1 1
1
X=—» x; = | x¥x)dx=0 4)
w2

In the correlation function, two initial values po and u, are selected respectively, and the
relationship is:

N-1
1) =2 (3= (o =) 5)
i=0

Therefore, the correlation function mapping relationship of serial communication data of
the mechanical arm is obtained.

2.3 Chaotic sequence generation

So far, there are mainly the following chaotic sequences (Zhang et al., 2020; Das and
Kar, 2021; Yu and Wang, 2021) commonly used for encryption:

1 The sequence of real numbers, that is, {zx: k=0, 1, 2, ...}. This is a series of chaotic
maps.

2 Binary sequence: A function &x) generated by the real-valued chaotic sequence
described above is defined, and its operation results are as follows:



36 Y-Q. Zhang et al.

ox={0-1<x<01 0<x<1 (6)

A series of chaotic sequences are generated by this method.

3 Bit sequence: It is also obtained from a chaotic sequence of real numbers. Unlike the
binary sequence, z is rewritten into L-bit in the form of a floating point number, that
is:

lze|= B (ze) Bo (24) e+, B (2) @)

The generated sequence Si(zx)is:
[Bi(z)ii=0.1,2, Lik =0,1,2,:--) (8)

4  Four-value chaotic sequence: The generation of the chaotic sequence is similar to the
generation of the chaotic sequence. The interval /:—1, 1 is divided into 4 sub-intervals
1;j =0, 1.2, 3, so that the probability of z entering each sub-area is equal, so it can
be divided into:

i
g0=—1,g1=T,g3=T,g4=l )

If xx =, then {xx: k=0, 1, 2, 3,...} is the desired chaotic sequence.

3 DOF manipulator serial communication data encryption method

3.1 Chaotic mapping of serial communication data of the mechanical arm

On the surface, the serial communication data of the mechanical arm has no rules and is
similar to random, but there are actually certain rules. For this reason, logistic chaos is
used to map the serial communication data of the mechanical arm to prepare for data
encryption. The specific mapping process is as follows:

Assuming that the serial communication data of the mechanical arm at time point ¢ is
¢n, and the serial communication data of the mechanical arm at time point ¢ + 1 is g1,
the relationship between the two time points can be expressed by the following a form of
representation:

Gun =F(q,) (10)

In equation (10), F(g.) represents a specific functional relationship, and the value range
ofnis0,1,2,..., .

Using the Logistic chaotic sequence mapping conversion equation (10), the serial
communication data mapping relationship of the mechanical arm is obtained as:

qn+1 = 4n (a_ﬂ‘h) (11)

In equation (11), « represents the growth rate of serial communication data between
multiple degrees of freedom manipulators, and [ represents the saturation of a mapping
relationship including external factors.

In order to reduce the computational complexity of equation (11) and make the
parameter &= =y equation (12) is rewritten as:
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Gn+1 = Yqn (1—%) (12)

Through the above steps, the chaotic mapping of serial communication data of the
mechanical arm is completed.

3.2 Chaotic sequence generation of serial communication data of multi degree
of freedom manipulator

Based on the chaotic mapping of serial communication data of the mechanical arm, the
chaotic sequence of serial communication data of multi degree of freedom manipulator is
established and simplified.

The sequence of real numbers is composed of the trajectory points of the chaotic map,
and the sequence of real numbers is represented by w,, n = 0, 1, 2, ..., . The bit
sequence is in the actual number sequence, the sequence element becomes a floating
point number, which is represented by |w,| = Si(wy), (W), ..., bi(w,), and S;(w,) is the

i bit element of |w,|, and its value is [0, 9]. The binary sequence is obtained by defining
the threshold function J, and the set threshold function is expressed as:

Ow,)={0-1<w, <01 0<w, <1 (13)

Then the binary sequence element is {d(w,), n =0, 1, 2 ..., wo}. The results show that the
binary sequence is more consistent with the encryption of the serial communication data
of the mechanical arm. Therefore, equation (13) is the chaotic sequence of the serial
communication data of the mechanical arm.

3.3 Generation of serial communication data encryption sub key of multi
degree of freedom manipulator

Logistic chaotic mapping uses the same parameter as its input, and the binary sequence
generated by a specific number of Logistic chaotic mapping is transformed into a binary
sequence by the sign(w,)threshold function, and its sign(w,)threshold equation (Lin et al.,
2020) is expressed as follows:

sign(w,)={0 0<w, <051 0.5Swn<l1 (14)

The original key is obtained by XOR transformation of 64 bit binary sequence stream and
64 bit plaintext sequence, so as to realise the synchronisation and variability of the
original key for serial communication data encryption and decryption of the mechanical
arm.

3.4 Realisation of serial communication data encryption of multi degree of
freedom manipulator

Forward and reverse XOR the serial communication data of the mechanical arm obtained
above with the sub key. The working steps are as follows:
1 Positive XOR is expressed as:

E, = 6(w,_1) ® R, ® sign(wn) (15)
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In equation (15), R, represents the XOR parameter.
2 Reverse XOR is expressed as:

En=6(Wyi1)® Rn @ sign(w,) (16)

3 After XOR is completed, the forward and reverse modes are extracted, and the
expression is as follows:

{E, =(§(wn_1)@Rn(-Dsign(w,,)) mod127 E, = wn

a7
(5(w,,_1)®R,, @sign(wn)) mod127
The result obtained by forward and reverse modelling is the encrypted serial
communication data of the mechanical arm, which realises the encryption of serial
communication data of multi degree of freedom manipulator, and provides a more
efficient guarantee for the security of serial communication of the mechanical arm.

4 Experimental simulation and analysis
4.1 Setting the experimental environment

In order to verify the effectiveness of serial communication data encryption technology of
the mechanical arm based on chaotic sequence, the experimental platform selects XUP
Virtex-I1IPro development platform. Virtex-II Pro Series has Virtex-II with PowerPC 405
core built in. The whole design scheme uses VHDL language to describe RTL level, and
is simulated on Virtex-2 Pro.

Figure 1 Resource share and routing chart of chip planner (see online version for colours)
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This paper describes the FPGA implementation process of MDS5 encryption algorithm
through iterative loop and pipeline design, and compares and analyses the accuracy,
resource occupancy, execution speed, power consumption and throughput of the two
methods to optimise the process of the designed encryption algorithm. Xilinx ISE is used
as a comprehensive development tool. The autocorrelation and cross-correlation between
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binary sequences generated by Logistic chaotic system are used, and the autocorrelation
and cross-correlation functions between randomly selected subsequences are used to
make it have an interval of 0-3200.Understand the resources used in detail by analysing
the resource share. The design uses Quartus II compiler, which has the chip planner
function. It uses the graphical interface to express the occupation of resources and the
layout of Chip Planner in a more humanised, intuitive and detailed way. Chip planner
compiles and displays the connection between resource occupancy and routing, as shown
in Figure 1.

As can be seen from Figure 1, each small cell represents a series of digital logic units.
The light part is the unused logic unit, the dark part is the logic unit occupied by the
system, and the black square is the unusable logic unit to maintain the normal operation
of the chip. It can be seen intuitively from Figure 1 that the logical resources used in the
system design account for the total proportion. By opening each small cell, we can
understand the routing and delay between devices. It plays a guiding role in improving
the speed.

4.2 Experimental scheme

According to the above experimental environment, in order to improve the effectiveness
of the experimental results and reduce the experimental error, taking the communication
data encryption effect, communication data encryption security and communication data
encryption time as the experimental comparison indicators, this method is compared with
the methods of Qi et al. (2021) and Wang and Li (2021).

1 Encryption effect: Taking the ASII code value as the evaluation index, the more
stable the change of ASII code value is, indicating that the serial communication data
encryption effect of the multi degree of freedom manipulator of the method is better.
The calculation formula of 451/ code value is:

ASIT = log ™ +n, (18)
ny

where the cluster numbers of communication data of multi degree of freedom
manipulator are ¢ and j; The degree of fit between ¢ and j is n4; The sample sizes
existing in ¢ and j are n, and n; The total number of samples is 7.

2 Encryption security: the subsequence autocorrelation and cross-correlation functions
are used as evaluation indexes. The smaller the subsequence autocorrelation and
cross-correlation function, the larger the key space and the higher the initial value
sensitivity, which indicates that the method has higher data encryption security for
serial communication of multi degree of freedom manipulator. The maximum value
H; of autocorrelation function and the maximum value R; of cross-correlation

function are calculated as follows:
;= _EtE (19)
n(n—-1)/2

RI is calculated as follows:
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_ Eyt+E

Cn(n+1)/2 (20)

where, the number of pairs with different labels and different classes is Eo; There are
consistent labels in the data, and the number of pairs in the same category is E|.

3 Encryption time consumption: encryption time consumption refers to the time
consumed by different methods for encryption when the amount of data is the same.
The shorter the time consumption, the faster the efficiency of the method.

4.3 Experimental results

4.3.1 Data encryption effect of serial communication of the mechanical arm

In order to verify the data encryption effect of serial communication of the mechanical
arm, ASII code value is taken as the evaluation index. The more stable the change of
ASII code value is, the better the data encryption effect of serial communication of the
mechanical arm is. By comparing the method of Qi et al. (2021), the method of Wang
and Li (2021) and the proposed methods, the data encryption effect of serial
communication of the mechanical arm with different methods is obtained, as shown in
Figure 2.

Figure 2 Data encryption effect of serial communication of the mechanical arm with different
methods

As can be seen from Figure 2, the overall state of the character change curve of the
proposed method is relatively stable, which shows that when encrypting the serial
communication data of the mechanical arm, this paper effectively makes use of the
advantages of chaotic sequence to ensure the uniform distribution of relevant sub key
sequence and ensure that it can effectively complete the communication data encryption
even in the case of dense and complex communication data. However, the overall state of
the character change curve of the method of Qi et al. (2021) and the method of Wang and
Li (2021) fluctuates greatly, and the problem of uneven distribution caused by the serial
communication data of the mechanical arm is not considered. As a result, when the
amount of encrypted data increases, the corresponding sub key cannot be evenly
distributed, which affects the encryption quantity and cannot ensure the encryption effect.
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It can be seen that the serial communication data encryption effect of the mechanical arm
of the proposed method is better.

4.3.2 Security of serial communication data encryption of the mechanical arm

On this basis, the security of serial communication data encryption of the mechanical arm
is verified, and the subsequence autocorrelation and cross-correlation functions are used
as evaluation indexes. The smaller the subsequence autocorrelation and cross-correlation
functions, the larger the key space, and the higher the initial value sensitivity, indicating
that the serial communication data encryption security of the mechanical arm of the
method is higher. By comparing the method of Qi et al. (2021), the method of Wang and
Li (2021) and the proposed method respectively, the serial communication data
encryption security of the mechanical arm of different methods is shown in Table 1.

Table 1 Data encryption security of serial communication of the mechanical arm with
different methods
Different methods atocorrelation funcion covelaton funcion
The proposed method 0.0138 0.0074
The method of Qi et al. (2021) 0.0149 0.0086
The method of Wang and Li (2021) 0.0163 0.0091

It can be seen from Table 1 that the maximum values of autocorrelation and cross-
correlation functions of the proposed method are 0.0138 and 0.0074 respectively, which
are significantly lower than those of the method of Qi et al. (2021) and the method of
Wang and Li (2021), and the maximum value of cross-correlation function of the
proposed method is closer to 0. Therefore, the subsequence autocorrelation and cross-
correlation functions of the proposed method are small, its sensitivity, randomness and
correlation advantages are obvious, and the key space is further expanded. The results
show that the data encryption security of serial communication of the mechanical arm is
high.

4.3.3 Data encryption time of serial communication of the mechanical arm

Further verify the serial communication data encryption time of the mechanical arm,
randomly select 1000 communication data sequences, and compare them with the method
of Qi et al. (2021), the method of Wang and Li (2021) and the proposed methods
respectively. The serial communication data encryption time of the mechanical arm with
different methods is shown in Table 2.

According to the analysis of Table 2, with the increase of communication data
sequence, the serial communication data encryption time of the mechanical arm with
different methods increases. When the communication data sequence is 1000, the
encryption time of serial communication data of the mechanical arm in the method of Qi
et al. (2021) is 23.4s, the encryption time of serial communication data of the mechanical
arm in the method of Wang and Li (2021) is 28.2s, while the encryption time of serial
communication data of the mechanical arm in the proposed method is only 15.2s. The
above results show that the proposed method can improve the encryption efficiency of
serial communication data.



42 Y-0. Zhang et al.

Table 2 Data encryption time of serial communication of the mechanical arm with different
methods

Communication data The proposed The method of The method of Wang
sequence/piece method/ s Qietal (2021)/s and Li (2021)/ s
200 52 8.9 11.6

400 8.6 8.6 12.5

600 10.2 15.8 19.7

800 12.8 19.1 23.5

1,000 152 234 28.2

5 Conclusions

In this paper, the serial communication data of the manipulator is encrypted based on
chaotic sequence. Chaotic sequence of communication data is generated by Logistic
chaos mapping. Forward XOR or Reverse XOR is used to encrypt the communication
data. It has high encryption security and short encryption time.The following conclusions
are drawn through experiments:

1 The overall state of the character change curve of the proposed method is relatively
stable. In the case of dense and complex communication data, it can also effectively
complete the communication data encryption. The data encryption effect of serial
communication of the mechanical arm based on the proposed method is good.

2 The maximum values of autocorrelation and cross-correlation functions of the
proposed method are 0.0138 and 0.0074 respectively, and the maximum value of
cross-correlation function is closer to 0. It shows that the proposed method has
obvious advantages in sensitivity, randomness and correlation, and the key space is
further expanded. It is shown that the proposed method is more secure in serial
communication data encryption.

3 The serial communication data encryption time of the proposed method is only
15.2s, which reflects that the proposed method can meet the requirements of the
serial communication data encryption of the manipulator.

In the following research, data hiding and data encryption technology can be organically
combined to provide a more reliable guarantee for the data encryption security of serial
communication of manipulator.
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