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Abstract: The financial asset management industry is constantly looking for 
ways to reduce the cost of running funds by simplifying their processes and 
making it easier to comply with regulatory requirements. Blockchain provides a 
feasible solution to these requirements. This paper explores the operational and 
implementation aspects of the business-grade version of the enterprise 
blockchain technology that benefits all stakeholders in the asset management 
industry using a theory-driven approach. Implementation technology, 
procedure, regulation, and social dimensions for practical implementation are 
discussed. Enterprise Ethereum Alliance’s (EEA) Ethereum Architecture Stack 
describes the architectural framework in the technical implementation. This 
paper explains how EEA features give the asset management ecosystem a value 
proposition from a practical implementation perspective. Hence, stakeholders 
(regulators, asset management companies, registrars) and financial 
intermediaries get directions on migrating to the blockchain network. 
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1 Introduction 

Business disruption technologies such as blockchain, and its improved avatar, Enterprise 
Blockchain, have an immense impact in terms of cost-saving, process optimisation, and 
elimination of intermediaries in the banking and financial services (BFS) industry. 
(Crosby et al., 2016) Several industries within the BFS domain have started either  
re-designing their processes or are migrating to blockchain because the technology forces 
them to either ‘disrupt or get disrupted.’ the world economic forum (WEF) estimates that 
about 10% of the World GDP will be stored in blockchain technology-led assets by 2025. 
The value in blockchain will be $176 billion by 2025 and $3.1 trillion by 2030  
(WEF, 2018). 

The financial asset management industry is ready to embrace the change and gearing 
itself towards the necessary transformation. Companies are now eager to experiment with 
new analytics and alternative data and are increasing spending on digital infrastructure 
and techie headcount. Hedge funds, for example, are not just building digital strategies 
but defining their business strategies in the digital world by experimenting with 
innovation, particularly in the areas of front-office systems and trading tools  
(Mike, 2017). Among other factors, firms have to innovate and emerge through bold 
execution, and emerging technologies will separate them from the rest of the pack. 
(Deloitte, 2018) New-gen asset managers are working on fully integrated digital 
strategies with digital tools and predictive analytics for managing their retail and 
institutional client investments better. (Fages, 2018) The $79.2 trillion asset management 
industry is heading towards digital transformation. 

Early blockchain implementations, such as the Bitcoin, laid the groundwork for some 
innovative ideas. They fostered cryptocurrencies and concepts such as decentralisation 
and ledger-based accounting system. Whether involving cryptocurrencies or not, 
blockchain saw some early use-case solutions stemming from the basic distributed ledger, 
smart contracts, shared records, and smart tracking concepts. Supply chain and  
cross-border currency exchange domains were early beneficiaries of the use-cases. While 
this paper does not focus on cryptocurrencies per se, it is worth mentioning here that 
more assets will move to digital platforms, and blockchain will be at the helm of them. 
We will hear a newer form of stock exchanges that deal in trading of cryptocurrency. A 
whole new financial vocabulary, such as wallets, initial coin offering (ICO), bitcoin 
derivatives, amongst others, will become common parlance going forward. Because of its 
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low correlation with other asset classes, investments in cryptocurrencies will act as good 
diversification, thereby giving favorable risk/reward to investors. Cryptocurrencies pass 
qualification tests and are thus an asset class by themselves. (Ankenbrand and Bieri, 
2018) They showed positive response upon being subjected to tests such as stable 
aggregation, inevitability, internal and external homogeneity, expected utility, selection 
skills, and cost-effectiveness. Cryptocurrencies can thus pave the way for newer passive 
investment products (such as index funds and ETFs) in the future. (Dieterich, 2017) 

2 Need for study 

Investment returns are at the heart of the investors globally, irrespective of which asset 
class or financial product that the investor puts money into (Jason, Dec 2002). When 
funds begin to give good returns, more investors express confidence and invest in the 
there schemes, thereby increasing capital inflow into the schemes. As a consequence, the 
fund assets under management (AUM) increases, but this puts more pressure on the fund 
manager to give similar or superior returns, which is not that easy to repeat. Failure to cut 
expenses would be detrimental to the fund house because it can lose its AUM.  
(Cui, 2016) On the other hand, regulators force schemes with higher AUMs to reduce the 
cost of running and managing the fund. Hence, the industry is in dire need of innovative 
technologies that can promise cutting costs. (Phinney et al., 2013). 

Two major areas where the industry is seeking technology help are innovation and 
automation of manual processes. There is an increased use of other disruptive 
technologies such as artificial intelligence (AI) and Robotics in the middle/back office. 
When an organisation wants to embrace new technology, there will be an increase in 
operating expenses for building the necessary technology infrastructure, outsourcing 
complex processes to outside vendors, or for increasing headcount, particularly for 
specialists like Solution Architects and IT Managers. There will be costly organisational 
changes to be made that can stress financials briefly during the period. In comparison, 
automation projects give almost immediate benefits, while other projects take a little 
time. Overall, there will be an increase in sustainable earnings from IT investments 
(Anderson et al., 2003). The new investment in blockchain systems increases the cost of 
running the funds initially. The savings and benefits will follow later as fund size 
increases leading to a sustainable higher level of earnings over time. 

Like other businesses, the asset management industry has several functions - such as 
sales and marketing, investment management and trading, operations, IT and Business 
management, and support services. These functions have broad productivity differences 
when observed between top quartile, industry average, and the bottom quartile 
concerning costs. These factors indicate that there is ample scope (and necessity) to cut 
costs. Optimising the operating model and refocusing the business model are two stages 
of action suggested by Fages (2018) towards this. 

A variety of expenses eat up the returns pie in the asset management industry setup. 
The breakup of various fees that make up the expenses include investment advisory fees 
(47.5%), brokerage commissions (12.8%), transfer agent fees (12.7%), marketing and 
distribution (11.0%), custodians (2.6%), auditing and legal services (2.1%), shareholder 
communication (1.6%), SEC registration (1.4%), and directors (0.6%). The quantum of 
the fee depends on the underlying asset class. Alternative assets (including investment in 
high-value art and rare collectibles) fetch higher management fees. Equity and 
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convertible investments (such as secondary market company equity shares and private 
equity) charge moderate fees. Bonds, fixed-income instruments, and commodity 
investments (real estate funds, commodity funds, debt, and gilt funds) charge a low fee. 
Passive investment tools such as Index funds and ETFs are ultra-low-cost funds. For 
actively managed schemes, the base fee will usually be a fixed amount, often stipulated 
by the regulator. Topping it up will be additional fees that are paid depending on the fund 
performance. The fee structure of hedge funds is high but straightforward. The standard 
management fee would be 1 to 2% and calculated on the NAV of the scheme. The 
performance fee would be 10 to 20% of the positive performance, and this will be high. 
Increased competition, however, has brought down the total fee to single digits. The ‘2 
and 20 fee structure’ is a standard industry figure. A lot of literature study is already 
available in support of the need to cut fee expenses to generate better alpha to the 
investors. 

Lower expense ratio leads to economies of scale, as observed from profitability 
analysis of fund management companies. (Haslem, 2017) Increased investor awareness is 
tempting investors to invest directly with the fund house, thereby bypassing the 
distributors’ route. Meanwhile, regulators are removing or putting a cap on entry load and 
upfront commissions, thereby reducing the distributor brokerage earnings. Globally, the 
average operating expenses of hedge funds have come down from 1.95% in 2015 to 
1.75% in 2017. (THFJ, 2017). 

In some cases, the management fee includes non-fund-based services. Wealth 
management, for example, will have advisors providing customised and one-to-one 
personalised investment services for their clients. Hence, the intermediary serves multiple 
roles, such as being a financial planner, offering private banking services, and even 
services beyond the financial domain – such as legal, succession planning, and taxation. 
Banks and financial institutions catering to this domain insist on minimum investment 
ticket sizes and often charge hefty fees for the personalised services they provide. 
Sometimes, high network individuals are provided even more personalised services of 
wealth management and call them ‘private client services.’ 

Increased investor attention is now towards passive funds as active fund managers are 
feeling extreme pressure to bring in alpha - whether it is in ETFs (Rompotis, 2013) or 
Pension Funds (Walden, 2015). Performance measurement of hedge funds is not just 
done against the benchmark index but also on an absolute returns basis. They have to 
ensure that they do not get negative returns though industry figures show it is common to 
get so. Hedge funds are struggling to make alpha. Even within the ETF space,  
zero-expense ratio schemes started to evolve while existing ETFs are demanding low 
cost. The Salt Low truBeta US Market ETF launched in March 2019 surprised the market 
with its announcement of actually incentivising (paying) investors for investing in its 
low-beta ETF. Though they intend to raise the desired $100 million AUM to stay afloat, 
an ETF incentivising investor is probably the first. 

The BFS industry has several operational inefficiencies, such as manual work and 
redundant paperwork (as in the case of KYC), which blockchain attempts to remove. 
Further, the securities and asset management industry have too many middlemen who 
hardly bring any value and hence have to be eliminated (Crichton, 2017). This paper 
explores blockchain technology attempts to lower costs, improve operational 
performance, and eliminates intermediaries in the asset management industry. 
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3 Design considerations 

Enterprises have to face several managerial challenges to move their blockchain solutions 
beyond proof-of-concept. (Lacity, 2018) A systematic survey done on various blockchain 
networks classified the evaluations into two types - empirical and analytical evaluation. 
(Fan et al., 2020) Designing a blockchain platform requires careful planning, thinking, 
and foresight. This paper extends the concepts discussed in (Vijaya Kittu and Prasada 
Rao, 2018) by applying it to the broader investment asset management industry and by 
discussing their practical implementation. 

3.1 Features of enterprise blockchain 

Modern blockchain platforms – the enterprise blockchains – such as Ethereum, for 
example, extended the core foundations and have taken the concept to an entirely new 
level. These blockchains possess features of a computer – a distributed computing 
platform in the form of a virtual machine, runs on operating system software, over a  
peer-to-peer network, and acts as a trusted platform for publishing distributed 
applications that use Smart Contracts without any central authority. 

Different blockchain platforms and layers will have different levels of security and 
technology. Further, since transaction speed and security are interrelated, managers need 
to decide what business processes need to be on-chain and which ones are to be shifted 
for off-chain processing. The delicate balance between transparency and confidentiality 
have to be explicitly mentioned and taken care of during platform design. As an evolving 
technology, there will be a great need for developers to learn and unlearn the subject. 

Some of the basic expectations of a blockchain system, with improvements, of 
course, for the asset management industry are: 

1 Account/client management, order routing (via the stock exchange, websites and 
offline channels, via direct investor route or the distributors) 

2 Front-end management (for various stakeholders ranging from the regulator, fund 
manager to the end-investor) and  

3 Connectivity (through API for backward compatibility, proprietary networks like 
SWIFT, and to other blockchain networks) 

Because of the nature of distributed computing, the system will be more secure and will 
be resilient to cyber-attacks and system breakdowns. 

3.2 Blockchain networks 

Globally, digitalisation is helping corporates move their business onto platforms. Third-
party service developers can use the core features of these platforms to extend them for 
use by other corporates. Blockchain is one such system designed to be a trustless 
recordkeeping protocol built over the ground rules of the distributed ledger technology 
(DLT). However, the finance industry deals only with known and trusted parties for 
security and privacy reasons. The system controls trust in a blockchain, and all 
stakeholders in the system should abide by this software-enforced trust. A decentralised 
public blockchain, no particular entity regulates the system. An enterprise blockchain will 
have both permissioned and permission-less (public and private) layers. Though the 
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concept of permission is in contrast to the spirit of the earlier envisaged public blockchain 
networks, they are the primary and most preferred when it comes to the financial domain. 
The private network part can deal with the privacy part as well to a certain extent. In the 
financial industry, the privacy of information is vital. The identity of the transaction, for 
example, should not be revealed to the public unless asked to be disclosed following the 
due legal process. 

The permissioned blockchain, being private, can be used to put private data like 
customer information or fund transaction data (purchases, switches, and redemptions) 
without exposing it to the internet. Quorum is one such permissioned blockchain 
implementation built from the Ethereum codebase and is being implemented by JP 
Morgan Chase. A permissioned blockchain can restrict access to the public, and users 
cannot join the chain unless invited by the administrator. Performance evaluation shows 
that the maximum achievable load on the system was 900 transactions per second beyond 
which the system failed to reach consensus. (Arati et al., 2018) In another performance 
evaluation and taxonomy research, various consensus algorithms, development platforms, 
and simulators. Bandwidth and execution time degrades with an increase in validation 
count, and that increasing number of blocks does not improve bandwidth performance 
but increases execution time. Increasing block size improves performance keeping 
execution time the same. (Ismail et al., 2019) 

A workable solution is to separate public and private states and to transfer private 
data to network participants in the form of peer-to-peer encrypted messages, as seen in 
Quorum. Transaction messages in quorum implemented via constellation (Haskell 
implementation) and Tessera (Java implementation). 

Private blockchains can use cryptographic methods like zero-knowledge proof, where 
one party can prove to another that it holds specific information without revealing any 
sensitive data. These methods can address the increasing need for transaction processing 
yet maintain security standards (Espel et al., 2017). As high-speed processing levels are 
reaching new highs every year, the existing cryptographic methods are getting proved 
vulnerable because of advancements in quantum computing. However, this problem is 
outside the purview of blockchain systems and falls more in the domain of cryptography. 
Of course, both permissioned and permission-less implementations have different barriers 
and diffusion drives. (Helliar et al., 2020) 

Modern businesses are increasingly getting interconnected. It is not uncommon for 
one organisation to have multiple blockchains for different use-cases. Further, the latest 
evolution is not just about bringing one organisation onto a working blockchain system. 
The broader goal is to allow a group of organisations that collaborate over a network of 
blockchains. Investment services involve rendering services by several intermediaries. 
Each intermediary adds value to the investment process chain. Exchange or data or assets 
(securities or funds) is a basic necessity of the investment function. Regulators encourage 
healthy competition and fair play amongst the intermediaries so that the end investors get 
benefited. Once the industry embraces the technology, each of these stakeholders will not 
only have their blockchain but also collaborate on an inter-blockchain network. The 
blockchain of an asset management company (AMC) might have to inter-connect with 
blockchains owned and managed by other entities (such as registrar and transfer agents 
(RTAs)) with whom data interchange has to happen. Hence, it is not uncommon for the 
need to inter-connect for low-cost payments and sharing transactional data between 
blockchains (Madisetti and Bahga, 2019). Blockchain can fit into the existing business 
process management (BPM) lifecycle, execute business processes across organisational 
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boundaries and thereby allow enterprise collaborations between untrusted parties with 
system-enforced trust (Mendling, et al., 2018). However, blockchain implementations 
should consider design challenges and trust issues in inter-organisational business 
processes (Quekel, 2018). 

3.3 Smart contracts and DApps 

Smart contracts are pieces of self-executing computer code written by one network 
participant and deployed onto the blockchain. (Zheng, et al., 2020). However, any other 
participant or contract on the network can execute it. The contract code can run upon 
triggering an event or a happening, either fully or partially. Sometimes, these code 
snippets run on their own on the blockchain. Because the code is itself available on 
multiple nodes on the blockchain, it is secure, immutable, and stays on the blockchain 
permanently. Solidity is the most commonly used programming language to write smart 
contracts on the Ethereum network. The historical background, its interplay with 
traditional agreements, enforceability, and issues surrounding smart contracts, are 
thoroughly discussed in the research circles (Stuart and Alex, 2018). Since the system 
takes care of the execution, there will be fewer errors and hence fewer potential legal 
disputes. 

Smart contracts run perfectly where the processes are rule-driven. Application areas 
like computing NAV, determining scheme returns, benchmarking with indices, and 
preparing compliance reports are some application areas where they can be used. Since 
all the scheme related information – such as performance data, metrics, and financial 
ratios – are available online fairly and transparently, they can be updated in real-time. 
The AMC need not spend additional money on marketing to promote their schemes as 
their performance numbers speak out loud. The blockchain system can itself act as a 
proof of their performance! For the returns-chasing-investor, scheme performance 
comparison becomes easy and becomes available on-the-fly. The offline and online 
system facilities of the network can help in taking complex computation offline and post 
only the result (such as NAV value) onto the blockchain network. 

There is much debate on the legal nature and enforceability of smart contracts for use 
in real-life business applications. Declarative smart contracts have been found to provide 
technical and legal advantages. (Governatori, et al., 2018) 

Third-party decentralised apps (called DApps) hide the technical complexities of the 
blockchain and provide decentralised services and allow business intelligence to be 
pushed to the users. For example, they can bring about attractive dashboards to monitor 
and compare investment performance. DApps are the applications that run on the 
distributed peer-to-peer computing network such as the Ethereum. Since they run on the 
blockchain itself and because there is no commercial company owning or running the 
network itself, the system takes the onus of providing decentralisation and trustlessness 
facilities. Acting as a sublayer, DApps behave like blockchain explorers – tools to 
monitor the blockchain. 

Stacked or layered system implementation in the form of pluggable modules can be 
built so that they can be interconnected. For example, modules designed by a stock 
market data feed service vendor can be plugged onto the blockchain so that all AMCs or 
Registrars who wish to use data services from them can pull the data. 
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Blockchain has a definite influence on the upcoming Web 3.0, which wishes to 
separate interface, code, and data and blockchain (The Economist, 2018). Projects such as 
Blockstack, Solid, and interplanetary filing system (IPFS) are a case in point. 

3.4 Eliminating middlemen 

The DLT provides a single ‘golden record’ of the transaction and can be safely 
distributed across to market participants. With blockchain itself acting as an immutable 
distributed ledger, the role of recordkeeping RTAs will increasingly be questioned. Fund 
distributors and agents who are feeling pressure because of investor switching to direct 
plans are further getting affected with artificial intelligence-backed Robo-advisory 
services. While blockchain can accommodate distributors in its framework, their value 
addition to the system will be less, and hence they are prone to disruption. 

The audit process will become quicker and cheaper because the information is already 
available on the blockchain. While a section says auditors will themselves be eliminated 
from the system because blockchain does auditing, a blockchain system cannot talk about 
the nature of the transaction (unauthorised, fraudulent, or illegal). Though the transaction 
occurs between parties, there could be side agreements performed outside the blockchain, 
which only an auditor can assess (Reza and Darius, 2019). 

Blockchain discourages intermediaries by performing a distribution verification 
process in order to get a consensus. The two most commonly used mechanisms are  
proof of work (PoW) and proof of stake (PoS). (Torre and Seang, 2018). While PoW is 
famous in existing implementations, PoS is gaining increasing importance. Other 
authentication/verification mechanisms such as proof of authority (PoA), proof of 
importance (PoI), and Proof of History (PoH) are fast evolving. (PWC, 2018) 

3.5 Settlement 

With enhanced transparency (proofs and timestamping), trading, reporting, and 
settlement become immediate. Stock exchanges (such as NASDAQ, NYSE) are already 
evaluating the use of blockchain in various forms (such as order routing, reducing 
settlement time, or a consortium network for thinly traded securities). The US and 
Canadian stock exchanges have already moved from the T+3 settlement time to T+2. 
(CDS, 2015) Will full-scale blockchain implementation, real-time settlements of asset 
transfer (such as shares, bonds, and mutual fund units), can happen. Many stakeholders in 
the system will have to make necessary changes to derive the benefit from the real-time 
settlement. The use of blockchain in clearing and settlement (such as with US Treasury), 
and for portfolio management services are widely explored. The economics of using DLT 
is well discussed in research circles. (Benos et al., 2017) Overall, the post-trade 
settlement and balance checks processes will become smoother, faster, and more 
efficient. 

3.6 Regulation and governance 

Regulatory compliance is a serious thing and is proactively taken care of by the asset 
management companies. It is so severe that companies having asset management arms 
would do anything to avoid a potential conflict of interest and keep their wealth 
management arms a distant away, as seen in the case of Merrill Lynch in 2005 and 
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Citigroup in 2006. This is because the consequences in the form of penalties and fines are 
very high and might even cost their licenses too. 

Regulators see blockchain to be an ‘emerging business practice requiring vigilant 
monitoring’ and are not fully endorsing it though they acknowledge it could positively 
impact the financial system (Financial Stability Oversight Council, 2016). The  
(ESMA, 2017) however, feels the use of DLT can enhance reporting and supervision 
functions. If a regulatory nod is obtained, blockchain can help smoothen information flow 
in the entire asset management system. Regulators themselves can connect to the 
blockchain and collect whatever information they need, whenever they want and without 
asking or waiting for the stakeholders to provide it. All that is needed is the grant of 
access to connect and access data on the blockchain. Though the original DLT was not 
designed for tasks like risk management, modern developments do facilitate these. 

Because the system does the execution of various business processes as per  
pre-defined business logic, there will hardly be any scope for non-compliance and its 
enforcement. Regulatory Technology or RegTech has the potential of identifying and 
addressing risk in real-time and facilitating efficient regulatory compliance  
(Arner et al., 2016). 

Lessons from the recent spate of attacks made blockchain give high priority to 
governance. Governance of the system can be on-chain or off-chain. Governance rules 
are written in the programs of the on-chain system, and hence governance cannot be 
avoided or bypassed. The off-chain rules are endogenous and exogenous and usually 
come from decision-making processes (Reijers et al., 2018). 

3.7 Enterprise Ethereum Alliance 

Standards and Standardisation are essential for smooth communication between the 
‘users’ and ‘techies’ and can be critical enablers of innovation, particularly in information 
technology (Jakobs, 2006). These are more important in the case of evolving technologies 
such as blockchain and more so in providing business and financial solutions. Standards 
are necessary when a system is built using building blocks sourced from different 
vendors. Further, standards are set forth by way of compliance indirectly by regulators 
and, in some cases, necessitated because of inter-compatibility. 

The n-layer based architectural framework for the blockchain was made is worth 
mentioning. (Glaser, 2017) At the lowest base level of the architecture is the physical 
Hardware / Network layer. The decentralised fabric layer is built on top of it and fulfills 
the essential services of tokenisation of ecosystem value, immutable distributed database, 
decentralised and permissioned. On top of this is the decentralised application layer that 
takes care of the tokenisation of ecosystem value, autonomous services, and  
user-controlled services. The presentation layer runs on top of this. 

An even better and more standardised attempt is made by the Enterprise Ethereum 
Alliance (EEA), who took up the responsibility of setting standards and specifications 
(EEA, 2018). EEA’s attempt focuses on secure interoperability, gives vendor choice, and 
reduce implementation costs. The EEA was formed with 30 founding members and 
currently has 319 members (March 2019), including some Fortune 500 companies. 
Following the EEA specifications are essential for blockchain developers because such 
implementations will be easily scalable, and different client applications will be able to 
communicate with each other smoothly. 
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The first version of the client specification was released in Spring 2018 while the 
second version came out in October 2018. Version 2 proposed a five-layer architecture 
stack comprising Network, Core Blockchain, Privacy / scaling, tooling, and application 
layers. The application layer will have Dapps, infra contracts and standards, and smart 
contract tools. All the other four layers will have a separation between public and 
enterprise Ethereum. The current Version 3, released on 13 May 2019, made permissions 
system more simplified, is more flexible, and carried updates for improved performance 
and reducing interoperability issues. Alongside it, the EEA Off-chain trusted compute 
specification Version 1.0 is released. Yellow Papers are available for the Core 
Blockchain layer for the areas of EVM, public consensus, on-chain public state, and  
on-chain storage. These standards can help technology companies in provide blockchain 
solutions for their asset management clients. 

Clique proof of authority consensus algorithm was introduced as the first standard 
baseline. The next version is planned to use the byzantine fault tolerant algorithm as the 
second baseline. Improvements in the Ethereum ecosystem are included. 

Figure 1 The layered enterprise Ethereum architecture stack allows smooth and quicker 
development of solutions by plugging applications from different vendors (see online 
version for colours) 

 

Source: Enterprise Ethereum Alliance (entethalliance.org) 

By following the architectural standards, IT service vendors can write interoperable code 
and build applications rapidly. Many such small functionalities from different vendors 
can be brought to a single place and interlinked to get a complete solution. For example, a 
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data feed vendor can bring in a tool that fetches the closing market prices of various 
securities. At the same time, another vendor would provide a tool that takes the data feed 
and use it for computation and dissemination of the NAV. This way, the asset 
management industry can quickly build blockchain-based solutions with vendor  
inter-connections. 

3.8 Backward compatibility 

Though online fund transfers have become common now, there are still many 
transactions happening offline using conventional bank channels such as by cheque 
transfers. Bank demand drafts are still used as fund transfer tools in remote areas. AMCs 
maintain several separate designated accounts for collection, investment, expenses, and 
redemptions. The collecting banks often give the AMCs and RTA updates on the cheque 
clearing and fund levels. Further, banking systems provide multiple channels for fund 
transfer. While the future would be towards the use of cryptocurrencies, wallet payments, 
and instant fund processing (for purchase and redemption transactions), for now, 
compatibility and backward integration support for various traditional channels should 
still be continued. 

Timestamping has two dimensions when the asset management industry implements 
blockchain – one from a real-life practical perspective and another from a technology 
perspective. Regulations insist that every transaction be timestamped. From a technology 
perspective, blockchain provides an enhanced version of this called data anchoring, 
blockchain time stamping (Crespo and García, 2016). 

3.9 KYC and documentation 

Digitalisation or not, the documentation process in the financial industry is still bulky and 
is essential in order to meet regulatory compliance. BFS regulators across the world are 
united in their fight against money laundering (ML) and terrorism financing. This 
resulted in the insistence of newer forms of client verification, such as using in-person 
verification (IPV) to avoid identity theft along with the increase in documentation 
requirements as part of compliance requirements. Financial institutions are directed to 
ensure the usage of secure methods of client data storage and management. These 
standards are often part of anti money laundering (AML) norms and know-your-customer 
(KYC) requirements. Failing to comply with financial institutions will mean that they 
have to pay hefty fines. Financial history already has stories of how financial institutions 
(such as HSBC and ING Bank) paid hefty fines in the past for not maintaining proper 
KYC documentation because of which two big cartels flourished. Further, repeated 
attempts to build a global registry or a centralised registry, a KYC platform, or a 
reputation book system is often failing to yield results. 

The bulkiness of financial documentation is often confusing investors who might 
think of delaying their investment plan or even avoid it altogether, hampering investor 
experience. The KYC process is not a one-time activity, and regular, time-to-time 
compliance is mandatory – more so for big investments are involved. So, the investor 
conduct might insist on enhanced documentation requirements. Further, financial 
documentation does not mean just KYC documents alone. It is often supplemented with 
additional ancillary documents (such as partnership deeds) for a higher level of investors 
(such as an Association, Trust, LLP, Company). Treaties by the US with various 
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countries have necessitated investors in other countries to provide a declaration in the 
form of a FATCA update. All these documents pile up at the registrar and transfer agent 
(RTA) or the KYC registration authority (KRA). Several use-cases are already available 
on how KYC and documentation process can be optimised using the distributed ledger 
technology (Moyano and Ross, 2017). When one financial institution accepts and verifies 
a digitally signed KYC form, all other institutions on the network will accept it. Allowing 
the investor to do KYC with any party gives convenience, thereby reducing the cost and 
onboarding time of the investor. Traceability of the transactions will be increased. 
Blockchain helps regarding data storage, accountability, and provenance tracking in the 
context of the general data protection regulation (GDPR) (Neisse et al., 2017). 

4 Findings 

This study explored the application of blockchain technology by the asset management 
industry, keeping in mind the industry requirements, availability, and applicability of the 
technology. The earlier envisaged public blockchain might not fit the trust conscious 
asset management industry. Hence, the features of Enterprise Blockchain are explored 
and found to fit the industry requirements and expectations. The future is all about not 
just one single blockchain network working in isolation but an interconnected blockchain 
network spanning across various stakeholders. Smart contracts and DApps are close to 
the user and provide the intuitive and easy to understand user interface. While blockchain 
aims at eliminating non-value-adding intermediaries, stakeholders such as distributors, 
RTA, and auditors are still retained in the present design. However, they are having a 
severe threat of being eliminated. Blockchain reduces settlement time and improves 
transaction processing time. 

Further, regulations, governance, and compliance become easier. The structure 
proposed by the EEA can help in inter-operability and quick building of pluggable 
applications by different vendors. Backward compatibility with legacy systems needs to 
be part of the design considerations to allow a smoother transition. Existing use-cases 
have already addressed the KYC and documentation storage and management. 

5 Scope for further study 

1 As discussed in (WEF, 2018), blockchain as technology needs to overcome six high-
level risks and challenges – Adoption challenge, technology barrier, security risks, 
legal and regulatory challenges, interoperability risks, and energy consumption 
challenges. 

2 Regulatory changes are not fast enough to catch up with the technology changes. The 
legal implications and compliance with the law regarding cryptocurrencies, smart 
contracts, data storage, and transactional usage need further exploration.  
(Fulmer, 2019) 

3 Transaction speeds are the most significant deterrents stopping live implementations 
using blockchain right now. Visa, for example, process 45,000 transactions while 
Ethereum could only process a mere 25 at current technology levels (January 2016). 
Transaction speed improvement is the need of the hour. Ethereum Plasma is trying to 
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solve this problem by moving the transaction processing part to ‘off-chain’ away 
from the Ethereum main chain. 

4 Various legislations govern asset management institutions. Mutual funds, for 
example, are governed by the Investment Company Act of 1940 and investment 
advisers registered under the Investment Advisers Act of 1940  
(Gibson and Kirk, 2016). Using blockchain in the present circumstances might lead 
to legal consequences, and hence there is a need for updating the legislation to allow 
blockchain-based ‘shared distributed ledger.’ The fallouts because of these need to 
be studied. 

5 Tax laws are applicable based on the location where the transaction happens. In a 
blockchain network, transactions happen on the network. Who will tax the 
transaction, and which tax laws will be applicable? 

6 Conclusions 

Blockchain networks connect and perform data exchange in a trustless and decentralised 
environment essential for the asset management industry. Enterprise Blockchain provides 
cost benefits, improves processes, saves time, and eliminates non-value adding 
middlemen in the asset management industry, thereby benefiting all stakeholders. 
Standards set forth by the EEA can help technology providers in building individual and 
independent blockchain solutions that can be easily plugged in for use by the asset 
management industry. Smart contracts take care of code execution as per business logic. 
Time-saving and transparency will be visible right from order routing to the last-mile 
settlement stage. Regulatory compliance and auditing processes will get easier and 
quicker. 
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