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Abstract: The use of peer-to-peer networks has increased dramatically in
recent years in applications infrastructure such as file sharing, gaming, instant
messaging and content distribution. These networks suffered from the problem
of large-scale incompatibilities, which was organised by the super peer to
overcome this problem. So far, several models have been presented to assess
the behaviour of worm propagation in peer-to-peer network, but there has not
been any effective review of how the worm propagates in super-peer networks.
This paper presents a framework for modelling the connectivity of the
super-peer network and then examines the behaviour of active worm
propagation based on epidemic models on this framework. The results indicate
that the worm propagate more rapidly in super-peer networks. Also, the results
of the implementation indicate that the model presented in this study has
achieved a significant improvement in reducing the rate of propagation of
worms compared to previous work.
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1 Introduction

Peer-to-peer (P2P) networks present a distributed environment to share the resources
(e.g., files) between different users. Nowadays, such networks are widely used in various
services such as voice over Internet, instant messaging, and file sharing. Each member in
P2P plays both the role of a server and a client. The members exchange services and
information without centralised controls. The users and resources can join or leave the
P2P network dynamically.

P2P network is assumed as a fully distributed environment in which all nodes are the
same in terms of their hardware/software capabilities and they share resources (e.g.,
processing, storage, and communication capacities). The shared resources are used to
provide the network services without the high management overheads of client-server
structure. They are increasingly popular. As an example, the Kazaa P2P software has tens
of millions downloads. The eDonkey2000 network software has over 2 million users
connected at any given time, and file-transferring tool BitTorrent has more than
10 millions users.

Because of the advantages of a peer-to-peer network, many Internet users use them to
distribute information. Today, such networks have become popular with different
applications (such as voice over the internet!, instant messaging, file sharing, etc.). These
networks are exposed to many security threats from worms on the Internet. Worms
causes stealing of information, consuming bandwidth, unwanted traffic, and occupying
host machine resources.

The P2P networks are widely used by end users. However, they face with security
risks because they have an ideal venue for new types of worms that rose from
vulnerabilities on the P2P hosts. The worms identify new victims by following P2P
neighbour information on infected hosts. Some of the worms are different from the
well-known worms in behaviour. The worms propagate rapidly in P2P networks because
they do not need to probe unused IP addresses. They also have not high rates of failed
connections and they can blend into the normal traffic patterns of the P2P network.

According to scan approach, the worms are categorised as scanning worms and
non-scanning worms. The notorious Internet worms usually perform a random scanning
to find the potential victims. P2P worms tend to use list of neighbours to choose the
potential victims and so, they are non-scanning. According to various attack approaches,
three types of non-scanning worms can be identified (Feng et al., 2008):

1 passive worm: it hides itself in malicious files and trick users to download and open
them

2 reactive worm: it propagates with legitimate network activities

3 active worm: it automatically connects to and infects the known peers using
topological information.
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The lack of abnormal network behaviour causes that P2P worms become highly risky
threat. Most of the defence mechanisms against scanning worms are not effective. There
are millions of P2P networks’ subscribers and therefore, worms are able to compromise a
significant fraction of the internet population.

Peer-to-peer network worms are divided into two categories: peer-to-peer passive
worms, and peer-to-peer active worms. Passive worms hide themselves in popular
peer-to-peer files and create a number of copies of their own with different names in the
infected user’s shared folders. When a user executes or downloads a file, the worm
spreads out and infects users, and encourages other members to download these copies.
The process of spreading and infecting the new victim who has copied the file continues
(Thommes and Coates, 2007). These types of worms are able to infect only by exploiting
network members.

On the other hand, active worms automatically propagate themselves through
common vulnerabilities in members of peer-to-peer network (Chen and Gray, 2007).
Such worms, in addition to the common vulnerabilities of peer-to-peer network members
also use neighbouring information? in infected members for trapping their victims. If one
can accurately identify the vulnerabilities of peer-to-peer network members and the way
worms propagate in these types of networks, the threats of network worms can be
reduced greatly.

Peer-to-peer systems have the some strength as removing overhead from the primary
server and distributing it among all clients, although they could potentially caused by
flood-messaging. To cope with such limitations, the super-peer network architecture was
introduced using the heterogeneity of members, in which heavier responsibilities were
assigned to members with more resources (such as bandwidth, processing power, storage
space, and communication capacity), which is called super-peer. Super-peer is the most
efficient peer-to-peer network and forms the architecture of peer-to-peer systems such as
kazaA, gnutella and Skype (Taheri, 2013).

Considering the suitability of the substrate for such networks, for the propagation of
the worm and the related attacks, it is essential to provide an efficient model for
modelling the propagation of the worm and its behaviour in order to identify its risks, and
also to develop new solutions for the discovery of the worm and to deal with it. So far,
several models have been presented to assess the behaviour of worms in peer-to-peer
networks. However, there has not yet been a comprehensive study of how worms
propagate in super-peer networks. In this research, a framework is proposed for
modelling the connectivity of super-peer, and then active worm behaviour is presented
based on the epidemic model. The proposed propagation model uses the Poisson
distribution, which is the prevalent distribution in the modelling of dynamic malicious
activities.

The structure of this article in the following sections is as follows: In the second
section, an overview of previous work related to the issue of the propagation of the worm
in peer-to-peer networks is presented. In the third chapter, a model for the super-peer
network is proposed by integration of the Poisson degree distribution. In Section 4, the
proposed model is implemented under various scenarios and is evaluated. Finally,
Section 5 concludes the paper.
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2 Related work

Due to the large volume of information exchanges on peer-to-peer networks, malware
can be multiplied rapidly and causes heavy software losses, such as some of Microsoft’s
software weaknesses, and hardware problem such as sudden and unforeseen filling of
memory resources. Therefore, recognising these networks and their structure as well as
types of malware and their function can be effective in understanding the behaviour of
worms. Malware is a program that is deliberately designed to perform some unauthorised
operations. Meanwhile, worms are considered as one of the most important security
threats for a peer-to-peer network. Worm is a program that propagates itself at the
network level by exploiting security or policy issues in a service that is utilised. Worms
use scanning mechanisms to discover new victims for infection.

Before launching an attack, the worm must search for the vulnerabilities of the target
hosts. The scanning strategy can accelerate the propagation of the worm and it is divided
into the following categories (Rajesh et al., 2015; Kumar and Chen, 2008):

1  Selective random scan: instead of scanning the entire address space, the worm
randomly selects some address set as the target address space. The list of selected
addresses is obtained randomly from the entire list of routes.

2 Sequential scanning: the worms are randomly selected in the infected host of an IP
address and the rest of the addresses are selected from the neighbours of this address.
Worms usually select IP addresses in the network to which they belong. The
disadvantage of this method is the repetition of the scan, which blocks the network.

3 Scroll through the hit list: creates a hit list which includes those hosts that have the
potential to become infected and, after creating the list, begin infecting its members.
This list is prepared by scanning a small part of the internet or by obtaining the entire
list of databases distributed by the search.

4 Routing scan: is a type of scanning strategy in which network worms selectively scan
the IP address space based on route information on the network.

5  DNS scanning: obtains a table of target addresses from DNS servers. This scanning
method has problems such as the difficulty of obtaining the total URL table from the
domain name server records and the slow release due to the very large address given
by the worm to carry the database.

6  Divide and conquer: worms work together to quickly search for susceptible hosts.
The worms send part of the address list of susceptible nodes to other infected nodes
to scan that list.

Distributed network architecture is called peer-to-peer, if participants share their
hardware resources (such as processing power, storage space, and communication
capacity). These resources can be used directly by other peers. In these networks,
operations such as search have been inefficient in generating large amounts of duplicate
packets on the network, and due to the high bandwidth utilisation, the whole network is
drowned in query messages, and this issue limits scalability.

Due to the problem of high message load in peer-to-peer network, a specific type of
these networks is provided to better manage messages distribution. In this type of
peer-to-peer networks known as super-peer networks, members with more capacity,
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capability and stability are selected as super peers, and the remainder will be regular
members.

The connection of these super peers to each other will form a top layer in the network
hierarchy. In these types of networks, each super peer acts as a server in its own set of
members, which forms the lower layer of the network, and sends messages across the top
layer of the routing network. The super peer answers the queries sent by the regular
members (Yang and Garcia-Molina, 2003; Pyun and Reeves, 2005; Meng et al., 2008).
Because super peers act as centralised servers for their members, they can manage
queries with more efficiency than their members. Also, due to the fact that in super-peer
networks, some of the nodes have more connections than other ones, such networks
follow the degree of power law distribution.

2.1 Control methods for worm’s propagation in peer-to-peer networks

A detailed propagation model describes worm behaviour properly and helps identifying
its propagation control pathways. Viral spreading patterns in contagious diseases can be
used to model worm diffusion. The first and simplest model provided for the propagation
of the worm is the simple epidemic model (Zheng, 2008). However, when the host is
infected with the worm, it always remains in the infected state. As regards that this model
did not meet the needs for human interaction, such as security, patch, etc. other models
such as the Kermack-Mckendrick (Ganguly and Deutsch, 2004), the two-factor model
(Zou et al., 2006), and the SEIR Model (Carlyle, 2010) and time-delayed model were
presented (Yao et al., 2014). The above models are used on the Internet, and some of
them are described below.

The Kermack-Mckendrick (Ganguly and Deutsch, 2004; Kienzle and Elder, 2006)
model is developed by a simple epidemiological model considering the repair process.
When the host recovers, it becomes immune to infection. This model is not perfect for
describing the propagation of worms, since it does not include human interactions, i.e.,
the immunisation, repair of vulnerable/infected hosts, and filtering worms; only repairing
infected hosts is taken. Also, this model assumes that the rate of the infection is constant,
while this assumption does not apply to worms that are propagated by large volumes
(such as the code red) (Newman, 2004).

The two-factor propagation model (Zou et al, 2006) completes the
Kermack-Mckendrick model, so that its repairing measures are not limited to infected
stations. It also tries to measures to repair them before infection. On the other hand, the
processing load and message exchange in this model increase the potential for monitoring
stations and identifying infected nodes.

An improved model (quarantine propagation model) (Carlyle, 2010) was also
developed from Kermack-Mckendrick, in which infected hosts are also flagged, although
these hosts are only exposed to infection and cannot transmit infection to other hosts. The
quarantine propagation model uses the strategy of quarantine infected hosts to control the
propagation of worms. This is especially useful for controlling new worms whose
propagation behaviour is unknown. Prior to providing this model, if hosts were infected,
measures such as interrupting network connections, controlling by antivirus, or imposing
some restrictions on the firewall were done to eliminate worms. Due to the delay caused
by such control processes, quarantining can eliminate the occurrence of Hopf® branches
(which leads the number of infected hosts to be unpredictable and the propagation of
worms to be out of control).
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The propagation model for worms in peer-to-peer networks is similar to their
propagation on the Internet. In studying the behaviour of worm propagation, it is
necessary to consider the specific features of such networks. The worms are categorised
into two active and passive categories in terms of how they are propagating in the
network. The propagation of passive worms is related to malicious file execution and is
not automated. Therefore, it is not sensitive to network topology, and in modelling, there
is no significant difference between peer-to-peer networks and other types of networks
structurally. But active worms are propagated automatically and cleverly.

Finding the target and victim of an attack is one of the most important activities of
active worms, depending on how the worm implements and the search mechanisms.
Hence, awareness of network topology and its structure is essential for active worms and
how their propagation behaviour works. In the following, we introduce the active worm
propagation models in peer-to-peer networks, such as those found in the worm
propagation techniques in the Internet.

Feng et al. (2010) have reviewed the effect of similar peer-to-peer network topology
in the propagation of the worm by providing a model called SIS (susceptible, infected,
and susceptible). In this model, members can be only susceptible and infected. At each
step of time, any susceptible member will be infected with a certain probability (B) if it is
attached to an infected member.

Also, infected members with a certain probability (y) will recover and return to the
susceptible state. Therefore, the SIS model does not consider the possibility of repairing
members due to their immunisation or deletion due to death. If the effective infection rate
reaches a certain threshold, it means that the worm has infected all peer-to-peer network
members. Also, when this rate is less than the threshold, it means that peer-to-peer
network members are susceptible at some time. The shortcoming of this model is that it
does not consider the possibility of repairing members due to immunisation or deletion
due to death.

Hua et al. (2010) examined the propagation model of active worm in an unstructured
network, a new propagation model of active worm in a peer-to-peer unstructured
network. The effect of the parameters of peer-to-peer systems, such as the velocity of
propagation of active worms was studied in this model. For this purpose, the distribution
degree of unstructured peer-to-peer networks was modelled according to the power law
distribution. In this model, each member is exposed to three susceptible, infected, and
recovered/deleted states.

The behaviour of worm propagation in unstructured peer-to-peer networks is more
appropriate than the base model (Kienzle and Elder, 2006). The prevalence of infection in
this model is more than the calculated level of the theory in the basic model, which is due
to the high rate of propagation in the proposed model compared to the basic model. On
the other hand, the probability of repair in both models is the same. Based on the results
of this model, the smaller the size of the system, the faster the release of the worm, and
the higher the probability of repair, the speed of the propagation of the worm is lower.
Also, the sensitivity of this model to the hit list (the list of vulnerable hosts suitable for
attack) has shown that when the size of the hit list is constant, the higher the degree of the
primitive infected hosts is larger, the higher the propagation velocity.

In addition, nodes with higher connections are infected earlier. When the size of the
hit list is variable and the initial degree is constant, the larger the hit list size is, the higher
the propagation speed. Two-factor propagation model in peer-to-peer networks (Zhang
et al., 2010) is a generalised two-factor of internet worm model. This model assumes that
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all hosts are connected to a peer-to-peer network and that as soon as a host is infected; all
its neighbours are immediately attacked.

But the host that was previously infected is not attacked again; in other words, a host
cannot be attacked several times. Since the worm’s propagation process is very fast,
configurations changes for peer-to-peer networks are considered constant. In this model,
the number of infected hosts is reduced with the propagation of worms and with the
recovering of members. The results of further studies in this model indicate that worm
propagation in peer-to-peer networks is much faster than other networks, and therefore,
worms in these networks are considered a bigger threat. Also, the infection rate of the
Kermack-Mckendrick model is more than this model, since there is no direct transfer
from the susceptible to the recovered state.

Luo et al. (2011) modelled the behaviour of worm propagation in peer-to-peer
networks, with the dynamical characteristics of the members. They showed that the
dynamic property of peer-to-peer networks (such as frequent logging of members and
resource requests) reduces the rate of worm propagation. This is because that the duration
of the availability of a member is random and is determined by the user’s behaviour.
Therefore, the member who has been identified for infection is no longer available if he
leaves the network. When the worms increase the number of simultaneous attacks, the
speed of propagation increases too. Also, increasing the number of member neighbours
(degree of member) helps to identify valid network members more easily. This increases
the number of attack targets and the rate of worm propagation. When the total number of
network’s member increases, worm’s propagation becomes slower; as worms need more
time to identify vulnerable members of the attack.

Tang et al. (2014) modelled worm propagation behaviour in peer-to-peer networks,
with dynamical properties of members based on randomised quarantine and regular
immunisation and by using a random scan strategy analysed the parameters affecting the
rate of active worm propagation. Peer-to-peer network members in this model can at any
time be in one of the six states such as susceptible, latent, infected, quarantined, safe, and
offline. The host in susceptible state is vulnerable by worm’s attack, but it has not yet
downloaded a worm file. In the latent state, the attended host downloaded the file
containing the worm, but has not yet executed; such host is still not exposed to worms
and the worm does not have the ability to spill over to other hosts. If node executes a
worm file, it will change to the infected state.

Once the node in the infected state is detected by the monitoring software, it is
quarantined. When an online node is modified by security software, it becomes safe
against active worms. Nodes that leave the peer-to-peer network will be in offline state.
The results of investigating the effect of scanning rate on the propagation speed of active
worms in this model indicate that the rate of scan become higher, the infection rate will
peak sooner.

Also, the lower the detection rate of the monitoring software, the infection rate
become higher, and as more worms are detected and quarantined by monitoring software,
there is fewer infection rates, respectively. Meanwhile, the higher the number of offline
nodes than online nodes, the infection rates will be higher at the initial site of the worm
propagation. If the online immune response is become greater, the infection rate become
lower.

Regarding the models listed above, active worms are the most important threat for
peer-to-peer networks. The results of all models and the impact of parameters such as
simultaneous attacks, scan rate, online immune response, and monitoring rates can be
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seen that worms are propagated on such networks, much faster than the Internet. Table 1
summarises the features of the reviewed worm propagation models.

Table 1 The summary of worm propagation models
No. Model Features
1 Simple epidemic The simplest propagation model; all hosts are either in
model susceptible for infection or infected states.
2 SIS Appropriate for the propagation of worms on homogeneous
networks
3 Kermack-Mckendrick ~ When the host is repaired, it becomes immune; not appropriate

for modelling the propagation of Internet worms; assumes that
the rate of infection is constant.

4 Two-factor model Is an expansion of Kermack-Mckendrick model; many of
original infected nodes are repaired, restarted, or filtered, and
subsequently stop the infection.

5 SEIR An expansion of SIR model by adding the ‘exposed’ condition
to model the period in which the host is exposed to the worm
and is infected but it cannot propagate the worm.

6 Distribution model It has been suggested to detect new worms that do not behave
with quarantine and normally. infected hosts are identified by quarantine, and
time delay infected and susceptible nodes are detected.

7 Active P2P worms Showed that the dynamic characteristics of P2P networks
propagation reduce the rate of worm propagation. When a member leaves

the network, he will no longer be available for infection.

8 Quarantine-based It is based on random quarantine and regular immunisation.
worm propagation in This model shows that the higher the scan rate, the infection
dynamic P2P rate reaches sooner to the peak point.
networks

3 Presentation of a model for super-peer network based on Poisson’s
degree distribution

Different types of networks can be modelled using probabilistic distributions. Assuming
that P(k) is probable that the random node chosen has a degree k, the distribution degree
P(k) indicates the network connectivity. In this section, we modelled a super-peer
network using the Poisson distribution. In this model, the relation between the super
peers approximates the ER* (Jesi et al., 2007; Albert and Barabasi, 2005) graph. The
average degree of super peers is larger than normal members. In mathematical terms, if r
is the fraction of regular members on the network and the rest of the member are super
peers, then the distribution degree of the network will be as follows:

p(k):rSP(kor)+(1_r)P(ksp) (1)

p(ksp) is the distribution degree of the super peer and p(kor) is the distribution degree of
the regular member, and in (2) and (3) are expressed as follows:

—kg 1 Ksp
€ "TPAgp

P(ky) N ()
sp -
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Asp Which is the average degree of the super peer and ks, is super peer degree.
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Aor is the average degree of the normal member and k, is the degree of the normal
member. Then the average degree of the entire network is obtained as follows:

2 =1hor +(1=1)hgp “)

The parameters required to analyse the proposed model of this paper are shown in
Table 2.

Table 2 Parameters used in super-peer networks modelling
Parameter Description
1 N The total number of members in the super-peer network
2 Nsp The number of super peers in the network
3 S(t) The number of susceptible member at time t
4 I(t) The number of infected members at time t
5 R(t) The number of members recovered from the infected population at time t
6 J(t) The number of infected members at time t, J(t) includes both infected hosts

as well as hosts previously infected and found to be immune before t. In
other words, J(t) = I(t) + R(t)

Q(b) The number of recovered members from susceptible at time t
Asp average super peer degree
Aor Average regular member degree
10 S Worm scan rate per second (the number of members that are simultaneously
checked by the worm)
11 ® The number of members in the list of active super peer, which is exchanged
between super peer members of the network.
12 P The average probability of a worm propagate/the probability a member is
susceptible.
13 di Degree member of i
14 Inf{(t) Collection of infected nodes at time t
15 Y Rate of recover of infected member
16 u The rate of recovered member of susceptible node
17 B Attack/transmission probability on the communication link
18 ) The recovered member who has been infected once again

In this research, a topology has been proposed for the worm propagation of a super-peer
network accomplished with Poisson distribution. It is implemented by an unconventional
simple graph stored in a neighbourhood matrix. Each node was assigned a degree based
on the Poisson distribution with the specified values for each of the parameters of the
super peer as well as the average degree of super peer and average degree of regular
member. Then the relationship between the members and the neighbouring matrix of the
members was formed. The pseudo-code for assignment of degrees to members based on
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the Poisson distribution model and the creation of a neighbourhood matrix is shown in
Algorithm 1.

Algorithms 1 The pseudo-code for assignment of degrees to members based on the Poisson
distribution and the creation of a neighbourhood matrix

Input: Asp, Nsp, Aor, ‘Sup-Sup’ and ‘Sup-Ord’ percent
Output: Super-peer network emerged by joining of nodes, adjacency matrix, Ord_No
Foreach super-peeri do
degsp = generation of random Poisson degree according to Asp
degsp-sp = degsp * %Sup_Ord
degsp-ord = degsp — degsp-sp
add super-i, degsp, degsp-sp, and degsp-ord to adjacency matrix
End
Foreach ordinary-peer; do
degord = generation of random Poisson degree according to Aor
add ordinary-peer, degord to adjacency matrix
End
Foreach nodei in adjacency matrix do
If (nodei is super-peer) then
find degsp-sp random super-peers as neighbours
add super-peer neighbours to Super-peer; in adjacency matrix
find degsp-ord random ordinary-peers as children
add children to Super-peeri in adjacency matrix
End
Else
find degord random ordinary-peers as neighbours
add ordinary-peer neighbours to ordinary-peer; in adjacency matrix
End
End

The members of the super-peer network constantly exchange a list of super peers in the
network. The permanent exchange of the super peers list causes the nodes in the network
always have a new list of active and existing super peers in the system. The super peers
that left the system do not appear in this list, and members are notified of their absence.
The pseudo-code of assignment for active super peer is shown in Algorithm 2.

Algorithm 2 Assignment of active super-peer network

Input: N as total number of nodes, @: size of Sp Refresh List, adjacency matrix
Output: SP Refresh matrix
Foreach super-peer; in adjacency matrix do

SpRefList = find ® active super-peers

While (i <= degsp-spi) do

neighboursp i = fetch neighbour of super-peeri from adjacency matrix
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assign SpRefList to neighboursp i
End
While (j <=degsp-ordi) do
childsp i = fetch child of Super-peeri from adjacency matrix
assign SpRefList to childspi
End
End

In this research, the super-peer network is static, and all the super peers remain in the
system from the beginning of the simulation to the end, and their number does not
change. Therefore, the above list is assigned only once to each member when creating the
neighbourhood matrix at the beginning of the simulation. The size of this list will be
examined as an effective parameter in the velocity of the worm propagation.

Security measures and closure of security holes often occur slowly due to the lack of
awareness of members of the existence of worms in the network and their threats. Hence,
the constant immunisation rate has not been used, and as more members become infected,
the level of awareness of members is higher and, as a result, the immunisation rate
increases. To determine the probability of immunisation, the ratio of infected members to
the total number of members in the network is calculated. When the degree of prevalence
is less than the constant value of C = 1% (Taheri, 2013), no action will be taken to secure
the network. In other words, when the number of infected nodes exceeds 1%, infected
members are recovered with probability y and will never be infected. Algorithm 3 shows
the pseudo-control code for controlling the worm propagation in the super-peer network
in the proposed model.

Algorithm 3  Pseudo-code for the worm propagation in the super-peer network

Input: cycleNo(time unit), S, N, u, ¢ as threshold of immunisation, lo, adjacency matrix
Output: number of infected and immunised nodes
Select Io nodes as initial infected nodes randomly
Initialise status of all nodes as susceptible except 10 initial infected nodes in status matrix
Foreach cycleNo do
InfectedNodes = find infected nodes in status matrix
Foreach InfectedNodesi do
Neighbours = find all neighbours of infected node in adjacency matrix
While (j <= S) do
if (Neighbours is susceptible ) then
change status of Neighbours to infected
End
End
End
threshold = total number of infected nodes/N
If (threshold >= C) then
RemovedNodes = Select randomly some of infected nodes proportional to k

Foreach RemovedNodes; do
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Change the status of RemovedNodesi from infected to removed in statusMatrix
End
End
If (Number of susceptible nodes > 0)
Calculate (J(t));
IsolatedNodes = Select randomly some of susceptible nodes proportional to u and J(t)
Foreach IsolatedNodesi do
Change the status of IsolatedNodesi from susceptible to removed in statusMatrix
End
End

Each copy of the worm on an infected node in its lifetime, depending on the rate of
scanning, simultaneously attempts to infect new victims. In the proposed model, the
effect of the scanning rate parameter of the worm in the super-peer networks is discussed
below. In the simulation of the proposed model, the network includes N, super peer, N
regular node, and in general N members that communicate with each other based on the
topology of the super-peer network. Based on the two-factor propagation model (Zou
et al., 2005), hosts are in one of three states as follow:

Susceptible — infected — recovered

The proposed model is based on the two-factor model and when the immunisation is
done, the member is placed in a recovered condition. It does not matter that recovered
node was in infected state or in susceptible state before. Thus, the transfer of status from
any host can be as follows:

State 1: susceptible — infected — recovered

State 2: susceptible — recovered

Since the super-peer network topology graph is considered to be unconventional, Ao
(average degree of the normal member) involves connecting a normal member to its
super peer and also connecting the regular member with the other regular members. For
example, if the degree of a regular member is 4, this member will connect to the super
peer and three other regular members in the neighbourhood matrix.

In implementing the proposed model, the following assumptions are considered. The
super-peer topology graph and flat peer-to-peer is considered non-directional, (i.e., aij =
aji =1). Also, to prevent the loop and to reduce the network load, no node has an edge and
no connection to itself (i.e., aii =0).

All members are connected to super-peer network. In other words, each regular
member has at least one degree because it has at least one connection with his super peer.
This condition ensures that there are no isolated nodes in the network. In addition, every
regular member has only one super peer.

When a member is infected, his neighbours are immediately attacked. At the
beginning of the simulation, a primary infected member is considered, and the rest of the
members are susceptible. Infected member is randomly selected from N network
members. The infected member will not change its behaviour if it is again infected by
another copy of the worm in other members. This means that duplicate infections do not
result in an increase in the number of victims.
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In our model, it is assumed that the worm needs only a time unit to complete its
infecting process on a susceptible member, and this time is the same for all members of
the network, such as super user and the regular ones. In the next section, the simulation
results of the proposed model are presented and the worm propagation behaviour is
analysed in the super-peer network.

4 Results and evaluation of the proposed model

The effect of the parameters such as scanning rate, the average degree of the super peer,
the average degree of the regular member, the recovery rate, and the probability of
improvement after infection and the probability of transferring on the link on the
behaviour of worm propagation has been evaluated. Then, by examining different
immunisation policies, suitable policy has been selected for reducing the rate of worm
propagation in super-peer network.

According to Table 1, the multiplicity of (Nsp, Asp, Aor, @, @, Q(0), p, 1(0), R(0), u, v, C)
is used to display the different networks parameters. Generally, in the early stages of the
worm propagation, no part has been repaired; Therefore,

R(0)=0& Q(0)=0

Initially, the parameters were set to (6,000, 35, 4, 10, 5, 0, 1, 1, 0, 0.06/6,000, 0.05, 1%)
and for the results, the average values of 10 simulation load is used.

Figure 1 Comparison worm propagation model of the super peer and flat peer-to-peer network
(see online version for colours)
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The behaviour of the worm propagation in super-peer networks is compared with its
behaviour in a peer-to-peer network (flat). Research in peer-to-peer networks (Adamic
et al.,, 2005; Ripeanu, 2005), has shown that the distribution degree of members in
unstructured peer-to-peer networks, follow the power law distribution. In this research, in
order to produce a flat peer-to-peer, with the power law distribution degree, the aSHIIP
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simulator, which was created by the researchers at the Supelec University, is used. The
code for the worm propagation is written in MATLAB with the characteristics and
conditions similar to the worm propagation code in super-peer networks. It is
implemented by the aSHIIP simulator on a power law distribution topology. Figure 1
compares the results obtained from the implementation of the worm propagation model in
a super-peer network and flat peer-to-peer network, in terms of the number of infected
nodes in different times. In both charts, a two-factor model has been used.

With this comparison, we find that worm propagation is faster in super-peer networks
than flat peer-to-peer ones.

Worm propagation in super-peer networks creates a more serious risk for members of
these networks than for members of flat peer-to-peer networks. This is due to the type of
topology of these networks and the existence of larger-degree super peer nodes. In
Figure 2, the behaviour of the worm propagation in the super-peer network is examined
by considering the parameters I(t), J(t) and Q(t) presented in Table 1.

Figure 2 Examination of the behaviour of the worm propagation in super-peer network
(see online version for colours)
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The number of infected nodes I(t) and also J(t), which contain the previously infected and
found to be immune before t, increased rapidly and these two parameters reach their
maximum value at the same time. After reaching the peak point, the number of infected
nodes I(t) decreases slowly. However, the values of J(t) and Q(t) that are the number of
secured nodes transferred from susceptible state remain stable. This is because no more
susceptible nodes remain in the system, in other words S(t) = 0.

Figure 3 shows the results of the effect of different scanning rates on the worm
propagation in the super-peer network.
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Figure 3 Investigating the effect of different scanning rates on the worm propagation in the
super-peer network (see online version for colours)
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Figure 4 Investigating the effect of different mean values of the super peer degree on worm
propagation (Asp) (see online version for colours)
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As shown in Figure 3, when the scanning rate increases, the active worm is propagated
more rapidly in the super-peer network. This is because the worm can identify and infect
the more number of susceptible hosts simultaneously. Also, the number of infected nodes
in the event that the scanning rate is equal to 100, culminated sooner and more than the
rest of the scanning rates. The results of the effect of different parameters such as average
values of the super peer on the worm propagation (Asp) are presented in Figure 4. The
simulation of the super-peer network is repeated for various sample values of the average
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degree of super peer, and the obtained results are shown from the mean values of the
10-times execution in the graph.

The higher the average degree of the super peer, the more adoption of children. As a
result, the total number of network members increases. The results indicate that, with the
increase in the average degree of super peers, the rate of worm propagation has not
increased; just the number of infected nodes has increased. In is because that when the
number of network members increases, identifying vulnerable nodes is more time
consuming. In Figure 5, the results show the effect of different mean values of the regular
members of the super-peer network on the number of infected hosts.

Figure 5 The number of infected nodes per time unit with different values (Aor) in worm
propagation (see online version for colours)
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Figure 6 Comparison the number of infected nodes per time unit with different values of
recovery probability (see online version for colours)
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As shown in Figure 5, the worm propagation behaviour is reported in terms of the
number of infected nodes by using a two-factor model in the super-peer network with
different mean values of regular members. The results indicate that the average degree of
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regular members, or the number of connections of regular members with other members,
is higher, the rate of worm propagation and the number of infected members increases.
The reason is that multiplication in the number of connections of regular members will
have less impact on the population growth of the network than multiplication in the
number of connections of the super peer.

Figure 6 presents the results of worm propagation behaviour in terms of infected
nodes with different values of recovered rate y. The higher the users pay attention for
their system to repair and eliminate infection (in other words, the higher the level of
awareness of the people on the network toward the pollution), the Infected hosts are
reduced faster. Here we examine two main parameters (the first one is the probability of
recovery after the infection, and the second is the probability of the worm attack and
propagation), which affects the effective power of the worm (which we represent with S).
In this research, in order to standardise the threshold results, the value of the effective
strength threshold of normal worm is considered using the propagation function in
communication network infrastructure.

If S > 1, it means that the spread of the epidemic in the network is probable. Also, if
S = 1, it means that the spread of the epidemic is at its peak. First, the effect of the
amounts of B, 8 is evaluated on the effective strength of the worm independently.

Figure 7 Effective variations in the worm propagation affected by different amounts 3, &
(see online version for colours)
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As shown in Figure 7, an increase in the value of 3 leads to an increase in the effective
strength of the worm and more stations in the network become infected. Also, when the
amount of & increases, the immunisation of the infected nodes increases as the effective
strength of the worm decreases. The results show that even in the best case, the recovery
rate (& = 1), the effective strength of worm is higher than one (8, 7709), and therefore, the
epidemic of the worm propagation in the network is definite and inconsiderable. Figure 8
shows the stability of infection over time in a network for different values of {3, 8.
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Figure 8 (a) The result of simulating the mean value of the infected nodes for f =0.2, 8 = 0.7 of

the infected nodes for B = 0.01, 8 = 0/6 (b) Results of the simulated average (see online
version for colours)
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The results shown in Figure 8(a) indicate that with increasing of different values of B and
9, if reaching 0.01 and 0.6, the worm propagation decreases and eventually stop. Also,
Figure 8(b) shows that if the experiments are repeated, the average number of infected
nodes in the network, with the value of f = 0.2 and & = 0.7, remain constant and the
growth rate of infection is stable.

The proper immunisation policy is to select and secure the nodes with the greatest
impact on the graph. In other words, in order to control the worm propagation in the
network, the most interactive nodes can be eliminated. In the following, four policies are

proposed to assess the immunisation of the super-peer network against the worm’s
propagation.

4.1 Policy A: select k random nodes for immunisation

In this policy, a number of nodes, including regular node or super peer, are randomly
selected. This is done promptly and there is no need for a specific check to determine

proper nodes in the graph. This policy is suitable for dynamic graphs where nodes are
constantly changing.
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This policy responds reliably when a large number of nodes are immunised,
otherwise its effectiveness in worm propagation control will be low. Because the
effective power (S) is high, more nodes are polluted on the network. Therefore, this
policy is suitable for connected graphs where there is a small difference between each
node.

The process of implementing this policy is such that, at first k nodes are randomly
selected from the graph G. Then these nodes are deleted along with all their edges.
Finally, the effective strength of epidemic for new graph is computed. The time
complexity of this policy is O(1) as the time required to generate random number is
constant. According to the results, the effective strength S is 3.539 in this network. With
regard to Figure 9, in which B, & are constants, logically values of K and effective
strength is inversely proportional.

Figure 9 The effect of the random selection of K-node for immunisation on the effective strength
of worm (see online version for colours)
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Figure 10  The average of infected nodes after immunisation of k random nodes (see online
version for colours)
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Due to the high value of S, this policy is weak as can be seen from graph that it requires
significant of nodes to be immunised and avoid the network epidemic. Simulation results
indicate that a significant number of nodes (about 2,650 nodes out of a total of
6,000 nodes) should be vaccinated to prohibit network-wide epidemic in the network
(e.g., worm countermeasures are installed on them).

Figure 10 shows the mean values of normalised infected nodes obtained from the
simulation after removing k randomly chosen nodes from the graph. With policy A the
results indicate that, the epidemic still persists in the network and it is not properly
immunised; hence it is consistent with our empirical calculations.

4.2  Policy B: select the k nodes with highest degree for immunisation

In this policy, a list of nodes with the highest degree of communication is provided, and a
number of nodes (k nodes) are selected from this list, with all their edges removed. Then
the effective strength of the epidemic (worms) is calculated. Hence, the time complexity
of the policy can be given as sum of each step which is:

O(V+V2+kV) = O(VA2+kV) 5)

The value of effective strength comes out to be around 1.08 which is very close to
threshold of 1 hence, it will prevent network wide epidemic. But since it is above the
threshold, the simulation result indicates that epidemic will stay in the network. Figure 11
shows the effective strength based on different values of k.

Figure 11  The effect of choosing K random node from the list of highest levels on the effective
strength of the worm (see online version for colours)
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The value of effective strength goes below threshold at around k = 250. Hence, this
policy could have prevented epidemic if could have immunised few more nodes. This
policy provides more optimal results as compared to policy A. The minimum number of
vaccinations required to prevent network-wide epidemic comes out to be around
250-260.
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This policy is suitable for graphs where there is the most communication between its
super-peers such that some randomly selected super-peers are immunised to prevent the
worm propagation.

Figure 12 The mean of infected nodes after the immunisation of the selected nodes (see online
version for colours)
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Figure 12 shows the mean of the infected nodes after the immunisation of the selected
nodes. These results indicate that the epidemic is stopped after a short time. In other
words, policy B’s argument for the eradication of the epidemic has been true.

4.3 Policy C: using eigenvector and network’s adjacency matrix

In this policy, by analysing the spectrum of graph and analysing its eigenvalue, is
determined the activity of each node in the network. For this purpose, first we select
absolute largest eigenvalue and then, its vector is analysed to find nodes with high
activity in the network. That is selecting k absolute largest value in eigenvector and using
the corresponding position in eigenvector as basis of selecting nodes that will be removed
from the network. Then we remove these k nodes, along their respective edges from the
graph. The immunisation of these stations reduces the transmission of the epidemic.

This policy is appropriate for graphs that their nodes are highly active, and the
connectivity between the nodes does not care. The policy is not suitable for high number
of nodes and it cannot be considered as a permanent method to limit the worm
propagation.

The time complexity of this policy is O (n”3 + kn) where O(n”3) is for calculating
eigenvalues and eigenvector, and O(kn) is for selecting k largest node from eigenvector.
The effective strength value of virus is 3.07 suggesting that the epidemic will persist
continuously.

With regard to the results shown in Figure 13, this policy reduces the network wide
epidemic drastically and then behaves linearly. There is no particular value of number of
vaccination that can be obtained from this policy. In the following, in Figure 14, the
results of simulation show policy C when k selected node removed from the network
graph.
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Figure 13  The effect of the selection of k nodes with highest value in the eigenvector on the
effective strength of the worm (see online version for colours)
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Figure 14  The average of infected nodes based on the immunisation of k-node with the highest
value in the eigenvector (see online version for colours)

o1
noEs b
l:ll:rsl-l E
Dl:us5|

ooa

00Fs - b

OS5 - |II b

Faerage of infected nodes from 010 1

006 ""1\ . )
Doss .“Ihi'l"r.-h'v-“‘hhw‘n_ f x-'Nr qw.k-\ff\\'l.fr. -

oos

[x] glul o1 | u | 40 &0 B0 70 =] =0 plu ol
Timesiep

As shown in Figure 14, the policy succeeds in reducing the network-wide epidemic but it
never dies out from the network.

4.4 Policy D: select k node with the highest degree of super peer for
immunisation

This policy acts better than policy B. Here, the effect of removing each node, and then
selecting the next node based on the highest degree of the super peer, is investigated. This
method makes it possible to minimise the error in selecting an appropriate super peer
when the super peers are connected at the highest levels in the graph. To do this, it is
necessary to select the super peer with the highest degree in the network and remove all
its edges. This process is repeated k times and the effective strength of the epidemic is
evaluated. Therefore, the degree of super peers is selected, from the highest degree to the
lowest degree for the removal from the network, respectively. The time complexity of
finding degree of each node in a graph is O(V + V/2), and with considering k number of
times, the time complexity is O(k(V + V*2)).
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This policy is useful when the number of superpeers is high and they are highly
connected. In such condition, if they are immunised from the highest level of connected
superpeers, respectively, the worm propagation will be limited more efficiently. Also, if a
limited number of nodes should to be immunised, this policy can be used. The value of
effective strength in this policy is same as there in policy B as 1.0845. This again means
that there will be an epidemic but the low value also suggests that it will prevent network
wide epidemic, and again same case happening as policy B. Figure 15 shows the impacts
of different values of k on the effective strength of the worm

Figure 15  The effect of k super peer with the highest degree on the effective strength of the
worm in policy D, respectively (see online version for colours)
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The results shown in Figure 15 indicate that policies B and D have an almost identical
impact on the effective strength of worms. The reason is that both of these policies
remove highest super peer’s degree. Figure 16 shows the results of the simulation of the
worm propagation based on policy D and its impact on the average of infected nodes.

Figure 16  The average of infected nodes based on the immunisation of highest degree of super
peer (see online version for colours)
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The results shown in Figure 16 indicate that the worm propagation of the worm in
policy D increase initially and begin to decrease after a shorter time than policy B.
Worms also dies out in a more limited number of k (about 200). Thus, it can be
concluded that the method used in policy D, the selection of the most suitable super peers
for deletion, has the potential for faster eradication of the epidemic in the network.

5 Conclusions

Worm propagation in networks raises problems such as denial of service, disclosure of
confidential information, destruction of valuable information, network host disruption
and other serious damages. Providing security for peer-to-peer networks in today’s
applications is essential and inevitable. The most important practical remedy for the
worms’ destructive effects is limiting the scope or speed of their propagation in the
network. This helps to provide the opportunity to repair infected nodes or to protect
susceptible nodes and reducing the damage. The sooner network administrators become
aware of worm propagation, they can come up with ways to deal with it.

In this research, the parameters affecting of worm propagation in the super-peer
network, such as super peer degree, regular peer degree, scan rate, and probability of
recovery, were investigated and analysed. Then, an appropriate strategy for controlling
the worm’s propagation was presented in the super-peer networks. The proposed strategy
is based on prioritising super peers with highest degree for immunisation. The simulation
results indicate that the above strategy is able to reduce the velocity of worm propagation
in super-peer networks. Future research can examine and analyse the behaviour of the
active worm propagation considering high dynamics and inactive worms in super-peer
networks based on the interest of members in content shared in the network clustering.
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Notes

VolIP.

2 Neighbourhood Information IP addresses are nodes that are connected to a host, and this
information is stored as a table in the host’s memory.

3 Hopf bifurcation.
Erdos and Renyi graph (ER).

5 If the total number of members in the network is N and the number of ordinary members of
Nor, then r = No/N.

6  Total.



