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Abstract: In Peer-to-Peer (P2P) communities, users make personal  
trust evaluations of each other based on their experiences and observations.  
The available information of the peer’s past behaviour, i.e., reputation, is often 
incomplete, so the credibility of evaluations is a concern and the relevance of 
the available information varies. In this paper, we propose functions for 
producing tailored trustworthiness estimations in P2P communities based on 
the peers’ past behaviour. The presented mechanism provides some flexibility 
for applying it to different kinds of P2P networks. 
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1 Introduction 

In virtual communities a group of users interacts with each other by digital means and has 
a mutual area of interest. Users make personal trust evaluations of each other based on 
their experiences and observations. An example of this type of a community is eBay, 
which has a centralised evaluation mechanism for managing the information about the 
users’ past behaviour, i.e., reputation. This reputation information is meant to assist the 
users in their personal trust decisions. 

Some virtual communities are based on P2P networks, such as file sharing,  
movie recommendation and free programming communities. In these interaction 
environments, i.e., contexts, the actual interactions happen directly between the users, 
i.e., peers – instead of a centralised trusted third party being in control. In a typical P2P 
system, the peers contribute in some means such as providing storage capacity to the 
community. 

Typically, a virtual community has a centralised reputation system with one fixed 
mechanism processing the information and representing the users’ trustworthiness.  
These systems usually have a centralised storage system that contains detailed transaction 
data, evaluations and other personal data of the users. However, this kind of an approach 
does not take into account the users’ personal preferences and in addition the large 
centralised storage systems are tempting targets of attacks to the data. 

Distributing the reputation management into the P2P network changes the  
situation somewhat. Processing locally the reputation information enables tailoring  
the trustworthiness estimations to meet the user’s personal preferences. The reputation 
management mechanism can be personalised by giving weights to transactions that  
are considered important to the user’s current situation. Nevertheless, distributing the 
reputation management without a trusted third party also produces challenges for 
managing the information. The system has to take into account that not all reputation 
information is available and also that its credibility is a concern due to spoofed 
transactions and ephemeral identities. 

In this paper, we examine how to locally produce a tailored trustworthiness 
estimation of a user from the available reputation information in a P2P network.  
The main objective is to define a fine grained and context-dependent reputation 
evaluation mechanism that is generic for P2P applications and to present generic 
functions that may be instantiated in different problem areas. To achieve this goal, the 
mechanism focuses on capturing and processing the information that is linked to user 
level transactions conducted by an application. 

2 Related work 

A large part of the available distributed reputation management mechanisms focus  
on reliability in routing and message forwarding (Buchegger and Boudec, 2002).  
Moloney and Ginzboorg (2004) argue that, in principle, the idea of using the past 
behaviour of a peer in trustworthiness estimations maps well to pervasive networks 
utilising short-range wireless technologies. Supporting this, Moloney (2005) also presents 
simulation of distributed recommendation system. 
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Typically, mechanisms that capture and process users’ evaluations are technology and 
security oriented such as the privacy-enhanced P2P reputation system that Kinateder and 
Pearson (2003) propose. Despite the slightly different approaches, the mechanism we 
present fits partly into the proposition of architecture and algorithms for a distributed 
reputation system by Kinateder and Rothermel (2003). The presented idea of weights in 
the different categories of the content in a context supports our approach in evaluating 
similarity of the content in the conducted transaction. Additionally, we consider it 
important to be able to evaluate the expertise of those providing the evaluations and to 
exploit the evaluations of peers that belong to the user’s social network. 

Compared to the amount of work done in the distributed reputation management, 
relatively few functions, e.g., Liu and Issarny (2004), and notes for mechanism 
implementation applicable to different contexts are proposed. Part of the research 
proposing the functions are related to protocols for exchanging the trust decision related 
information such as, e.g., works by Aberer and Despotovic (2001) and Selcuk et al. 
(2004). Some of the earlier works propose functions and factors for calculating peers’ 
reputation from past ratings, others opinions and evaluations, e.g., the models that Chen 
and Singh (2001) and Xiong and Liu (2003) propose. Even though these models are 
distributed, the former relies on information available on different sites in the internet and 
the latter does not take into account the difference in credibility between peers’ own 
experiences and others evaluations. The model that Abdul-Rahman and Hailes (2000) 
present is wider than these and takes into account agent’s own experiences and 
recommendations in formulating the trust decision. Our approach fits into their model so 
that the trustworthiness is calculated in an ad hoc manner at any given time. Moreover, 
our approach extends the approach by defining and producing the weights for evaluating 
the available information as it is typical, e.g., in partial differential equation theory.  
In short, the work done in the area of distributed mechanisms having a user application 
centric approach is still comparably young. 

3 Producing the estimated trustworthiness 

In producing the trustworthiness estimations, we follow the Resnick et al. (2004) 
observations of the evaluation of the eBay reputation system. The most important finding 
from our angle is that the buyers do not often check the details of bad reputation but  
tend to rely on an overall figure and that the sellers with long-lived high reputation get 
premium prices. Hence, we add the reputation information as input values to the trust 
value functions. But, producing impartial trustworthiness estimation also requires 
evaluating the relevance and credibility of the available reputation information. 

3.1 Terminology 

Before going into the details of our mechanism, we shall first look at the terminology. 
Firstly, we consider trust a subjective expectation that a user has of its peer’s behaviour, 
adapted from Baier (1986), Gambetta (1988), Ostrom (1998) and Mui et al. (2002).  
Here, trust is neither assumed to be transitive nor reciprocal, because the transactions can 
be nonrecurring and the users strangers to each other. Trustworthiness describes how 
users consider each other. Based on the trustworthiness, a user makes a trust decision, 
whether or not a transaction with another peer should be conducted. 
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The collected information about the past behaviour of a user is considered  
reputation – good behaviour indicates the peer to be more trustworthy and vice versa.  
A recommendation is a subjective, either positive or negative, evaluation that a user 
receives from its peers about another peer. Further, a reputation system captures this 
information, has a mechanism to process it and represents an estimation of the peer’s 
trustworthiness to provide the user support to make the trust decision. Our approach relies 
on the idea of context-specific roles, which are, e.g., in virtual marketplaces such as 
eBay’s: a buyer and a seller. Each role has a set of possible transactions that have pieces 
of descriptive information, e.g., value and time of the transaction. These pieces of 
information are utilised in producing the estimated trustworthiness. The outlined 
mechanism also examines the similarity of the content of the conducted transaction in 
evaluating the relevance of the received evaluations. 

3.2 Assumptions for the properties of the mechanism 

We make the following general assumptions for the reputation management mechanism. 
Firstly, the reputation is not straightforwardly transferable from one community to 
another and secondly, we assume a dynamic community or a system, where the number 
of peers is not fixed. Additionally, a user assuming a new identity has no reputation 
information and previous evaluations to provide. 

We assume that N peers participate in the community, denoted by P1, P2, …, PN.  
For clarity reasons, P1 is the peer who needs to make a decision whether to trust the  
peer P2 and peers P3, …, PN can provide evaluations of P2. Additionally, P1 can have M 
friends in the community. Trust to these persons may differ from the trust the P1 has to a 
stranger. The friends are denoted by F1, F2, …, FM and are a subset of P3, …, PN. 

The mechanism has the following properties: 

• i is the transaction identifier. For the purpose of this paper, we assume that each  
peer has a sequence number for their transaction, i ∈ {1, 2, …, n} with n ≥ 1 is the 
number of all transactions of P2. However, defining the details of the transaction 
identifier for i is left to the mechanism designer. 

• The functions related to the trustworthiness evaluation are scaled and in [0, 1]. 

• Each peer has a unique identifier within the community or the system that is called 
the user’s identifier. The form of the identifier depends on the implementation and 
can be, e.g., a public key, a hash of a public key or a pseudonym. 

For the implementation, we suggest that the number of transactions taken into account in 
calculating the trustworthiness is not too large to avoid time and resource consuming 
computations. This can be reached, for instance, by dropping old information from the 
system. 

3.3 The underlying architecture 

We assume that the P1 receives the reputation information upon request and then 
calculates the estimated trustworthiness using this mechanism. The integrity of the 
received evaluations is not discussed in this paper. Hence, we assume that double data 
sets are identified, e.g., by the transaction identifier i, and removed before doing the 
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calculation. Some form of free textual feedback on the transaction experience is regarded 
as useful, but should not go into the computation itself. 

We set no specific requirements for the P2P system and underlying architecture, thus 
we do not discuss or make assumptions about and in the distribution and exchange of the 
reputation information. Additionally, despite the relevance and importance of the identity 
management, authentication and security considerations, they are beyond the scope of 
this paper. 

4 The reputation mechanism 

The mechanism consists of five advanced functions that use three basic functions, 
namely, success, value and time. The first two advanced functions examine the relevance 
of the evaluations P1 receives from his current interest point of view and the level of 
experience of the evaluation provider. Based on these and the basic functions, the latter 
three then produce trust values for the evaluations received from strangers, friends 
belonging to P1’s social network and the P1’s own experiences for the tailored trust value. 

4.1 The basic functions 

The first basic function is the (1) success function f, where si denotes the success of the 
performed transaction i. It is a subjective and numeric evaluation value of a predefined 
scale that the peers provide. The scale varies depending on the used context, for example, 
in eBay users evaluate each other on scale {–1, 0, +1}. If the scale consists of only 
positive integer values, then the scale is changed into positive and negative values that 
are balanced against 0. For example, if the scale is {1, 2, 3} then the corresponding new 
scale would be {–1, 0, +1}. 

This mechanism is designed so that earning a good reputation can take a longer time 
than loosing it: dishonest behaviour can collapse the good reputation fairly quickly, 
depending on the collapse factor y ∈ [0, 1], which must be defined scale dependently. 
The main idea is that for good evaluations it is 1 or close to it and for bad evaluations it 
gets closer to 0. The closer to 0 the factor is, the quicker the reputation collapses. 
Nevertheless, intentional vilifying of others with untruthful evaluations should not 
immediately collapse the reputation of the well-behaving peers. Here, we approach this 
question partly in the experience function to reduce the effects of the problem. 

The success function f is the normalised sum of all given evaluations. Maxs denotes 
the maximum positive value the evaluation can reach. 

1

1
( , ; {1, , }) .

max
n i

i i
s

f s y i n
n

sy
=

∈ = ∑…  (1) 

The value function (2) is denoted by g and the vi is a measurable value of the transaction 
i. vi depends on the context and can be, e.g., the monetary value of purchased good at an 
online marketplace or the size of the file transferred. Most importantly, it is a measurable 
unit that is relevant to the particular context. Again, defining the type of vi in the 
particular context is left to the person responsible for the mechanism implementation.  
For the purpose of this paper, vi ∈ {1, …, u} is defined, where u ≥ 1 is a  
context-dependent upper limit for the transaction value. The upper limit is defined  
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for the purpose of scaling the value factor. Therefore, the mechanism designer should 
define a limit that is reasonable for the particular context. If the transaction value shall 
not be part of the reputation system, then vi can be set to 1 for all i. 

To reduce the significance of transactions with a high value, the value of function g 
increases logarithmically. This reduces the risk that one transaction can have too high a 
significance and overpower all other evaluations previously recorded. 

1

ln1( , {1, , }) .
ln

n i
i i

v
g v i n

n u=
∈ = ∑…  (2) 

In the last basic function (3) ageing function h, the ti denotes the time that the transaction 
i was performed and t0 the time P1 makes the trustworthiness evaluations of P2.  
For instance the numeric value of the internet time Universal Time Coordinate (UTC) 
and the RFC1305 (1992) and RFC1361 (1992) specifications can be used as the time 
format. Nevertheless, the means for obtaining a reliable time is out of the scope of this 
paper and is dependent on the used device and network. 

To increase the importance of the latest transactions, and vice versa, the weight of the 
transaction decreases along the time. The value x (0 ≤ x ≤ 100) quantifies how rapidly the 
effect of old transactions on the estimated trustworthiness decrease. The mechanism 
designer must define x to be sufficient for the particular community or system utilising 
the reputation information. 

01

1( , ; {1, , }) 1 ( ).
100

n
i ii

xh t x i n t t
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 ∈ = − − 
 

∑…  (3) 

4.2 Relevance function 

The examination of the trustworthiness of P3 and its evaluations about other peers is 
actually a recursive problem. To be able to judge the recommendation of P2 received 
from P3, information also about P3’s past behaviour, i.e., its reputation is needed and so 
on. To avoid the issue, we present the relevance and experience functions, which aim to 
capture some information representing the credibility and relevance of P3’s evaluations. 

The relevance function d, takes into account roles and the type of the content.  
For the role, we consider the (dis)similarity of the P1’s current role r0 and the P3’s role ri 
in the transaction i that relates to the evaluation of P2. For example, r0 might be 0 for 
being a buyer and r1 = 1 for being a seller. If P1 is considering whether or not to buy 
something from P2, the evaluation provided by P3 is more relevant, if P3 has evaluated P2 
as a buyer than as a seller. For calculating the similarity of the roles, we assign a value 
{0, 1, 2, …, l} to each possible role ri in a set of R of all roles, where l + 1 indicates how 
many roles can be assumed. It is possible that two or more roles have the same value 
assigned. However, the similarity of the roles is context dependent and therefore, no 
value assignment suggestion is given to the roles here. If and when there are more  
than two possible roles in the system it is necessary to determine the relationships 
between the roles when implementing the mechanism. For example, it is possible that an 
intermediator is selling the goods on behalf of the owner. 

The second consideration is the (dis)similarity of the content ci of the transaction i 
that the P3’s evaluation relates to and the content c0 of the transaction P1 is considering. 
For calculating the similarity, the content is divided into categories C. Again, these 
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categories are context dependent and can be, e.g., product categories or themes in 
discussion forums. Ontologies, such as, e.g., that Liu and Issarny (2004) propose  
can be used assigning for the values for the content. Here we assign an integer value 
{0, 1, …, L} to each category c ∈ C in a system, where L ≥ 1 indicates how many 
categories exist. Every ci is an element of C for all i ∈ {1, …, n}. 

0 01

1 1 1( , ; {1, , }) 1 | | 1 | | .
1 1

n
i i i ii

d r c i n r r c c
n l L=

  
∈ = − − − −  + +  

∑…  (4) 

4.3 Experience function 

The experience EP3 is the other function that is used to examine the trustworthiness of P3 
and its evaluations. The experience depends on the three following factors. The first is 
T ⊂ {0, …, N} with N ≥ 1 is the set of former transactions of P3. The second is the 
success of these transactions, illustrated in equation (1). The third is the relevance of the 
transactions P3 has performed, as illustrated in equation (4). Note that in the formulas for 
f and d the n has to be replaced by the size of T and in the sum, the n is |T |. 

For the implementation it is important to try to avoid too small content categories 
leading to situations that there are only a few values within one category. Merging of the 
categories is then useful. 

3 ( , , ; ) ( ; ) ( , ; ).P i i j i j jE s r c j T f s j T d r c j T∈ = ∈ ∈  (5) 

4.4 Trust value for evaluations from strangers 

For producing the tailored trustworthiness estimation, a weighted trust value Trec is 
formed, based on evaluation of the P2 provided by the P3 and other peers that do not 
belong to P1’s social network. The value is composed of the presented success function f, 
the value function g, the ageing function h, the relevance function d and these are then 
multiplied by the sum over all the experiences of all peers that gave the evaluations.  
With Q we denote the set of all these peers, hence |Q| ≤ n. Only one experience value EPq 
per peer Pq is inserted for efficiency and also to reduce the significance of multiple 
evaluations given by one experienced peer. 

rec
1( , , , , , ; {1, , }) [ ( ; {1, , })

| |
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∈ ∈ ∈
∈

∑… …

… … …

 (6) 

4.5 Trust value for evaluations from friends 

To take a step towards the challenge of modelling a human notion of trust, we propose 
the function Tfriends for calculating the trust value for evaluations the P1 may receive from 
friends F1 F2, …, FM belonging to his social network. The P1 may know the friends in 
true life or they can be the P1’s friends only in the virtual community. The P1 may have 
the friends’ identifiers, such as nicknames, for instance stored in his terminal device. 
Nevertheless, we omit the details of assigning and receiving the identifiers in this study. 
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We denote with Z the set of the friends who have conducted transactions with P2 and 
provide the evaluations; hence |Z| ≤ n. F denotes the previous transactions between a 
friend Fz, z ∈ Z and P2. The Fz’s experience and the relevance of the evaluation are not 
examined because the Fz is trusted on the friendship basis. Instead, the friends’ 
evaluations are weighted on percentage basis, 0 < wz < 100. The closer to 100 the wz is 
the more importance the Fz’s evaluations have and vice versa. Tfriends is a summary of the 
friends’ recommendations of P2 weighted by the P1’s relationship to his friends. 
However, the actual weight of the friends’ evaluations depends again on the mechanism 
implementator and is context specific. 

( , , ; ) ( ; ) ( ; ) ( ; )z b b b b b bF s v t b F f s b F g v b F h t b F∈ = ∈ ∈ ∈  (7) 

friends
1( , , , ; ) ( , , ; ).

| | 100
z

b b b z b b b
z Z

w
T s v t w b F F s v t b F

Z ∈

∈ = ∈∑  (8) 

4.6 Trust value for own experiences 

In the presented mechanism, the function Tmy is used for calculating the trust value for  
the P1’s own subjective personal experiences affecting to the trustworthiness evaluation 
of P2. P ⊂ {0, …, m} denotes the set of previous transaction identifiers for transactions 
between P1 and P2 and m equals the number of transactions of P. The function is 
composed of the presented success function f, the value g and the ageing function h  
that take the data of the previously performed transactions k ∈ P as input parameters.  
The relevance function d is not included in the calculation of Tmy, because it would end 
up reducing the significance of P1’s own experiences. Note that in the formulas for f, g 
and h the n, respectively, has to be replaced by the size of P. 

my ( , , ; ) ( ; ) ( ; ) ( ; ).k k k k k kT s v t k P f s k P g v k P h t k P∈ = ∈ ∈ ∈  (9) 

4.7 A tailored trust value 

The tailored trust value T is obtained by summing the Trec(>0), Tmy(>0) and Tfriends(>0) 
and dividing the sum by three to take into account all three types of evaluations. 
Basically, if only one or two values are >0 then they represent the tailored trust value. 
The combined trust value provides a single value to give an estimated trustworthiness  
to the user to guide him on the trust decision for the next transaction; the higher the trust 
value the more trustworthy the peer is. 

rec friends my
1 ( ).
3

T T T T= + +  (10) 

A remaining question is whether or not the P1 should consider the P2 trustworthy, if no 
reputation information is available, i.e., Tmy = 0, Tfriends = 0 and Trec = 0. To be able to 
bootstrap the system in the first place and to deal with the situation of no evaluations 
available, the peers are assigned a very low trust value. In case of ‘no evaluations 
available’, the trust value can be 0, 001 or such as the T is in [0, 1]. But, the final decision 
is left to the implementator. 
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Based on the defined functions, it is possible to present different kinds of figures  
and values to the user representing the estimated trustworthiness of its peer (the P2).  
For instance, in addition to showing the single combined trust value T as a single point, 
i.e., one number in [0, 1], it is possible to present the experience value for the peer P3 
who provides evaluations of P2 and the number of transactions P2 has performed. 
Nevertheless, we omit further the details of presenting the trust value, which is left  
to the user interface designer. Also, making the final trust decision is left to the user  
(here the P1). 

5 Analysis 

Next, we shall look at how this mechanism actually works. We examine how the type of 
the transactions and a bad evaluation affects the P2’s reputation. 

5.1 Settings for the case analysis 

For analysing the case, we assume that the P2 has conducted approximately one deal  
per month during the last year (i = 12) and prior to that the P2 has not conducted any 
transactions, i.e., the P2 has no earlier reputation. The statistical data of the example 
transactions are illustrated in Tables 1 and 2. It is worth noticing that, according to the 
figures in the eBay (2003), there were about 100 million users and 1 billion listed items. 
On this basis, on average each user had about ten listed items in a year. So, in this case, 
we can consider the P2 an average active seller. 

Table 1 P2’s transactions: data set 1 

i 1 2 3 4 5 6 7 8 9 10 11 12 
si 1 1 1 0 0 0 1 1 1 –1 0 1 
vi 100 50 100 100 10 10 100 100 50 100 50 10 

Table 2 P2’s transactions: data set 2 

i 1 2 3 4 5 6 7 8 9 10 11 12 
si 1 1 1 0 0 0 1 1 1 –1 0 1 
vi 1 1 1 1 1 1 1 1 1 1000 1 1 

The evaluation scale in si corresponds to the eBay’s scale {–1, 0, 1}. The collapsing 
factor y is set to 1 for evaluations 0 and 1, and to 0.3 for –1 evaluations to collapse the 
reputation fairly quickly. Further, the P1 that evaluates the P2’s reputation has conducted 
one successful transactions (s8 = sk = 1) with the P2. P1 receives two evaluations (s4 = 1) 
and (s7 = 1) from his friend F1 whose opinions he appreciates, hence we set wz = w1 = 80. 
P3 provides the rest of the evaluations. 

Additionally, we set random integer values vi ∈ {10, 50, 100, 1000} for the values of 
the transactions and u = 1000 as the upper limit. Here, the values represent the monetary 
value of the conducted transactions. For the simplicity, we consider all of the conducted 
transactions fresh enough and, therefore, we ignore the details of the ageing function. 
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For the roles, we assume that the P1 and the evaluator P3 were in the same  
role, i.e., (r0 = ri) and all of the purchased goods are from the same category (c0 = ci). 
Also, for the experience function EP3, we assume that we have available the information 
of one other P3’s transaction, where d(rj, cj; j ∈ T) = 1, because the role and the category 
are again the same and assume that the transaction was successful, i.e., sj = 1. 

5.2 Discussion 

The mechanism provides variation for the tailored trust value, even though the data set  
is quite limited, as we can see from Figure 1. The user can gain a good reputation with  
a reasonable amount of successful transactions, whereas the bad evaluation has an impact 
on lowering the trust value. 

Figure 1 The P2’s reputation: data set 1 

 

Actually, the mechanism also deals well in separating endeavours to gain a good 
reputation with the transactions of very low value, such as selling lots of low-cost items 
(Figure 2). Here, the attempt to gain good reputation with the low-cost items and cheat in 
a big deal does not succeed as the reputation remains very low. 

Figure 2 The P2’s reputation: data set 2 
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In fact, the mechanism deals well with locally producing tailored trustworthiness 
estimation from the available reputation information. The defined functions also can 
easily be instantiated, e.g., in online marketplace type of transactions. One disadvantage 
here is that when the transactions involve money, wealthy users can gain reputation 
easier, which again reflects social schemes. 

Another benefit of the mechanism is that the multi-dimensional factors it considers 
results in estimations that correspond to the character of the conducted transactions. 
Nevertheless, especially the factor y needs application area, specific fine tuning to 
achieve the desired speed to collapse the reputation. In the example settings, this collapse 
factor in the bad evaluation has a greater impact on the P2’s reputation in the first data 
set. Even if the reputation remains low in Figure 2, this collapsing speed gives partly 
false impression. This is because in Figure 1 the P2 has earlier behaved in an expected 
manner, whereas in Figure 2 we can consider that the P2 intentionally tried to cheat in the 
one big deal. 

Admittedly, the mechanism solves only a subset of the problems related to reputation 
management. In a P2P community, the peers can create new and ephemeral identities, 
which enables spoofed transactions and further untruthful reputation generation. 
Revealing this kind of malicious behaviour is demanding if there exists no authority  
in control managing and verifying the identities. Currently, a peer with a bad reputation 
can assume a new identity and again start building up a new reputation. 

This relates also to the issue of a new peer joining the system having little or  
no reputation data and that the evaluation can therefore, be based on a very small  
data set. One possible approach to distinguish the newcomers and the peer, e.g., selling 
the low-cost items, is to use the interval arithmetic. For the newcomers the interval is 
large and vice versa. Furthermore, the recursive problem of an increasing number of 
examined recommendations also leads to increased requirement for computational 
capacity. This again makes the trustworthiness evaluations more complex. One possible 
approach to distinguish a user systematically vilifying a peer’s reputation is, for instance, 
to evaluate the similarity of the received recommendations against others’ evaluations, 
thus examining these problems are again a topic for another paper. 

6 Conclusions 

Reputation systems can assist users in building desired level of trust, even though these 
systems are, realistically, not the only sources affecting these trust decisions and 
relationships. However, we find that the presented mechanism is a suitable tool in 
producing reputation information-based tailored trustworthiness estimations locally.  
It takes into account the multi-dimensional factors in the estimations, which correspond 
to the character of the conducted transactions. 

The mechanism succeeds in providing variation to the tailored trust value and in 
separating the endeavours to gain good reputation with the transactions of very low value. 

The user can gain reputation with a reasonable amount of successful transactions and 
the bad evaluations have an impact on lowering the trust value. Also, attempts to gain 
good reputation with low-cost items and to cheat in bigger deals do not succeed as  
the reputation remains very low. Still, many decisions about the details remain as the 
responsibility of the implementor. 
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Finally, defining the most relevant form of presenting the tailored trustworthiness 
estimations to the users must be defined in planning the implementation of the 
mechanism in the particular context. The factors related to the trust decision have 
different importance to different users. 
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