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Abstract: The research of location privacy protection has a very important
significance for the emergence and sustenance of web-based communities in
the big data era. The method of differential privacy for position is a privacy
model strictly for the measurement of privacy. However, under the privacy
protection for multi-positions, it will bring much bigger errors by adopting the
method of adding noise to protect the privacy of multi-positions. In this paper,
the author puts forward a new method of differential privacy for multi-positions
based on mechanism of adding noise to the centroid of positions and compares
with the independent mechanism of adding noise. The experiment shows that
the centroid mechanism of adding noise is better than the mechanism of
independently adding noise.
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1

Introduction

With the mature development of positioning technology, such as mobile communication
technology and sensing device, the geographic location information between human
beings and objects is effectively associated. Placing a sensor chip in the mobile object
can locate the position information of the mobile object. For example, the positioning
devices, such as GPS and Wi-Fi, are placed in the mobile devices widely. The smart
phones and vehicle navigation can directly achieve the exact location information of the
mobile object, for example, most of current social websites application can collect and
publish the location information of the users (Jabeur et al., 2013). Moreover, the rise of
wearable devices bring new ways for location information, it can locate the location of
the users by processing the data of the collective acceleration and optical image
(Anguelov et al., 2010; Ugolotti et al., 2013).
Members of web communities often use the GPS information in daily life. The
personal location service brings community members a lot of convenience. By collecting
the places which the user often goes, it can be presumed the user’s living habits and trip
rules, then individual service can be recommended to both the user and his/her social
network members. For example, in the document (Abowd et al., 1997; Cui et al., 2019),
by analysing a large number of historical trajectory data, reasonable routes can be
recommended to everyone; and according to the current traffic congestion, more fast and
convenient route can be recommended to the user and so on. The wireless data science
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and technology (Jana) collected the mobile data from more than 100 countries which
supplied by over 200 wireless operators (Piao et al., 2019). Those data that cover about
the information of 3.5 billion community members among Latin America, Europe and
Africa, can try to explain the prosperity history of the urban and the spread of a disease.
While the location-based service (LBSs) and the publish of location data bring much
convenience to our life, the exposure of real users’ location information causes huge
security risks to users, especially in the prevailing big data era, the attacker can easily
presume the user’s behaviour habits and living status by analysing big data technology of
the user’s location information, which leaks privacy seriously. Therefore, location
privacy protection is an urgent problem to resolve, studying the location privacy
protection is a very important field for the sake of community-integrity and privacy
protection, the location privacy protection can help both the individual and the social
circle to enjoy the location service and doesn’t need to worry about the risk of leaking
personal privacy. The research of location privacy protection has a very important
significance for the survival of web-connected communities.

2

Related work

The traditional location privacy protection methods include two categories (Friedman
et al., 2016). One is to conceal one personal or unit’s identification information, that is, to
conceal its real identification information, but to supply the accurate location information
to the server so that to get the high-quality service. This method has anonymity
technology, disguising name technology, mix zone and so on. The other method is to
expose the user’s identification information, but to supply the server with the user’s
location information after changing with a way. This method uses wrong or false location
information, sign object or regional location information (Yu and Cao, 2018; Tian et al.,
2018; Soria-Comas et al., 2017; Yang et al., 2018; Wang and Sinnott, 2017; Jan, 2019;
Kutlu et al., 2018; Lyu and Lim, 2018) to conceal its real location information. Gong
et al. (2019) initially adopt obfuscation mechanism to do the obfuscation on the location,
and put forward a query processing algorithm for obfuscation location information, and
ensure a higher service quality. The main thought of this technology is to reach the goal
of protecting location privacy by reducing the accuracy of the user’s location.
Therefore, the traditional location privacy protection assumes that the attacker has no
background knowledge, and couldn’t do the quantification on the privacy protection
level. Differential privacy protection (Kim et al., 2018; Wang et al., 2017; Shin et al.,
2018; Ni et al., 2018; Md and Vijayakumar, 2019; Taamallah et al., 2019) does
quantification on the privacy protection level, which is a strict privacy protection model,
and can protect the attack of the biggest background knowledge. This model was initially
applied in the statistics database. They applied this thought and put forward the concept
of geo-indistinguishability, and supplied a quantisable privacy protection model for
location privacy protection. This model is expended from the definition of differential
privacy protection and expends the one-dimensional Laplace mechanism implementation
method to two-dimensional position coordinates, because the location differential privacy
reaches the goal of protecting the privacy by adding little random noise to every position.
When the number of the position is small, to add little random noise to every position can
get good effect. But when the number of positions is large, to add much noise can also

56

C. Guan et al.

reduce the degree of privacy protection. In the position-based service, adding noise to the
position for many times will reduce the degree of privacy protection, and cause too much
error, so Ul Hassan et al. (2019) put forward a predictive mechanism to reduce the
volume of addition of the noise and improve the privacy protection efficiency. The
thought of the predictive mechanism is that if the distance between the current position
and one position of the historical positions is within a certain threshold, the result of
historical position after adding noise will be adopted to be the search result, to reduce the
volume of addition of the noise. Aiming at the privacy protection of multi-positions of
the concept of geo-indistinguishability, Wang et al. (2018) determine the optimal
mechanism with adding the least amount of noise in the finite positions. The concept of
geo-indistinguishability is applied to protect users’ location privacy in social applications
(Hua et al., 2018; Xiong et al., 2017; Ma et al., 2018). It is also the research focus of this
paper to utilise this model to protect the location privacy and try its best to reduce the
error.

3

Method based on mechanism of adding noise to the centroid of positions

3.1 Differential privacy for multi-positions
Differential privacy for positions applies the method of differential privacy protection
into the protection for positions privacy, the principle thought is to add a concern random
noise on the original positions to create new positions as output, so that it can ensure the
function of the real positions.
Andres et al. (2013) applies differential privacy to put forward the concept of geoindistinguishability privacy protection, defines every single position’s privacy protection.
However, many applications often involve many positions; it is of great value to study
the protection for multi-positions. In this paper, there are different definitions for privacy
protection under multi-positions and from differential privacy. In the differential privacy,
it requires two groups of datasets are adjacent datasets, that is, among two datasets, at
most, there is a different element. In this paper, the authors still adopt the definition of
differential privacy to expend to the definition of positions privacy protection under
multi-positions data.
Definition 1: Given two positions datasets x = {x1, x2, …, xi, …, xn}, x′ = {x1, x2, …, xi′,
…, xn}, inquiry function f, for any x, x′, there is d ( xi , xi′) ≤ r , Z is the result set of the
inquiry function. If one function or mechanism meets the formula requirement for all
S ⊆ Z as follows:

P ( f ( x) = S | x)
≤ eεr ,
P ( f ( x′ ) = S | x′ )

∀r > 0, ∀x, x′ : d ( x, x′ ) ≤ r.

(1)

Then, this mechanism meets the requirement of ε-geo-indistinguishability. Where x, x′ are
the adjacent location datasets, at most, there is one different position? The inquiry
function f is the action function for position data, for example: f(x) = x, f(x) = centroid(x)
and so on.
As showed in Definition 1, it is very similar to the definition of differential privacy
protection in the statistical database, the difference is the datasets here are two groups of
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position data, and it abstracts the inquiry function f of position data. By analysing the
definition 1, the definition 1 also meets the requirement of the definition of every single
position’s differential privacy protection which put forward by Andres et al. (2013).
However, among these two datasets, there is separately one position and two positions
are different, and when its inquiry function returns the position itself, it is equivalent to
be f(x) = x, therefore, Definition 1 includes the differential privacy protection model of
single position and multi-positions, which is more versatile. In this paper, it adopts this
definition to do the further study.

3.2 The mind of adding noise to the centroid
The section headings are in boldface capital and lowercase letters. Second level headings
are typed as part of the succeeding paragraph (like the subsection heading of this
paragraph). In real life, the users often pay attention to several positions, the most visual
thought is that the position can be protected by adding Laplace noise to every position; it
is called ‘independent adding noise mechanism’. This method has one problem, that is,
when the number of positions increases, the consumption of privacy protection budget
also increases; it also means the protection degree reduces. For example, the user makes
multiple location service requests at the same position, the point generated by adding
noise with the independent adding noise mechanism will surround by the real positions;
thus, the attack can guess the real-time position of the user according to the position after
adding noise.
In addition to the independent adding noise mechanism, in this paper, the author puts
forward algorithm of differential privacy for multi-positions based on the mechanism of
adding noise to the centroid (hereinafter referred to as the mechanism of adding noise to
the centroid)., aiming at similar multi-positions, the author adopts the method of adding
noise to the centroid of multi- positions to resolve the problem of too much error caused
by adding noise many times with the independent adding noise mechanism. Certainly,
adopting the method of the centroid reduces the amount of the addition of noise compare
to the independent adding noise mechanism; however, it increases the reconstruction
error at the same time, because there is a little distance between every position and the
centroid. Nevertheless, under the condition of close distance between the positions,
adopting adding noise mechanism to the centroid is better than the independent adding
noise mechanism. Take an extreme example, when many positions are the same, adopting
the method of the centroid to add noise has no reconstruction error, and only needs to add
the noise for one time, but adopting the independent adding noise mechanism requires
adding the noise for many times. Therefore, when the distance between positions is very
close, adopting adding noise mechanism to the centroid is better than the independent
adding noise mechanism.
The mechanism of independently adding noise, which is to independently add
Laplace noise to every position for location datasets, meets the requirement of the
differential privacy protection for positions. The privacy protection degree is the
accumulation of the privacy protection budget for all positions in the set. When the
number of the positions is small, and the distance between positions is farther, the effect
is ideal.
When the number of positions is less, there is a better effect to apply the independent
adding noise mechanism. When the number of positions is more, the mechanism effect is
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lower, because the privacy budget is getting linear increase with the number of positions,
and the amount of the addition of noise is getting linear increase too, which reduces the
accuracy of positions. The independent adding noise mechanism is as showed in
Figure 1, every position independently add random Laplace noise.
Figure 1

The mechanism of independently adding noise (see online version for colours)

On the existing problem of the mechanism of independently adding noise, in this paper, it
adopts the method of adding noise to the centroid of multi-positions instead of adding
noise to every position to reduce the amount of the addition of noise. By this method, it
gets the centroid for multi-positions, then adopting Laplace mechanism to add noise to
the centroid, which equals to that every position after adding noise of the position is the
position after adding noise to the centroid.
Figure 2

The mechanism of adding noise to the centroid (see online version for colours)

The advantage of this method, which compares to the independently adding noise
mechanism, is to reduce the amount of the addition of noise but it will increase the
reconstruction error, because there is error between the centroid position and the real
position, it requires to find out the reasonable centroid to reduce the comprehensive error,
this mechanism applies to the cite when the number of positions are bigger and the
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distance between positions is closer. The centroid adding noise mechanism is as showed
in Figure 2, it gets C for all positions, and then gets C′ by adding random Laplace noise to
the centroid, that is , all xi′, that got by random algorithm for all positions, are C′. This
mechanism also meets the requirement of differential privacy protection for positions.

3.3 The method of adding noise to the centroid
Method of differential privacy protection for multi-positions based on mechanism of
adding noise to the centroid of positions is shown as follows. Under many positions,
using adding noise method of expending every single position completes the privacy
protection of multi-positions.
Inference 1: Supposing one position set is x0 = {x1, x2, …, xi, …, xn}, d ( xi , xi′) ≤ r ,
inquiry function is f, if the position X after adding noise meets the requirement of the
ε
following probability distribution D( x0 )( x) =
exp(−εd ( f ( x0 ), x)), then it satisfies
2π
ε · d(f(x0), f(x′))/r – geo-indistinguishability.
Proof: According to the definition of differential privacy and the triangle inequality, it
gets:
Dε ( x0 ) ( x) ≤ exp ( εd ( f ( x0 ) , x0′ ) ) Dε ( x0′ ) ( s )

(2)

To do integral on both sides of inequality on the query result S, it can get:

 D ( x ) ( x)dx ≤  exp ( εd ( f ( x ) , x′ )) D ( x′ ) ( x)ds
s

ε

0

0

s

0

ε

0

(3)

According to the definition of the probability density function, it can get to know:
P ( f ( x0 ) = S | x0 ) =

 D ( x ) ( x)ds
s

ε

0

(4)

Thus,
P ( f ( x0 ) = S | x0 ) ≤ exp ( εd ( f ( x0 ) , f ( x0′ ) ) ) P ( f ( x0′ ) = S | x0′ )

(5)

 εd ( f ( x0 ) , f ( x0′ ) ) 
P ( f ( x0 ) = S | x0 ) ≤ exp 
⋅ r  P ( f ( x0′ ) = S | x0′ )

r


(6)

That is, it satisfies ε · d(f(x0), f(x′))/r-geo-indistinguishability.

Q.E.D.

From the above inference, under multi-positions, adopting different positions to inquire
function, there will be different degree of privacy protection. According to Laplace
adding noise mechanism, it can be deduced that adding multi-positions centroid needs
adding the amount of the noise.
Inference 2: Supposing one position set is x0 = {x1, x2, …, xi, …, xn}, d ( xi , xi′) ≤ r ,
inquiry function is f ( x ) = centroid ( x ) , if the position x after adding noise meets the
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requirement of the probability distribution D( x0 )( x) =

ε2
exp(−εd ( f ( x0 ), x)), then it
2π

meets the requirement ε/n-geo-indistinguishability.
Proof: It is given that in x = {x1, x2, …, xi, …, xn}, x′ = {x1, x2, …, xi′, …, xn}, only the
position xi and xi′ are different, d ( xi , xi′) ≤ r , every position uses xi = (si, ti), C(x), C(x′)
show the centroid of two groups of positions. Then:
 s + s +  + sn t1 + t2 +  + tn 
,
C ( x) =  1 2

n
n



(7)

 s ′ + s ′ +  + sn′ t1′ + t2′ +  + tn′ 
,
C ( x′ ) =  1 2

n
n



cos
+
+
+
+
+
+  + tn + r sin θ 
s
s
s
r
θ
t
t

n
= 1 2
, 1 2

n
n



(8)

  r cos θ 2  r sin θ 2 
C ( x) − C ( x′ ) =  
 +
 
 n   n  

1

2

=

r
n

That is: d(f(x), f(x′)) = r/n.
Therefore, it meets the requirement ε/n-geo-indistinguishability.

(9)

Q.E.D.

In the case of that multi-positions need protection, independently adopting Laplace
mechanism to add noise will make the adding amount of noise too much, the more
reasonable way is to use a typical position to replace the similar position. Multi-positions
centroid is a much more reasonable choice. Supposing there is n positions’ set x = {x1, x2,
…, xi, … xn}, d ( xi , xi′) ≤ r every position needs protection in the set, if adopting
independent Laplace mechanism to add noise, by default using f(x) = x, assuming the
privacy protection budget of the consumption of every position is ε, in which, n is the
number of positions, therefore, the consumption of privacy protection budget is ε/n, it is
known that adopting the way of multi-positions centroid can increase the degree of
privacy protection degree. On the contrary, in the case of that the independent adding
noise method and the centroid adding noise method have common privacy protection
budget, to reduce the privacy protection degree under the centroid adding noise
mechanism can reduce the addition of noise.
Known from Laplace adding noise mechanism, adding noise r is related to privacy
protection parameter ε, assuming the privacy protection budget of each position is ε, the
privacy protection degree got by adopting independent adding noise mechanism is n; the
privacy protection degree got by adopting adding noise to the centroid mechanism is ε/n,
therefore, in order to get ε-geo-indistinguishability under the mechanism of adding noise
to the centroid that is, nε = ε′/n, it gets ε′ = n2ε. Therefore, it can be deduced the method
of adding noise to the centroid as follows:
Given a position set x = {x1, x2, …, xi, xn}, d ( xi , xi′) ≤ r , inquiry function
f(x) = centroid(x), to add the noise of (r, θ) to the centroid, then it meets the requirement
of ε-geo-indisthinguishability, in which, r = Cg−,1n (r ), θ is the random angle for [0, 2π).
Cg , n (r ) = 1 − (1 + n 2 εr ) exp ( −n 2 εr )

(10)
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3.4 Error analysis
It only exists agitation error under the independently adding noise mechanism, that is, by
the random noise added under Laplace mechanism, but Laplace distribution is a
continuous random distribution, that is, every noise added every time is different,
perhaps, the random noise added for the first time is smaller, the random noise added for
the second time is louder, to get the adding average error of the mechanism, it can get the
expectation of the error after addition.
Supposing one position set is x = {x1, x2, …, xi, …, xn}, d ( xi , xi′) ≤ r , adopting the
formula (10) to independently add noise errori = Cε−,1n (r )i for every position, since there
is no reconstruction error, the total error is the sum of noise after adding of every



position. Error =

n
i =1

errori . Since the noise caused by the random algorithm is

different, it can be estimated the theoretical error by the noise probability density
function. Supposing the expectation after adding noise every time is E(r)i, then:


=

E ( r )i =

+∞

0
+∞

0

r ⋅ p (r )dr
r ⋅ ε 2 re − ε ⋅r dr
+∞

= ε⋅



= ε⋅

2
ε2

=

0

ε ⋅ r 2 e − ε ⋅r dr

(11)

2
ε

It can be known from the noise expectation that the adding noise is inversely proportional
to the privacy protection budget, while the privacy protection degree is higher, the noise
expectation which need adding is larger, vice versa.
Adopting the independently adding noise mechanism to add noise to every position of
the position set, then the total expectation error is
Error =



n
i =1

errori = n ⋅ Ei (r ) =

2n
.
ε

There are two parts of errors by adopting the mechanism of adding noise to the centroid,
one part is the noise error added to the centroid, the other part is the error between the
real position and the centroid.
The advantage of this method, which compares to the independently adding noise
mechanism, is to reduce the amount of the addition of noise but it will increase the
reconstruction error, because there is error between the centroid position and the real
position, it requires to find out the reasonable centroid to reduce the comprehensive error,
this mechanism applies to the cite when the number of positions are bigger and the
distance between positions is closer. The centroid adding noise mechanism also meets the
requirement of differential privacy protection for positions.
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4

Experiments

Besides analysing the error of differential privacy for multi-positions based on the
centroid from the position evacuation degree, the number of positions in the position
dataset is also a very important factor to influence error. In this paper, with the
experiment, the author analyses the error size of the differential privacy for
multi-positions based on the centroid and the independently adding noise mechanism. In
the experiment, setting ε = 0.2, the position evacuation degree is 2, that is, to generate
randomly n positions under the area of 2n × 2n, the experiment result is as shown in
Figure 3. It can be known from analysing the result of the experiment, when the position
number is small, the total error caused by differential privacy for multi-positions based on
the mechanism of adding noise to the centroid is smaller than the error caused by the
independent adding noise mechanism. In this experiment, if the number of positions is
less than 15, the algorithm in this paper is much better than the independent adding noise
mechanism; but when the number of positions is bigger than 15, the total error of centroid
method is bigger than the independent adding noise mechanism, because in the case of
that n positions in the area of 2n × 2n is uniformly distributed, the expectation of
reconstruction error is
n

E=


i =1

2

2

 2i   2i 
  +  =
2 2

n


i =1

n

2i = 2

 i,
i =1

2b
, which is beyond the theory
ε
demands, therefore, the error of independent adding noise mechanism is smaller instead.

when n > 15, the reconstruction error is bigger than

Figure 3

Total error under different number of positions (see online version for colours)

With the experiment, authors analyse the error introduced by differential privacy
protection method for multi-positions based on the mechanism of adding noise to the
centroid, and compares with the independently adding noise mechanism based on the
same privacy protection conditions. The experiment result shows that under the same
privacy protection level, the differential privacy protection algorithm for multi-positions
based on the mechanism of adding noise to the centroid is better than the independent
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adding noise mechanism under certain conditions, the algorithm applies in the case when
the distance between positions is close.

5

Conclusions

Under the differential privacy protection for multi-positions, when the number of
positions is less, adopting the independently adding noise mechanism can reach the goal
of protecting the differential privacy, and it will not cause bigger error. But when the
number of positions data is more, it will cause the adding noise too loud, which can
reduce the effect of privacy protection. Aiming at this problem, in the paper, the author
puts forward adopting adding noise to the centroid to all positions to reduce the addition
of the error. The method applies to the situation when the distance between positions is
close. In this paper, the author compares the difference and its advantage of these two
methods and also compares the errors. The experiment shows that under the same privacy
protection level, the differential privacy protection algorithm for multi-positions based on
the mechanism of adding noise to the centroid is better than the independent adding noise
mechanism under certain conditions.
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