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Abstract: As a powerful icon of the fourth industrial revolution, artificial 
intelligence (AI) has begun to transform our quality of life, work habits, and 
society as a whole. Such transformation brought a great deal of excitement and 
hope for better living environments in the future. Although AI can be a primary 
driver for enhancing human capabilities beyond what has been known and 
accomplished, we should exercise caution regarding AI’s hype. Once 
blindsided by the AI hype, AI can make our lives more miserable than 
delightful. AI can present a range of concerns and risks, including job 
displacement, deepfakes, privacy invasion, misinformation, cybersecurity 
threats, and social manipulation with biased learning outcomes. Considering 
these concerns and risks, AI adopters should develop strategic action plans to 
mitigate the potential harms and risks of AI. With that in mind, this paper sheds 
light on the dark side of AI and proposes viable solutions that help maximise 
the benefits of AI. 
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1 Introduction 

In the era of the Fourth Industrial Revolution, characterised by the fusion of disruptive 
technologies, the traditional boundary between man and machine becomes increasingly 
blurred. As the role of humans in everyday life routines changes, the business paradigm 
also parallels this change. For example, conventional manufacturing has been 
transformed into smart, data-driven cyber manufacturing with the aid of cyber-physical 
systems (CPS) and the internet of things (IoT) (Lee et al., 2015; Rüßmann et al., 2015; 
Lee et al., 2018, 2019; Sharma et al., 2022). This kind of transformation not only 
improves the operational efficiency and productivity of business practices but also 
enhances visibility throughout the end-to-end supply chain processes (Sharma et al., 
2022). One of the most impactful catalysts for managerial innovation is artificial 
intelligence (AI) due to its capabilities in interoperability, data storage, and business 
analytics (Baryannis et al., 2019; Sharma et al., 2022). Generally, AI is referred to as the 
use of computers for reasoning, recognising patterns, learning or understanding certain 
behaviours from experience, acquiring and retaining knowledge, and developing various 
forms of inference to solve problems in decision-making situations where optimal or 
exact solutions are either too expensive or difficult to produce (Min, 2010; Sharma et al., 
2022). Put simply, AI enables machines to mimic human intelligence, allowing them to 
recognise, analyse, and perform tasks in ways similar to humans (Min, 2010; Pan, 2016; 
Sharma et al., 2022). AI was first coined by a team of Professor John McCarthy and 
scientists in the year 1955 (Brynjolfsson and McAfee, 2017). AI was initially introduced 
to create intelligent thinking machines capable of learning, aiding, and eventually 
augmenting or even replacing human intelligence (Pomerol, 1997). AI is shaping, 
reinventing, and transforming next-generation business models and ecosystems, such as 
digital twins, continuous adaptive security, and event-driven thinking (Gartner, 2017). 

Thanks to AI’s business application potentials and today’s advanced computing 
power, the global AI market is expected to grow from $272.22 billion in 2024 to $1.812 
trillion by 2030, with a compound annual growth rate (CAGR) of 37.7% from 2024 to 
2030 (Grand View Research, 2025; Hostinger, 2025). Since AI is known to increase 
productivity by 20-30% for businesses, 56% of companies recently surveyed by 
Hostinger adopted AI into their organisation and planned to make it a significant part of 
their workflows, while 49% of them allocated 5–20% of their technology budget to AI 
(Hostinger, 2025). By 2030, AI is projected to contribute over $15.7 trillion to the global 
economy (Hostinger, 2025). AI is expected to affect nearly 40 percent of jobs worldwide 
and is projected to impact 60% of businesses in more advanced economies. In contrast, it 
will impact 40% of companies in lower-income countries (Georgieva, 2024). 

Despite the growing popularity and optimistic outlook of AI as a decision-support 
aid, its potential downsides have not been fully explored or discussed. To fully leverage 
the benefits of AI without being blindsided by its potential harms, this paper aims to shed 
light on the dark side of AI that its adopters should be aware of through content analysis. 
The primary objective of this research is to alleviate the implementation challenges of AI 
for those hesitant to utilise it as a game-changing technology due to concerns about its 
dark side. This paper also proposes specific action plans to mitigate the risks associated 
with AI implementation and dispel the misinformed fallacies surrounding AI. 
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2 Hidden dangers and risks of AI 

Although AI can perform tasks that match or surpass human intelligence and execute 
specific tasks without direct human involvement (Bawack et al., 2019), it can also pose 
unwanted dangers and risks that offset its benefits. The following are the dangers and 
risks. 

2.1 Job displacement 

Automation accelerated by AI can threaten to displace many workers and professionals 
(e.g., manufacturing workers, service representatives, retail clerks, secretaries, truck 
drivers, and healthcare professionals) who play routine, repetitive, or clerical roles (Saini, 
2025). In fact, 41% of 1,000 worldwide employers surveyed by the World Economic 
Forum in January 2025 planned to reduce their workforce in the next five years due to AI 
automation (World Economic Forum, 2025). Godman Sachs also reported that AI could 
eliminate half of all entry-level white-collar jobs and increase unemployment to 10–20% 
over the next one to five years (VandeHei and Allen, 2025). For example, AI-powered 
customer service bots can replace customer service agents or representatives. Also, 
autonomous vehicles equipped with AI can replace millions of driving jobs. In addition, 
AI can make certain tasks (e.g., medical diagnosis and legal advice) performed by 
humans obsolete. 

2.2 Deepfakes 

AI can be abused to generate compelling fake audio, video, images, or text, undermining 
truth and integrity through its falsely generated, deceptive media content (Chesney and 
Citron, 2019; Shoaib et al., 2023). For example, deepfake videos of politicians saying 
things they never said can be generated by AI and may sway public opinion or elections. 
Indeed, fake audio recordings of UK Prime Minister Keir Starmer criticising his party 
and Taiwan’s Ko Wen-Je making false accusations could have misled voters in the 
election (Insikt Group, 2024). 

2.3 Lack of accountability and transparency 

AI’s decision-making is often a ‘black box’, making it hard to understand or challenge its 
recommendations and outcomes since AI’s complex deep learning mechanism is 
inherently difficult to understand for its reasoning (Cheong, 2023). For instance, an AI 
medical diagnosis may provide the patient with incorrect or inexplicable advice without 
taking responsibility for the error. Likewise, a credit-scoring AI may deny a loan to a 
bank client, but neither the applicant nor the bank can fully understand the specific reason 
for the loan disapproval. 

2.4 Embedded bias 

When AI is heavily reliant on pre-existing data patterns and thus reinforces historical 
prejudices, it may inherit or amplify biases, discriminatory prejudices, and stereotyping in 
the training data, leading to unfair outcomes. As such, unless properly managed, AI can 
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create a new form of systematic discrimination and inequalities when used for medical 
diagnosis, policy surveillance, and human resource hiring (SAP, 2024). AI biases may 
stem from the training data itself, errors in how the algorithm processes data, and legacy 
human bias (Datta, 2021). For example, AI built on the machine learning algorithm 
trained on historical data might discriminate against women or minorities if previous 
recruitments and hiring decisions included gender and racial biases. Also, policing crime 
surveillance tools may have wrongly targeted minority communities due to pre-existing 
racial or ethnic biases. 

2.5 Loss of privacy 

AI is not restricted to a single organisation, jurisdiction, or geographical area (country) 
due to its need for processing and storing large amounts of data. As such, AI increases the 
risks of data breaches and unauthorised access to personal information (The Economic 
Times, 2023). Unless AI is carefully monitored with proper safeguards or authentication, 
it can be misused by malicious individuals to create fake profiles or manipulated images 
(e.g., exposing personal pictures) at an invasive level, thereby making someone 
vulnerable to severe privacy invasions. For instance, AI-generated facial recognition 
systems used by authoritarian regimes may track and record every movement of targeted 
individuals, then expose some of those surveillance records, including sensitive personal 
data (e.g., financial, medical, and criminal records), to the general public without the 
consent of the victims. 

2.6 Uncontrollable superintelligence 

If AI’s cognitive ability surpasses human control and becomes self-aware, it can 
potentially lead to unforeseen consequences and pose even existential risks that are 
misaligned with human values. Unless properly constrained and controlled, a 
superintelligent AI can act in ways that are catastrophic to humanity, leveraging its 
superior cognitive abilities (Mucci and Stryker, 2023). For example, a superintelligent AI 
system can develop lethal autonomous weapons and trigger unwanted warfare without 
human intervention. Such autonomous warfare can escalate military conflicts among 
hostile nations or groups without human oversights. 

2.7 AI-enabled cyberattacks and scams 

AI can enhance adaptive, fast, sophisticated, and highly targeted malicious activities, 
including cyberattacks in the form of phishing emails or malware that is difficult to 
detect. To elaborate, AI can automate the process of identifying vulnerabilities and 
crafting highly personalised and convincing phishing emails or voice messages while 
deploying adaptable malware that can constantly evolve, allowing criminals to launch 
attacks on a much larger scale and with greater speed (Pavithran, 2025). For example, 
some of the latest malware, such as Forest Blizzard, Crimson Sandstorm, Emerald Sleet, 
and Black Mamba, built by AI wreaked havoc for some targeted individuals or 
organisations by generating polymorphic keylogging payloads in real-time and bypassing 
the cyber security systems such as the endpoint detection and response (EDR) systems 
(Mancini, 2024; Zamir, 2025). 



   

 

   

   
 

   

   

 

   

    The dark side of artificial intelligence 203    
 

 

    
 
 

   

   
 

   

   

 

   

       
 

3 Research methodology 

To gain a deeper understanding of the potential dangers and risks associated with AI, we 
employed content analysis. Generally, content analysis is referred to as a systematic, 
objective, and replicable method used to make sense of the content of communication, 
such as texts, images, symbols, audio, or video data, by categorising and interpreting their 
themes, patterns, or meanings (Krippendorff, 1980; Carley, 1990). The content analysis 
primarily serves to record and identify both intersubjective and objective characteristics 
from the selected studies (Fahimnia et al., 2015). Thus, the results derived from a content 
analysis are credible and consistent if multiple researchers engage in a similar process 
(Duriau et al., 2007). We systematically reviewed the contents of blogs, reports, 
documents, posts, and academic articles that contained the underlying themes of AI, 
available on websites, in newspapers, magazines, and various forms of social media. 
Since content analysis is a non-intrusive method for systematically examining and 
making inferences from rich data in written and spoken messages, it is practical and 
valuable for studying the subject of AI’s implementation challenges in practice that 
cannot be easily documented and analysed using traditional statistical data analysis. 

4 Strategic action plans for mitigating AI risks 

In the earlier section, we identified seven categories of AI’s hidden dangers and risks. To 
fully benefit from AI, AI adopters need specific action plans that can mitigate these 
dangers and risks. These action plans require a comprehensive and multi-level strategy 
combining technical safeguards, ethical principles, regulatory oversight, and public 
awareness. In the following subsections, we elaborate on these plans. 

4.1 Strong governance and legislation 

AI is often trained on data that are affected by a myriad of changing socio-technical 
dynamics with embedded biases and misleading contents. Thus, the trustworthiness, 
transparency, accountability, and safety of AI can be questioned. To reduce and mitigate 
scepticism surrounding AI, independent oversight bodies should continually audit and 
monitor high-risk AI systems. Without such audit and monitoring, AI can amplify, 
perpetuate, or exacerbate inequitable or undesirable outcomes. In other words, the 
widespread use of AI requires strong governance, including laws and regulations that 
encourage responsible AI practices. One of the first steps in strong governance includes 
assessing AI risks and identifying specific AI application areas (e.g., healthcare, finance, 
and military) that are vulnerable to AI-related abusive practices. For example, the Federal 
Trade Commission (FTC) attempted to regulate the use of AI tools that contained 
discriminatory, deceptive, and unsubstantiated content (Insight, 2025). In recent years, 
the US Government Has introduced a growing number of AI bills, acts, and guiding 
principles to monitor AI practices better. Some notable acts include the National 
Artificial Intelligence Initiative Act of 2020 (NAII) and the Colorado AI Act of 2024, 
which regulate the deployment of high-risk AI systems (Software Improvement Group, 
2025). 
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4.2 Human-value aligned explainable AI design 

Explainable AI (XAI), such as LIME and Grad-CAM, allows users to understand how an 
AI model makes predictions or arrives at outcomes, thereby helping users ensure that AI 
is functioning as intended and is highly relevant from a safety standpoint. In particular, a 
human value-aligned AI model that incorporates human ethics and societal norms can 
prevent the disastrous outcomes of uncontrollable AI deployments with its  
built-in fail-safes, kill switches, and human-in-the-loop mechanisms (Zhu et al., 2018; 
Kim et al., 2023). Therefore, XAI can enhance AI’s trustworthiness, user-friendliness, 
and ethical standards (Interaction Decision Foundation, 2023). In addition, the human 
oversight mandate may be necessary to ensure that AI is used to augment, not replace, 
critical human decisions. This will hold AI developers, deployers, and institutions 
accountable for undesirable AI outcomes and protect whistleblowers who publicise AI 
developers’ ethical violations. 

4.3 Bias-filtered representative training data 

Bias in training data refers to systematic errors or prejudices present in the data used to 
develop the machine learning algorithm of AI models. These biases can arise from 
various sources, including imbalanced data representation, data collection methods, or 
inherent societal biases that reflect dominant public opinions (Lin et al., 2024; Sapien, 
2024). Biased training data can lead to AI models that produce skewed, inequitable, or 
misleading predictions, often perpetuating or even amplifying the existing societal biases 
embedded within training data (Sapien, 2024). For example, the AI’s COMPASS 
Recidivism algorithm has been found to disproportionately classify black defendants as 
more likely to re-offend compared to white defendants due to its biased training data 
(Dethmann and Spiekermann, 2024). Thus, prior to the development of AI, bias detection 
and filtering tools, aided by fairness audits, should be employed for training data. 
Additionally, extensive robustness and safety testing may be necessary to prevent 
adversarial biases or failure modes. Such testing may include stress tests, simulations, 
and formal verification methods to evaluate the accountability, safety, and 
trustworthiness of AI behaviours and outcomes. 

4.4 International treaties 

To ensure that AI activities align with human rights, democracy, and the rule of law, the 
Council of Europe’s member states and some non-member states (e.g., the US, Canada, 
Japan, and EU) recently introduced the Council of Europe’s Framework Convention on 
Artificial Intelligence and Human Rights, Democracy, and the Rule of Law. This treaty 
creates global norms and guiding principles for accountability, non-discrimination, 
privacy, human dignity, reliability, and safe innovation in AI (Council of Europe, 2025). 
Although this treaty is the first-ever international, legally binding treaty aimed at 
ensuring the rule of law and legal standards in the use of AI, additional treaties covering 
the entire world, similar to this, should be created to share best AI practices and promote 
coordinated AI safety and risk response mechanisms across the globe. These treaties 
should also involve multi-stakeholder dialogues, including lawyers, ethicists, engineers, 
business executives, and policymakers. 
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4.5 Early warning system for superintelligence 

As discussed earlier, uncontrollable, misguided rogue superintelligence surpassing human 
intelligence can pose serious harm and an existential threat to humanity. To mitigate the 
potential abuse of superintelligence, policymakers should engage in scenario planning 
and red teaming to enhance their preparedness for catastrophic risks. Red teaming should 
include early warning systems for potential threats of superintelligence that automatically 
constrain superintelligence’s access to the internet and human community networks for 
its infestation. 

Figure 1 provides the step-by-step guidelines that structure AI’s risk management 
approaches. 

Figure 1 AI risk management guidelines (see online version for colours) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

5 A summary and concluding remarks 

Rapid advances in AI opened up new opportunities and challenges for reshaping how we 
live, work, and create value. Over the last decades, AI has been employed to solve many 
challenging problems that are too complex or too ‘ill-structured’ (loosely defined) to 
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solve. Despite its proven usefulness in solving these problems, many enthusiastic AI 
adopters and prospective users have been wary of AI’s hidden dangers and risks that can 
undermine its potential benefits. As such, most of the existing AI literature has focused 
on singing the praises of AI, rarely shedding light on AI’s dangers and risks. With that in 
mind, this paper is one of the first research attempts to heed warnings about AI’s dark 
side. However, AI’s dark side can be overcome by taking the following key action plans: 

• Development of user-friendly AI computer software supported by bias- and  
error-free AI training data. This plan can discourage unsuspecting users from using 
AI tools indiscreetly without recognising their misleading outcomes; 

• Establishment of a worldwide AI governance structure and control mechanism that 
can provide specific guidelines for responsible AI implementation and monitoring 
procedures. 

• Direct communication with AI stakeholders and communities vulnerable to AI 
misuse and the creation of built-in warning systems for AI’s potential dangers and 
risks. 

Since this paper aims to serve as a point of departure for this line of research, future 
endeavours should focus on documenting best-in-class AI risk prevention measures with 
proven success in practice, as well as assessing the impact of existing AI governance 
structures on responsible and ethical AI practices. 
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