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Abstract: The internet is undoubtedly the most creative development of the
modern era since it continues transforming practically anyone’s everyday life
worldwide. Billions of people are connected to the internet, and many more
join daily. Simultaneously, as internet advancements continue to thrive,
criminals have devised methods to use such developments in almost the same
manner they would use any weapon for an illegal act. Identifying and settling
an infraction is much more challenging than typical crimes. Every day,
cybercrime units worldwide get thousands of reports. Cybercriminals are
inventive, well-organised, and significantly more skilled than traditional
criminals. They use their tools well, work more diligently, and concentrate on
identifying new weaknesses and evading discovery. The most pervasive types
of cybercrime are elaborated in this research. The theory of planned behaviour
(TPB) is also discussed, and the proposed approach is validated using the
systematic review method.
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1 Introduction

Cybercrime can indeed be understood in various ways, as in the broadest sense, it
encompasses every wrongdoing using a computer network (Cripps, 2021; EmBroker,
2021; McQuade, 2008). Few definitions encompassing the subject matter are cited.
According to Cybercrime (2021d), it refers to criminal behaviour (like distribution of
child pornography, theft, or fraud) performed to unlawfully access, transmit, or
manipulate data through a computer. According to the Cybercrime (2021¢), cybercrime is
an internet-related crime, such as stealing someone’s data or attacking their system from
viruses.

Copyright © 2025 Inderscience Enterprises Ltd.
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It is a type of crime done via the internet and computer (Cybercrime, 2021Db).
According to Cybercrime (2021c¢), it is a criminal act committed through the internet or a
computer program. Cybercrime (2021a) states that a computer system is used to advance
illicit activities like invading privacy, stealing identities and intellectual property, or
fraud. It has, particularly over the internet, increased prominence in lockstep with the
computer. Hackers have increasingly utilised sophisticated phishing email techniques
since the outbreak of COVID-19. The malicious actors pretend to be the WHO
(PurpleSec, 2021).

The global cost of cybercrime is expected to reach $6 trillion by 2021, and it is
projected to increase to $10.5 trillion by 2025. In 2022, the global information security
industry is forecast to reach $170.4 billion due to the projected increase in cybercrime.
61% of cybersecurity experts feel their team needs to be more staffed. The cybersecurity
skills gap will remain a significant issue, resulting in 3.5 million unfilled jobs by 2021
(Packetlabs, 2021).

While it is easy to characterise cybercrime as simply the behaviour of a lone entity,
although this is valid for some offenses, the actuality of cybercriminals is relatively
diverse (Gillespie, 2019; Yar and Steinmetz, 2019). Due to the lucrative nature of
cybercrime in the modern period, many thousand gangs have formed (Austin, 2020;
Johansen, 2020; Troia, 2020; The Daily Swig, 2021).

It is self-evident that as individuals’ reliance on technology increases, they become
more exposed to cybercrime (Marsh and Melville, 2019; Steinberg, 2019), which may
adapt to create new issues (Hufnagel and Moiseienko, 2019). Understanding how
individuals perceive the severity of cybercrime that they have either experienced or could
potentially experience is crucial (Abaimov and Martellini, 2020; Bandler and Merzon,
2020; PurpleSec, 2021). An example of illegal activity is sending emails that demand
users to provide their bank information, yet nearly everyone with an email account has
received an email asking them to verify their banking details (Azevedo, 2018; Bancroft,
2019; Carlson, 2019).

Another challenge is identifying cybercrime victims or unaware they have been
attacked (Edwards, 2019; Sangster, 2020; Schober and Schober, 2019). Most computer
users understand the importance of installing firewalls and antivirus software (Graham
and Smith, 2019; Kim, 2018; Littler and Lee, 2020). It is rare for someone to know that
their application prevented a virus or attempted intrusion (Hutchings, 2013; Packetlabs,
2021). Smith (2018) reported that during the Black Hat and Def Con hacking conferences
held in August 2018, it was disclosed that hacking and manipulating patients’ vital signs,
insulin pumps, and pacemakers in real time was possible. The Ponemon Institute USA
(2018) notes that 64% of firms in US have faced successful endpoint assaults in recent
years.

Cybercrime prevention mainly depends on government agencies, commercial
organisations, and internet users adopting a security culture (Abaimov and Martellini,
2020; Sangster, 2020; Steinberg, 2019). Prevention will always be the best defence, and
significant reforms in enforcement and law will be necessary (Gillespie, 2019; Glenny,
2012; Lavorgna, 2020; Willems, 2019). Education and awareness among people will go a
long way toward preventing individuals from falling victim to cybercrime and mitigating
associated hazards (Benson and McAlaney, 2019; Graham and Smith, 2019; Lusthaus,
2012).
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Research question

What are the multifaceted cybercrime issues in the contemporary era, and how can they
be effectively addressed?

Research justification

The growing threat of cybercrime: Cybercrime has become an increasingly
pervasive and sophisticated threat in the contemporary era. It poses significant
challenges to individuals, businesses, governments, and global security. Research on
the multifaceted cybercrime issues is crucial to understanding the nature, extent, and
impact of cyber threats and developing effective strategies to combat them.

Rapid technological advancements: The evolution of technology has led to new
opportunities for cybercriminals to exploit vulnerabilities and launch sophisticated
attacks. Understanding the multifaceted issues of cybercrime in the context of
contemporary technology trends, such as artificial intelligence, the internet of
Things, and cloud computing, is vital to staying ahead of cyber threats and
developing proactive defence mechanisms.

Legal and regulatory complexity: Cybercrime operates across national borders,
making it a complex challenge for law enforcement and legal systems. Research on
the multifaceted cybercrime issues can shed light on the legal and regulatory gaps
and challenges in addressing cyber threats. It can provide insights into developing
effective international cooperation frameworks, harmonising cyber laws, and
strengthening legal mechanisms to combat cybercrime.

Socioeconomic implications: Cybercrime has wide-ranging socioeconomic
implications, including financial losses, reputational damage, privacy breaches, and
social unrest. Research on the multifaceted issues of cybercrime can analyse its
impact on individuals, businesses, and society. It can inform the development of
cybersecurity strategies that protect against cyber threats and mitigate the
socioeconomic consequences of cybercrime.

Protection of critical infrastructure: Critical infrastructure, such as power grids,
transportation systems, and financial networks, are increasingly interconnected and
reliant on digital technologies. The multifaceted cybercrime issues pose a significant
risk to the security and resilience of critical infrastructure. Research can explore the
vulnerabilities, potential attack vectors, and mitigation strategies specific to
protecting critical infrastructure from cyber threats.

Privacy and data protection: Cybercrime often compromises personal data and
causes privacy breaches. Research on the multifaceted cybercrime issues can
examine the challenges and implications of data breaches, identity theft, and privacy
violations. It can inform the development of privacy-enhancing technologies, data
protection regulations, and best practices for individuals and organisations to
safeguard personal information in the digital realm.
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7 International cooperation and collaboration: Cybercrime transcends national
boundaries, requiring international cooperation and collaboration for effective
response and prevention. Research on the multifaceted cybercrime issues can explore
the challenges and opportunities for international cooperation, information sharing,
and joint efforts in combating cyber threats. It can contribute to developing
frameworks for international collaboration, capacity-building initiatives, and sharing
best practices among nations.

8 Ethical considerations: Research on the multifaceted cybercrime issues involves
ethical considerations, such as the responsible use of technology, privacy rights, and
data protection. It can contribute to discussions on ethical frameworks for
cybersecurity practices, responsible conduct in cyberspace, and the ethical
implications of emerging technologies concerning cybercrime.

By researching the multifaceted issues of cybercrime in the contemporary era,
policymakers, law enforcement agencies, cybersecurity professionals, and other
stakeholders can gain valuable insights to inform their decision-making processes, policy
development, and effective measures to combat cyber threats. The research can
strengthen cybersecurity practices, enhance legal frameworks, protect critical
infrastructure, and safeguard individuals and organisations in the digital landscape.

4 Research focus

This research highlights the four most pervasive types of cybercrime in the contemporary
era, i.e., cyberterrorism, cyber fraud, illegal pornography, and cyberstalking. As
cybercrime is a multifaceted problem, a multidimensional approach is required to analyse
the subject matter of the issue. Consequently, the systematic review technique was
chosen, and the corresponding processes were followed.

5 Research objectives

1 To explore the aspects of cyberterrorism in the contemporary era.
2 To highlight the two major types of cyber frauds, i.e., financial and romance frauds.

3 Critically analyse pornography and its detrimental effects on children, teens, and
adults.

4 To discuss the effects of cyberstalking along with its characteristics.

6 Research methodology

This study used a systematic review method, which involved determining the research
objectives and conducting an extensive literature review (Komba and Lwoga, 2020). The
research findings were then categorised based on their content (Petticrew and Roberts,
2006) and included in the study by organising them as headings (Pawson et al., 2005).
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The study flow was established by evaluating the classified information and titles (Rahi,
2017), ensuring the research subject’s integrity (Victor, 2008).

7 Literature review

The proliferation of technology-enabled gadgets and internet capabilities creates an
unavoidable need for computer-assisted crimes. However, awareness of cybercrime’s
ubiquity and study into the causes and repercussions of these crimes are minimal. As a
result, a thorough literature assessment was required to serve as the foundation for the
presented work.

A literature review possesses a variety of distinguishable traits and imperatives. The
first need is for the reviewer to provide a thorough yet pragmatic assessment of the
material under consideration. By engaging with and criticising previous research, the
researcher must balance demonstrating criticality through inquisitive and considered
arguments about the assumptions, theories, and methods used and simultaneously
acknowledging the validity of the study’s findings, insights, and strengths (Harris, 2019).

Second, literature reviews should go beyond a descriptive recitation of previously
published material and contain a thread — a train of thought — that gradually leads to the
study subject for which the review is being done. It involves finding gaps in the existing
body of knowledge (Purssell and McCrae, 2020).

A third aspect, which receives less emphasis, is that evaluations continue throughout
a research project instead of the usual notion that they commence at the beginning and
conclusion (Hempel, 2019). The review will evolve as the study proceeds, necessitating
improvements and alterations. Empirical findings may drive the study differently,
requiring revisions to earlier arguments. Because discoveries occur regularly, the research
must reflect and be as up-to-date as feasible (Fink, 2019).

7.1 Theory of planned behaviour

LaMorte (2019) believes this theory was developed to encompass all behaviours that
enable humans to exhibit self-control. The central aspect of this paradigm is behavioural
intent, where behavioural motivations are shaped by the response to the probability of
achieving the desired outcome and the contextualised evaluation of the cost/benefit
associated with that outcome.

The respective theory has been successfully used to forecast and clarify various health
habits and intentions, including drug use, smoking, breastfeeding, alcohol consumption,
and healthcare utilisation. According to the notion, behavioural success is contingent
upon ability (behavioural control) and motivation (intention) (Apau and Koranteng, 2019;
Jafarkarimi et al., 2016). It distinguishes between three forms of belief-behavioural,
normative, and regulation. The respective theory comprises six components that precisely
control an individual’s behaviours.

1 attitudes

2 behavioural intention

3 perceived behavioural control
4

perceived power
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5  social norms

6  subjective norms.

8 Most pervasive types of cybercrime

1 Cyberterrorism

The main uses of the internet by terrorists, according to scholars like Abaimov and
Martellini (2020); Austin (2020); Bancroft (2019); Hufnagel and Moiseienko (2019);
Jones (2005); Lavorgna (2020); Leukfeldt and Holt (2019); Littler and Lee (2020); Marsh
and Melville (2019); Martellozzo and Jane (2017); Willems (2019); Yar and Steinmetz
(2019) are:

i Propaganda

The internet, particularly after the invention of Web 2.0, is a very cheap way to get a
message out. The message can also be presented uncritically, which would not occur
through other media. The full extent of this has been seen through the respective videos
posted on YouTube, which often show the cruel actions of terrorists. Recruitment videos
have also been uploaded, which present a significantly distorted view of the objectives of
the terrorist organisation to portray the belief that their activities are in some way or
appropriate.

it Fundraising

Terrorism is an expensive business with a political goal that people are sympathetic to,
and there will be people who will be prepared to contribute to the cause. Having a ‘global
reach’ became much more accessible because a fundraising site can be formed and
disseminated through email, social media, and hyperlinks. Several online payment
systems allow people to donate money. The internet also allows anonymous money
transfers, which could be particularly attractive in the context of terrorism, as it will allow
people to donate money without fearing impacts.

il Information dissemination

It is slightly different from propaganda; information dissemination would be helpful to
the cause rather than a specific group. The internet has numerous examples of bomb-
making instructions and terrorism-aiding manuals. This dissemination intends not
necessarily recruitment in a particular group but rather empowering those sympathetic to
the cause to develop their strategies for causing terror. Dissemination of such information
poses a real risk to society, as it allows people to produce improvised explosive devices
cheaply for any cause, potentially widening the likelihood of an attack.

iv  Secure communication

The internet allows entirely new communication methods, for example, VoIP (Voice
Over internet Protocol) software packages such as FaceTime, Facebook, WhatsApp, and
Skype. An advantage of this is that an anonymous email address can be created and
linked to an anonymous Skype address. Therefore, the chance that authorities are aware
of the existence of the call may be remote.
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2 Cyber frauds
A Variety of financial frauds

On the internet, a wide range of scams is conducted. Each year, new types emerge
(Azevedo, 2018; Benson and McAlaney, 2019; Hufnagel and Moiseienko, 2019;
Lavorgna, 2020). A detailed examination of fraud reveals seven distinct categories.

i Fraud through low-level deception includes schemes such as advertising to sell
non-existent or counterfeit goods.

it Fraud via built narrative application: This is the stage at which a relationship
between the fraudster and victims is formed.

iii Participation via employment-based strategies: This may include advertising a
position that needs to complete a course or a fee-based application.

iv  Fraud through implying an obligation: This scam demands the user’s reaction to
work. It might be an inadvertent subscription to a website that needs the user to
phone a specific number to be paid.

v Information acquisition via ostensibly legitimate appeals: This includes both
spoofing and phishing.

vi Monetary benefit via retailer and consumer subjugation primarily refers to internet
auction fraud.

vii Financial advantage by promotional strategies: This category includes charitable
frauds and Pyramid schemes, which are, of course, fraudulent.

B Romance frauds

In recent years, there has been a resurgence in the target of individuals through romance
websites(Graham and Smith, 2019; Martellozzo and Jane, 2017). One of the most
significant growth areas globally is dating portals (Benson and McAlaney, 2019).
People’s desire to communicate with each other romantically allows people to be
defrauded (Hudak, 2019; Leukfeldt and Holt, 2019). There are thousands of complaints
concerning romance fraud, with losses of millions of dollars annually worldwide
(Gillespie, 2019; Steinberg, 2019; Yar and Steinmetz, 2019).

3 Pornography

In recent years, the digital porn industry has proliferated due to increased internet
connectivity and technical advancements, notably in video streaming, which enables
people to see media continually, often a video, without downloading it (Dwulit and
Rzymski, 2019; Wilkinson, 2017). As a result, it is unsurprising that sexual content is
now pervasive and easily accessible online, even though avoiding deliberate and
inadvertent access to it might be challenging on occasion (Wright et al., 2018; Zhang and
Jemmott, 2015).

Although it has a long history, it has undoubtedly hit a record high due to modern
technology (Dwulit and Rzymski, 2019). It is currently available in a virtually endless
sexual variety online for free, and by any gadget with an online connection, primarily in
the videos, that has been claimed to become the most sexually appealing type of adult
material (Laan and Everaerd, 1995; Koukounas and Over, 1997). The convenience at
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which internet porn could reach individuals and arousal power suggests that it could
function as a supranormal stimulant (Dwulit and Rzymski, 2019; Goodwin et al., 2015;
Hilton, 2013; Park et al., 2016). Nevertheless, disagreements exist on its precise impact
on its users. According to various research, long-term usage is often associated with
reduced libido, erectile dysfunction, a greater inclination to porn than sexual interaction
with an actual person (Dwulit and Rzymski, 2019; Steele et al., 2013; Sun et al., 2014),
and decreased relationship and sexual satisfaction (Bridges and Morokoff, 2011; Perry,
2016; Poulsen et al., 2013; Wery and Billieux, 2016; Zillmann and Bryant, 2006).

Because of its non-recognition as a disorder under the DSM-5 and ICD-10,
researchers refer to it as; self-perceived pornography addiction” (Duffy et al., 2016;
Grubbs and Perry, 2019; Sniewski et al., 2018). Neurobiological evidence suggests that it
shares similar mechanisms with chemical substance addictions and thus could fit within
the general addiction framework (Brand et al., 2014; Brand et al., 2016; Kuhn and
Gallinat, 2014; Klucken et al., 2016; Love et al., 2015). However, some disagreements
and substitute models that rely on compulsive behaviour, impulsive behaviour, or ethical
dissonance have been proposed to account for the high usage of porn (Grubbs and Gola,
2019; Ley et al., 2014).

A Adult pornography

Adult pornography is also gaining popularity internationally, i.e., pornography that
includes adults (Nair, 2018) exclusively. There are three primary issues associated with
adult pornography, which are all somewhat interrelated:

i Obscene publications: While many nations permit adult pornography, some believe
publishing essays or visuals is ethically reprehensible.

ii  Revenge porn: An escalating kind of conduct wherein a person purposefully
uploads film or photographs to a social platform to enable individuals to seek
vengeance on former spouse and pals.

iii Extreme pornography: Possessing a picture constitutes the crime of extreme
pornography.

B Teen pornography

i Itincreases the likelihood of adolescent pregnancy: Youth often exposed to
sexually explicit content on television have a significantly increased risk of
adolescent pregnancy (Chandra et al., 2008).

ii It is detrimental to sexual development: When teenagers consume pornography,
it can disorient them during a critical developmental stage when they need to learn
how to manage their sexuality and are particularly vulnerable to questioning their
sexual beliefs and moral principles (Peter and Valkenburg, 2008). Blocking access to
adult material on internet-connected devices is a brilliant place to start when it comes
to keeping pornography out of reach of teenagers.

iii It develops false expectations that obstruct average sexual growth: Adolescents
exposed to excessive pornography have reduced sexual self-esteem (Morrison et al.,
2006). Maintaining a dialogue with kids about the impacts of pornography is critical
for avoiding difficulties such as despair and low self-esteem.



102 T.U. Rehman

iv It increases the chance of anxiety and depression: There is also a substantial
correlation between regular pornography usage and feelings of isolation, even
profound despair, among adolescents (Ybarra and Mitchell, 2005; Yoder et al.,
2005).

C  Child pornography

Allison Baxter (2014) is of the view that child pornography leads to:

i promoting aggression towards children

ii  normalising sexual harm

iii adversely affecting healthy intimate relationships

iv  shaping negative attitudes as well as behaviours towards children

v it could lead to addiction.

4 Cyberstalking

Cyberstalking The phrases ‘cyberstalking’ and ‘cyberbullying’ are sometimes
synonymous. According to Marshall University (2021), cyberstalking is harassing or
stalking another person through the internet or any telecommunication technology. It is
more than the inconvenient nature of unwanted text or visuals. It is intentional,
systematic, and relentless. The messages, whether from a known or unknown source,
continue even after the receiver requests an end to all contact and are frequently laden
with inappropriate and occasionally unsettling content.

However, cyberstalking is cyberbullying, which, along with ‘cybersquatting’ and
‘cyberterrorism’, is a rising range of computer- and internet-related crimes referred to
collectively as cybercrime. While cyberstalking is a blanket word for online harassment,
it may take various forms, including slander, defamation, false allegations, trolling, and
even direct threats. It is a digital continuation of physical stalking (Awati, 2021).

According to Balaban (2018), Gordon (2021), and Kaspersky (2021), the respective
tips are:

Avoiding cyberstalking

i avoid disclosing sensitive information

ii  update the software

iii maintain good digital hygiene

iv  hide the IP address

v keep a low profile

If you are a victim of cyberstalking

i block the individual

ii  please report it to the platform on which you are currently logged in

ili  contact the authorities.
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To reduce damage
i reduce the quantity of information about you that is publicly visible online

ii  increase the quantity of misleading info that an attacker may use to deceive you.

9 Discussion

The theory of planned behaviour (TPB) is a psycho-sociological theory that explains
human behaviour by considering individual beliefs, attitudes, subjective norms, and
perceived behavioural control. It provides a framework for understanding and predicting
behaviours based on these psycho-sociological factors. When applied to “Multifaceted
Issues of Cybercrime in the Contemporary Era,” the TPB can offer valuable insights into
the factors influencing individuals’ engagement in cybercriminal activities or their
susceptibility to becoming victims.

1 Attitudes towards cybercrime

TPB posits that attitudes toward a behaviour strongly influence one’s intention to perform
that behaviour. Individuals may have various attitudes toward cybercrime, such as
perceiving cybercriminal activities as financially rewarding, socially acceptable within
certain groups, or even as a form of rebellion. Understanding these attitudes can provide
insights into the motivations behind engaging in cybercrime.

2 Subjective norms

Subjective norms refer to perceived social pressure or approval/disapproval related to a
behaviour. In the context of cybercrime, individuals may be influenced by the norms
within their online communities or peer groups. If there is a perception that engaging in
cybercriminal activities is socially acceptable or even encouraged within certain circles,
individuals may be more inclined to participate.

3 Perceived behavioural control

This aspect of TPB focuses on an individual’s perception of their ability to perform a
behaviour successfully. In the realm of cybercrime, perceived behavioural control might
include factors such as technical skills, knowledge of hacking tools, and awareness of the
legal consequences. Understanding how individuals perceive their control over
cybercrime can shed light on their likelihood of participating in such activities.

4 Intentions and actual behaviour

According to TPB, intentions are a crucial predictor of actual behaviour. In the case of
cybercrime, understanding the intentions behind engaging in such activities can help
predict and prevent these behaviours. It could involve analysing factors such as the
perceived benefits, motivations, and rationalisations that individuals may have for
participating in cybercriminal activities.

5 Prevention and intervention strategies

Applying TPB to the multifaceted cybercrime issues can aid in developing targeted
prevention and intervention strategies. By identifying and addressing the psychological
factors influencing individuals’ intentions to engage in cybercrime, authorities, and
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cybersecurity professionals can design more effective educational programs and legal and
cybersecurity measures.

In summary, applying the TPB to “Multifaceted Issues of Cybercrime in the
Contemporary Era” allows for a nuanced understanding of the psychological factors that
drive individuals to participate in cybercriminal activities. This understanding can inform
strategies for prevention, intervention, and the development of policies to address the
complex challenges posed by cybercrime in the modern world.

1  Cyberterrorism and theory of planned behaviour

The TPB can be linked to ‘Cyberterrorism’ by providing insights into the psychological
factors that influence individuals or groups to engage in cyberterrorist activities. Here is
how TPB elements can be associated with the understanding of cyberterrorism:

i Attitudes toward cyberterrorism

TPB suggests that attitudes toward a behaviour significantly influence behavioural
intentions. In cyberterrorism, individuals or groups may develop attitudes that justify or
glorify cyberattacks for ideological, political, or religious reasons. Understanding these
attitudes is crucial for predicting and preventing cyberterrorist acts.

it Subjective norms in cyberterrorism

Subjective norms refer to perceived social pressure or approval/disapproval related to a
behaviour. In the case of cyberterrorism, individuals or groups may be influenced by the
norms within extremist online communities, where there might be approval for using
cyber means to achieve political or ideological goals. Understanding these social
influences is essential for devising strategies to counteract the spread of extremist
ideologies.

iii  Perceived behavioural control in cyberterrorism

Perceived behavioural control in TPB focuses on an individual’s perception of their
ability to perform a behaviour successfully. In the context of cyberterrorism, this could
involve technical capabilities, knowledge of cybersecurity measures, and awareness of
potential countermeasures by authorities. Understanding the perceived control over
engaging in cyberterrorist activities can help in developing effective strategies to mitigate
these threats.

iv  Intentions and actual behaviour in cyberterrorism

According to TPB, intentions are a crucial predictor of actual behaviour. In the case of
cyberterrorism, understanding the intentions behind carrying out cyber attacks for
terrorist purposes is essential for predicting and preventing such acts. Motivations,
grievances, and ideological beliefs can shape these intentions.

v Prevention and counter-terrorism strategies

Applying TPB to cyberterrorism can inform the development of prevention and counter-
terrorism strategies. By understanding the psychological factors contributing to the
intention to engage in cyberterrorist activities, authorities, and cybersecurity
professionals can design targeted interventions. It might include educational programs,
community outreach efforts, and technological measures to detect and prevent
cyberterrorist acts.
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vi  Global collaboration and information sharing

TPB can also highlight the importance of international collaboration in addressing
cyberterrorism. Understanding the psychological factors on a global scale can facilitate
information sharing among nations, enabling a more comprehensive and coordinated
response to cyberterrorist threats.

2 Cyber frauds and theory of planned behaviour

The TPB can be linked to cyber fraud by providing insights into the psychological factors
that influence individuals’ intentions and behaviours related to fraudulent activities in the
cyber realm. Here is how TPB elements can be associated with understanding cyber
frauds:

i Attitudes toward cyber frauds

TPB suggests that individuals’ attitudes toward a behaviour significantly influence their
behavioural intentions. In the context of cyber fraud, individuals may develop attitudes
influenced by perceived benefits, justifications, or rationalisations for engaging in
fraudulent activities online. Understanding these attitudes is crucial for predicting and
preventing cyber fraud incidents.

it Subjective norms in cyber frauds

Subjective norms refer to perceived social pressure or approval/disapproval related to a
behaviour. In the case of cyber fraud, individuals might be influenced by social norms
within online communities that normalise or encourage fraudulent behaviours. It can
include peer pressure, online forums, or criminal networks that support cyber fraud
activities.

iii  Perceived behavioural control in cyber frauds

Perceived behavioural control in TPB focuses on an individual’s perception of their
ability to perform a behaviour successfully. In the context of cyber fraud, this could
involve technical skills, knowledge of cybersecurity vulnerabilities, and awareness of
legal consequences. Understanding the perceived control over engaging in cyber fraud
activities can inform prevention strategies and interventions.

iv  Intentions and actual behaviour in cyber frauds

TPB posits that intentions are a crucial predictor of actual behaviour. In the case of cyber
fraud, understanding the intentions behind engaging in fraudulent activities, such as
financial motivations or personal gain, is essential for predicting and preventing such
acts. Analysing these intentions helps in developing strategies to deter and detect cyber
fraud.

v Prevention and mitigation strategies

Applying TPB to cyber fraud can inform the development of prevention and mitigation
strategies. Cybersecurity professionals and law enforcement can design targeted
interventions by understanding the psychological factors contributing to individuals’
intentions to commit cyber fraud. It might involve education on cybersecurity best
practices, awareness campaigns, and implementing technological measures to detect and
prevent fraud.
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vi  User education and awareness

TPB highlights the importance of influencing attitudes and subjective norms. In the
context of cyber fraud, this emphasises the need for user education and awareness
programs to change attitudes towards engaging in fraudulent activities and to create a
social environment that discourages such behaviours.

3 Pornography and theory of planned behaviour

The TPB can be linked to the topic of ‘Pornography’ by providing insights into the
psychological factors that influence individuals’ attitudes, intentions, and behaviours
related to the consumption or production of pornography. Here is how TPB elements can
be associated with understanding the dynamics surrounding pornography:

i Attitudes toward pornography

TPB suggests that attitudes significantly influence behavioural intentions. In the context
of pornography, individuals may have varying attitudes, such as perceiving it as a form of
entertainment, self-expression, or even as a controversial and potentially harmful activity.
Understanding these attitudes is essential for predicting and comprehending the factors
that influence the consumption or production of pornography.

it Subjective norms concerning pornography

Subjective norms refer to perceived social pressure or approval/disapproval related to a
behaviour. Regarding pornography, individuals might be influenced by societal norms,
cultural values, and peer attitudes. Social perceptions of whether pornography is accepted
or stigmatised can shape individuals’ decisions and behaviours in this domain.

iii  Perceived behavioural control regarding pornography

Perceived behavioural control in TPB focuses on an individual’s perception of their
ability to perform a behaviour successfully. In the context of pornography, this could
include factors such as access to materials, legal considerations, and personal values
regarding self-control. Understanding perceived behavioural control can inform
interventions promoting responsible and ethical consumption.

iv  Intentions and actual behaviour concerning pornography

TPB posits that intentions are a crucial predictor of actual behaviour. Regarding
pornography, understanding individuals’ intentions — whether it is for personal
gratification, curiosity, or other reasons — provides insights into the factors that drive
consumption or production. Analysing intentions is crucial for developing strategies that
address potential negative consequences or promote responsible use.

v Public health and education campaigns

Applying TPB to the topic of pornography can inform public health and education
campaigns. By understanding the psychological factors that contribute to individuals’
intentions and behaviours, educational initiatives can be designed to promote healthy
attitudes, consent, and awareness of potential risks associated with consuming or
producing explicit content.
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vi Legal and ethical considerations

TPB can highlight the role of legal and ethical considerations in the context of
pornography. Understanding perceived behavioural control includes assessing
individuals’ awareness of legal regulations, ethical boundaries, and potential harm
associated with certain types of explicit content. This understanding can guide legal
frameworks and educational efforts to promote responsible behaviour.

4  Cyberstalking and the theory of planned behaviour

The TPB can be linked to ‘Cyberstalking’ by offering insights into the psychological
factors that influence individuals’ attitudes, intentions, and behaviours related to
cyberstalking. Here is how TPB elements can be associated with understanding the
dynamics of cyberstalking:

i Attitudes toward cyberstalking

TPB emphasises that attitudes significantly influence behavioural intentions. In
cyberstalking, individuals may have attitudes shaped by various factors, such as a
perceived sense of control, revenge, or the desire for power and intimidation.
Understanding these attitudes is crucial for predicting and preventing cyberstalking
incidents.

it Subjective norms in cyberstalking

Subjective norms refer to perceived social pressure or approval/disapproval related to a
behaviour. Individuals engaging in cyberstalking might be influenced by social norms
within specific online communities or peer groups that condone or encourage such
behaviour. Understanding these subjective norms can inform efforts to change social
perceptions and discourage cyberstalking.

iii  Perceived behavioural control in cyberstalking

Perceived behavioural control in TPB focuses on an individual’s perception of their
ability to perform a behaviour successfully. In the context of cyberstalking, this could
include technical skills, anonymity, and the perception of avoiding legal consequences.
Understanding perceived behavioural control is essential for developing prevention and
intervention strategies.

iv  Intentions and actual behaviour in cyberstalking

TPB posits that intentions are a crucial predictor of actual behaviour. In the case of
cyberstalking, understanding the intentions behind engaging in such behaviour — whether
driven by obsession, revenge, or harassment — is crucial for predicting and preventing
cyberstalking incidents. Analysing these intentions helps in developing strategies to deter
and address cyberstalking effectively.

v Prevention and intervention strategies

Applying TPB to cyberstalking can inform the development of prevention and
intervention strategies. Law enforcement and cybersecurity professionals can design
targeted interventions by understanding the psychological factors contributing to
individuals’ intentions to engage in cyberstalking. It might involve educational programs,
awareness campaigns, and legal measures to address and prevent cyberstalking.
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vi  Technological countermeasures

TPB can also guide the development of technological countermeasures to prevent and
combat cyberstalking. Understanding perceived behavioural control includes assessing
individuals’ knowledge of the technological tools and methods used in cyberstalking.
Enhancing cybersecurity measures and educating users about protecting their online
presence can be essential to addressing cyberstalking.

10 Research limitations

Limitations of the study on the multifaceted issues of cybercrime in the contemporary era
may include, but are not limited to:

1 Sample size: The study may have limitations if the sample size is too small or the
participants are not representative of the population under study.

2 Data availability: Due to the sensitive nature of cybercrime, obtaining relevant data
may be challenging, limiting the study’s depth.

3 Constraints: The complexity and constantly evolving nature of cybercrime may
limit the time to complete a comprehensive study.

4  Bias: The study may be biased if the researcher has preconceived ideas or biases that
influence the interpretation of data.

5 Research design: The study may have limitations if the research design used is not
appropriate for the research question under study.

6  Context: The study’s findings may be limited to the specific context in which the
research is challenging to generalise the results to other settings.

7  Data quality: The study’s conclusions may be limited by the quality of the data
collected, such as incomplete or inaccurate data.

11 Conclusion

Cybercrime research is in its infancy, as the area is relatively young. The internet is one
of today’s intriguing revolutionary innovations since it continues to transform the daily
lives of billions across the globe. Because technological advancements invariably result
in the evolution of cybercrime, some tend to view cybercrime as an ever-changing
collection of behaviours. The most pervasive and detrimental issues encompassing the
digital era are cyberterrorism, cyber fraud, pornography, and cyberstalking. Cybercrime,
the offspring of contemporary technology, could only be controlled and prevented by
employing robust, strong cyber legislation and concrete initiatives. Nations worldwide
face cybercrime for numerous reasons, e.g., inadequate technology, absence, the
incapacity of legislation regarding financial constraints, and lack of cooperation with
international law enforcement agencies.
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Recommendations
Expert perspectives from psychologists, sociologists, criminologists, and information

technology specialists should be incorporated into cybercrime law.

Programs to educate the general population about cybercrime should be launched. It
can be done by engaging the community and CBOs, NGOs, INGOs, and cyber
vigilantism.

A solid global cyber army capable of countering cyber attacks is necessary.

Students must be encouraged to learn about the risks of the digital environment
through workshops and lectures.

At the domestic level, a special task force (i.e., cyber police) should be developed to
ensure routine online checks at public internet access facilities.

Experts must explore cybercrime concerns in various venues, including electronic
and print media.

Respective countries should maintain proper cybercrime data, and it should be
shared.

Cybercrime victims are numerous, and victims should have simple access to a
complaint mechanism for e-offenses.

Courses on the cyber world should be integrated into information technology, social
science, business, and law studies.

The appropriate courts (especially in undeveloped countries) should be adequately
trained to prosecute cyber charges.

Legal departments must be provided with cutting-edge investigative technology.

Additional recommendations (For individuals)

Utilise privacy controls on social media sites to limit the public dissemination of
private details.

Use your computer and terminate online sessions altogether.

Use security programs, protect your passwords, and visit only trustworthy websites.
Encryption of files and regular backups of necessary data is essential.

Never click on links sent to you by strangers.

Limiting the administrative powers of all accounts in case of shared devices.

After logging out of an account, delete all history and keep the updated software
package.

Wi-Fi networks and Bluetooth connections should be avoided.

E-transactions must be entered via authentic websites, and data should not be saved
on online servers.
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14 Research implications

1  Policy and legislative development: Research on the multifaceted cybercrime
issues can provide valuable insights for policymakers and legislators. The findings
can inform the development of comprehensive and up-to-date policies and legislation
to address the evolving nature of cyber threats. It can contribute to formulating
effective cybercrime prevention strategies, data protection regulations, and legal
frameworks that promote cybersecurity and deter cybercriminals’ activities.

2 Cybersecurity education and awareness: The research can affect cybersecurity
education and awareness programs. Understanding the multifaceted cybercrime
issues can help identify the knowledge and skills needed to protect individuals and
organisations from cyber threats. The research findings can guide the development of
educational curricula, training programs, and public awareness campaigns that
enhance cybersecurity literacy and promote responsible online behaviour.

3 Industry practices and standards: Research on the multifaceted cybercrime issues
can influence industry practices and standards. It can highlight the vulnerabilities,
emerging threats, and best cybersecurity practices. The findings can contribute to
developing industry-specific guidelines, cybersecurity frameworks, and standards
that promote safe practices, risk management, and resilience against cyber attacks.

4  International collaboration and cooperation: The research can have implications
for international collaboration and cooperation in combating cybercrime. By
understanding the multifaceted issues and challenges, researchers can identify areas
where international cooperation is essential, such as information sharing, joint
investigations, and capacity-building initiatives. The findings can guide efforts to
enhance collaboration among nations, promote harmonisation of cybercrime laws,
and develop frameworks for international response to cyber threats.

5 Technological innovations: The multifaceted issues of cybercrime can stimulate
technological innovations and advancements in cybersecurity. The research can
highlight areas where technology can be crucial in preventing, detecting, and
mitigating cyber threats. It can inspire the development of new cybersecurity tools,
techniques, and solutions that address cybercriminals’ evolving tactics and
techniques.

6  Public-private partnerships: Research on the multifaceted cybercrime issues can
encourage public-private partnerships in cybersecurity. The findings emphasise the
importance of collaboration between government entities, private sector
organisations, and academic institutions in addressing cyber threats. It can foster
dialogue, information sharing, and joint initiatives to enhance cybersecurity
capabilities, develop innovative solutions, and promote a coordinated response to
cybercrime.

7 International norms and cyber diplomacy: The research can contribute to the
establishment of international norms and practices in cyberspace. By understanding
the multifaceted issues of cybercrime, researchers can identify areas where norms
and rules can be developed to promote responsible state behaviour and deter
cybercriminals’ activities. The findings can inform cyber diplomacy efforts,
negotiations, and discussions to establish a secure and stable cyberspace.



Multifaceted issues of cybercrime in contemporary era 111

8 Social and economic impact: Research on the multifaceted issues of cybercrime can
provide insights into cyber threats’ social and economic impact. It can inform
policymakers and stakeholders about the potential consequences of cybercrime on
individuals, businesses, and societies. The findings can guide the allocation of
resources, investment in cybersecurity measures, and development of support
systems for victims of cybercrime.

Considering these research implications, stakeholders can leverage the findings to
strengthen cybersecurity practices, inform policy decisions, foster collaboration, and
promote a secure and resilient digital environment. The research can contribute to
mitigating the risks and challenges of cybercrime, protecting individuals and
organisations, and maintaining trust and confidence in the digital era.

15 Future research directions

Crucial avenues for undertaking future studies involving cybercrime by engaging
quantitative, qualitative, or mixed techniques could be:

1  criminal psychology
2 cyberterrorism
3 cybersecurity

4  perceived and actual risks in cybercrime.
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