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Abstract: Malware has become a pervasive concern for malware analysts and
digital forensics. This research investigates malware forensics to detect,
investigate, and analyse malicious software. The research examines the
application of digital forensic science to dissect threat vectors, specifically
malware, shedding light on their behaviour on computer hard disks and
memory. Using various digital forensic tools, memory forensics, and hard disk
forensics are performed on an infected Windows 7 OS, followed by static and
dynamic analysis of malicious software. Memory samples are analysed using
volatility for memory forensics, while disk images are analysed using autopsy
for hard disk forensics. The malware’s functionality is fully comprehended
through meticulous extraction and analysis. A robust framework for
malware forensic investigation emerges, facilitating detection, analysis, and
understanding of malware behaviour. This research underscores the
significance of integrating digital forensics tools and techniques to combat
evolving malware threats effectively.

Keywords: digital forensics; memory forensics; hard disk forensics; static and
dynamic analysis.
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1 Introduction

Malware forensics entails systematically examining a computer system to identify and
assess malicious software’s presence and ascertain its impact on the system. The primary
objective of malware forensics is to ascertain the modus operandi employed by the
malware to gain unauthorised access to the system, comprehensively understand its
activities during its presence, and evaluate the extent of the resultant harm inflicted. They
may be sent to the system by hackers through phishing attacks and may also be
downloaded mistakenly from the internet. Malware, when used by attackers, may
perform several functions in the victim’s machine (Tekiner et al., 2021). It may be used
to get unauthorised access to victim machines, steal data, demand ransom, and several
others.

Malware is malicious software that compromises the system’s functionality when
present in a computer system. It affects the confidentiality, integrity, and availability of
data and the entire system. Confidentiality, integrity, and availability, known simply as
the CIA triad, are the core concepts guarding the Information security system (Pawar and
Palivela, 2022). The effect of malware activities may lead to severe damage or loss of
critical data. It is, therefore, very important to quickly detect and analyse malware present
in a system. In dealing with malware, time is essential to prevent data loss or severe
damage. Malware forensic analysts analyse infected systems or machines and examine
the activities of files and programs using Forensic tools to detect malware. Additionally,
the researchers evaluate the malware’s activities within the system to ascertain the
malicious software’s intended objectives.

Hard disk forensics is a critical field in computer science that examines and analyses
hard disk drives. Hard disks are integral components of computers, storing many
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applications, operating systems, and data files. Recently, it has emerged as a crucial
resource for acquiring information and evidence pertinent to forensic investigations.
Information or evidence can be retrieved from the log files, registry entries, malicious
files, manipulations from date-time tampering, web-browser history, and even installed
programs and software. Memory forensics is very important in malware forensics as it
analyses the RAM dump of the system. In memory forensics, various kernel data
structures available inside the physical memory dump are analysed to determine running
processes and their associated artefacts (Dija et al., 2020).

2 Related work

Computer Forensics is a burgeoning and rapidly evolving discipline, with the Bureau of
Labor Statistics projecting a substantial 17% growth in the computer forensics industry
from 2016 to 2026 (Tsado and Kim, 2022). For this reason, cybercriminals utilise the
rapid development in cyberspace for their interest. They utilise malware as a threat vector
to launch attacks against their victims. Malware can be categorised into two different
types such as fileless malware and host-dependent malware (Kara, 2022). Two common
methods for analysing malware are static analysis and dynamic analysis. Static malware
analysis is done without actually running the malware. The executable file has different
sections and compactness (Ijaz et al., 2019), while in dynamic analysis, the behaviour of
malware is observed while running the malware in a controlled environment (Ahirao,
2021). Malware changes the registry key maliciously and takes the privileged mode of
the operating system when the malware is executed during dynamic analysis ([jaz et al.,
2019). Rodrigo et al. (2021) combined the static and dynamic malware approaches for
malware detection; they used dynamic traces and static feature occurrences for malware
detection. Agrawal et al. (2020) proposed a manual method for dynamic malware
analysis so that security researchers or malware analysts can easily understand the
behaviour of malware and implement a better solution for reducing the risk of malware
attacks in the future. They focused their experiment on running the malware in a
Windows 7 OS hosted in a virtual environment. This experiment used Volatility, FTK
Imager Lite Forensics toolkit, and other digital forensic tools in a virtual and safe
environment.

In the forensic investigation of malware, memory forensics is very important to
understand and show forensic artefacts necessary to fully understand the attack or
incident. the well-known memory forensics tools, Volatility, and Autopsy, have different
memory forensics capabilities when used in separate malware behaviour situations. Also,
each device used at various periods of operation for memory analysis consumes different
measurements of CPU and memory. Volatility is known to have the most accurate
memory analysis, while Autopsy requires more memory to examine a memory image file
(Daghmehchi Firoozjaei et al., 2022). Memory forensic investigation involves processes
that are broadly categorised into three main distinguished processes:

e memory procurement
e data analytics

e evidence recuperating.
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Each of these processes requires different digital forensic tools like FTK, Belkasoft,
Autopsy, Volatility, Dumplt, and wxHexEditor, among many others, with some of these
tools existing as a command-line framework (Sweeney, 2002). The computer hard disk is
a main source of evidence against cyberattacks as it maintains its digital information. By
performing disk forensics which involves the investigation of file systems on the
retrieved hard disk, several very important artefacts or information could be generated,
which may greatly help in the forensic investigation. The hard disk contains free or slack
space where sensitive or malicious information may be hidden (Meshram and Patil,
2018).

Volatility is a command-line memory analysis tool that is run on Windows
Powershell. It is an open-source tool used for parsing and analysing memory dump files.
This tool uses many plugins to identify malicious software (Chayal et al., 2022).

Disk forensics is another very important technique in digital forensics that deals with
collecting, analysing, and preserving electronic data stored on computer hard drives and
other storage devices that help investigate and analyse digital evidence. Drive creation is
the most common way of separating data from hard drives, memory cards, pen drives,
and others (Mandela et al., 2023). Autopsy is a forensic tool capable of analysing disk
images to determine possible. Autopsy is a GUI-based program used to explore
computers’ hard drives. Autopsy is easy to use, flexible, fast, and cost-effective
(Sachdeva et al., 2020).

3 Problem statement

Detecting and analysing malware in today’s digital environments, especially
windows-based ones, requires a more holistic and coordinated strategy. Current
approaches generally fail to account for the complex interplay between malware’s actions
in memory and their effects on-disk structures, which results in limited understanding and
ineffective defences against ever-evolving threats. Given the current state of knowledge,
it is clear that a more comprehensive framework is required to accurately uncover,
investigate, and analyse malicious activities. This would strengthen computer systems’
resistance to sophisticated malware attacks and improve cyber defence.

4 Research methodology

This section details the extensive research methods used to achieve the study’s goals,
which included the systematic and rigorous detection, examination, and analysis of
potentially harmful software using a forensic approach.

4.1 Research design

The research combined analytical and empirical approaches, combining memory
forensics and hard drive forensics to paint a complete picture of malware’s functioning.
The study made use of a compromised virtual machine running Windows 7.
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4.2 Data collection

1 Memory forensics: Taking RAM dumps from the infected Windows 7 VM was
crucial to the memory analysis. Volatility, a command-line memory analysis
program, was used to investigate kernel data structures, track down active processes,
and locate possible remnants of the malware.

2 Hard disk forensics: Disk images of the infected Windows 7 virtual machine were
acquired using the FTK Imager. The captured disk images were subsequently
analysed using Autopsy, a GUI-based forensic tool. Various file system components,
such as log files, registry entries, malicious files, and user-specific data, were
examined for evidence of the malware’s presence and activities.

4.3  Data analysis

1 Memory forensics analysis: The Volatility tool was central in analysing the captured
memory dumps. Commands such as ‘windows.pslist’, ‘windows.pstree’, and
‘windows.malfind" were utilised to identify running processes, parent-child
relationships, and potential indications of malicious behaviour. The goal was to
pinpoint suspicious processes masquerading as legitimate ones.

2 Hard disk forensics analysis: Autopsy facilitated the analysis of the acquired disk
images. Focusing on key areas like AppData, run programs, extensions, shell bags,
web history, web search, and downloads, the investigation sought to reveal traces of
the malware’s actions, potential sources of infection, and user involvement.

4.4 Malware analysis

1 Static malware analysis: The suspicious executable, identified as ‘tool.exe’,
underwent static analysis to determine its malicious nature. The file was scanned
using VirusTotal to ascertain its detection status across various antivirus engines.
Additionally, the executable was examined for obfuscation techniques, revealing its
use of UPX1 packing.

2 Dynamic malware analysis: Procmon was employed to perform dynamic analysis by
monitoring the behaviour of ‘tool.exe’ in a controlled environment. This allowed for
observing the malware’s changes to the system, including file modifications,
network communications, and potential attempts to evade analysis.

5 Proposed framework

In light of the experiment conducted, a detailed plan for a malware forensic investigation
was developed in a proposed framework. This framework explains the investigation plan
from hash integrity check and gives the locations malware forensic investigators could
look to during malware forensic investigation and also gives malware analysis
techniques.
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Figure 1 Proposed framework (see online version for colours)
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The framework also answers the research objectives and questions discussed below:

e  The first part of the framework explains the evidence and data acquisition, which is a
critical part of digital forensic investigation procedures. In this research, with the
digital evidence provided (Windows 7 OS), an FTK imager was used to create a disk
image for hard disk forensics using Autopsy forensic tool and to capture the memory
for memory forensics analysis using the Volatility tool.

e The next step is to check the evidence integrity by comparing the hashes obtained
from FTK imaging and the hashes obtained from using Autopsy. This is to ensure
that the evidence was not compromised before the investigation. According to the
framework, the investigation can proceed if the hashes are identical. Still, the
investigation should halt if there is a mismatch since it suggests the evidence is
compromised.
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e  After establishing integrity, the framework recommends some locations using the
Autopsy tool where evidence relating to the malware could be found. A very
important part of the investigation is to determine which user of the machine the
attack came from. This simplifies the investigation to a specific user and also
narrows down the investigation. After the user is confirmed, locations like the
AppData, run programs, extensions, shell bags, web history, and web search and
downloads could reveal very important information regarding the malware.

e  Using the Volatility tool, the provided commands in the framework could reveal all
the running processes, their PID and PPIDs, and their child processes. Also, the
malfind command could list the suspicious processes.

e When the malware is detected, it is extracted from both hard disk and memory
analysis into a safe folder and ready for malware analysis by static and dynamic
analysis to better understand its functionalities.

Figure 2 windows.pstree (see online version for colours)
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6 Experiment and result

6.1 Memory forensics

Digital forensics encompasses memory forensics as a branch that deals mainly with
analysing memory dump or RAM information to determine occurrences in a system’s
memory during a forensics investigation.

It is highly useful in investigating malware; running processes can be investigated
using the Volatility tool to determine genuine processes spawned or masqueraded by the
malicious software. ‘python vol.py —f ‘file location” windows.pstree command list all
malicious processes masquerading as legitimate Windows processes.

This image shows that explorer.exe has spawned tool.exe with other processes which
also spawned other chrome.exe processes. tool.exe with a PID of 3136 and a PPID of
1,116 represents the malicious file identified as a running process in the memory.

6.2 Hard disk forensics

Hard disk forensics is a very important branch of digital forensics that involves retrieving
and analysing data collected from a computer’s hard disk in the case of digital forensics
investigation. With hard disk forensics, deleted or hidden data can be retrieved and
analysed using specialised digital forensic tools.

Figure 3 results of the disk (see online version for colours)
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6.2.1 Locations to find forensic evidence users

It is important to investigate the users of the infected system to determine the user from
which the attack started. We identified users as Felix, default, public, and default user.
Felix had more logins than the others, so Felix was duly investigated along with other
users.

6.2.2 AppData

AppData is a folder in the Windows OS that contains application specific-data and
settings for each user account. It contains three subfolders, namely, Local, LocalLow, and
Roaming.

Users/Felix/AppData/Local/Google/Chrome/UserData/Default/ServiceWorker/Cache
Storage.

Information in the AppData could reveal files that have been dropped or downloaded.
The IP traffic was investigated to determine the IP addresses the malware might
communicate with. Some suspected IP addresses were discovered.

6.2.3 Run programs

Going through the Run Programs, another ‘TOOL.EXE file was opened from the same
folder downloaded. The malware also accessed a file in the Windows registry, the
UsrClass.dat —which stores user profile information.

6.2.4 Extensions

The file was investigated to determine the type. It was found to be an executable file. It
was found among the executables in the Extensions.

6.2.5 Shell bags

This artefact in the Windows registry discloses information about the files, folders, and
applications and stores the user’s preferences for how the desktop and folders should be
shown. It is an extremely important source of information during Digital Forensic
investigations.

6.2.6 Web history and web search

The web history and web search were analysed to understand the malicious software’s
source better. It was discovered that the site ‘dasmalwerk.eu’, which is a malicious site
for downloading malware, was searched severally through the user ‘Felix’s’ login. This
could prove that either someone got unauthorised access through Felix’s login and
downloaded the malware to infect the system or Felix did it himself knowingly or by
mistake. The web search recorded several malicious site searches, proving intent.

6.2.7 Downloads

In the downloads folder of ‘Felix-user,” a file was identified which was suspected to be
malicious. This folder was opened, and the malicious file ‘tool.exe’ was identified. This
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may prove that the source of the attack came from Felix downloading the malware from
the internet.

6.3 Malware analysis

6.3.1 Static malware analysis

The extracted suspicious software is then scanned using Virustotal to determine whether
anti-virus engines have flagged it as malicious. The IP address was also checked with
Symantec SiteReview. The IP address was categorised as having security risk by threat
actors.

Figure 4 Analysis with virustotal.com (see online version for colours)
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6.3.2 Obfuscation

The executable tool.exe was loaded into Peid to check whether the file was packed or
unpacked. It was identified that the file was packed with UPX1, the entry point of the file
was identified as 00167550, and the File Offset was identified as 000BC950.

Figure 5 Checking obfuscation using PEiD (see online version for colours)
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6.3.3 Dynamic malware analysis Procmon

179

Procmon was duly utilised to monitor and observe the changes after running the malware
by double-clicking on it.

Figure 6 Analysis with Procmon (see online version for colours)
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7 Discussion

e How do we determine the integrity of evidence during malware forensic

investigation?
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In this research, the integrity of the evidence was determined by comparing the hashes
obtained from the disk image in the FTK imager to the hash generated through the
Autopsy tool.



180 F. Fiadufe et al.

Figure 7 Comparing hashes (see online version for colours)
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e Where or which areas should investigators look to during malware forensic
investigation?

Knowing the areas to look to during malware forensic investigation is an important
arsenal for solving the case. In the case of hard disk forensics, it is important to look in
areas like the: shell bags, AppData, run programs, extensions, web search, web history,
and downloads. In the case of memory forensics using the Volatility tool, the command

lines like windows.pslist, windows.pstree, windows.malfind could help locate the
malicious file.

e Which tools can be employed and utilised in forensic malware investigation?

This investigation used tools like the Volatility command line tool for memory forensics
analysis and the Autopsy tool for hard disk forensics analysis. These tools proved to be
very efficient in malware forensic investigation. FTK imager was used to capture the disk
image for hard disk forensics and the memory for memory forensics analysis.

e How does malware behave in host OS and virtual systems?

This research observed that modern malware behaves differently in physical host OS and
virtual environments. This is to help them evade detection and analysis by malware
analysts. The malware used for this research was observed to evade detection during
memory analysis in volatility using Windows.malfind command.

e How do investigators determine the functionality of malware?

To determine the malware’s functionality in this research, the detected malware was
extracted, and malware analysis was performed to understand the malware better. This
research performed static and dynamic malware analysis on the malware.

8 Research gap and contribution

The research addresses a significant gap in the malware forensics field by
comprehensively combining memory and hard disk techniques to detect, investigate, and
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analyse malicious software. The study’s most important contribution is the development
of a systematic framework that combines empirical and analytical methods to provide a
complete picture of malware’s activity. The research provides insights into the
relationship between malware and the host system and the operation of the infection by
conducting in-depth analysis with tools like Volatility and Autopsy. The study also
underlines the need of employing realistic virtual environments to successfully tackle
modern malware’s sophisticated evasion strategies. This study broadens our
understanding by providing a methodical method for specialists to detect and analyse
malware, improving the efficiency of digital forensics in the face of an ever-changing
cyber threat.

9 Conclusions

This study provides a novel and comprehensive malware forensics methodology that
combines memory and hard disk examination methods. By successfully identifying and
examining malicious software inside of a controlled environment, the research provides
essential insights into understanding the behaviour and functionality of such software.
The suggested methodology provides digital forensics practitioners with a methodical
strategy to detect and evaluate malware activity, thereby augmenting the field’s ability to
tackle emerging cyber threats.

10 Future works

While the findings of this study are helpful, further investigation into the use of machine
learning and artificial intelligence to improve malware detection and attribution is an
essential area of study. Using deep learning and behavioural analysis, two examples of
cutting-edge algorithms could facilitate the development of predictive models that can
spot new malware trends and attribute attacks to specific threat actors. Future work can
better address the ever-changing spectrum of cyber threats by including these
technologies in the suggested malware identification and response framework.
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