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Abstract: In the age of the internet of things (IoT), ensuring security is crucial 
to protect the interconnected devices and systems. The capacity to identify 
cyberattacks is essential for IoT security, hence many academics have focused 
their efforts on developing powerful classification models that can identify 
intrusions to protect IoT infrastructure. One key factor in creating successful 
classification models for IoT security is feature selection. To assist researchers 
and practitioners in selecting the appropriate feature selection methods, this 
paper presents a systematic literature review of the literature on feature 
selection approaches for machine learning-based attack classification models in 
IoT security using IoT datasets. By analysing data from 1,272 studies published 
between January 2018 and December 2022 using preferred reporting items for 
systematic literature reviews and meta-analyses (PRISMA) guidelines, the 
review identifies 63 primary studies that meet inclusion criteria. The primary 
studies are analysed and categorised to answer research questions related to 
current practices, feature selection methods, benchmark IoT datasets, feature 
selection validation methods, limitations, challenges, and future directions. The 
review provides valuable insights for researchers and practitioners seeking to 
incorporate effective feature selection approaches in IoT security. 

Keywords: internet of things; IoT; feature selection; FS; IoT dataset; attack 
detection; classification; IoT security; systematic literature review; SLR; 
machine learning; ML; deep learning; DL. 
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1 Introduction 

The internet of things (IoT) presents an auspicious prospect of seamlessly integrating the 
physical and digital realms into an expansive and more sophisticated network. The term 
‘IoT’ was initially introduced by Ashton (2009) to delineate a network comprising 
interconnected devices endowed with distinct identifiability, enabling communication 
through RFID technology. Over time, the IoT has undergone considerable development 
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and evolution, transforming into a multifaceted technology encompassing embedded 
devices with sensors, wireless sensor networks, operating systems, software, data 
communication, middleware, and leveraging big data and AI technologies for diverse 
internet-based applications (Xu et al., 2014). Anticipated data indicates that by the year 
2030, the IoT is projected to witness approximately 26 billion connections, as reported by 
(Statista, 2022). These IoT devices are seamlessly integrated into appliances operating 
within the IoT infrastructure, which in turn supports diverse communication protocols 
across public networks. However, the distinct attributes of the IoT, including its  
multi-layered infrastructure, pervasive interconnectivity of devices, and relatively 
constrained system capabilities, render its infrastructure more susceptible to various 
cyberattacks compared to conventional IT infrastructure. 

Many factors contribute to the susceptibility of IoT networks to security 
vulnerabilities. The IoT infrastructure consists of four distinct layers: perception, 
network, middleware, and application, each with its inherent security weaknesses, 
including the interconnecting gateways. Exploiting these vulnerabilities, cyber criminals 
can compromise the security of IoT systems, prompting significant concerns for IoT 
security (Hassija et al., 2019). This encompasses risks within cloud computing 
(Montasari et al., 2021,) as well as security threats at the hardware level, involving  
side-channel attacks (SCAs) and Rowhammer attacks (RHAs) (Montasari et al., 2020a). 
Moreover, IoT finds extensive applications across diverse sectors like smart homes, 
healthcare, manufacturing, agriculture, logistics, autonomous vehicles, and smart cities. 
These applications enable the exchange of data between the physical and digital realms. 
However, these IoT devices hold large volumes of confidential user data, rendering them 
susceptible to security threats. Safeguarding the integrity, confidentiality, and availability 
of the IoT ecosystem is paramount for protecting user information (Kouicem et al., 2018). 
Additionally, the global demand for IoT devices has led to their widespread deployment. 
Nevertheless, their cost-effective design, alongside resource limitations encompassing 
bandwidth, battery life, computational power, and memory, constrains the integration of 
robust security measures (Hassija et al. 2019). Moreover, the copious data volumes, the 
diverse nature of IoT devices, and the decentralised IoT infrastructure pose substantial 
challenges to digital forensics, which is closely tied to criminal investigations or legal 
proceedings (Montasari et al., 2020b). Therefore, the multifaceted concerns surrounding 
IoT security, spanning from the myriad attack surfaces present across the layers of IoT 
infrastructure, the diverse and widespread applications, and the resource-constrained 
nature of IoT devices, collectively render IoT highly vulnerable to cyber attacks (Ahmad 
and Alsmadi, 2021). 

Detecting attacks in advance is a critical aspect of securing IoT systems. Intrusion 
detection systems (IDS) are highly effective tools to safeguard IoT networks from 
attacks. Presently, numerous researchers are devoting their efforts to identifying attacks 
in datasets associated with IoT, which can pertain to both real-world and simulated IoT 
environments. This field of inquiry has garnered substantial attention, leading to the 
creation of adept classification models. These models are trained using specific datasets 
and subsequently utilised to categorise unfamiliar IoT data. However, discerning attacks 
utilising IoT data presents a formidable challenge for researchers in computer science. 
The challenge arises from the extensive array of features and instances found within such 
datasets. This complexity emerges due to the widespread deployment of countless IoT 
devices globally, which generate copious amounts of data daily (Al-Garadi et al., 2020). 
Furthermore, a substantial portion of these features proves irrelevant or redundant. 
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Therefore, to enhance the performance and economise computational resources of 
classification models, an effective and efficient feature selection (FS) method must be 
applied. In response to this, numerous researchers have expended significant resources to 
devise FS methods. These methods aim to enhance classification accuracy, diminish 
computation duration, and rely on a reduced set of features for detecting attacks in IoT 
networks. 

Lately, researchers have undertaken review studies in the realm of IoT datasets, 
particularly concerning the integration of machine learning (ML) and deep learning (DL) 
techniques. These investigations are aimed at identifying patterns and categorising 
distinct attack types within the IoT domain. For instance, (Nagaraja and Kumar, 2018) 
conducted a review encompassing early intrusion detection research. They highlighted 
the absence of specificity in the employed intrusion detection measures, alongside 
introducing diverse methods for FS and computation of high-dimensional data to identify 
network intrusions. Subsequently, (Montasari et al., 2021a) explored the utilisation of 
ML methods to process data from various sources collected by cyber threat intelligence 
(CTI). Their objective was to enhance the network intrusion system’s capability to 
safeguard IoT networks against cyber threats. (Hussain et al., 2020) presented the 
potential impact of IoT on our lives and the security challenges posed by  
resource-constrained IoT networks, and proposed the use of ML and DL techniques to 
address security problems. After that, (Bojarajulu et al., 2021) discussed how ML models 
with optimal FS can mitigate these attacks by detecting malicious network traffic, 
however, there is just a cursory analysis of FS in IoT data. Recently, (Ahmetoglu and 
Das, 2022) addressed the escalating volume of cyberattacks, discussing how ML can 
potentially automate the detection and prediction of attacks in network traffic. They 
explored various techniques encompassing detection, classification, clustering, and 
anomaly analysis. However, their focus did not concentrate on IoT-specific data. 
Consequently, limited reviews are dedicated specifically to FS methodologies for IoT 
datasets within the realm of IoT security. 

In this research, we aim to help other researchers by making a systematic literature 
review (SLR) of related studies that used FS in ML-based attack classification models in 
IoT security in the last five years. The reasons why we chose the articles from the year 
2018 Firstly, considering the rapid pace of technological innovation in ML-driven 
classification models for IoT security, which has introduced ML algorithms and 
methodologies to safeguard complex IoT infrastructure, Secondly, IoT datasets that were 
used to build ML-based models were published starting in 2018, such as N-BaIoT 
(Meidan et al., 2018), BoT-IoT (Koroniotis et al., 2019), and TON-IoT (Moustafa, 2021). 
Lastly, by concentrating on publications in the past 5 years, we can showcase how these 
advancements in FS and ML techniques have contributed to the evolution of current 
situation, challenges and future directions in FS for IoT security. The main contributions 
of this SLR can be summarised as follows: 

1 Thorough exploration of the existing literature is undertaken, focusing on the 
utilisation of FS with IoT data for detecting attacks in IoT security. The search 
strategy, utilising specific keywords, accumulates a total of 1272 papers from six 
databases (Web of Science, IEEE Xplore, Scopus, ScienceDirect, ACM, 
SpringerLink, and Wiley Online Library). These papers were published between 
January 2018 and December 2022, covering the topic of FS in IoT data for 
enhancing IoT security. 
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2 An extensive literature review using the methodology based on the standard 
PRISMA process is employed. This study proposes five research questions (12  
sub-questions in total). We initially formulate research questions and motivations, 
collect the related studies, define the including and excluding criteria, and finally 
identify the primary studies focusing on the topics with an acceptable quality score. 
Data items for each research question are extracted for intensive data analysis to 
provide answers and discussion to the proposed research questions. 

3 Intensive explanation and discussion have been implemented in the primary studies. 
Each paper is reviewed based on the extracted data items to answer the proposed 
research questions, involving the current situation and the objectives of FS, FS 
methods, IoT datasets, FS validation methods, limitations, challenges, and future 
directions. This aims to provide researchers and practitioners who want to pursue 
research on FS using IoT data to build ML or DL-based attack classification models 
in IoT networks. 

The organisation of this study is structured as follows: Section 2 delineates the research 
methodology, encompassing the research protocols and formulated research questions. 
The outcomes of the SLR, inclusive of discussions and responses to the research 
questions, are expounded in Section 3. The potential limitations of this study are explored 
in Section 4. Finally, Section 5 encapsulates the conclusions drawn from this research 
endeavour. 

2 Methodology 

In order to accomplish the objectives of the current SLR study, we adhered to the 
traditional and unique recommendations made by Keele et al. (2007). The approach 
utilised to carry out the current SR of FS utilising IoT data for IoT security is presented in 
this part. The steps of our methodology are guided by the Figure 1 and consist of: 

2.1 Planning stage 

In the initial planning stage of our study, we identified the necessary steps to accomplish 
our research objectives. Our study focuses on the impact of FS on ML or DL-based 
security models in IoT security. We made sure to establish both strategic and technical 
strategies to ensure that the rest of our proposed technique could be executed in a 
systematic and consistent manner. This planning stage served as the foundation for the 
successful implementation of our SR methodology. 

2.2 Research questions and motivations 

In this section, we present the research questions investigated in the current SR study, as 
well as the motivations behind them. The motivations come from the noteworthy 
achievements of the work using FS approaches for attack classification in the IoT 
security domain. For instance, most studies have indicated that FS is essential to 
processing heterogenous IoT datasets to improve the performance of attack detection and 
classification. Thus, the research questions RQs investigated in this study can be found in 
Table 1. 
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Figure 1 Search process flowchart 

 
 



   

 

   

   
 

   

   

 

   

   66 J. Li et al.    
 

    
 
 

   

   
 

   

   

 

   

       
 

Table 1 Research questions and their motivations 

No. Research questions Motivations 
RQ1 What is current situation of FS approaches applied for machine learning or deep 

learning-based attack classification model for IoT security? 
RQ1.1 RQ1.1 What is the trend of the studies that applied FS 

for IoT security in recent five years? 
The motivation of RQ1 is 
to identify highly related 
empirical studies during 
past five years, in order 
to acquire the situations 

of the studies on the 
topic in recent years 

RQ1.2 What are the distributions of the studies according to 
databases and publishers? 

RQ1.3 What are the main objectives of applying feature 
selection for IoT security? 

RQ2 What are the FS methods and techniques applied on attack classification models for 
IoT security? 

RQ2.1 What are the main types of feature selection 
approaches applied for attack classification model? 

RQ2 is motivated by the 
need to identify the main 

objectives and the FS 
methods applied in 

recent studies 

RQ2.2 What are the specific techniques utilised for each type 
of feature selection used in IoT security models? 

RQ3 What are the characteristics of related factors for FS methods for IoT security? 
RQ3.1 What are the IoT datasets as the benchmark by the 

studies when applying FS method? 
RQ3 is motivated by the 
need to the idea on how 

the feature selection 
method can be applied 

concerning to the 
characteristics of datasets 

and attacks 

RQ3.2 What are mapping of datasets and attacks to various FS 
methods among the studies? 

RQ4 What are the verification methods to evaluate the effectiveness of proposed FS 
approaches? 

RQ4.1 What are the traditional machine learning and deep 
learning algorithms mapping to FS methods? 

RQ4 is motivated by the 
need to the idea of how 

to verify the 
effectiveness of proposed 

FS methods 

RQ4.2 What are the performance metrics used for validation 
of FS approaches? 

RQ4.3 What are the methods of the validation of FS in 
studies? 

RQ5 What are the challenges and future directions using FS to the classification models 
in IoT security? 

RQ5.1 What are the limitations of the proposed FS in studies? RQ5 is motivated by the 
need to find the 

limitations, challenges, 
and the research in future 

direction 

RQ5.2 What are the major challenges of applying FS 
methods? 

RQ5.3 What are the future research directions of FS in terms 
of the classification model for IoT security? 

2.3 Searching process 

This section explains how the articles were selected for the study. To find relevant 
experimental studies on FS methods using IoT data for attack classification in IoT 
security, various digital scientific databases were examined. Table 2 shows the list of 
databases, their fields, search strings, and the initial number of studies found. To extract 
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each article from the digital databases, a manual search process was used for journal 
articles and conference proceedings. 
Table 2 Repositories and their corresponding search strings 

Digital database Field Search strings No. 
Web of Science All ‘feature selection’ AND (‘IoT’ OR ‘internet of 

things’) AND ‘security’ AND (‘machine 
learning’ OR ‘deep learning’) 

178 

IEEE Xplore All ‘feature selection’ AND (‘IoT’ OR ‘internet of 
things’) AND ‘security’ AND (‘machine 

learning’ OR ‘deep learning’) 

113 

Scopus TITLE-ABS-
KEY 

‘feature selection’ AND (‘IoT’ OR ‘internet of 
things’) AND ‘security’ AND (‘machine 

learning’ OR ‘deep learning’) 

258 

ScienceDirect All ‘feature selection’ AND ‘IoT security’ AND 
(‘machine learning’ OR ‘deep learning’) 

168 

ACM digital 
library 

All (‘feature selection’) AND (‘IoT’ OR ‘internet 
of things’) AND (‘security’) AND (‘machine 

learning’) 2018-2022 

338 

SpringerLink All ‘feature selection’ AND ‘IoT security’ AND 
(‘machine learning’ OR ‘deep learning’) 

2018–2022 

183 

Wiley online 
library 

All ‘feature selection’ AND ‘IoT security’ AND 
(‘machine learning’ OR ‘deep learning’) 

34 

Overall 1,272 

2.4 Inclusion and exclusion criteria 

To ensure that only relevant studies were included in this SLR, specific criteria were 
established to determine the eligibility of each study. In order to be included in the 
review, an article had to meet various conditions, such as being written in clear and 
precise English. Any articles written in a language other than English were not 
considered for inclusion as they may be challenging to comprehend. A comprehensive 
list of the criteria for inclusion and exclusion is presented in Table 3. 

In order to maintain consistency and reduce bias, our data extraction and review 
process involved a team of three researchers, and we adopted a methodical procedure for 
deciding whether publications should be included or excluded. The four steps in the 
procedure were as follows: 

• Firstly, the initial independent review: Using the established inclusion and exclusion 
criteria, each researcher independently evaluated the identified publications. 

• Secondly, comparison and consensus: The researchers then got together to discuss 
their various findings. Any discrepancies were thoroughly explored, and a 
consensus-based procedure was used to determine whether or not an article should 
be included. 
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• Thirdly, resolution of disagreements: The researchers held open talks to examine 
various perspectives and viewpoints in situations when disagreements in inclusion or 
exclusion judgements arose. 

• Finally, reconciliation: Through group conversations, our team attempted to come to 
a consensus on each item, promoting transparency and minimising personal 
prejudice. 

By involving a team of researchers and employing a collaborative decision-making 
process, we aimed to enhance the validity and objectivity of our data extraction and 
review stages. 
Table 3 Inclusion and exclusion criteria. 

Inclusion criteria Exclusion criteria 
a) Each article must be focused and 

related to the topic of feature 
selection applied in machine 
learning or deep learning-based 
classification model for IoT security 

a) The studies that are not related to the topic, 
or only related to any one sub-topic like 
feature selection, machine learning or deep 
learning-based attack classification, or IoT 
security but not all above 

b) Each article must be a proof of an 
empirical study addressing the 
research questions of the related 
topic 

b) Technical reports, government reports, 
letters and editorials, short notes, book 
chapters, survey or review papers, and 
experimental papers that deviate from 
answering the research questions 

c) The dataset utilised by each article 
must be based on at least one public 
IoT dataset or the IoT data extracted 
from IoT scenarios 

c) The studies focusing on datasets not 
generated from IoT scenarios 

d)  Each article must be written in a 
simple and understandable English 
reported in a publication article, 
which can be accessed. 

d) Article must not be written in a different 
language than English, or cannot be 
accessed 

e) Each article must be published 
within January 2018 – December 
2022 

e) Be published outside the period of time 
specified 

2.5 Quality assessment 

In addition to applying inclusion and exclusion criteria, a quality assessment was 
conducted to refine the scope of data collection and analysis. The focus of the quality 
assessment was to evaluate how well the authors addressed the research questions posed 
in the SR. This assessment aided in the precise extraction of relevant data while 
eliminating irrelevant studies. Table 4 outlines the five quality assessment questions used 
to formulate the quality assessment criteria. 

The research papers underwent an evaluation process based on the quality assessment 
questions mentioned earlier. Table 5 was used as a scoring matrix to assign a score to 
each paper. Only papers with a score greater than three were deemed acceptable and 
included in this research review, while those with a lower score were excluded. 
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Table 4 Quality assessment questionnaire 

Quality assessment question Relevant to the 
research question 

QA1 Whether the complete data items can be extracted and how does 
the author(s) explain their research problems? 

RQ1 

QA2 How does the author(s) present the implementation of feature 
selection methods the studies? 

RQ2 

QA3 How does the author(s) present the concerning factors to feature 
selection methods in research methodology? 

RQ3 

QA4 How does the author(s) conduct comprehensive validation for 
the proposed research method? 

RQ4 

QA5 How does the author(s) present the study findings, limitations 
and future direction? 

RQ5 

Table 5 Quality assessment scoring matrix 

Quality assessment scoring criteria Score 
The author(s) have presented a comprehensive, clear, and unambiguous 
explanation of the answers to the specific RQ 

High = H = 1 

The author(s) have provided some explanation, but it is not specific, 
detailed, or clear enough to the specific RQ 

Medium = M = 0.5 

The author(s) have given little or no technical information in response to 
the specific RQ 

Low = L = 0 

2.6 Data collection 

Once the quality of the research papers has been assessed, we will eliminate the ones that 
are not relevant to our research questions. The process of data extraction will be initiated, 
which involves a comprehensive analysis, identification, and gathering of significant data 
from every research paper that has passed the quality assessment. This generates a 
shortlist of papers with specific metadata that can be used for paper classification and 
subsequent analysis. The extracted information and metadata from the primary research 
studies are summarised in Table 6. 
Table 6 Data item collection form 

Data fields Description Research questions 
Reference ID It provides the unique ID of each primary 

study 
For documentation 

purpose 
No. of primary studies It provides the number of studies qualified 

after quality scoring scheme 
RQ1 

Year Year of publication RQ1 
Publication source This information includes the type of study 

and the name of the publication where the 
primary study was conducted 

RQ1 

Databases It provides the digital database name for each 
primary study 

RQ1 
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Table 6 Data item collection form (continued) 

Data fields Description Research questions 
Objectives It provides the major objectives of FS 

implemented in each primary study 
RQ2 

FS approaches It provides the type of feature selection 
utilised in each primary study 

RQ2 

FS techniques It Provides FS technique in its FS direction 
from the primary study 

RQ2 

Datasets It provides the IoT dataset used for analysis. RQ3 
Attacks It presents the types of attacks detection or 

classification in each study 
RQ3 

No. of feature sets It introduces the original features from 
dataset and list the number of features 

RQ3 

No. of instances It introduces the network flow instances of 
datasets 

RQ3 

Machine learning 
algorithm(s) 

It provides the type of machine learning 
algorithms 

RQ4 

Deep learning 
algorithms(s) 

It provides the type of deep learning 
algorithms 

RQ4 

Performance metrics It provides the metrics used for FS validation RQ4 
Compared with that of 
full features 

It provides the result compared with that of 
full feature sets 

RQ4 

compared with existing 
FS techniques 

It provides the result compared with that of 
the-state-of-the-art FS techniques 

RQ4 

Limitations It describes the limitations of the proposed 
FS in the primary studies 

RQ5 

Major challenges It introduces the major challenges for FS 
applied 

RQ5 

Future direction It introduces the future direction for FS 
applied for attack classification for IoT 

security 

RQ5 

To achieve our goal, we made sure to utilise the PRISMA (Page et al., 2021) in this SR 
study. The PRISMA was employed to provide comprehensive details about the number 
of articles assessed in this study, as shown in Figure 2. 

2.7 Data analysis 

This subsection is the final step of the SR methodology: data analysis to utilise the 
primary studies and the data extracted from each study to conduct data analysis in order 
to answer the six main research questions raised in this research study. The quality 
assessment report can be found in Table 7, which presents the primary studies, the main 
idea, and the quality score for each study. 
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Figure 2 PRISMA diagram 

 

3 Result and analysis 

In this SLR, we conducted a thorough search in multiple scientific databases (Web of 
Science, IEEE Xplore, Scopus, ScienceDirect, ACM, SpringerLink, and Wiley Online 
Library) and initially identified 1272 studies. Following the PRISMA process, we 
narrowed down our selection to 63 papers that were relevant to our research questions. 
Quality scores and brief information on the primary studies can be found in Tables 7, 8, 
and 9. We categorised the primary studies based on their extracted meta data and 
presented our findings in the following section. 

We employed VOSviewer to perform a concise analysis of the key terms discovered 
in the titles and abstracts of 63 primary studies. The aim was to uncover the principal 
aspects and connections among them. Figure 3 illustrates this analysis, revealing three 
distinct clusters that are highlighted with colours: red, blue, and green. Within the red 
cluster, terms like ‘internet,’ ‘thing,’ ‘device,’ and ‘IoT device’ all signify ‘IoT’ in both 
academic and industrial contexts. Additionally, terms such as ‘attack,’ ‘detection,’ and 
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‘botnet’ pertain to security matters. Consequently, this grouping essentially represents 
‘IoT security.’ The green cluster encompasses terms like ‘dataset,’ ‘feature,’ ‘technique,’ 
‘algorithm,’ and ‘DL.’ This group is complemented by the phrases ‘intrusion detection 
system’ and ‘intrusion detection,’ commonly referred to as IDS in academic and 
industrial circles. Moving to the blue cluster, the term ‘experimental result’ stands out, 
denoting the execution and validation of proposed systems. From this analysis, we 
deduce that the preliminary background information and methodology employed in the 
primary studies hold validity. Moreover, we can assert that these studies maintain a clear 
focus on the designated topic, thus affirming the credibility of our review based on these 
studies. 

Figure 3 The key items clustering and network visualisation of primary studies by VOSviewer 
(see online version for colours) 

 

Figure 4 The trend of FS applied for IoT security over the years (see online version for colours) 
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Table 7 Primary studies from 2018 to 2020 
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Table 7 Primary studies from 2018 to 2020 (continued) 
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Table 8 Primary studies in 2021 
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Table 8 Primary studies in 2021 (continued) 
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Table 9 Primary studies in 2022 
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Table 9 Primary studies in 2022 (continued) 
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Table 9 Primary studies in 2022 (continued) 
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RQ1 What is current situation of FS approaches applied for ML or DL-based attack 
classification model for IoT security? 

RQ1.1 What is the trend of the studies that applied FS for IoT security in recent five 
years? 

Upon analysing the studies, we’ve identified two primary reasons for this upward trend. 
The first factor centres around the rapid advancement of AI or ML-based cybersecurity 
models in IoT networks. This progress stems from the shortcomings of traditional 
security models, which can solely identify and categorise attacks that are already known. 
These models struggle to detect unfamiliar or previously unseen attacks. With the vast 
number of IoT devices worldwide, it is feasible for attackers to craft new variants of 
known attacks, posing a serious threat to the critical infrastructure of IoT networks. The 
second factor builds upon the first, emphasising that the effectiveness of a security model 
using ML hinges on having accurate and suitable features that can be linked to various 
types of attacks. While there are different techniques available to select the most 
appropriate features, the last five years have witnessed the emergence of effective FS 
methods and ML algorithms. These advancements have led to the creation of more potent 
and efficient security models in the realm of IoT. 

According to Figure 4 and the discussion above, FS research in IoT security has been 
expanding since it started in 2020, and it is still a hot issue among researchers in the field 
of IoT security. 

RQ1.2 What are the distributions of the studies according to databases and publishers? 

As we can see from Figure 5, the distribution of the number of primary studies in each 
journal is presented. Three groups of journals can be classified; the journals that 
published equal or more than five primary studies are ‘Computer and Security’ and 
‘Sensors’, which are in the first group. The second group of journals has equal to or more 
than three published primary studies involving ‘future generation computer systems,’ 
‘computers and electrical engineering,’ and ‘IEEE Access’. Besides, we can see the third 
group of journals below the three primary studies, involving ‘Knowledge-based Systems’, 
‘Electronics,’ ‘International Journal of Distributed Sensor Networks’, and so on. Based 
on Figure 5 and the explanation above, we can identify which journals focus more on the 
topic of FS in IoT security and which journals can be future candidates for paper 
publication in the same domain. 

RQ1.3 What are the main objectives of applying FS for IoT security? 

Generally, the purpose of FS in ML is to identify a subset of the most relevant features 
from the original feature set, which can then be used to train a model. This can improve 
the performance of the model and reduce overfitting, as well as make the model more 
interpretable by identifying the most important factors that contribute to the outcome. 
Additionally, it can also help in reducing the computational cost and time of training a 
model. 

Figure 6 presents the distribution of the primary studies according to purpose over the 
past five years. The primary studies are classified by five categories: improving 
performance, reducing complexity, preventing overfitting, model interpretability, and 
comparison. 
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Figure 5 The number of PS from each journal (see online version for colours) 

 

Various goals are expressed using different terms, so we’ve established rules to sort 
studies as follows: Studies that mainly aim to create efficient attack detection models, 
increase detection accuracy, achieve high accuracy, and lower misclassification rates are 
placed in the first category. Studies that use FS techniques to decrease the costs and time 
required by the model, the time it takes to predict, and the overall efficiency of models in 
IoT systems with limited resources are placed in the category of reducing complexity. 
Works that particularly address the issue of overfitting are grouped as the third category. 
Some studies that highlight the interpretability of models after employing FS are placed 
in the fourth category. Lastly, studies that combine different FS techniques with various 
ML algorithms to create effective models are placed in the final category. Since some 
studies use FS to enhance both model performance and reduce complexity, they can 
belong to multiple categories based on their respective goals. 

Based on the data extracted in Figure 6, we can see that the primary studies mostly 
fell into improving performance (45 out of 62), which means the performance metrics on 
attack detection and classification are the most concerning points for the academics. 
Followed by the second category is reducing complexity (42 out of 62), which shows that 
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producing lightweight models is also vital, particularly for resource-limited IoT networks 
in recent years. The interesting point is that more studies are focusing on developing 
lightweight models with significant performance metrics, rather than focusing solely on 
performance. Since there are so many FS techniques that can be employed before training 
learning models, many studies have tried to employ various FS techniques combined with 
different ML and DL algorithms to build state-of-the-art models, particularly in the past 
two years. 

Figure 6 The purpose of feature selection for IoT security in recent years (see online version  
for colours) 

 

FS can prevent overfitting and contribute to a model that can be generalised to the same 
scenarios; thus, the implementation of the most primary studies can address overfitting to 
some extent; however, not many studies emphasise overfitting in their studies (14 out of 
62). Few studies (10 out of 62) argued for model interpretability in their proposed FS 
approaches; however, there is an increasing trend toward the implementation of model 
interpretability in 2022. 

RQ2 What are the FS methods and techniques applied on attack classification models 
for IoT security? 

RQ2.1 What are the main types of FS approaches applied for attack classification 
model? 

The process of selecting the most important features involves using different methods. 
These methods are grouped into categories based on how they work. In the filter method, 
features are tested to see how important they are, and then the most important ones are 
chosen. Examples of this method include tests like the CSd test, mutual information, and 
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correlation-based feature selection (CFS). The wrapper method uses a ML algorithm to 
test different sets of features and picks the best one. It uses metrics like forward selection, 
backward elimination, and recursive feature elimination (RFE) to decide. Embedded 
methods are when a ML algorithm selects features as it trains the model. Methods like 
Lasso and Ridge regression do this by including a built-in FS process in their training. 
Hybrid methods are a mix of different FS methods. For instance, combining filter and 
wrapper methods to make a stronger one. Ensemble methods take various FS techniques, 
use them on the same or different parts of the data, and then make decisions based on the 
results using algorithms like interaction or majority voting. Some studies compare 
different FS techniques to find the best model. We call these studies comparison studies. 

Table 10 shows the distribution of primary studies over various FS approaches 
applied for IoT security. We found there are six types of FS methods used to identify the 
most informative features before building a security model. The result shows that the 
filter-based FS method is the top FS approach used in attack classification for IoT 
security. Most of the studies used filter FS by using various statistical techniques to select 
the feature sets based on two rules: one was to eliminate the features that have high 
correlation with each other, while the other was to obtain the features that have high 
correlation with the target classes for model training and prediction (Soe et al., 2020a). 
Furthermore, the feature sets of the two rules may overlap, so appropriate threshold 
settings for the correlation are vital for determining the final feature sets for building high 
performance models (Saurabh et al., 2022). Moreover, considering most of the datasets 
for IoT security are large volumes of network datasets with big data characteristics 
(Koroniotis et al., 2022), while most IoT systems are equipped with limited 
computational and storage resources, filter FS was chosen in the majority of research 
because it is computationally light, which fulfils the need for making the overall model 
lightweight for IoT networks (Awad et al., 2022). 

Wrapper FS was the primary study’s second method, followed by the filter method. 
Wrapper FS selects the optimal feature subsets rather than identifying individual features 
implemented by the filter method. Furthermore, wrapper works with ML algorithms to 
evaluate feature subsets based on the performance metrics required by the model. Since 
the feature subsets that are evaluated and identified are performance-oriented, the 
wrapper method can achieve better performance and contribute to higher generalisation 
capability than filter FS; however, its demerit is that it requires much more computational 
resources than filter FS, which can be a significant concern for resource-constrained IoT 
devices. (Vigoya et al., 2021) employed a RFE method to evaluate the feature subsets 
among all the features of the dataset exhaustively. It uses a specific ML algorithm to 
iteratively remove the least important features based on a performance metric until the 
desired number of features is reached. Because the search space of feature subsets is 
extremely large for IoT datasets, which contain too many features with a large number of 
instances in network flow records, heuristic algorithms were mostly applied with learning 
algorithms using the wrapper method. One instance where the augmented whale 
optimisation (AWO) algorithm search algorithm was proposed by Shorman et al. (2020) 
to find the most appropriate feature subset with OCSVM as the learning algorithm to 
attain the ideal false positive rate (FPR). (Halim et al., 2021) came up with an advanced 
genetic algorithm (GA) which proved to be more efficient than RFE, sequential feature 
selection (SFS), and CFS. Lastly, (Chohra et al. 2022) proposed the particle swarm 
optimisation (PSO) algorithm, which combined swarm intelligence and ensemble 
learning techniques to establish the best settings for feature subsets and model 



   

 

   

   
 

   

   

 

   

   84 J. Li et al.    
 

    
 
 

   

   
 

   

   

 

   

       
 

hyperparameters. Nonetheless, more attention needs to be given to attaining a balance 
between searching efficiency in feature space and performance metrics such as accuracy 
or F1-score. 

Hybrid FS method is a combination of multiple FS methods to achieve better 
performance. The idea behind hybrid methods is to leverage the strengths of multiple FS 
techniques to achieve a more accurate and robust solution. For example, a hybrid method 
might first use a filter method to reduce the number of features based on a statistical test, 
then use a wrapper method to further refine the feature set based on the performance of a 
ML model. For example, (Guerra-Manzanares et al., 2019) proposed a hybrid FS by first 
using filter FS and then employing wrapper FS to identify the optimal feature subset 
based on the features obtained by filter FS. Similarly, Li et al. (2020) employed a  
two-step hybrid FS using the Kolmogorov-Smirnov (KS) test to select important features 
from the candidate feature set, then used Pearson correlation to remove redundant 
features to obtain the informative features. Moreover, Padmashree and Krishnamoorthi 
(2022), Zhou et al. (2022), Malik et al. (2022) implemented the same idea of hybrid FS to 
identify optimal feature subsets by combining the strengths of multiple FS methods, 
resulting in improved performance and robustness. 

Ensemble FS is a hybrid method that involves combining the outputs of multiple FS 
techniques to create a final feature set. With this technique, multiple FS methods are 
applied to the same data, or subsets of the data, and the results are merged to create a 
final feature set. The combination can be achieved through various methods, such as 
taking the union or intersection of the feature sets produced by each method or using a 
voting scheme. For instance, in a study (Kumar et al., 2021) three feature sets were 
generated using correlation coefficient, random forest mean decrease accuracy, and gain 
ratio techniques, which were then combined using a designed mechanism to obtain a 
single optimised feature set. In another study, (Guo, 2021) combined five FS techniques 
involving, information gain (IG), gain ratio (GR), CS, Pearson correlation coefficient 
(PCC), and symmetric uncertainty (SU) through majority voting to extract the final 
feature sets for the subsequent model training. However, the choice of FS techniques and 
the combination approach must be carefully considered to achieve optimal results. 

In embedded FS, the FS process is incorporated into the optimisation objective of the 
ML model. Researchers Doshi et al. (2018), Shi et al. (2021), and Disha and Waheed 
(2022) employed random forest as the algorithm for selecting the feature sets based on 
Gini Impurity Scores, then use multiple ML algorithms respectively to implement attack 
classification. Embedded methods can produce models with improved interpretability, as 
the most important features are automatically identified and selected as part of the 
training process. Alternatively, some studies that used different techniques to obtain 
feature sets are classified as others. For example, Ozer et al. (2021) iteratively selected 
and evaluated only two features, named feature pairs, from the original 12 features using 
multiple ML algorithms to build and evaluate a lightweight model, respectively. Ravi  
et al. (2022) bypassed the FS process and directly used DL algorithms named RNN, 
LSTM, and GRU to extract and select features for model building. However, Carter et al. 
(2022) employed principal component analysis (PCA) to reduce the features, and the 
results showed a significant advantage to using PCA for both traditional ML algorithms 
(SVM) and neural network-based DL algorithms for anomaly detection. 

Considering there are various FS approaches and so many specific techniques that can 
be selected for various IoT datasets to build models, some primary studies implement 
comparison using various FS methods to evaluate and obtain the best feature sets. For 
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example, Parker et al. (2019), Guerra-Manzanares et al. (2019) implemented an FS 
comparison of filter, wrapper, and hybrid methods, and the results showed hybrid 
produced the best accuracy results. Moreover, Samdekar et al. (2021) evaluated multiple 
FS methods involving filter and wrapper using one ML algorithm named SVM to 
determine the best model. (Gaber et al., 2022) compared filter and wrapper FS, which 
involved constant removal and constant removal combined with RFE. Furthermore, Illy 
et al. (2022) evaluated the impact of various selected features and various ML algorithms 
on the accuracy of the models, and the result showed that the accuracy of the detection 
model depends more on the feature sets than the ML methods. 
Table 10 Primary studies based on FS methods 

FS types # of PS Primary studies 
Filter 18 PS01, PS08, PS09, PS10, PS14, PS17, PS20, PS21, PS29, PS37, 

PS41, PS42, PS54, PS56, PS57, PS58, PS59, PS61 
Wrapper 13 PS03, PS12, PS13, PS16, PS19, PS33, PS34, PS36, PS39, PS43, 

PS48, PS52, PS63, 
Embedded 3 PS02, PS24, PS38, 
Hybrid 10 PS06, PS11, PS15, PS18, PS27, PS45, PS47, PS49, P50, PS60 
Ensemble 6 PS04, PS22, PS23, PS28, PS35, PS44, 
Comparison 10 PS05, PS07, PS25, PS26, PS30, PS31, PS40, PS51, PS53, PS55 
Others 3 PS32, PS46, PS62 

Figure 7 The trend of feature selection approach (see online version for colours) 

 

We took a closer look at the trends by examining the distribution across different years. 
Figure 7 illustrates this distribution, and we observed a limited number of studies for each 
type of FS in the initial two years. This scarcity was mainly due to the fact that most 
public IoT datasets were generated in 2018. 

However, in the subsequent three years, there has been a consistent utilisation of 
filter, wrapper, and hybrid FS methods. This is attributed to researchers introducing 
diverse ML-based frameworks for varying objectives. These objectives encompass 
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models geared towards performance metrics, lightweight designs, or finding a balance 
between two distinct aims. 

Embedded FS entered the scene between 2021 and 2022, driven by the growing 
concern within the academic community regarding the interpretability and transparency 
of artificial intelligence (AI) models. Additionally, other categories of FS emerged within 
the past two years. 

An important observation is the consistent practice of comparing FS techniques over 
the last five years. This is because numerous FS methods, employing varying approaches, 
can be employed to select the ultimate features. 

Furthermore, factors like the objectives of the proposed models, the characteristics of 
datasets, and the classifiers trained by diverse learning algorithms can all influence the 
outcomes of the proposed FS methods. 

RQ2.2 What are the techniques for each type of FS applied for IoT security models? 

Based on the FS approaches, we further investigated the specific techniques utilised 
based on each FS category. We can see in Table 11 the techniques employed in the 
primary studies. 
Table 11 Primary studies based on FS techniques 

FS types Techniques/algorithms # of PS Primary studies 
Filter Fisher’s score 2 PS01, PS08 

CS 5 PS09, PS20, PS21, PS42, PS54 
IG 6 PS09, PS37, PS41, PS57, PS58, 

PS59 
GR 1 PS09 

SHAP 1 PS10 
PCC 5 PS14, PS17, PS54, PS56, PS59 
MI 2 PS29, PS56 
PFI 1 PS61 

Wrapper D-FES 1 PS03 
AWO 1 PS12 

Bijective soft set 1 PS13 
GWO 2 PS16, PS48 
TSO 1 PS19 
GA 1 PS33 
RFE 1 PS34 

GWO 1 PS36 
AQU 1 PS39 
HGS 1 PS43 
GTO 1 PS63 
PSO 1 PS52 

Embedded Gini impurity 2 PS02, PS38 
VIM 1 PS24 
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Table 11 Primary studies based on FS techniques (continued) 

FS types Techniques/algorithms # of PS Primary studies 
Hybrid KST+PCC 1 PS11 

cooperative game theory and 
Shipley value 

1 PS15 

GA+GWO 1 PS18 
CorrAUC+TOPSIS and 

Shannon entropy 
1 PS27 

PCC+RFE 1 PS47, PS50, PS60 
RFE+PCC 1 PS45, PS49 

Ensemble Hopkins + variance, then based 
on entropy 

1 PS04 

IG+GR+CS+PCC+SU, then 
majority voting 

1 PS22 

PCC+MI, then the threshold 
respectively 

1 PS23 

PCC, RF and GR, then 
intersection 

1 PS28 

SVM, DT and NB, then top 
ranked 

1 PS30 

RF+PCC, then intersection 1 PS31 
DT+ET+RF+XGB, then top 

ranked 
1 PS35 

(WRAPPER+CLS+PCC) + 
AE, then combined 

1 PS40 

IG+GR+CS, then top ranked 1 PS44 
Comparison Filter: MI and hybrid: MI+J48 1 PS05 

Filter: Fisher’s score, PCC; 
wrapper: SFFS, SBFE; and 

hybrid: filter + wrapper 

1 PS06 

Filter: PCC and wrapper: 
SFFS+DT 

1 PS25 

CS, ET, FA, and PCA 1 PS26 
IG, CS, and EFS+DT 1 PS51 

Constant removal and that with 
RFE 

1 PS53 

Manually selecting and 
evaluating each type of 

features 

1 PS55 

Others Feature pairs 1 PS32 
Deep learning algorithms, 
RNN, LSTM, and GRU 

1 PS46 

PCA 1 PS42 

In filter FS, IG, PCC, and CS techniques were widely used as feature ranking techniques 
to identify final feature sets. The second tier used by primary studies to select features 
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was MI and Fisher’s score. The terms GR, SHAP, and PFI were only used once. One 
point that needs to be mentioned is that the techniques used in filter FS were also utilised 
in other types of FS, such as PCC, IG, CS, GR, and MI, and were widely used as one step 
of FS in hybrid, ensemble, and comparison modes, particularly for PCC, which was the 
most commonly employed in the primary studies. PCC is a measure of the linear 
relationship between two continuous variables. In wrapper FS, the techniques categorised 
in the table are searching algorithms searching for the optimal feature subsets. We can 
see that most of the searching techniques are based on heuristic algorithms, which are 
more efficient for handling large IoT datasets with high-dimensional feature spaces. In 
hybrid FS, the combination of PCC as the feature ranking technique and RFE as the 
searching technique was widely used. 

RQ3 What are the characteristics of related factors for FS methods for IoT security? 

RQ3.1 What are the IoT datasets as the benchmark by the studies when applying FS 
method? 

Since the IoT datasets with representative information can be the benchmark for 
validation of the attack detection and classification models, Table 12 describes a set of 
publicly used IoT datasets with basic information such as the year created, the number of 
features, the total number of instances, and the mapping of each dataset to the primary 
studies. From the visualised Figure 8, we can argue that BoT-IoT (19 out of 63) was the 
mostly used datasets among the studies, following by N-BaIoT (12 out of 63), TON-IoT 
(4 out of 63), AWID (4 out of 63), and IoT-23 (3 out of 63). Most of other studies were 
investigated by just one study except by MedBIoT which was created for medical 
industry. 

Among the datasets, Bot-IoT dataset was the mostly used and evaluated dataset by the 
primary studies, and it has the largest volume of instances (72,000,000) for studies to 
create and evaluate attack detection models. Followed by N-BaIoT which has more than 
one hundred features (115) to describe the information of each instance, was the secondly 
studied by researchers. Six studies worked on TON-IoT created in 2021 with its 
characteristics of heterogenous sources and multiple layers, to create attack detection 
models. 

RQ3.2 What are mapping of datasets and attacks to various FS methods among the 
studies? 

Since FS is the key process of data processing in the ML pipeline, the characteristics of 
the data, particularly the attacks to be detected and classified, are highly related to the FS 
method to be utilised. Therefore, we investigated the IoT datasets used in the primary 
studies and what types of FS methods were applied to each of them. Table 13 shows the 
primary studies based on various IoT datasets, the attack classes in the datasets, and the 
corresponding FS methods. One point that needs to be mentioned is that the primary 
studies classified in FS comparison are reclassified into specific FS methods in this 
section. Since many FS methods are involved in FS comparison, one primary study may 
be classified into two FS categories. For example, PS25 has implemented both the filter 
and wrapper methods for comparison; thus, PS25 is added to both the filter and wrapper 
FS in this table, and the same rule applies to other primary studies that have implemented 
FS comparison, so the total number of PS in this table is more than 63. 
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As we can see, the dataset named BoT-IoT was produced by (KoronIoTis et al. 2019) 
and was mostly studied by researchers (24 out of 63). As the FS method to implement FS 
for attack classification, filter and wrapper FS methods dominate. because the dataset 
contains a large amount of data concerning normal and typical abnormal IoT activities. 
Many researchers have worked on this dataset as an IoT scenario benchmark to validate 
their proposed IDS. followed by the N-BaIoT dataset, which was produced by Meidan  
et al. (2018) as public IoT dataset for researchers working on the models for IoT security. 
The data was collected with real commercial IoT devices involved, and it includes traffic 
information for Gafgyt and Mirai, two of the most well-known IoT-based botnet attacks. 
Many researchers (13 out of 63) employed filter and wrapper FS to figure out the most 
appropriate feature sets for the attacks in the dataset in recent years. 
Table 12 IoT datasets mapping to primary studies along with some basic information 

Datasets Year # of 
features 

# of 
instances # of PS Primary studies 

BoT-IoT 2019 45 72,000,000 19 PS09, PS25, PS26, 
PS27, PS28, PS32, 
PS33, PS39, PS41, 
PS44, PS45, PS48, 
PS49, PS51, PS56, 
PS57, PS60, PS61, 

PS63 
TON-IoT 2021 44 22,800,064 6 PS20, PS22, PS38, 

PS54, PS58, PS59 

N-BaIoT 2018 115 7,009,269 12 PS01, PS04, PS06, 
PS07, PS08, PS12, 
PS14, PS16, PS21, 
PS07, PS36, PS60 

AWID 2016 156 2,578,524 4 PS10, PS18, PS30, 
PS03 

IoT-23 2020 23 266,910 3 PS21, PS35, PS42 
IoT-Zeek 2022 13 2,043,602 1 PS52 
Anthi 2019 IoT 2019 14 101,583 1 PS55 
Kitsune 2018 115 764,137 1 PS21 
MedBIoT 2020 100 842,674 2 PS21, PS50 
WSN-DS 2016 18 374,661 1 PS23 
DAD 2021 14 67,848 1 PS34 
Water 2014 23  1 PS40 
Tank/gas 
pipeline 

2013 26    

SDNIoT 2020  210,000 1 PS46 
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Table 13 Primary studies based on various IoT datasets 
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Table 13 Primary studies based on various IoT datasets (continued) 
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Figure 8 The IoT datasets investigated by primary studies (see online version for colours) 
 

 

TON-IoT was produced recently by Moustafa (2021) and was also an IoT-specific 
dataset. The datasets were collected from heterogeneous sources, including telemetry 
from IoT devices, networking flows, and system logs of the operating system, across 
multiple layers such as edge, fog, and cloud layers. Some studies have implemented 
various FS methods to identify the features for various attacks in this data, while the filter 
method was the most commonly used by studies compared with ensemble and embedded 
FS. AWID was produced by Kolias et al. (2016), focusing on wireless data with the  
WiFi protocol as one of the communication protocols for IoT networks. Except for 
embedded FS, other methods were used to identify the most suitable feature for 
classification models. 

Similarly, there are increasingly more IoT datasets created and studied by researchers 
using various FS methods for various attack classifications. For example, Gandhi and Li 
(2021) and Kumar et al. (2022a) implemented filter FS for IoT datasets named IoT-23, 
Kitsune, and MedBIoT, respectively. Filter mode can make the FS process more 
lightweight, and to be specific on the technique, Chi-square (CS) was used to identify 
independent features that can be informative for the models to learn the pattern of attack 
classes. Similarly, ensemble FS was used by Ismail et al. (2021), Alanazi and Aljuhani 
(2022), and Jayalaxmi et al. (2022) on datasets named, WSN-DS, IoT-23, and Water 
Tank and Gas Pipeline, to combine the individual capabilities of FS techniques. 
Moreover, some researchers created their own datasets for specific purposes. For 
example, Medjek et al. (2021) created the dataset focusing on routing type attacks, and 
proposed ensemble FS mode by combining random forest and Pearson correlation, 
followed by interaction to select the features. 

RQ4 What are the verification methods to evaluate the effectiveness of proposed FS 
approaches? 
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RQ4.1 What are the ML and DL methods used in each type of FS? 

Because FS is an essential component of the data processing pipeline in ML, the 
effectiveness of the FS approach can only be assessed when combined with ML 
algorithms to contribute to classification models. Among the primary studies, we 
investigated ML, DL, and both algorithms used in each type of FS method. Table 14 
shows that the ML and DL were applied for each type of FS method. We can see that 
most studies combined FS with ML algorithms to build the models, while a few studies 
only employed FS with DL algorithms. It means classic ML algorithms need processed 
data after FS so that lightweight models with high performance can be built. 

Some studies employed both ML and DL when implementing the FS method. 
Classical ML algorithms dominate all types of FE methods, since FS can affect the final 
classifiers learned by various ML models; thus, multiple ML algorithms were often used 
with the proposed FS methods. As for DL applied with FS, there are two categories of 
applying DL algorithms in primary studies: one type uses DL as the model training 
algorithms to build classifiers, while the FS method was independently implemented to 
generate the feature subsets (Moizuddin and Jose 2022), (Saurabh et al. 2022). However, 
the other type is using DL (Jayalaxmi et al., 2022; Moizuddin and Jose, 2022; Cao et al., 
2022) as feature extraction based on original feature sets, taking the place of FS, and 
combining it with the feature sets selected by FS methods, to comprehensively identify 
the features for model training. 
Table 14 Machine learning and deep learning applied in each type of FS method 

FS method ML(s) DL(s) ML(s)+DL(s) 
Filter PS01, PS04, PS05, PS07, PS08, PS09, PS10, 

PS17, PS20, PS21, PS29, PS42, PS54, PS57, 
PS58, PS59, PS61 

PS56, 
PS37 

PS41, PS46, 
PS62 

Wrapper PS03, PS12, PS13, PS16, PS33, PS34, PS36, 
PS39, PS43, PS63 

 PS52, PS19, 
PS48 

Embedded PS02, PS24  PS38 
Hybrid PS06, PS07, PS11, PS18, PS27, PS47, PS50, 

PS60 
PS45, 
PS49 

PS15 

Ensemble PS04, PS22, PS23, PS28, PS30, PS31, PS35, 
PS44 

 PS40 

Comparison PS05, PS26, PS32, PS51, PS53, PS55  PS25 

RQ4.2 What are the performance metrics used for validation of FS approaches? 

Evaluating the effect of a FS technique on a classification model involves comparing the 
performance of the model with and without the FS. Comparing the performance metrics 
of the model with and without the FS technique can provide insight into the effect of the 
FS on the model’s performance. If the performance metrics improve after applying the FS 
technique, it can be concluded that the FS has a positive effect on the model. On the other 
hand, if the performance metrics are degraded after applying the FS, it can be concluded 
that the FS has a negative effect on the model. 

Table 15 investigated the common performance metrics used by the primary studies 
to evaluate the performance of a classification model in IoT security: 
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Table 15 Performance metrics evaluated for feature selection 

Metrics # of PS Primary studies 
Accuracy 61 PS01 – PS15, PS17 – PS43, PS45 – PS63 
Precision 40 PS01, PS08 – PS10, PS13, PS15, PS18 – PS22, PS24 – 

PS28, PS31, PS34 – PS35, PS37 – PS39, PS41 – PS43, PS45 
– PS54, PS51– PS61, PS63 

Recall 
(sensitivity/DR/TPR) 

49 PS01, PS03, PS08 – PS11, PS13, PS15, PS16, PS18 – PS31, 
PS33 – PS43, PS45 – PS54, PS57 – PS61, PS63 

F1-score 40 PS01, PS04, PS07 – PS11, PS15, PS18 – PS22, PS24 – 
PS26, PS28 – PS 32, PS34, PS35, PS37, PS39, PS41–PS43, 

PS45–PS50, PS52–PS54, PS51–PS61 
Specificity (TNR) 5 PS13, PS27, PS37, PS51, PS57 
AUC-ROC 8 PS21, PS23, PS25, PS29, PS44, PS45, PS48, PS58 
FPR 16 PS02, PS16, PS18, PS20, PS23, PS29, PS30, PS36-PS40, 

PS45, PS48, PS54, PS57 
FNR 2 PS37, PS57 
MCC 3 PS30, PS37, PS43 
G-mean 1 PS16 
Model size 1 PS23 
TTB 21 PS04, PS08-PS12, PS15, PS18, PS21-PS23, PS30, PS32, 

PS35, PS43, PS45, PS50, PS56, PS57, PS61-PS63 
TTP 9 PS08, PS16, PS21, PS23, PS29, PS35, PS50, PS57, PS62 
CM 6 PS08, PS10, PS19, PS25, PS46, PS54 

Accuracy is calculated as the number of correct predictions made by the model divided 
by the total number of instances in the dataset. The metric provides a general evaluation 
of the performance of a model, but it can be misleading in cases where the dataset is 
imbalanced or has a skewed distribution of positive and negative instances (Disha and 
Waheed, 2022). Precision is the proportion of true positive (TP) predictions among all 
positive predictions made by the model. It measures the ability of the model to correctly 
identify positive or attack instances and avoid false positive (FP) or attack predictions in 
IoT security model. Recall: The fraction of TP predictions among all positive instances in 
the dataset, and it is the same as sensitivity, TP rate (FPR), or detection rate. F1 score 
means the harmonic mean of precision and recall. The metrics of accuracy, precision, 
recall, and F1-score were often used together to evaluate classification models, because 
each metric has its limitation for model evaluation, thus, most studies evaluated all the 
four metrics to obtain a comprehensive picture of the model’s performance. 

FPR measures the proportion of negative instances that are incorrectly classified as 
positive by the model, in contrast, False negative rate (FNR) is equals (1-FPR), which 
means the positive case that are incorrectly identified as negative one. Since after FPR is 
calculated, FNR can be obtained, while only 2 primary studies evaluated FNR, however 
the two studies also identified FNR, in fact, there is no need to evaluate it since FPR is 
obtained. Moreover, AUC and ROC are commonly used performance metrics in binary 
classification tasks to evaluate the ability of a model to distinguish between positive and 
negative classes. The ROC curve provides a visual representation of the trade-off 
between the TPR and FPR for different classification thresholds, while the AUC provides 
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a single scalar value that summarises the overall performance of the model across all 
possible classification thresholds. 

Matthews correlation coefficient (MCC) is also a performance metric used to evaluate 
the performance of binary classification models. The MCC takes into account the TP, FP, 
false negative (FN), and TNRs, and it provides a more comprehensive evaluation of the 
model’s performance than accuracy, precision, recall, or F1 score alone. A value of 1 
indicates perfect prediction, a value of -1 indicates perfect anti-correlation, and a value of 
0 indicates random prediction. However, few primary studies (3 out of 63) used this 
metric for evaluation. Because the choice of performance metrics will depend on the 
specific problem being solved and the goals of the evaluation. For example, in some 
cases (Shafiq et al., 2021; Saurabh et al., 2022), accuracy may be more important than 
sensitivity or specificity, while in other cases (Abdulkareem et al., 2022; Malik et al., 
2022) precision or F1-score may be more relevant. In addition, different metrics may be 
more or less appropriate for different types of datasets. For example, the studies that used 
highly imbalanced datasets (Vigoya et al., 2021), metrics such as precision and recall 
may be more appropriate than accuracy, while in datasets with balanced class 
distribution, accuracy may be a more appropriate metric. Similarly, G-Mean is a 
combination of sensitivity (TPR) and specificity (TNR), and provides a single scalar 
value that summarises the overall performance of the model. It can be especially useful in 
situations where both TPR and TNR are important. Only 1 out of 63 primary studies 
investigated G-mean as the performance evaluator. 

Figure 8 Performance metrics validation by primary studies (see online version for colours) 

  
What’s more, model size in memory (bytes) was identified and compared among various 
classification models only in Ismail et al. (2021), in order to identify the most efficient 
model for wireless sensor network. Besides, the evaluators using time to build, or train 
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models (TTB) and time to predict, or test models (TTP) are other aspects to evaluate the 
efficiency of the models. There are clearly more primary studies focusing more on TTB 
(21 out of 63) rather than TTP (9 out of 63), because TTB evaluated based on seconds, 
dominates more time on model training, while TTP evaluated based on μ seconds, takes 
less time just on test data prediction after the model is built. 

Specificity or true negative rate (TNR) is a performance metric used in classification 
tasks to measure the proportion of true negative (TN) among all negative instances in the 
dataset. In classification for IoT security, it means the ability of a model to correctly 
identify normal case in network flow. Only 5 primary studies evaluated this metric, 
because most studies focused their effort on attacks rather than normal cases detection 
and classification, however, the benchmark dataset named BoT-IoT researched by the 
studies, has high imbalanced class distribution between attack and normal cases, which 
means, very few normal instances while attack flows dominate the cases. Thus, TNR is 
the metric to evaluate the capability of classifying the normal cases in highly imbalanced 
class. Other studies (6 out of 63) evaluated the performance of models using confusion 
matrix (CM), which is a table that summarises the number of TP, TN, FP, and FN 
predictions made by the model. 

We can further refer to Figure 8 for the visualised distribution of the performance 
metrics discussed above among the primary studies. Accuracy dominates the most, 
followed by precision, recall, and f1-socre to achieve comprehensive evaluators for 
classification models. FPR is an important indicator since the cases that are falsely 
identified as attack classes can lead to more resources to follow up on, such as attack 
mitigation and preventing intrusions into intrusion prevention systems. Moreover, TTB is 
a significant indicator to evaluate for the lightweight classification model in resource-
limited IoT systems since the number of selected features can directly lead to the cost of 
building the model. Furthermore, to be specific, the cost for searching, identifying, and 
selecting the optimal features employed by the methods of FS and the FS techniques is 
another key to the overall cost of ML-based classification systems. 

RQ4.3 What are the methods of the validation of FS in studies? 

We further investigated how primary studies validate the proposed FS to see if 
comprehensive validation is conducted for each study, besides performance metrics, 
processing time searching for optimal features, and time for training models and 
implementing predictions. Table 16 presents the distribution of validation methods for the 
proposed FS methods of each primary study. 

Here are the shortcut names for each character in the table: ‘multi-DS’ means 
validated using multiple datasets; in this table, one IoT dataset with any traditional 
networking, or a non-IoT dataset, is also considered as multiple datasets. ‘Multi-FS’ 
means various FS techniques were used and compared. Similarly, ‘multi-MLs’ and 
‘multi-DLs’ mean multiple ML algorithms and multiple DL algorithms were used and 
compared with the proposed FS in studies. ‘Full features’ means the performance of the 
models based on selected features is compared with the models with full features. Finally, 
‘recent works’ means the proposed FS and the models were compared with recent studies 
on their performance using the same dataset. 

The validation of the proposed FS technique using multiple ML algorithms is the 
most validated item. Different algorithms may have different requirements for the input 
features and may perform better or worse on different types of data. By using and 
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comparing multiple algorithms, the researchers can compare different models using 
various ML algorithms and identify the most effective model. 
Table 16 Validation methods for the proposed FS method of each primary study 

FS validation by # of PS Primary studies 
Multi-DS 20 PS09, PS12, PS21, PS25, PS28, PS33, PS38-PS42, PS46-

PS48, PS50, PS52, PS54, PS55, PS60, PS63 
Multi-FS 12 PS07, PS09, PS11, PS12, PS19, PS26, PS29, PS30, PS45, 

PS51, PS53, PS56, PS59 
Multi-MLs 36 PS01–PS08, PS11–PS14, PS17, PS20, PS22–PS24,  

PS27–PS29, PS31–PS34, PS38, PS41, PS42, PS44, PS46, 
PS51, PS53–PS55, PS57–PS61 

Multi-DLs 8 PS15, PS37, PS38, PS41, PS46, PS48, PS49, PS56, 
Full features 22 PS05, PS06, PS08, PS10, PS17, PS22, PS26, PS28, PS32, 

PS33, PS36–PS38, PS43, PS49, PS50, PS53–PS55,  
PS57–PS59, PS61–PS63 

Recent works 22 PS08, PS12, PS16, PS19, PS28, PS33, PS35–PS39, PS43, 
PS45, PS46, PS48–PS50, PS53, PS56, PS57, PS59–PS61, 

PS63 

We can refer to Table 16 for detailed information on the validation for each study. Some 
studies used extensive FS validation methods to consolidate performance results and 
claim contributions. For example, Kumar et al. (2021) verified the results except the 
comparison of multiple DL classifiers. Similarly, Disha and Waheed (2022) validate all 
the check points in the table except for making comparisons with other FS in the study. 
Some studies focused more on performance metrics but did not validate the proposed FS 
method compared with the results of full features and recent studies on the same dataset. 
For example (Rahman et al., 2021), proposed an ensemble FS to combine the ranked 
features by three ML algorithms, and the proposed FS outperformed any other individual 
wrapper FS with results of 99.95 %, 99.95 %, and 99.90 % accuracy respectively, 
however, the study does not validate the same model with full features and the results of 
recent studies. 

RQ5 What are the limitations, challenges and future directions of FS to the models in 
IoT security? 

RQ5.1 What are the limitations in current researches? 

The IoT data samples included in studies’ FS techniques may influence the results of the 
studies. As we concluded from the answers to RQ3, most studies used public IoT dataset 
to validate their proposed FS methods and ML algorithms, while few studies used private 
data extracted by their experimental environment for specific attack detection. However, 
the samples varied among some studies even using the same dataset. For example, 
Motylinski et al. (2022), Moizuddin and Jose (2022), Ozer et al. (2021) used 5% of the 
whole BoT-IoT dataset, in addition, only 10 features of the original features (45) was 
used as the candidate features before implementing the proposed FS method. Similarly, 
Abdulkareem et al. (2022), Leevy et al. (2022) used 5% instances of BoT-IoT, with 36 
and 29 features, respectively as the sample data. In addition, the proposed model that uses 
low-frequency IoT datasets gathered in responses to RQ3 requires additional validation 
using popular datasets. 
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Moreover, data pre-processing with the domain knowledge of IoT was omitted by 
some studies, which may cause the performance results of the modes invalid. For 
example, Fatani et al. (2022) proposed meta-heuristic algorithms AQU searching for the 
optimal feature subsets, but there is no pre-processing explained in the study. 
Furthermore. Ozer et al. (2021) involved the irrelevant features to build anomaly 
detection systems. Abdulkareem et al. (2022) conducted dimensionality reduction but did 
not consider the imbalance class distribution of the BoT-IoT dataset. Illy et al. (2022) 
focused on attack and feature analysis and evaluation of manually selected features, 
however, solid domain knowledge is required to implement manually FS. (Kumar et al., 
2021) extensively used manual data pre-processing work which may be labour-
consuming, and the number of features in the reduced set of features can be further 
optimised to increase overall accuracy and detection rate. 

Various objectives of the classification model drive the implementation of the FS 
methods. Different objectives, such as the chosen performance metrics-oriented model, 
attacks to be detected and classified, an efficient or lightweight model focused with high 
accuracy, and so on, may directly influence the FS and ML algorithms used for the 
proposed classification model. For example, the binary classification result can be quite 
different from that of multi-classification in the same dataset (Fatani et al. 2022). Some 
studies conducted limited performance evaluation, Ahmed and Tjortjis (2022) evaluated 
the models with limited performance metrics, while Awad et al. (2022), Saurabh et al. 
(2022) did not evaluate the effect of the proposed FS with that of original features. Some 
studies focus only on the specific attacks detection, Prasad and Chandra (2022), Kumar  
et al. (2022a) focused on binary classification of DDoS and botnet attack among the 
datasets. Similarly, there is no one FS method or technique that fits all scenarios. Since 
there are various FS methods applied in primary studies, involving filter, wrapper, 
embedded, hybrid, and ensemble FS methods, each FS method has its strengths and 
weaknesses based on the objectives and scenarios. 

RQ5.2 What are the major challenges of FS in the primary studies on the IoT security 
model? 

The characteristics of IoT datasets, which are constantly changing, make implementing 
FS methods and techniques difficult. Large size and high dimensionality are the intrinsic 
aspects of IoT datasets. For example, BoT-IoT has the maximum of 72,000,000 
instances, while the extracted features of N-BaIoT and AWID exceed 100, which can be 
a challenge for the FS method. Besides, the heterogeneity of IoT datasets can contain a 
mix of different types of data, such as numerical, categorical, and text data, which can 
make them challenging to process and analyse. Moreover, IoT datasets can be 
imbalanced, meaning that the distribution of the target variable may not be evenly 
distributed. This can pose a challenge for classification models, as they may not 
accurately reflect the minority class. Furthermore, IoT datasets can be noisy, with errors 
or missing data points, which can affect the accuracy of the classification models. Finally, 
since the dynamic characteristics of IoT datasets can change over time, with new data 
points involving new attack types or zero-day attacks being added or existing data points 
being updated, this can affect the performance of the classification models that had 
outstanding performance in previous datasets. 

Another significant problem is that the optimised feature scheme lacks sufficient 
discriminative ability to identify all classes of assaults even with a single dataset. For 
example, Shafiq et al. (2021) proposed identified 5 from 45 original features by using 
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hybrid FS, which contribute to an effective attack detection performance, however, the 
sensitivity of specific attack such as data theft attack only achieved 66.67%, compared 
with more than 99% of other type attacks such as DDoS attack. Moreover, the same FS 
approach may contribute to opposite output of classification for different datasets. For 
example, in Disha and Waheed (2022), the performance of output of UNSW-NB15 and 
TON-IoT are quite opposite after applying the same FS method, since the class 
distribution is quite different for this two datasets. Thus, the dataset and the objective of 
the classification model should be carefully considered before applying the proposed FS 
method. 

Finally, the other challenge is that any FS may have its side effect. Any effective FS 
approach achieving high performance by using specific ML algorithm or DL algorithm, 
does not mean the FS scheme provide beneficial effect with other learning algorithms. 
For example, in Shafiq et al. (2020), the performance results of C4.5 DT and RF 
outperform the results of SVM and NB with the same FS technique. The result showed 
the proposed FS technique can cause quite different performance result with different ML 
algorithms. In addition, in Shafiq et al. (2021), the performance results of C4.5 DT and 
RF outperform the results of SVM and NB with the same FS technique. The result 
showed the proposed FS technique can cause quite different performance result with 
different ML algorithms. Similarly, with the same FS approach in Medjek et al. (2021), 
RF achieved the best performance compared with other classic ML algorithms involving 
DT, kNN, NB, also outperform the performance of DL algorithm MLP, which may be 
caused by the characteristics of the dataset. Similarly, in Disha and Waheed (2022), the 
proposed embedded weighted Gini-based FS showed positive effect on tree-based 
classifiers, while reduced the performance of neural-based algorithms in terms of 
accuracy and FAR. 

RQ5.3 What are the future research directions of FS in terms of the classification 
performance of IoT security model? 

Since IoT devices are increasingly vulnerable to security threats and attacks, making it 
vital to develop methods for detecting and classifying these attacks. Various studies 
applied various FS methods and ML or DL-based frameworks for attack classification in 
IoT security, which is still a hot area of research, thus, we investigated the future 
directions after this review study as following. 

Diversity and representative of datasets is vital for building generative models for IoT 
security. Because various zero-day attacks are becoming more common in IoT networks, 
a dataset that can represent real-world scenarios can be used as a benchmark for attack 
detection models. Motylinski et al. (2022), Abdulkareem et al. (2022), Kumar et al. 
(2022b) suggested multiple public IoT datasets validation is necessary while retaining the 
distribution of the IoT data in real scenarios when implementing data pre-processing. 
Moreover, for the specific attacks such as botnet, MITM, and routing attacks, self-created 
dataset can be used (Prasad and Chandra, 2022; Malik et al., 2022; Medjek et al., 2021). 

Integration with DL models: The integration of FS algorithms with DL models is a 
promising direction, as it can provide a more effective way of selecting features for large 
and complex datasets (Ahmed and Tjortjis 2022). DL algorithms to extract additional 
features with more characteristics to target attack classes. For example Rahman et al. 
(2021) used auto encoder to extract more characteristics of the original features prior to 
FS to improve classification performance. In addition, efficient FS to reduced feature sets 
can contribute DL model with larger architectures to improve the performance result with 
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lower computational cost (Ozer et al., 2021). Lastly, Gad et al. (2022), Gaber et al. (2022) 
argued using more DL methods with hyperparameters optimised to create more efficient 
models. 

• Semi-supervised and unsupervised FS: There is a growing interest in developing 
semi-supervised and unsupervised FS methods, which can be used when labeled data 
is scarce or unavailable. Halim et al. (2021) suggested unsupervised learning 
algorithms such as clustering to make the machine self-learn new kinds of attacks. 
Guo (2021) suggested PCA as the dimensionality reduction technique to examine its 
performance in IoT IDSs. 

• Multi-objective optimisation: Multi-objective optimisation is a growing area of 
research in FS, as it provides a way of balancing different objectives, such as 
accuracy, interpretability, and computational efficiency (Kareem et al., 2022). 
Optimised meta-heuristic algorithms such as adaptive PSO can be employed (Chohra 
et al., 2022). Kumar et al. (2022b) suggested highly efficient meta-heuristic methods 
considering limited energy resource. In addition, improving the effect of FS to 
predict malicious activities by adjusting the importance score for statistic-based 
techniques, such as PCC (Awad et al. 2022). Trade-off between the speed and 
detection rate can be a direction for feature selection in the future. For example, 
Shafiq et al. (2022) discussed and proposed an algorithm to evaluate and select many 
feature subsets considering the trade-off between complexity of the model and attack 
detection performance. Kareem et al. (2022) proposed hybrid meta-heuristic 
algorithms to search for the most optimal feature subsets with reduced searching 
time, while multi-objective optimisation can further be used for hyperparameters of 
learning algorithms. 

• Explain ability and interpretability: Explain ability and interpretability are becoming 
increasingly important in FS, as it is important to understand why a model is making 
certain predictions, and to ensure that the results are not biased or influenced by 
irrelevant factors. For example, Guerra-Manzanares et al. (2019) proposed a filter 
method using Fisher’s score and local interpretable model-agnostic explanation 
(LIME) at FS and post-hoc interpretation phases, respectively. Moreover, Bhandari 
et al. (2020) conducted a tree-based model with a focus on feature analysis, 
knowledge of these important features can be used to remove irrelevant features and 
also to better understand how the models work and what data should be collected in 
the future. Furthermore, in Shafiq et al. (2021) and Kumar et al. (2021), it is 
promising to observe that the direction of class-wise FS, where different results are 
obtained for different classes using the same FS and ML techniques, might increase 
the performance of a particular attack type. 

• Integration with domain knowledge: The integration of domain knowledge with FS 
is a promising direction, as it can provide a more effective way of selecting features 
that are relevant to a specific application domain. In order to handle the majority of 
IoT data, which involve missing values, categorical features, irrelevant features, and 
distribution imbalance, suitable pre-processing with domain expertise is required. 
Siddiqi and Pak (2021) proposed a statistic way to identify the most suitable 
normalisation method for IoT datasets and suggest a direction of hybrid method for 
normalisation to improve ML-based IDS. In addition, data pre-processing of 
handling class imbalance should keep reflecting the class distribution of real 
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scenarios (Motylinski et al., 2022). Moreover, mitigation of the correctly identified 
attacks implemented as a module in security framework is a promising direction for 
historic security model in IoT networks (Prasad and Chandra, 2022; Khater et al., 
2021). 

• IoT characteristics and infrastructure: lightweight (energy-efficient) with 
considerable performance metrics in IDS are paramount instead of inefficient and 
heavyweight IDS. Ozer et al. (2021) intensively reduced the original 12 features 
optimised by original author, to only 2 features by using feature pair technique. The 
model with minimal selected features toward specific attack class can contribute to 
highly efficient or real-time attack detection system. Moreover, reducing FPR is vital 
to IoT security (Carter et al., 2022), security teams are frequently distracted by false 
identified attacks because they still require a lot of labour to mitigate in additional 
intrusion prevention systems (IPS). Moreover, industrial scale with large attack span 
should be evaluated for the models created from the public datasets (Saurabh et al., 
2022; Illy et al., 2022). Finally, online and incremental FS methods are becoming 
increasingly important, as they can handle large-scale and streaming data in  
real-time, making them well suited for applications in areas such as sensor networks, 
social media, and the IoT. Kumar et al. (2021), Ravi et al. (2022) advocate using the 
optimised models to deploy online for  
real-time anomaly detection in realistic IoT circumstances. 

4 Limitation of the study 

We performed a SLR focused on how FS methods are used in attack classification 
models for IoT security, specifically with ML or DL, using 63 primary studies from 2018 
to 2022. It’s important to note that the results of this review could be influenced by 
factors like our search strategy’s scope, potential researcher bias, and potential 
inaccuracies in data collection. We address these factors below. 

Our search strategy’s coverage was determined by a specific set of keywords aimed at 
capturing the use of FS methods with ML or DL for IoT security from selected academic 
databases. However, this approach might not have included studies that used different 
keywords or databases. 

Another potential issue relates to researcher bias. We excluded studies that used 
specific datasets from the assessment of quality scores, which could introduce bias. 
Additionally, the quality scores might not fully capture the overall quality of a study 
since they’re focused on the expected FS-related findings in the title, abstract, keywords, 
and full text. 

Furthermore, there’s a chance that the data extraction for the FS taxonomy in our 
study might have some inaccuracies, like the categorisation of FS purposes, methods, 
validation methods, and performance metrics. 

Nonetheless, we ensured accuracy by carefully extracting databased on a thorough 
understanding of the studies. Our study maintains its reliability by providing 
comprehensive search coverage, detailed data items, and clear criteria for addressing our 
research questions. 
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5 Conclusions 

FS is a crucial step when building ML and DL models for IoT security. These models 
help detect and prevent threats and attacks. As IoT networks become more diverse and 
generate large amounts of data, choosing the right features becomes even more important. 
It helps make the models accurate and efficient by simplifying their complexity. This 
research conducts a SLR of studies about FS methods for IoT security from 2018 to 2023. 
We reviewed 63 articles and conference papers from different research databases like 
Web of Science, IEEE Xplore, Scopus, ScienceDirect, ACM, SpringerLink, and Wiley 
Online Library. First, we introduced the concept of IoT security and FS. Then, we 
explained our research process, including planning, research questions, searching for 
papers, deciding which papers to include, assessing their quality, collecting data, and 
analysing it. We assessed the quality of the papers based on specific criteria and selected 
63 papers as primary studies. We organised and presented these studies based on different 
aspects such as the current state of FS in IoT security, trends in FS, benchmark datasets 
used, validation methods for FS, and performance metrics. We also looked into the 
limitations, challenges, and future directions of FS. Our hope is that this study will be 
valuable for other researchers. It offers a thorough review of how FS has been used in 
IoT security over the past few years. 
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