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Abstract: Industry 5.0 envisions humans working alongside emerging
technologies and enabled by the fusion of devices and sensors using
information and communication technologies (ICT) to facilitate process
automation, monitoring and distributed control in industrial control systems
(ICS). However, the application of disruptor technologies and exposure of
insecure devices broadens the attack surface making ICS an attractive target for
sophisticated threat actors. Furthermore, ICS deliver a range of critical services
hence disruption of industrial operations and services could have serious
consequences. This study proposes an anomaly-based intrusion detection
system for a water treatment plant based on a new model to determine variable
significance for improved detection accuracy using machine learning (ML)
algorithms coupled with incident classification based on functional impact.
Determining statistical significance for independent ICS variables was
addressed using logistic regression. Overall, 39 variables are deemed relevant
in diagnosing the system state of the ICS operation to be expected or under
attack. Our approach is validated using the secure water treatment (SWaT)
testbed. Experimental results reveal that anomaly detection was effective using
k-NN, ANN and SVM achieving an Fl-score of 0.99, 0.98 and 0.97
respectively.

Keywords: critical national infrastructure; fifth industrial revolution;
operational technology; smart city; advanced persistent threats; APT; artificial
intelligence.
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1 Introduction

Industrial control systems (ICS) integrate with disruptive technologies and
innovative solutions to support modern critical networked utility infrastructures
such as water treatment systems, electricity generation plants and gas pipelines
(Rakas et al., 2020; Dhirani et al., 2021). However, with disruptive technologies
including 5G, edge computing, and artificial intelligence (Al) increase the ICS’ attack
surface by introducing new attack vectors (Dhirani et al., 2021; Bakalos et al., 2019; Kiss
et al., 2014k; Ahmadi-Assalemi et al., 2020). Additionally, the proliferating availability
of cyber tools and service lowers the entry point for threat actors to gain adversarial
capabilities. These threats usually degenerate into real-time adversarial attacks that cause
disruption. Consequently, cyber-attacks against ICS could result in real-world
damage and have profound consequences for entire communities (Lin et al., 2018;
Ahmadi-Assalemi et al., 2019). Therefore, ICS must continually adapt to deal with the
current and manage the risk against future increasingly sophisticated and hostile threat
landscape within their complex threat environment. Additionally, organised cybercrime,
including emerging risks from state-aligned adversaries, requires timely detection to
isolate and eradicate attack methods (Bakalos et al., 2019; Bristow, 2021). The
motivation for this research study is rooted in the opportunity offered by machine
learning (ML) techniques to address the prevalent and emerging threats in ICS and to
advance knowledge in this field.
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In recent years, ML approaches have been adopted in numerous science domains to
solve problems relating to threat detection (Abdulhammed et al., 2019). Meanwhile,
today’s industry-standard ICS lack inbuilt capabilities to effectively detect anomalous
behaviour and forecast system malfunctions (Liu et al., 2018). Statistical, specification,
signature and rules-based approaches cannot deal with encrypted traffic and unknown
attacks (Elmrabit et al., 2020). Besides requiring high processing time to check and
update signatures, in the absence of an identified vulnerability, an attack signature is not
available (Moustafa et al., 2018). Likewise, specification-based detection requires
detailed system definitions and an accurate understanding of the physical process
which is often challenging due to the complexity of the ICS environment (Junejo and
Goh, 2016). Therefore, in several scenarios, these methods are outperformed by
behaviour-based ML techniques that detect previously unseen attacks. This is
accomplished by training a predictive ML model to classify any behaviour that deviates
from normal events (Elmrabit et al., 2020; Junejo and Goh, 2016; Apruzzese et al., 2018;
Ahmadi-Assalemi et al., 2022). As part of a defence mechanism, ADS can be developed
and optimised to be fit-for-purpose to address anomalies manifesting in ICS that include
large-scale and high-dimensional datasets (Alimi et al., 2021; Feng et al., 2019; Mitchell
and Chen, 2014). ML methods that consist of supervised, semi-supervised and
unsupervised algorithms, can achieve a binary or multiclass classification of normal and
anomalous behaviour from physical plant sensor data in ICS (Robles-Durazno et al.,
2018). Furthermore, ML analytical capabilities require no or limited human intervention
to improve industrial processes (Elmrabit et al., 2020). While the range of ML techniques
shares the same objectives, the structure of their models including their strengths and
weaknesses vary. In this study, we apply supervised ML algorithms for binary
classification to realise an indication of anomaly (IoA), then assess the indication of
compromise (IoC) as part of an incident classification model for water treatment plants
(IWaP). Prior research informs the selection of the algorithms, based on their
characteristics, use and performance to improve and automate the detection of anomalies
as part of resilient ICS.

This study addresses the following research questions: How can we determine the
right sensors/actuators data variables to facilitate anomaly detection for a given ICS
scenario? How can anomalies in ICS be detected using ML leveraging support vector
machines (SVM), k-nearest neighbour (k-NN) and artificial neural network (ANN)?
Which of the selected ML algorithms accurately detect anomalies in a given ICS
scenario? And how can we classify detected incidents in this context? This research aims
to develop and evaluate a new model to improve the detection and classification of
anomalous behaviour in ICS in the context of a water treatment system and present a
direction for future research. Our key contributions are as follows:

e aphysical process variables selection method to facilitate anomaly detection in ICS

e ICS physical control process-based anomalous behaviour detection method modelled
to leverage SVM, k-NN and ANN learning algorithms

e incident classification process for ICS based on the functional impact.

In the remainder of the paper, we discuss the background and related work in Section 2.
Introduce the IWaP model in Section 3 and the research methodology in Section 4. Then,
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we present our results and related evaluation in Section 5, the discussion in Section 6, and
finally the conclusion in Section 7.

2 Background and related works

2.1 ICS and water treatment systems

ICS consist of collections of programmable logic controllers (PLC), human machine
interfaces (HMI), supervisory control and data acquisition (SCADA) subsystems that
control field devices or equipment through the monitoring and processing of data
associated with industrial processes (Feng et al., 2019; Hadziosmanovi¢ et al., 2014).
Centralised data acquisition and control are vital for maintaining the operational
efficiency of the ICS (Rakas et al., 2020). SCADA systems are commonly used in critical
industrial infrastructures such as water treatment systems. According to the following
study (Yang et al., 2017), ICS embody a variety of heterogeneous hardware and software
tools that synergistically support industrial operations. However, Yeckle and Abdelwahed
(2017) highlighted that ICS were not traditionally designed to sustain networking-enabled
applications. SCADA systems have evolved from large first-generation systems to
dispersed systems of the second generation that were based on exclusive network
technologies. This evolution guided the development of the third-generation, fully
networked modern systems that leveraged the use of internet technologies (Tariq et al.,
2019). In modern environments, most of the ICS components are connected to
telecommunications networks and interact with the internet (Kaspersky, 2017). Today’s
ICS are fully integrated with the fourth industrial revolution technologies such as big data
analytics, internet of things (IoT), cloud computing, robotics, mobile computing and Al
to fulfil industry requirements.

2.2 Inherent and emerging threats in ICS

ICS components that are connected to the internet expose them to sophisticated
adversaries who target and disrupt the steady functioning of these systems with
destructive consequences, often exploiting poorly protected elements that support control
processes (Lin et al., 2018; Ahmadi-Assalemi et al., 2019; Lier, 2017). While literature
indicates the prevalence of attacks against ICS and CNI (Hemsley and Fisher, 2018;
Bristow, 2021), research also highlights vulnerabilities affecting the supply chain
(Claroty Team 82, 2021). Furthermore, the report by Kaspersky (2021) noted that the
internet, removable media and email are the most prominent threat sources in industrial
infrastructures. Of the 33.8% who attacked ICS machines, 18.2% utilised the internet as
an attack vector.

Although the frequency of announced attacks against ICS is limited, several
substantial high-profile incidents have been reported and state-aligned adversaries
including with ideological motivation are emerging. For example, in 1982, a Trojan was
implanted in SCADA software which triggered a gas burst along the Trans-Siberian
pipeline (Robles-Durazno et al., 2018). In 2000, a sewerage control system in Australia’s
Queensland was attacked causing massive spillage of raw sewage into the surrounding
town (Céardenas et al., 2011). Besides these, the nuclear network infrastructure in Iran
was targeted by the Stuxnet worm between 2005 and 2010 (Robles-Durazno et al., 2018).
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Other noteworthy attacks include the Bowman Avenue Dam in 2013, where hackers took
control of floodgates that monitor water levels and control flow rates (Hemsley and
Fisher, 2018), and the German Steel Mill security breach in 2014, which was perpetrated
by a credential theft via a spear-phishing email announcement, causing damage to the
plant’s blast furnace (Lee et al., 2014). In addition, the 2015 attack on the power grid in
Ukraine’s capital city, Kyiv, caused a power outage affecting 200,000 Ukrainians (SANS
ICS, 2016).

Besides threats from external actors, ICS are susceptible to internal factors such as
malicious intent and accidental hazards including professional error. Anomalies that arise
from internal or external attacks require effective detection near real-time to ensure stable
systems operation. We define anomalies as random variations in the state or condition of
a system that causes measurable effects, and it is typically an outlier event (Cook et al.,
2020). Devices within an ICS process use operating actuators and reading sensors to
handle variables such as temperature, pressure, and flow (Wang et al., 2014). According
to Goh et al. (2017) any anomalous behaviour due to erroneous sensor measurements or
readings, malfunctioning sensors and actuators, incorrect states of devices and
mismatches with defined ICS standard thresholds may correspond to a detection event.
Faulty sensor and actuator measurements or states could directly violate the operational
safety bounds and conditions set for the water treatment ICS and potentially endanger
public health and safety. Thus, developing methods that detect anomalous system states is
critical to improving the cyber resilience in ICS as part of a layered defence-in-depth
approach.

2.3 Anomaly detection

Anomaly or outlier detection is a class of techniques that identifies unusual activities,
events or elements concerning large amounts of data being generated or ingested into a
system (Cook et al., 2020). The development of robust anomaly detection techniques is
an ever-growing challenge as attackers’ appetite, motivation and capabilities of attackers
to launch attacks on critical national infrastructures grow by the day (Elmrabit et al.,
2020). Various threats including botnets, spoofing, session-hijacking, Denial-of-Service
(DoS) attacks, botnets and SQL injections are some of the threats endangering ICS
stability industry-wide.

Traditionally, signature-based techniques are used for detecting attacks on a network
or system. These techniques make use of pre-identified indicators for detection. However,
there has been a significant rise in the number of zero-day attacks in modern
environments. These high-risk attacks are capable of causing severe ICS disturbances
because of their ability to exploit software vulnerabilities before the developers become
aware of them (Moustafa et al., 2018). Attacks such as these cannot be detected using
traditional signature-based techniques, which leads to the need to develop advanced
techniques for this purpose. Moreover, existing anomaly detection techniques use a
reference point of the ICS, which is inadequate evidence for ascertaining if the system
abnormality results from an attack or a fault (Kaouk et al., 2019). With this backdrop,
Elmrabit et al. (2020) emphasises the urgent need to develop robust systems, specifically
for industries where sensitive information is held and critical operations occur.

Incorporating new technologies has created numerous paths and vectors for
cyber-criminals to execute malicious acts (Givehchi et al., 2013). For example, water
treatment and distribution systems are usually large, dispersed and comprise several
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exposed elements in public areas (Abokifa et al., 2019). Given such high exposure, the
water supply systems encounter a significantly large number of anomalies that are
either caused by general system failures or intended system attacks. Unfortunately,
industry-standard ICSs have limited security capabilities for detecting anomalous
behaviour and forecasting system malfunctions (Liu et al., 2018). Consequently, the need
for the development of models that fetch and classify ICS anomalous behaviour is of high
priority, and the state-of-the-art suggests the use of ML algorithms for effective anomaly
detection (Feng et al., 2019).

2.4 Learning techniques for anomaly detection

ML algorithms are the most used techniques for detecting, classifying, and predicting
anomalies (Elmrabit et al., 2020). These algorithms have initiated many technological
breakthroughs in the cybersecurity space. Furthermore, their ability to develop systems
that learn from past experiences can effectively be used to classify the behaviour of
industrial systems (Feng et al., 2019). ML algorithms are categorised into supervised,
semi-supervised and unsupervised learning algorithms. Supervised learning algorithms
use labelled data to train the model, making predictions for an unknown dataset (Dalal,
2020). On the other hand, unsupervised ML algorithms use unlabelled data for training
the model. They identify input data points by comprehending the underlying structure of
the dataset. Semi-supervised ML algorithms draw inspiration from both supervised and
unsupervised ML. In the case of SCADA systems, supervised ML algorithms are
arguably the most popular choice for implementing security models and solutions (Alimi
etal., 2021).

SVMs are extensively applied for classification and regression (Shang et al., 2018).
Most SCADA system operations can be reduced and represented as a binary
classification problem thus making the use of SVM algorithms suitable for these tasks.
Existing literature attests to the effective use of SVM for such problems (Schuster et al.,
2015; Terai et al., 2017; Turkoz et al., 2020). K-NN is a distance-based supervised ML
algorithm, which is simple to design, easy to interpret and incurs low computation time
(Alimi et al., 2021). K-NN classifies unknown data points based on their distance from
the neighbouring, known data points (Arora et al., 2021). This technique has been used
for modelling intrusion detection on the SCADA dataset in Alimi et al. (2021) and
Gumaei et al. (2020). ANN is similar to the SVM in handling multi-dimensional data
with good generalisation. In its simplest form, ANN uses perceptrons for identifying
linearly separable patterns (Alimi et al., 2021). Classification models with proven
effectiveness for SCADA systems have been developed and validated (Kosek and
Gehrke, 2016; Demertzis et al., 2017; Shalyga et al., 2018).

A previous study (Junejo and Goh, 2016) applied nine supervised ML algorithms for
detecting and classifying behaviour-based attacks on the raw water stage 1 (P1) of the
secure water treatment (SWaT) testbed. The data was exposed to 18 different attacks
based on sensor and actuator values. SVM, J48 decision tree, multinomial logistic
regression (LR), Bayesian network (BayesNet), neural networks (NN), naive Bayes (NB),
random forest (RF), instance-based learning (IBK) and best-fit (BF) tree algorithms were
used to develop corresponding models. The results of the study demonstrated the best
accuracy and precision for a BF tree algorithm. However, the proposed system is
susceptible to new attacks as it cannot detect attacks that are not included in pre-selected
categories. Another study utilising this dataset (Goh et al., 2017) targeted the
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identification of attacks on P1 proposed using an unsupervised learning algorithm,
recurrent neural networks (RNN), as the predictor model. After normalising the features
of all the P1 sensor and actuator values, the RNN model is then trained and tested. A
cumulative sum technique is applied to ascertain irregularities between the actual sensor
data and the outputs of the trained model. The created RNN model detects most of the
anomalies in the control network with low false-positive rates (FPR) in addition to
determining which of the sensors was attacked.

Both previously discussed studies (Junejo and Goh, 2016; Goh et al., 2017)
investigated intrusions against the SWaT testbed. Inoue et al. (2017) study used the
complete dataset to investigate the performance of a deep neural network (DNN) and
one-class support vector machine (OCSVM) for detecting irregularities in a water
treatment plant. Inoue et al. (2017) applied unsupervised learning for model development.
The advantage of using this approach comes from the fact that this type of learning
permits the derivation of models solely based on data presented and does not require an
understanding of the target ICS complexities. In comparison to injecting part of the
SWaT dataset with 18 attack scenarios in Junejo and Goh (2016), Inoue et al. (2017)
made use of the 36 attack scenarios applicable to the entire dataset. The latter study
included actuator, sensor and network traffic data gathered over 11 days of non-stop
operations. The water treatment dataset contained benign data produced under days of the
regular operation of the testbed and malicious data comprising 36 anomaly scenarios. The
results of the study proved that DNN performs better than OCSVM.

Detection of integrity attacks on SCADA systems was studied by Almalawi et al.
(2014), in which k-NN and clustering techniques were employed to facilitate automatic
identification and extraction. During the identification stage, the density factor for the
k-NN of a data point was used for computing an inconsistency score. An optimal
inconsistency threshold was then determined to differentiate between anomalous and
expected behaviour. During the extraction stage, the prominent fixed-width clustering
method was extended to extract proximity-detection rules, which were then used to form
a small dataset that best represented both normal and anomalous behaviours visible in the
training dataset. Extensive experiments were carried out on one real dataset from an
urban wastewater treatment plant and two simulated water distribution system datasets.
The real dataset consisted of daily measuring of sensors from an urban wastewater plant
that consisted of 38 data nodes, approximately 527 observations with 14 labelled
inconsistent. The simulated datasets were produced from a virtual SCADA lab for water
distribution systems using visualisation features to represent the SCADA components and
the EPANET library of hydraulic and water quality models. These datasets consisted of
23 nodes with approximately 105,000 observations with 100 inconsistent observations
per dataset. The anomaly detection accuracy of the proposed approach was determined to
be high and comparable to other state-of-the-art approaches. However, since this
approach requires the computation of an inconsistency score for each observation, it
proves to be computationally expensive, which is one of its most profound disadvantages.

Other approaches include a hybrid model for intrusion detection system (IDS) that
detects anomalies using a combination of Bloom filter and instance-based k-NN
algorithm (Khan et al., 2019) and combined use of convolutional neural networks (CNN)
and principle component analysis (PCA) for detection of anomalous behaviour (Priyanga
S et al., 2020). Both these methods have exhibited effectiveness in identifying a high
number of attacks within minimal time. Besides these, a deep learning-based approach
for anomaly detection system (ADS) was also proposed, which uses CNN for updating
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the model of normality according to changes observed through continuous monitoring of
sensor states in the industrial environment (Abdelaty et al., 2021). In another study, an
effective ML-based approach was proposed for real-time anomaly detection in a clean
water supply system (CWSS) (Robles-Durazno et al., 2018). One of the sensors in the
system monitors energy consumption. Data collected from this sensor is marked benign
or malicious, which is then used to test the performance of SVM, k-NN, and RF
algorithms. A testbed implemented by Festo MPA Control Process Rig at Edinburgh
Napier University was used for validating the proposed approach. The results of this
study indicate that RF performs better than SVM and k-NN in terms of accuracy and
F-measure. However, k-NN incurred lesser computation time with compromised
accuracy and F-measure.

Along similar lines, Arora et al. (2021) also validated that RF and k-NN are
better-performing algorithms for anomaly detection and classification in SCADA systems
than SVM, NB and Decision Tree (DT). Existing research (Phillips et al., 2020) has also
examined the viability of ML algorithms in detecting new security threats specific to
SCADA systems and the Modbus protocol. This work demonstrated the use of ML
algorithms such as SVM, DT, k-NN and k-means clustering, to detect unsafe traffic in a
dataset produced via a remote terminal unit (RTU), which leverages the Modbus
protocol. This communication protocol is typically used by industrial devices in SCADA
systems and does not have an established authentication or authorisation system. As a
result, data integrity is not verified. Results conclude that SVM is the best-performing
algorithm among the four algorithms used in the study. In another study (Robles-Durazno
et al., 2020) on the detection of attacks on the Edinburgh Napier University CWSS
generated from a Festo MPA compact workstation, k-NN and SVM performed better
than NB, DT and multilayer perceptron (MLP) in terms of accuracy, false positive
and false negative rates. In contrast to the results presented by previous studies, Robles-
Durazno et al. (2018) identified RF as the best-performing algorithm, highlighting the
relatively lower performance of SVM for its use case. Thus, it can be inferred that SVM
and k-NN are robust single classifiers, but they prove to be weaker when compared to
ensemble classifiers such as RF.

A forecasting approach using NN for early anomaly detection was provided by
Shalyga et al. (2018). This approach introduces a genetic algorithm-based technique for
optimising network architecture selection and was tested on the SWaT ICS testbed
dataset. NAB-score and F-measure are used as evaluation metrics. The best-performing
NN model (MLP) could accurately detect 25 out of 34 anomalies, translating to seven
false positives. This model had an F-score of 0.812, with a precision of 0.976 and a recall
of 0.696. Furthermore, the proposed model had only an average anomaly detection delay
of 11% compared to the complete anomaly’s duration. This approach can also interpret
anomalies concerning the sensor’s location, which can be incorporated into future
systems.

Although existing literature suggests using supervised and unsupervised learning
methods for intrusion detection in ICS, supervised learning algorithms have reduced false
alarm rates and better detection performance (M.R. et al., 2021). The use of standalone
supervised algorithms for intrusion detection in SCADA systems has been proposed
by many authors, but ensemble methods have demonstrated improved performance
(Robles-Durazno et al., 2020; Tamy et al., 2019). There is a wide range of supervised
algorithms that have been proposed for this purpose, including SVM, k-NN, ANN,
Bayesian networks (BN), decision trees (DT), and random forests (RF). Each of these
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models is suited for different classification scenarios and has different strengths and
weaknesses, as highlighted by Alimi et al. (2021). Intrusion detection in ICS is a binary
classification problem, which makes SVM well-suited for this purpose. Other advantages
of using SVM for this purpose include robustness to high dimensional data and good
generalisation. This algorithm performs exceptionally well even in scenarios where the
data is non-linearly separable in feature space. ANN has similar benefits of robustness
and generalisation. Many authors have proposed k-NN as the algorithm of choice for
SCADA systems because of its low computation time and its ability to be easily
interpreted (Alimi et al., 2020). Hence, in this study, we employed supervised ML
leveraging distance-based and shallow neural networks algorithms utilising SVM, k-NN
and ANN to develop the models for anomaly detection and classification.

Other supervised methods such as DT, RF and BN were eliminated because of
specific disadvantages reported about them. DTs require the creation of trees and tend to
struggle if the data is high-dimensional. Moreover, overfitting is a well-known problem
in DTs, and proper pruning is necessary for its management. RF extends DT in a way that
requires the creation of many trees. As a result, this algorithm is computationally
intensive. Finally, even though some authors have proposed it, BN also underperforms
with high-dimensional data. Additionally, SCADA/ICS systems contain multiple nodes,
and BN implementations are expected to involve high computational requirements in this
scenario (Borujeni et al., 2021). Moreover, our study proposes a variable selection
method that uses the logistic regression model (LRM) for feature selection to improve
system performance because of its interpretability in the form of probabilities instead of
binary outcomes.

3 Incident classification model for water treatment plants

ICS provide a range of critical services, which if disrupted, could result in substantial
real-world damage. Furthermore, data-driven methods to protect ICS require different
conditions to enable testing of individual events to determine incidents. The IWaP model
aims to fetch systems events from the physical control layer of water treatment plants and
perform process-based detection analyses to identify indicators of anomalies (IoA). Not
all anomalies are incidents with an impact on the ability to provide all services. IWaP
leverages the National Institute of Standards and Technology (NIST) Special Publication
(SP) 800-61 Rev 2 (NIST, n.d.) and adapts to include the functional impact categorisation
where the potential IoC is mapped to eight levels of functional impact where Level 1 has
no impact and Level 8 has a high impact of a denial of a critical process to the water
treatment plant. In this context, an IWaP event is any change, error or recorded
interruption. However, since not all events qualify as an imminent threat of violation of
the system’s security principles and resilience, IWaP considers events classified as
Level 3 (minor impact to a non-critical process) or above as incidents and logs them
accordingly for further analysis by the incident response team. The IWaP model is shown
in Figure 1.
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Figure 1 IWaP model (see online version for colours)
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and classified.

3.1 Data mining for supervised learners training

IWaP adapts the cross-industry standard process for data mining, generally known as
CRISP-DM (CRISP-DM) framework (illustrated in Figure 2) to guide the data mining
process. CRISP-DM was created as an open standard to provide a clear model for
analysis. CRISP-DM is the de-facto standard and an industry-independent process model
applicable to data mining projects (Schroer et al., 2021).

Figure 2 Schematic diagram representation of the CRISP-DM framework (see online version
for colours)
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The IoC process is deployed using supervised ML algorithms, to facilitate training on the
current and future attack samples Figure 3 demonstrates a training procedure mapped to
the CRISP-DM framework phases. Pre-processing includes data cleaning and other
fundamental phases such as feature selection. Feature engineering approaches such as
feature selection, weighting, extraction and reduction have an impact on the performance
of the predictive classifiers and the predictive performance optimisation. They can also
reduce the computational complexity of imbalanced datasets used for training purposes
(Alimi et al., 2021).

Figure 3 [WaP datamining and supervised learning procedure (see online version for colours)
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3.2 Process-based anomaly detection

Figure 4 illustrates simplified ICS architecture components consisting of devices and
subsystems categorised into three layers. IWaP is a physical control process-based
anomaly detection model. The physical and control components of a water treatment
system comprise sensors (S) and actuators (A) connected to the plant equipment that
provide readings from and modify the physical plant field instruments’ processes (P1, P2
... Pn) via received and transmitted PLC signals. For example, water level meters,
pressure indicators, pH monitors, flow meters and conductivity are some of these sensors
while actuators comprise several motorised valves and pumps. The PLC link the plant
instruments with SCADA, HMI, Historian and other engineering workstations at the
logical control layer leveraging communication networks. The corporate network forms
the top layer of industrial automation comprising information technologies that manage
the system control and automation. This study does not focus on network traffic nor zone
segmentation between the ICS layers, and they are not shown in Figure 4. The first
process (P1) typically represents the intake and storage of raw water in the water
treatment systems undergoing various phases of treatment to reach the last process (6b)
outputting filtered water. The remaining processes are logically assigned in order such as
the second process (P2), where water flows through a chemical pre-treatment process
involving water quality assessment and chemical dosing of low-quality water. The plant
in each of the process phases contains sensors and actuators that report and modify the
state of the physical process.
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Figure 4 Simplified architecture components of ICS (see online version for colours)

Corporate Metwork

Enterprise Level 4 : ERP, Enterprise endpoints
Logical Control _________________________;_ ______________________________
Management Level 3§ SCADA  HMI Historian |
Supenision Level 2¢ i
4
+
Physical Control ; ____________________________
| v M
i Pl P2 P3 P4 P5 Péa  PGb |
Control Level 1 ; PLC PLC PLC PLC PLC PLC PLC
i - - 'y 'y & A i E
1 v ¥ Y v v L 4 v
Field Level 0 | A S A s ASASA SAS A
" j

Field Devices

3.3 Data preparation for modelling

The first step towards developing ML models for anomaly detection in ICS is to
determine the statistical significance of variables and their impact on anomaly detection
so that insignificant variables can be screened out. The data preparation phase of the
model determines which variables to include. For example, the ‘timestamp’ variable
representing the sensors’ and actuators’ data collection time and the date are not
necessary for the model-building to classify anomalies. Data cleaning follows, where
missing values and possible records with outliers are typically removed (Elmrabit et al.,
2020). The LRM is an example of an appropriate feature selection method to screen out
insignificant variables but also to avoid overfitting. The Logit model takes the format
represented in (1),

ln(1 Pip ] =P+ A FIT 101+ G, LIT _101+...+ 5P 603+ u;, )

where P; is the probability of having an attacked state, 5 are the model slope coefficients,
the independent variables in the data and In is the natural logarithm. In (1), In(P/1 — P) is
the Logit transformation defined as the log of the odds given in equation (2),
P
odds; = —— 2

-y 2
After screening the variables for significance, ML models are developed. Our model is
based on SVM, ANN and k-NN algorithms. Each of the classifiers was applied separately
and the attained results were compared.
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3.4 Model building with SVM algorithm

Proposed by Vapnik (1998), the SVM algorithm is based on a concept of decision
boundaries that are commonly used in SCADA binary classification problems. A robust
classification method that is suitable to deal with high dimensional datasets with good
generalisation ability (Alimi et al., 2021; Xin et al., 2018). In this study, SVM acts as a
classifier to determine whether a combination of sensor and actuator readings denote an
attacked mode or a normal one. The SVM operates by choosing the optimal hyperplane,
see Figure 5. The hyperplane is then placed at the centre of the support vectors (the data
points) where the distance is the maximum from the closest points of either class giving
the least test errors.

Figure 5 SVM structure in two dimensions and distance measure calculation (see online version
for colours)
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We map a new system behavioural mode on the hyperplane with complex feature space
x, represented in (3):

®(x)e RM, where xe R”. 3)

The transformed feature space for each input feature is mapped to a transformed basis
vector @(x), as defined in equation (4):

®(x): R® — RM. (4)

After the transformation, we separate these points to get a decision boundary that divides
the points into their respective classes. The equation of the main separator line is called a
hyperplane equation which is given as:

H:wl (x)+b=0 5)

where b is the intercept and bias term of the hyperplane equation in D dimensional space.
SVM segregates the data points to minimise the misclassification errors by computing the
distance between data points and the separating line as shown in Figure 5. The distance of
a hyperplane equation w/®(x) + b = 0 from a given point vector ®(xo) is given as:
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dy (q)(xo))zw (6)

(I

where || w || is the Euclidean norm for the length of w given by:

[wlly = /w2 + w3 +...+w? 7

wheren=1,2, ..., 51.

We utilised an 80:20 dataset ratio to train and test the model. Data manipulation was
performed where log transformations were done so that the data points from both sensor
and actuator readings fall within the same range.

3.5 Model building using ANN algorithm

The second ML model was constructed using the ANN algorithm to classify the system’s
behavioural mode as normal or attacked, see Figure 6. The ANN algorithm is robust to
high-dimensional data with good generalisation ability (Apruzzese et al., 2018; Alimi
et al., 2021). It imitates biological neurons by using interconnected basic processing units
and nodes (Abiodun et al., 2018). The network neurons fire above a certain threshold;
hence a function that behaves similarly was employed. We utilised the step function in
Python defined by (8),

1, ifx>0
H(x)= (8

0, otherwise

The input to the neuron must exceed the threshold to trigger firing due to various neural
connections. However, the neurons must be merged uniquely. A weighted sum of the
incoming input was used to permit firing to achieve this. Let x denote the entering
neuron’s output vector and w-x denotes the dot product, where w is the weight vector. To
improve the neuron’s capacity, a threshold value was set arbitrarily that was calculated by
multiplying the weighted total of the inputs by a scalar. This calculation is performed
because the new step function H(x + (b)) at x = b equals 0, which is the step function’s
threshold. Adding a scalar of —b forced the neuron’s activation threshold to be set to b.
The bias b is the amount by which the step function is shifted away from the natural
threshold at x = 0. Python was used to create the neuron output model for the following
two processes. The activation function given in (9) was applied to the first-stage outcome

- ey >
H(w34p)={b WxTb20 ©
0, otherwise

The final step in the ANN model-building process is a choice of an appropriate activation
function. This step is essential because the neural network consists of linearly connected
neurons, resulting in a non-linear function. This fraction cannot be modelled by the step
function discussed. Hence, we utilised a more complex continuous sigmoid function
(Zhou, 2012). The sigmoid function given in (10) was computed in R Studio, with an
output range of 0 to 1.

d(x)=

(10)

l+e™
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The ANN’s multi-layer perceptron (MLP) architecture was utilised with an 80:20 dataset
ratio to train and test the model. Data manipulation was performed where log
transformations were done so that the data points from both sensor and actuator readings
fall within the same range.

Figure 6 ANN structure algorithm (see online version for colours)
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3.6 Model building using the k-NN algorithm

The third ML model was constructed using k-NN with an 80:20 dataset ratio to train and
test the model. The k-NN algorithm is a universal function approximator under certain
conditions with a simple underlying concept illustrated in Figure 7. It is known as a lazy
learning algorithm, k-NN is a popular classification method to model anomaly detection
in SCADA systems (Elmrabit et al., 2020; Xin et al., 2018). K-NN is a simple
non-parametric classification algorithm based on a distance function that classifies data
points and computes the class label based on the k nearest points where k is always a
positive integer. Instead of approximating the target function f{x) = y globally, during
each prediction, the k-NN algorithm approximates the target function locally. It uses the
datasets closest in proximity as it is easier to learn to approximate a function locally than
globally. The k-NN model is a classification algorithm often described as a majority
voting where k data points are referenced to a class with >50% data points nearer to it.
The distances are calculated using the computation in (11):

d(x1, x[“)=\/2'j;(x5‘” ) (11)

where d is the Euclidean Distance (Zhou, 2012; Kuncheva, 2014). The Euclidean norm is
used to calculate the distances between the datasets and the neighbours, which is used to
classify the data into either normal or attacked mode. The distances are stored in Python,
sorted in ascending order and the first k entries are listed to assign a class to the new
sample based on the majority of the classes present in the neighbour points.




Feature-driven anomalous behaviour detection 17

Figure 7 k-NN structure algorithm in two dimensions (see online version for colours)
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4 Case study: piloting the IWaP model
4.1 Dataset description

The experiment utilises the SWaT testbed built by iTrust, Centre for Research in Cyber
Security, Singapore University of Technology and Design (Mathur and Tippenhauer,
2016). The testbed represents a purpose-built scaled-down version of a water treatment
plant designed for cyber security research, with the ability to produce 5 gallons of
drinking water per minute (Goh et al., 2017). The physical plant consists of industrial
hardware to simulate the real behaviour of the operational components allowing data
gathering in a controlled environment. The dataset contains fifty-one independent
variables recorded every second (Goh et al., 2017). Data collection took eleven days. The
plant generated data under normal operations during the first seven days and attacks were
launched against the system during the remaining four days. The data was gathered under
two behavioural modes: normal and attacks. Some attacks were launched consecutively
whereas other scenarios permitted the system to reach a normal operating state before the
launch of the next attack. The attacks lasted from a few minutes to an hour. The dataset to
be used contains sensors and actuator data related to the physical properties of the plant.
The monitoring sensors include level and flow indication transmitters, analyser indicator

transmitters for conductivity, pH and oxidisation reduction potential, pressure and
differential pressure transmitters.

4.2 Process analysis

The process analysis phase in our model concluded six main processes (P1, P2 ... P6)
corresponding to the physical and control components of the water treatment system. The
system houses a total of fifty-one actuators and sensors. The first process (P1) involves
the intake and storage of raw water to be treated in the water treatment systems. In the
second process (P2), water flows through a pre-treatment process involving water quality
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assessment and chemical dosing of low-quality water. Unwanted materials in the water
are filtered and removed via the Ultra Filtration (UF) system during the third process
(P3). In the fourth process (P4), the water is further dechlorinated using Ultraviolet
lamps. Any inorganic impurities are reduced from the water using a Reverse Osmosis
system during the fifth process (P5). Lastly, following the Reverse Osmosis the sixth
process (P6b) entails water storage awaiting distribution in a water distribution system,
which for the purpose of the testbed is recycled. However, the treated water can be
transferred back using the UF backwash pumps (P6a) for re-processing (P3). The process
summary is shown in Figure 8.

Figure 8 Testbed process summary (see online version for colours)
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4.3 Experiment procedure and tools

The experiment procedure corresponds to the IWaP phases illustrated in Figure 3. During
the data preparation phase, we determined which of the fifty-one dataset explanatory
variables can be employed in the model. Then, a conversion of the categorical system
response represented by the ‘attack state’, which indicates anomalous instances, was
encoded to the numeric value 1. The ‘normal state’ which is indicative of the normal
instances was encoded to 0. The numeric values help represent the states of the system as
binary properties. In this study, we use the terms attacked system mode and attacked state
to denote anomalous behaviour instances in the dataset. Therefore, enabling mathematical
computations relating to performing ML to occur. In total, 449,919 records composed of
fifty-one columns representing variables, independent variables and one column
representing the dependent variable, which is also referred to as the system behavioural
mode, were used in the data preparation phase.

Data pre-processing and feature extraction from the dataset were performed using
R-studio. First, to predict the properties of unknown data, we defined the features that
will be used to classify the corresponding system state, represented as the x values, and
behavioural mode, represented as the y values. Then, given the reduced dataset deduced
from the LRM phase, we carried out feature selection which involves grouping the data
into 39 features represented by variable x and its corresponding system behaviour mode
represented as y. The data collection, pre-processing and feature extraction delineated as
D1;, D2; and D3; in Figure 1, are replicated for the three employed algorithms, SVM,
k-NN and ANN applied in the modelling phase. Once the variables have been defined,
the dataset uses an 80:20 dataset split ratio to train and test the model. The pre-processing
function named Standard Scalar is called to standardise the data features by removing
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means and scaling to unit variance. As supervised learning is employed, the implemented
model is required to learn the behaviours of normal and attack data. Then, a supervised
ML model is constructed implementing the SVM, k-NN and ANN learning techniques
and trained using the training data subset.

Software, platforms and libraries needed for this experiment include Anaconda
Individual Edition; Python and Jupyter Integrated Development Environment (IDE); the
Scikit-learn library in Python to implement the SVM, k-NN and ANN algorithms; and
Pandas and NumPy to visualise and analyse the dataset.

5 Results

5.1 Determination of significant variables for anomaly detection in ICSs

Before training the model, LRM was used to screen the variables with a statistically
significant impact on anomaly detection. Determining the significant variables is crucial
in the classification process to determine the variables the system’s behavioural mode is
dependent on. Independent variables with less than two modes or levels violate
regression analysis conditions, which results in a contrasts error reflecting that contrasts
can be applied only to factors with two or more levels. A subset of categorical variables
representing actuators had only one state or mode. Hence, several variables failed to meet
the conditions for the logistic regression variable screening. Therefore, seven variables
were excluded: P401, P202, P301, P404, P601, P603 and P502. Further screening of the
remaining 44 independent variables for the statistical significance of the exogenous
variables on the outcome variable resulted in excluding further five variables. The
remaining 39 variables are statistically significant with p < 0.1 in determining the
system’s behavioural mode. The ORP Meter (AIT402) has the least significance
(p = 0.08859), meaning that the variable ORP Meter reading has the least effect on
detecting the system anomalies. This variable is associated with a 4.419e-03 estimate.
Thus, a unit change in the readings of the ORP Meter is associated with a 0.004419
change in the probability of having a normal system mode. At the same time, several
variables have very small p-values (p < 2e-16) such as the RO reject flow meter sensor
(FIT503) that are highly likely to have a significant effect on determining the system
behavioural mode based on the highest estimate of 1.770e+02. In other words, a unit
change in the readings from this sensor is associated with 177 points shift in the log odds
of the normal system behavioural mode. Therefore, 39 statistically significant variables
shown in Figure 9 were used in the modelling phase.

5.2 Classification-based anomaly detection leveraging SVM, k-NN and ANN

First, a model employed the SVM algorithm for anomaly detection. The SVM achieved
an accuracy of 98.72% and an Fl-score of 0.97, as shown in Table 1. These results
correspond to a precision score of 0.99 and a recall score of 0.95. As shown in Table 2,
SVM correctly classified a total of 78,973 modes as normal and 9,868 modes as attacked.
However, 125 attacked instances were misclassified as normal and 1,026 normal system
modes were misclassified as attacked. The SVM model performed well with a slight
misclassification error rate of 1.28% of both Type I and Type II errors, which is the
model’s shortfall in classifying a system behavioural mode as either normal or attacked.
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Figure 9 Statistically significant variables included in the modelling phase (see online version for
colours)
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The performance of SVM models developed in previous research on varying datasets is
illustrated in Table 3. Our results are competitive with the research findings of reviewed
literature. Moreover, they are similar to Junejo and Goh (2016) who also used the SWaT
dataset and achieved an accuracy of 98.71%, a precision score of 0.980, and a recall score
of 0.987. Likewise, the developed model outperforms that of Shalyga et al. (2018) which
achieved an F1-score of 0.796 and (Bernieri et al., 2019) whose F1-score was 0.8053.

Table 1 Performance of the IWaP model using SVM, k-NN and ANN for anomaly detection

(N =89,984)

Precision Recall Fl-score Total

SVM
0 0.99 1.00 0.99 79,098
1 0.99 0.91 0.94 10,886
Accuracy 0.99 89,984
Macro avg 0.99 0.95 0.97 89,984
Weighted Avg 0.99 0.99 0.99 89,984

k-NN
0 1.00 1.00 1.00 78,977
1 0.99 0.98 0.99 11,007
Accuracy 1.00 89,984
Macro avg 0.99 0.99 0.99 89,984
Weighted Avg 1.00 1.00 1.00 89,984

ANN
0 0.99 1.00 1.00 79,141
1 0.99 0.96 10,843
Accuracy 0.99 89,984
Macro avg 0.99 0.98 0.98 89,984

Weighted Avg 0.99 0.99 0.99 89,984
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Table 2 Confusion matrix attributes of the IWaP model using SVM, k-NN and ANN for
anomaly detection (N = 89,984)

Predicted Actual
Normal Attacked Total
SVM
Normal 78,973 125 79,098
Attacked 1,026 9,868 10,886
Total 79,999 9,985 89,984
k-NN
Normal 78,878 99 78,977
Attacked 187 10,820 11,007
Total 79,065 10,919 89,984
ANN
Normal 78,998 143 79,141
Attacked 263 10,580 10,843
Total 79,261 10,723 89,984

Second, the model employed the k-NN algorithm for anomaly detection. The 80:20
training and testing split ratio was maintained to evaluate the model’s performance. The
optimal number of neighbours producing the best result is k = 21. As shown in Table 2,
the k-NN model correctly classified 78,878 modes as normal and 10,820 modes as
attacked. There were 99 attack mode records were classified as normal mode, while
187 records were incorrectly classified as attacked mode. Overall, the k-NN model
achieved a classification accuracy of 99.68% with 0.32% misclassification of Type I and
Type II errors combined. Thus, by adopting the k-NN model, there will be a <1% chance
that some of the classifications will be incorrect. The k-NN model achieved a 0.99 score
on precision, recall and F1-score, see Table 1.

The performance of k-NN models developed in previous research on varying datasets
is illustrated in Table 3. Our results outperformed that of Bernieri et al. (2019) which
achieved an Fl-score of 0.839. Whereas, our model underperformed in comparison to
Phillips et al. (2020) which obtained an F1-score of 0.99664 and Sebestyen et al. (2021)
which obtained an F1-score of 0.9947.

Third, the model used the ANN algorithm for anomaly detection employing MLP
architecture to classify the system’s behavioural mode. The MLP-ANN is comprised of
two hidden layers. The first layer had 10 neurons and the second had 20 neurons. The
output layer comprises 39 neurons corresponding to the number of independent variables
used in classifying the system’s behavioural mode as either normal or attacked. The
80:20 training and testing split ratio was retained to evaluate the model. The output of the
confusion matrix for this model is shown in Table 2. The ANN model correctly classified
78,998 modes as normal and 10,580 modes as attacked. However, it misclassified
263 normal instances as being attacked and 143 attack instances as being normal. The
ANN model detected the system under attack with 99.35% accuracy meaning a
misclassification error rate of 0.65%. Results in Table 1 show that the ANN model is
robust as evidenced by a precision score of 0.99 and recall and Fl-score of 0.98. The
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output of the confusion matrix for this model is shown in Table 2 indicating that the rate
of false-positive and false-negative classifications remained minimal.

Table 3 Summary of classification results of past studies and this study leveraging SVM,
k-NN, ANN, NN, MLP algorithms
Reference Dataset Accuracy Precision Recall Fl-score
Junejo and SWaT NN: 0.9824  NN:0.984 NN: 0.982
Goh (2016) SVM: 0.9871 SVM: 0.98 SVM: 0.987
Phillips et al. Morris, Vaughn and SVM: 0.99994 SVM: 0.99991
(2020) Dandass’s gas K-NN: 5 K-NN: 4
pipeline SCADA NN: 0.9998 NN: 0.9966
system dataset
Shalyga et al. SWaT MLP: 0.967 MLP: 0.696 MLP: 0.812
(2018) SVM: 0.925 SVM:0.699  SVM: 0.796
Ramotsoela Battle of the ANN: 0.7838 ANN: 0.5219
et al. (2020) Attack Detection
algorithms
(BATADAL)
dataset
Sebestyen GECCO drinking MLP: 0.9949
et al. (202 1) water quality 2017 k-NN: 0.9947
dataset e
SVM: 0.9891
NN> 0.5786
Bernieri et al. SwaT SVM: 0.9603 SVM: 0.8053
(2019) k-NN: 0.9658 k-NN: 0.839
This study SWaT SVM: 0.9872 SVM:0.99 SVM:0.95 SVM: 0.97
k-NN:0.9968 k-NN:0.99 k-NN:0.99  k-NN:0.99
ANN: 0.9935 ANN:0.99 ANN:0.98  ANN:0.98

The performance of ANN models developed in previous research on varying datasets is
illustrated in Table 3. The proposed ANN model outperformed several studies that used
the ANN-based models on a range of ICS datasets. For example, other studies that
leveraged the SWaT dataset include Junejo and Goh (2016) who developed an ANN
model achieving a precision score of 0.984 and a recall score of 0.982 while Shalyga
et al. (2018) developed an MLP ANN model achieving a precision score of 0.967, recall
score of 0.696 and an Fl-score of 0.812. Based on the Battle of the Attack Detection
Algorithms (BATADAL) dataset, Ramotsoela et al. (2020) constructed the ANN model
and achieved an Fl-score of 0.5219 while Sebestyen et al. (2021) developed an MLP
ANN model using the Genetic and Evolutionary Computation Conference (GECCO)
2017 drinking water quality dataset achieving an F1-score of 0.9949.

6 Discussion
Direct comparison of an algorithm is challenging due to several factors including the

choice of datasets, the experimentation environment and the experiment procedure
(Apruzzese et al., 2018). The experiment procedure in this study performs an unbiased
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comparison of the selected ML models’ effectiveness. The experimentation in this study
consistently follows the same data-mining framework, see Error! Reference source not
found. and Figure 3, utilises the same dataset maintaining the train-test data subset split,
considers the same features and systematically applies the data pre-processing to
meaningfully compare the performance of the selected algorithms.

ICS datasets are typically imbalanced where the majority class belongs to the normal
behaviour and the goal of the model is to correctly classify the minority class (Branco
et al., 2016). Against this backdrop, disruptive experimentation to develop new defensive
methods, anomaly detection, classification and optimisation to defend against evolving
ICS attack vectors is not achievable in operational ICS (Junejo and Goh, 2016; Alimi
et al., 2021). Attacks against real-world ICS are unsystematic. Hence, the lack of publicly
available suitable real-life datasets requires approaches where real-world activities can be
simulated in controlled environments (Pospisil et al., 2021).

Existing literature supported the use of supervised learning techniques for anomaly
detection in ICS because of higher detection rates and lower false alarms. Our study uses
SVM, k-NN and ANN algorithms for modelling because they are deemed appropriate for
high dimensional data and do not suffer from limitations such as high computational
complexity. It is evident from the results that k-NN performed better than its
counterparts, with consistent precision, recall and an Fl-score of 0.99. Furthermore, the
accuracy for k-NN was found to be 99.68% compared with 98.72% and 99.35% for
SVM and ANN, respectively. Besides this, for SVM, 1.28% of the system behavioural
modes were misclassified. On the other hand, the misclassification errors were lower
than 1% for both k-NN and ANN. A summary of the results and their comparison with
state-of-the-art works is presented in Table 3.

The results of this study confirm the better performance of k-NN with respect to
SVM. These results are consistent with previous studies (Bernieri et al., 2019), which
used the SWaT dataset and Almalawi et al. (2014), which proposed a system for
detecting integrity attacks on a water distribution system. Moreover, the findings are
congruent with Sebestyen et al. (2021) who used GECCO drinking water quality 2017
dataset to detect anomalies. This evaluation included MLP, k-NN, SVM and a general
NN concluded that the best model for detecting attacks on ICSs is the MLP model
followed by the k-NN and SVM. The inferior performance of SVM was also reported by
Shalyga et al. (2018) who compared the MLP-ANN and SVM using the SWaT dataset.

In contrast to these reports, Phillips et al. (2020) who used Morris, Vaughn and
Dandass’ gas pipeline SCADA system dataset, compared the performance of SVM and
k-NN. The authors concluded that the SVM was marginally superior with an F1-score of
0.99991 as compared to 0.99664 for k-NN. Notably, the findings of our study are
partially in agreement with those of Robles-Durazno et al. (2020) and Arora et al. (2021)
who examined the viability of ML algorithms in detecting new security threats in various
cyber-physical systems and reported the strengths of k-NN in comparison to SVM in
classifying attacks for these systems.

Although SVM performed slightly lower than k-NN and ANN, our findings show that
given an optimal set of features from physical plant sensor readings the classifiers’
performance is effective for anomaly detection in ICS’ water treatment plants with the
error range consistently falling under 2%. However, k-NN and ANN can achieve an
accuracy as high as 99% with the incorporation of 39 statistically significant variables.
Therefore, as the IWaP model leverages multiple classifiers combined with an optimal
feature set mitigating the risk of using a single sub-optimal classifier. The promising
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results of this study make it relevant in the context of addressing the rising number of
attacks on modern ICSs interconnected with information and communication
technologies (ICT) and agree with the recommendations by Kaspersky Labs ICS CERT
and Claroty (Claroty Team 82, 2021; Kaspersky, 2021; PR Newswire, 2021). Thus, this
research can play a crucial role in directing future research in this domain.

7 Conclusions

The recent past has witnessed a rapidly increasing number of attacks on ICS. The
proliferation of connected devices in ICS coupled with the commoditisation of intrusion
cyber capabilities and services increase the threats of successful cyber attacks against
operational technologies. Data produced from the physical sensors can be innovatively
used leveraging ML techniques as part of defence-in-depth in ICS. The performance
results of the SVM, k-NN and ANN ML approaches utilised by the IWaP model were
analysed. An accuracy of 99.72%, 98.72% and 99.35% was achieved respectively,
demonstrating the feasibility of this approach for anomaly detection in ICS in water
treatment systems. Furthermore, while experimental work was conducted for water
treatment systems to validate the indicators of anomaly (IoA) capability within our model
using the SWaT dataset (Goh et al., 2017) with 26 actuator states and 25 sensor readings,
results suggest the potential to generalise the capability to other ICS. However, this will
require a process to automate the identification of sensor data variables to provide the
best detection rates. As such, this study determined the statistical significance of
independent variables using logistic regression, and the process concluded 39 variables of
statistical significance in ascertaining the system behavioural mode. Additionally, the
proposed ICS anomaly classification approach using k-NN outperformed existing
state-of-the-art approaches. We attribute that to the inclusion of fit-for-purpose
pre-processing and variable screening phases. The results of this study attest that the ML
approaches comprising the IWaP model can effectively classify anomalies within a 2%
error range. However, this system could still be susceptible to zero-day attacks because
the SWaT dataset was deliberately injected to induce anomalies. A typical limitation to
acknowledge considering the challenge faced by the scientific community is to construct
datasets with real-life advanced persistent threats (APT) data. That being said,
conclusions from this study can be utilised to address emerging APT threats in two ways.
Firstly, the proposed technique has limited capabilities with regard to handling zero-day
attacks. However, to enable effective handling of attacks with unknown behaviour, the
use of online ML concepts where algorithms learn pattern behaviours one instance at a
time shall be explored in future work. Secondly, by profiling the characteristics of a
normal system operation as part of the overall intrusion detection capabilities. Therefore,
this research effort can be further extended to develop a full-fledged interactive
application for anomaly detection in ICS.
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