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Abstract: This article analyses the concept of the electronic authentication
certificate and shows its types issued by electronic authentication authorities
according to the function they perform and the purpose of their issuance. It will
also show the legal recognition of electronic certificates by referring to the
national legislations in Jordan, Egypt, France and Tunisia, and the extent to
which these legislations comply with international requirements. In this study,
light will also be shed on achieving trust and safety among dealers through
modern means of communication, especially via the Internet, and on
encouraging dealing with electronically signed documents through the use of a
reliable, neutral third party. This party will be responsible for verifying the
integrity of the electronic certificates and the validity of their issuance, as well

as ensuring the seriousness of the dealing and that it is free from fraud.
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1 Introduction

The current rapid technological and technological progress has resulted in the
introduction of new means that have contributed to the speed and convenience of getting
and spreading information, regardless of its geographical and spatial remoteness (Reed,
2001). However, the fast advancement of electronic transactions in the current period is
still hampered by various issues and barriers that prevent their widespread use. The most
notable of them are the lack of security and secrecy in electronic transactions as a result
of hacking, the difficulty of proving these transactions and recording their content, and
guaranteeing that no modifications or changes are done to this material (Bromby, 2010).

Due to the escalation of breaches and abuses in the electronics sector, impartial
parties were enlisted to document electronic transactions by developing an electronic
documentation system that strives to ensure a safe electronic environment for Internet
transactions (Greenwood and Campbell, 1997). Electronic authentication authority act as
a trustworthy and unbiased intermediary between dealers in electronic exchanges,
authenticating the parties’ identities and assessing their eligibility for dealing (Bennett,
1997).

The electronic documentation system also ensures the content of the data circulated
between them, which is accomplished through the issuance of an electronic certificate by
electronic authentication authorities, the function of which is to link the holder of the
electronic signature with its public key. It also ensures that no side will contest the
electronic signature on the document (Wang, 2010).

In addition, it is a clear and explicit indication that the signer owns the private cipher
key. So, he is the one who signed. Hence, these certificates constitute an important and
sure guarantee for people who wish to deal with him. They also ensure the fulfilment of
important functions, namely confidentiality, safety and authenticity (Al-Zahra and Jamila,
2019). This prompts us to question the importance and role of the electronic
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authentication certificate and specifically about the extent of its contribution to providing
confidence and security for customers using electronic means of communication.

The importance of the study lies in defining the role of documenting electronic
transactions, as it is the personal identity through which electronic transactions are
conducted via the internet, and proving the identity of the electronic signature holder and
the validity of the electronic transaction. An electronic signature documented by an
electronic certificate issued by a competent authority enjoys the necessary legal authority
in evidence, like a traditional signature. This was confirmed by most of the legislations
that regulated the work of the authorities concerned with issuing electronic authentication
certificates.

The study aims to demonstrate: the compliance of national legislation with
international requirements in electronic documentation; the most prominent types of
certificates that can be issued by electronic documentation agencies according to the
function they perform and the purpose of issuing them; the legal recognition of this type
of electronic document by referring to the national legislations in Jordan, Egypt, France
and Tunisia; and achieving trust and safety for customers through modern means of
communication, especially via the internet.

The problem of the study is manifested in the absence of a clear and well-defined
legislative framework for the legal authority enjoyed by electronic authentication
certificates. In the Electronic Transactions Law, the Jordanian legislator contented
himself with setting a general regulation for the authenticity of electronic documents
without allocating the electronic authentication certificate with special provisions. The
same applies to the aforementioned law, as its texts dealt with electronic documents in
general without referring specifically to commercial ones. From this issue, the main study
problem emerges, which is the answer to the question related to the extent of the legal
authenticity enjoyed by the electronic authentication certificate, whether certificates
issued by national or foreign authentication bodies. Does it have the same authenticity as
traditional documents? Does it have evidentiary power that can be relied upon in the
event of a dispute between its parties?

Therefore, the study seeks to answer several legal questions, the most important of
which are: What is the concept of the electronic authentication certificate issued by the
electronic authentication authorities? What are the electronic authentication authorities?
What are its main functions? What is the validity of the electronic authentication
certificate in Jordanian and comparative legislation?

This study adopted the descriptive, analytical and comparative approach. Through the
descriptive approach, the position of the Jordanian legislator will be described by listing
the different rules. As for the analytical approach, its purpose is to analyse the legal texts
contained in the Jordanian legislation related to the study to determine their effectiveness
and shortcomings in addressing the issue of authenticity of electronic authentication
certificates. In addition, the comparative approach is used to compare what the Jordanian
legislator stated regarding the authenticity of electronic authentication certificates with
some comparative legislation to assess the most prominent aspects of agreement and
disagreement, and to benefit from the legal experiences of other countries in dealing with
this legal problem in this regard.
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2 What is the electronic authentication certificate?

Electronic authentication plays an essential role in the security of e-commerce
transactions. It is not possible to achieve practical results in the field of these transactions
without raising the level of people’s confidence in the security of the electronic system
and the legal protection of electronic transactions in the various laws and legislations.
This can only be achieved through the existence of a modern secure technology system
aimed at identifying the parties to e-commerce documents and verifying their electronic
signatures. It is the electronic authentication authority (Moqaddam and Issa, 2014;
Masadeh, 2023).

2.1 Concept of electronic authentication certificate

Dealers in the field of electronic transactions and contracts need a way to ensure the
security of their transactions, whether individual or commercial, so as to remove their
fears of others breaking into the confidentiality of their electronic data and contents, and
to assure them of the identity of the other party and the validity of his signature. This role
has been entrusted with an electronic authentication certificate. In view of the importance
of these certificates, it prompts us to define their concept by reviewing the various
definitions that have been developed for them and addressing the various types that
derive from them (Al-Dakhili, 2018).

2.1.1 Definition of electronic authentication certificate

Many legislations that regulated electronic transactions defined the term electronic
authentication certificate. The UNCITRAL Model Law on Electronic Signatures defines
them in Article (2/b) thereof as: “a data message or other record confirming the
connection between the signatory and the signature creation data”. From this definition, it
becomes clear to us that the legislator in UNCITRAL law has mentioned the nature of the
certificate as a data message and the purpose of its issuance, which is to indicate the
existence of a link between the personality of the signer and the signature creation data,
or to confirm the existence of this link. However, this definition has been subjected to
several criticisms, the most prominent of which is that it neglected to specify the
authority issuing this certificate, which is the electronic authentication authority
(Al-Safadi, 2010).

The guiding Arab law of proof using modern technologies defines the electronic
authentication certificate as: “A certificate proving the relationship between the signatory
and the electronic document attributed to him, issued by the authentication authority”.
However, this definition is criticised for not showing the nature of the certificate and not
specifying the data contained therein. It also did not indicate whether the certification
body should be licensed or accredited.

As for the European directive on electronic signatures, it was more precise in its
definition of the electronic authentication certificate. It distinguished between the simple
electronic certificate and the electronic certificate described in the ninth and tenth
paragraphs of Article (2) thereof. It defined the first as the electronic certificate that links
the electronic signature verification data to a specific person and confirms the identity of
that person. As for the described certificate, it defined it as a certificate that fulfils the
requirements stipulated in the first appendix, which is submitted by the person assigned
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to the authentication service who fulfils the requirements stipulated in the second
appendix (Al-Khafaji and Hussein, 2016).

As for the Arab legislation, we find that the Jordanian legislator has defined the
electronic authentication certificate in Article (2) of the Electronic Transactions Law as:
“The certificate issued by the electronic authentication authority to prove the attribution
of an electronic signature to a specific person based on approved authentication
procedures”. The same applies to the Egyptian legislator, who defined the certificate in
Article (1) of the law regulating the electronic signature as: “The certificate issued by the
authority authorized to ratify and proves the link between the signatory and the signature
creation data”. It is the same definition contained in Article 1/8 of the executive
regulations. What is noted about these two previous definitions for both the Jordanian and
Egyptian legislators is that they are very similar to the definition provided by the
UNCITRAL Model Law on Electronic Signatures in that they did not address the
certificate issued by an accredited authority, nor did they clarify the nature of the data
that should be mentioned in the certificate. It was also emphasised that the purpose of the
electronic authentication certificate is limited to proving the validity of the electronic
signature and its association with its holder, and clarifying his identity.

The Tunisian legislation also defined the authentication certificate, or as it called it
the “electronic authentication certificate,” as: “the electronic document secured by the
electronic signature of the person who issued it, who certifies through it the effect of
inspection on the validity of the data it contains”. It is clear from this definition, unlike
most of the definitions that have been dealt with, that the nature of the certificate was
mentioned when it was stated that it is an electronic document, and it also specified its
function of proving the validity of the data it contains. However, it did not address the
originating or issuing authority of the certificate, nor the mechanisms used in issuing it.
Nor did he distinguish between the ordinary authentication certificate and the accredited
or prescribed authentication certificate (Al Saadi, 2017).

Turning to the jurisprudential aspect, we find that many legal scholars have set
several definitions for the electronic authentication certificate, including: “The certificate
issued by the electronic authentication service provider, according to which it certifies the
validity of the electronic signature and its attribution to the person who issued it, and that
it fulfills the conditions and criteria necessary to recognise its authority in proof” (Kamil,
2009). While others went to define it as: “an identity issued by a neutral person to
identify the person who carries it and to authenticate his electronic signature and the
transactions he conducts via the Internet” (Al-Mazouri, 2018). It was also defined as: “An
identity or electronic card issued by a competent authentication authority, which includes
a set of basic data related to the certificate and the identity of the sender. It proves the
identity of the person who sent the electronic message by linking his private key to the
public according to certain controls” (Hassan, 2009).

Accordingly, we can deduce from the aforementioned definitions, whether legislative
or jurisprudential, that they revolve around one axis that the certificate is an electronic
document issued by a trustworthy and neutral party that includes a set of data whose
primary function is to prove the identity of the signatory, and to verify the validity of his
signature and attributing it to him, in addition to ensuring the validity of the data included
in the electronic transaction (Nuseirat, 2005).
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2.1.2 Types of electronic authentication certificate

The certificates that can be issued by electronic authentication bodies vary according to
the function they perform and the purpose of issuing them. Most notably are (Al-Zahra
and Jamila, 2019):

e Electronic signature authentication certificate: This certificate is one of the most
common types of certificates and the most important because the authentication
authority issues it and certifies the authenticity of the signature and its attribution to
the person it was issued by. This certificate also contains the public key as well as
information indicating the identity of the holder of the corresponding private key,
i.e., the identity of the person to whom the electronic signature is attributed. It also
shows the right and authority of the signatory and his power to conclude various
legal actions (Haj Ali, 2013).

e [Identifications certificate: This certificate works to identify the person by
keeping names on the Internet or on smart cards, while the task of the electronic
authentication authority is to verify people’s identities. It should be noted here that
the name in the world of digital communications does not necessarily have to be a
unique name or a real name, but rather a pseudonym may be used. The person’s
name, address or ID card number may be used. After issuing definition certificates,
the documentation authority publishes them on its website so that they are available
to all. These certificates are often used in bank or banking transactions (Hassan,
2009).

o Certificate of authorisation: It is the certificate by which additional information
about a person is provided beyond merely identifying him or her. For example,
information is provided regarding his work and qualifications, place of residence, or
licenses he possesses. The role of this certificate is not limited to merely providing
general information about the applicant, but it works to introduce him in a
comprehensive and accurate way (Daze Yee, 2016).

o Statement certificate: This type of certificate is not issued in order to link a
specific person to a specific key or code, as is the case with the authorisation and
identification certificates, but rather its mission is to indicate the validity of a
specific event or incident and specify the time of its occurrence.

o Certificate documenting the time and date of issuing the electronic signature: It is
the certificate that is concerned with documenting the date and time of issuing the
electronic signature. This is achieved by the holder of the message, after signing it,
sending it to the authentication authority, which records the date and signature on it,
and then sends it back to the sender. This type of certificates is very important,
because there are cases in which it is very important to state exactly when the
incident occurred, and to prove whether it occurred before or after a certain date.
Therefore, the role of this certificate lies in establishing evidence of the date and time
in which the electronic signature of the document concerned took place (Hassan,
2009).

The aforementioned types may be for national or foreign authentication certificates. As
for the national authentication certificate, it is issued by the national electronic
authentication authorities. As for the foreign authentication certificate, it is issued by
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recognised foreign electronic authentication agencies. Its evidentiary authority has been
recognised in legislation related to electronic transactions (Al-Aish, 2008).

2.2 Electronic documentation authorities

The availability of the elements of trust and safety among the parties to e-commerce
transactions is one of the most important things that must be available in such
transactions, given that e-commerce transactions generally depend on an open network
for their procedures. Most of the contracts concluded between its parties are considered to
be contracts concluded between absentees, for whom the place and time of the contract
differ. In order for this trust to exist between the parties to the contract, the presence of a
neutral third party is required to verify the authenticity of the electronic signature and its
attribution to the signer, as well as to give it the evidentiary power. This party is called
the electronic authentication authority (Ibrahim, 2010).

Given the importance of the role played by this authority in providing guarantees to
determine the identity of customers, considering that the electronic documentation stage
is the most important in electronic contracting, because it plays a prominent role in
proving the conclusion of the contract and verifying the correctness of the information
contained therein, and not being subject to forgery or alteration, we must explain what
this authority is in terms of its definition, and clarify the functions it performs (Daze Yee,
2017; Al-Billeh, 2022a).

2.2.1 The concept of the electronic authentication authority

To begin with, it is necessary to point out the multiplicity of jurisprudential and
legislative definitions in terms of electronic authentication. There is also no unified
designation for this authority in the legislation of the different countries that regulate its
work and responsibility. It has been called by several names, such as: the electronic
certification body, the electronic signature authentication body, and the electronic
certification services provider. Despite the different names, it remains only a formal
difference (Darawsheh, 2018). For example, the UNCITRAL Model Law on Electronic
Signatures called it a “provider of certification services” and defined it as: “a person who
issues certificates and may provide other services related to electronic signatures”. The
same applies to the European legislator, who used the same name and defined it in the
European Directive on Electronic Signatures issued in 1999 as: “Every natural or legal
person who undertakes the task of issuing electronic authentication certificates or
provides other services related to electronic signature.” The services related to the
electronic signature mean the technologies that allow the issuance of a model signature,
or publishing, viewing and other informational services such as archiving (Mason, 2012).

As for the French legislation, it called it “the person in charge of the electronic
authentication service” and defined it in Decree No. (272/2001) issued March 30, 2001
as: “every person who issues electronic certificates or provides other services related to
electronic signature”.

We note that the three aforementioned definitions contained in UNCITRAL law,
European directives and French law agree that the person who provides documentation
services can be a natural or legal person. Although the European directive mentioned this
explicitly, the UNCITRAL law and the French law mentioned only the word “person”,
which is a general word that includes the natural and legal person. We believe that in
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practice it is not conceivable that a natural person would do this work, because electronic
documentation services require high and very expensive material and technical
capabilities that only a legal person can do, whether it is a general legal person or a
private legal person.

As for Arab legislation, the Jordanian legislator called it the “electronic authentication
authority” and defined it in Article (2) of the Electronic Transactions Law No. (15) of
2015 as: “the authority licensed or approved by the Telecommunications Regulatory
Authority or legally authorised to issue authentication certificates and provide any
services related to these certificates in accordance with the provisions of this law and the
regulations and instructions issued pursuant thereto”. The Tunisian legislator defined it
under the name “electronic authentication services provider” in the Tunisian Exchange
Law as: “every natural or legal person who creates, delivers and disposes of
authentication certificates and provides other services related to electronic signature”.
The legislator of the Emirate of Dubai also defined it as a “certification services
provider” in the Dubai Electronic Transactions and Commerce Law as: “any accredited
or recognized person or authority that issues electronic authentication certificates or any
services or tasks related to electronic signatures organized under the provisions of
Chapter Five of this law”.

It is clear from the previous texts that despite the multiplicity and different
designations used for this authority, it focused in defining the concept of the
authentication authority on stating the basic function of this authority and its purpose,
which is to issue an electronic authentication certificate to prove the validity of the
electronic signature and the extent of its association with its holder, in addition to
providing any other services related to signature certificates, i.e. related to the
authenticated electronic signature.

There are also many jurisprudential definitions in terms of electronic authentication.
It has been defined as: “an official or private organization entrusted with confirming and
documenting an electronic transaction to instill confidence in users of open networks by
following a number of procedures and technical means necessary to secure or protect the
transactions between them from tampering as long as they are preserved and to issue an
approved electronic certificate that proves all of this, protects it, and inspires confidence
in it, in order to ensure the creation of a safe electronic environment for dealing through
the network” (Al-Rajwani, 2014). Others defined it as: “An organization or a public or
private authority that issues electronic certificates that secure the validity of the signatory
or the authenticity of his signature, confirm his identity, and enable him to know the
public key” (Darawsheh, 2018).

Based on the aforementioned legislative and jurisprudential definitions of the
electronic authentication entity, we can define it as: “a natural or legal person, public or
private, subject to the supervision and control of the state, who plays the role of an
electronic mediator by issuing electronic authentication certificates, which determine the
identity of the contracting parties and the percentage of the electronic signature.” to them,
in addition to any other services related to electronic signature.

Based on the aforementioned legislative and jurisprudential definitions of the
electronic authentication authority, we can define it as: “a natural or legal person, public
or private, subject to the supervision and control of the state, who plays the role of
electronic mediator by issuing electronic authentication certificates, which identifies the
contracting parties and attributes the electronic signature to them, in addition to any other
services related to the electronic signature”.
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2.2.2 Electronic documentation functions

The electronic documentation has several functions that can be summarised as follows
(Hassan, 2017):

e Verification of the identity of the signatory: The main obligation of this authority is
to verify the identity of the signatory. This is done by issuing an electronic
authentication certificate stating the authentication of an electronic signature in a
specific contract, by which it certifies the validity of that signature and its attribution
to the person who issued it. If one of the parties puts his electronic signature on an
electronic document and the authentication authority guarantees its authenticity, this
confirms the issuance of the electronic signature by its holder. It also entails
verifying the identity of the signatory through the authentication authority,
determining the legal capacity of the contractor, as well as verifying the authorities
and functional competencies of this person (Qandil, 2002).

e Verification of the content of the electronic exchange: The electronic authentication
authorities are in charge of verifying the content of the electronic exchange between
the parties, and the extent of its safety, seriousness, and its distance from fraud and
deception. Therefore, we find that the authentication authorities track commercial
websites to investigate their seriousness and credibility. If it becomes clear to them
that these sites are not real or not serious, they warn the dealers.

e Determination of the moment of concluding the contract: Determining the time for
concluding the legal act is not a condition for the validity of this act. However,
defining that moment is necessary, as the time of concluding the contract is
considered the moment when the legal effects begin to apply to its parties. Therefore,
the electronic authentication authority records the process of issuing and receiving
electronic messages, seals this process, and provides dating services, i.e. the dated
signature on a summary of the message exchanged between the contracting parties
(Al-Hajjar, 2002).

o [Issuance of digital signatures: This authority is responsible for issuing digital
signatures, whether by issuing the private key by which electronic messages and
signatures are encrypted, or the public key through which decryption takes place,
while keeping a copy of the public key without the private one, which remains in the
possession of its holder and no one has the right to view it. As for the public key, it is
usually kept by those authorities and sent by e-mail to everyone who wishes to deal
with the holder of the electronic signature, and thus the validity of the signature is
verified (Abu Al-Layl, 2003).

3 The legal authenticity of the electronic authentication certificate

An electronic authentication certificate has full legal value like any other document.
Different international and local legislation stipulated the authenticity of these certificates
in their relevant laws, and recognised the equality of electronic signatures and documents
with their traditional counterparts in terms of legal value and authenticity of proof.
Hence, it is necessary to give the electronic authentication certificate complete
authenticity and legal value because of the extreme importance of this certificate, by
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which the electronic signature gains authenticity, just like the regular (traditional)
signature (Al Saadi, 2017).

3.1 The legal authenticity of national electronic authentication certificates

The Jordanian legislator indicated in the Electronic Transactions Law No. (15) for 2015
that one of the objectives of this law is to provide the legal framework for the electronic
means used in conducting electronic transactions, as well as to grant legal authority to
those transactions, including the electronic authentication certificate and electronic
signature. Article (17) thereof recognised the authenticity of electronic records associated
with an electronic signature in several cases, as it stated in the following: “a. The
electronic record associated with a protected electronic signature shall have the same
authority as a regular document, and the parties to an electronic transaction may invoke it
b. The electronic record associated with an authenticated electronic signature shall have
the same authority as an ordinary document, and the parties to an electronic transaction
and others may invoke it c. In cases other than those stipulated in paragraphs (a) and (b)
of this article, the electronic record that bears an electronic signature shall have the same
authority as the regular document against the parties to the electronic transaction, in the
event of denial, the burden of proof falls on those who invoke the electronic record d. The
electronic record that is not linked to an electronic signature shall have the authority of
the unsigned papers in the proof e. Any official document may be issued or authenticated
by electronic means, provided that its electronic record is linked to an authenticated
electronic signature”.

It appears from the previous text that the Jordanian legislator has affirmed that
electronic actions have the same authority and effect as traditional actions, and that the
electronic record can be invoked by the parties to an electronic transaction if it is linked
to a protected electronic signature. Likewise, it can be invoked by the parties to the
transaction and third parties if it is linked to a certified electronic signature. On the
contrary, if this signature is not authenticated, it cannot be an authority against others.
The legislator authorised the issuance of any official document or its authentication by
electronic means, provided that the electronic record linked to it is a certified electronic
signature. Accordingly, the electronic authentication certificate that certifies the validity
of the electronic signature shall have the same force and authority granted to the
electronic signature.

The Jordanian legislator also considered, in Article 6 thereof that electronic means
represented in electronic contracts and documents produce the same effects as the use of
traditional means, provided that the electronic record of these means can be viewed,
stored and referred to at any time without any change or modification to its content.

The Jordanian Evidence Law No. (30) of 1952, as amended, in paragraph (c/3) of
Article (13) thereof, indicated that certified or signed computer outputs have the power of
ordinary documents that include the signature of the one who issued it in terms of proof,
unless the one to whom it is attributed proves that he did not issue it or did not assign
anyone to issue it.

Accordingly, it can be said that the local electronic authentication certificates issued
by the accredited authentication authorities, if they meet the conditions of their validity as
electronic records and are signed by the electronic signature of these authorities, then
they acquire the same authority as the regular fixed-date document, as it is an authority
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for the parties to the electronic transaction and third parties, provided that the electronic
record is linked to an authenticated electronic signature.

As for the Egyptian legislation, the Egyptian Electronic Signature Law No. (15) of
2004 did not specify the authenticated electronic signature cases, as did the Jordanian
Electronic Transactions Law. Article (14) thereof sufficed with the equality of
authenticity between the authenticated electronic signature and the written signature in
general, as it states that: “The electronic signature in the scope of civil, commercial and
administrative transactions shall have the same authenticity prescribed for signatures in
the provisions of the Law of Evidence in civil and commercial rules if the conditions
stipulated in this law and the technical controls specified by the executive instructions of
this law are taken into account in its creation and completion”.

The same applies to the Tunisian legislator. The Tunisian Electronic Exchange and
Commerce Law did not provide for the legal value of the electronic authentication
certificate, or in other words, did not provide for the legal value of the electronic
authentication certificate (Al-Safadi, 2010; Isa et al., 2022).

As for the French legislation, in Article (1316/1) of the Civil Code, it equated
electronic writing with traditional writing. Thus, it has given electronic documents the
same legal authority as traditional documents. However, Article (1312/4) thereof
stipulated that in order for electronic documents to enjoy the aforementioned authenticity,
they must be sealed and secured by an electronic signature that is reliable in its validity
and that can be attributed to the signer, and that it is preserved in a secure way as well.
Therefore, if the electronic signature enjoys the legal authority, then it is a foremost
priority that its authentication certificate enjoys the legal authority of proof as ordinary
documents do (Al-Khafaji and Hussein, 2016).

3.2 The legal authenticity of foreign electronic authentication certificates

Electronic actions and transactions usually take place in a virtual digital medium that
does not recognise the geographical borders of countries. This applies to electronic
authentication certificates, as they may be issued by local and national authentication
authorities, or by international authentication authorities. This requires that this certificate
have a global legal value that goes beyond the borders of the country in which it was
issued. In order to recognise the universality of the electronic authentication certificate,
equality must be achieved between the authentication certificate issued by the national
service provider and the certificate issued by the foreign service provider (Al Saadi,
2017; Al-Billeh, 2022b).

In application of this, the Jordanian Electronic Transactions Law went to grant the
electronic signature that was created outside the Kingdom the same authority as evidence
if it was authenticated by an approved authentication certificate. The Electronic
Transactions Law granted foreign authentication certificates the same effect as national
authentication certificates if they were issued by an entity licensed by a competent
authority in the foreign country. The ruling regarding the digital signature must not differ,
given that the authentication certificate is linked to it and was created to authenticate it.
The same applies to the Egyptian legislator, as Article (22) of the Egyptian Electronic
Signature Law stipulated that, in order to recognise a foreign electronic authentication
certificate, the foreign authentication service provider must first be recognised, which is
regulated by the Technology Industry Development Authority.
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As for the UNCITRAL Model Law on Electronic Signature of 2001, it is considered
one of the clearest laws when it deals directly with the issue of recognising foreign
electronic authentication certificates (Massa’ada, 2018; Marshall and Allen, 2018). It
stressed that the authentication certificate issued in a specific country is considered as if it
was issued in all countries of the world alike (in terms of authenticity). It can be
recognised and has a value equal to the value of the national authentication certificate in
terms of reliability and dependability. This gives flexibility to the authentication
certificates themselves without the need to associate their authenticity with the approval
of the issuing authorities (Al-Dimiati, 2009; Al-Billeh, 2022c). This is evident in the text
of Article (3/12) thereof, which established a set of rules related to the issue of
recognition of foreign certificates and signatures issued by different countries within the
framework of common relations regulating electronic transactions. The most important of
these rules can be summed up in the following points (Al-Zahra and Jamila, 2019;
Khashashneh et al., 2022):

¢ Not taking into account the geographical location in which the certificate issuance
process took place, nor the geographical location of the workplace of its issuer, as
long as it is valid and has not been suspended or revoked.

e Acknowledgment and legal recognition of foreign certificates. That is, the foreign
certificate has the same level and legal effect as the national certificate, provided that
it enjoys the same level of reliability, namely, that it has the same guarantees of
safety and confidence established in the certificate of national origin. In order to
determine whether foreign certificates provide the same degree of reliability, the
applicable international standards in this regard must be taken into account, in
addition to any other relevant factors, such as the principle of reciprocity between the
country in which the electronic authentication certificate was issued and the other
country in which recognition of the authenticity of that certificate is required
(Seddah, 2009; Gao and Zeng, 2021; Al-Billeh, 2022d).

e In the event that the parties agree among themselves to use certain types of
certificates without observing the aforementioned rules, that is, without subjecting
those certificates to the equivalence test indicated in paragraphs 2 and 3 of
Article (12), these agreements are considered a sufficient basis for the recognition of
certificates across borders, and their validity is not suspended unless they are legally
incorrect, or contradict the law of the country in which they are required to be
enforced, as if they are contrary to public order or public morals in that country.

e The same is the case with regard to the Arab guiding law of proof using modern
technologies. It went towards equality between the foreign and national electronic
authentication certificate in terms of legal value and authenticity of proof if some
conditions required by the law are met in the authentication service provider at one
time and in the authentication certificate at another.

e Therefore, we conclude from the foregoing, that national laws and international
legislation have equated the foreign electronic authentication certificate with the
electronic authentication certificate issued by a national authentication authority in
terms of authenticity and legal value. The issue of recognition is a matter that is
handled by the competent authorities in the country, as it bears the task of accrediting
foreign authentication bodies by concluding multiple agreements with countries and



The legal authority of the electronic authentication certificate and its role 279

other international organisations to coordinate and organise this issue (Rabadi,
2012).

4 Conclusions

The study dealt with the electronic authentication certificate and its role in authenticating
electronic transactions. It is considered the personal identity through which electronic
transactions take place over the Internet. It also proves the identity of the electronic
signature holder and the validity of the electronic transaction. An electronic signature
authenticated by an electronic certificate issued by a competent authority enjoys the
necessary legal authority in evidence, like a traditional signature. This is confirmed by
most of the legislations that regulate the work of the authorities concerned with issuing
electronic authentication certificates.

Therefore, in view of the importance of the role played by electronic authentication
certificates, it was necessary to have a special law system that defines the work of this
certificate and its different types. There is also the need to provide for the legal
authenticity and its impact on the parties dealing with it in the field of electronic
transactions, and not to be satisfied with what has been stipulated in relation to the
authenticity of electronic documents in general.

Through the definitions that we have touched on, whether legislative or
jurisprudential definitions, it is clear that the electronic authentication certificate is an
electronic document issued by an authentication entity licensed or accredited by
competent authorities in the country. This certificate includes a set of basic data whose
function is the link between the electronic signature verification data and the signatory. It
also acknowledges and certifies that the electronic signature fulfils all the legal conditions
necessary to rely on it and that it is valid and attributed to the one who issued it, and that
the data contained in the signed electronic document are correct and have not undergone
any kind of modification or change.

The electronic authentication certificate enjoys full legal authority as proof, just like
official and customary papers. This is if a set of conditions stipulated by the law are met.
At the forefront of these conditions is that they are issued by a competent, licensed or
accredited authority, in addition to containing a set of data and meeting the requirements
of safety and reliability.

In fact, most of the legislation regulating electronic transactions, including the
Jordanian legislation, in terms of authenticity and legal value, equated the foreign
electronic authentication certificate with the authentication certificate issued by a national
authentication authority. However, these legislations have restricted the issue of
acknowledging with certain conditions or standards of a technical legal nature. These
conditions revolve primarily around the issue of ensuring that those certificates contain
the necessary elements of trust and safety.

Finally, we hope that the national legislation, in particular the Jordanian legislator in
the current Electronic Transactions Law No. (15) of 2015, will benefit from the
UNCITRAL Model Law on Signatures from detailed provisions on this issue. Especially
this is with regard to the issue of the legal authority granted to foreign electronic
authentication certificates and its legal impact on the parties to the electronic transaction
and on third parties. This necessitates expediting the amendment of some texts of the law
and including in it special provisions that regulate in detail the legal validity of this type
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of electronic documents, and not to be satisfied with the texts that dealt with the issue of
the authenticity of electronic documents in general.
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