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Abstract: We propose anovel threshold changeable secret image sharing (TCSIS)
scheme based on univariate and asymmetric bivariate polynomials for securing
greyscale and colour secret images in the semi-honest model. The proposed
scheme supports increasing the threshold number of shares needed to reveal
the secret image using the share update mechanism. Unlike the existing TCSIS
schemes, the proposed scheme can prevent the revealing of a secret image before
the end of its lifespan. This revelation is possible due to the increasing capabilities
of an external adversary and the increasing number of colluding participants.
Furthermore, in contrast to some existing TCSIS schemes, each share generated
using the proposed scheme does not leak visual information about the secret
image. We prove the properties of the proposed scheme using theoretical analysis.
We also provide experimental results supporting the implications of theoretical
analysis corresponding to the execution time and the randomness of shares.
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1 Introduction

Military, intelligence, police, business, and medical organisations generate and store
greyscale and colour secret images containing sensitive information (Wang et al., 2023;
Ye and Chen, 2023; Wu et al., 2022)). The Secret Image Sharing (SIS) technique provides
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security against the disclosure, corruption, and deletion of these secret images stored at a
location (Saha et al., 2023; Sardar and Adhikari, 2020). In (k,n) SIS, where 2 < k < n,
the dealer divides a secret image [ into n shares and distributes among n participants (Bhat
etal.,2023; Yu et al., 2020; Wu et al., 2020). Then, the dealer deletes I and corresponding n
shares to avoid a single point of failure. To reconstruct I, a combiner (dealer or participant)
requires at least & (threshold) shares (Li et al., 2019; Gong et al., 2019). Furthermore, a
combiner can reconstruct I even if n — k shares are corrupted or deleted.

The (k,n) SIS schemes (Prashanti and Bhat, 2024; Zhang et al., 2024; Luo et al.,
2024; Yang et al., 2023a; Wu and Yao, 2023; Mashhadi and Saeedi, 2023; Xie et al., 2023;
Hilmi et al., 2023; Wu et al., 2023; Yan et al., 2023; Xiong et al., 2023a; Pande et al., 2023;
Xiong et al., 2023b; Li et al., 2023; Hua et al., 2022; Yan et al., 2021; Meng et al., 2021;
Luo et al., 2023; Yang et al., 2023b; Ren et al., 2022; Yang et al., 2022; Paul et al., 2022; Hu
et al., 2021; Patil and B.R., 2021) have the following two assumptions considered within
the lifespan of a secret image:

e  An external adversary cannot capture more than k — 1 shares.

e  The number of colluding participants cannot increase more than k£ — 1.

However, over time, the capabilities of an external adversary and/or the number of colluding
participants can increase. With these behaviours, an external adversary can capture k shares,
and/or the number of colluding participants can increase to k, before the end of the secret
image’s lifespan. Thus, the reconstruction of the secret image before the end of its lifespan
is possible.

For instance, consider that an agent A, from an intelligence agency works undercover
in a criminal organisation Oc¢. To protect the identity of A,, a high-rank officer (honest
dealer) in that intelligence agency securely distributes n shares of a photo (greyscale or
colour image) of A, to n low-rank officers (semi-honest participants). As shown in Figure 1,
consider that at time Tp, each participant has a share securely distributed by the dealer.
Furthermore, consider that at time 7'z, A4 will accomplish the mission, and a combiner can
reveal A,’s identity. However, by time T}, < T as shown in Figure 1, O¢ can capture k
shares, or the number of colluding participants can increase to k. This behaviour discloses
Ay’s identity before time Tr. To overcome this problem, the solution is to increase the
threshold from £ to ¢ assuming that neither an external adversary captures ¢ shares, nor the
number of colluding participants increases to ¢ by time T’z (Sun et al., 2022; Wu et al., 2021;
Liu et al., 2019; Islam et al., 2016). Moreover, reconstruction of the secret image with less
than ¢ shares should not be possible.

In the literature, threshold changeable secret sharing (TCSS) schemes (Harn et al., 2023;
Ding et al., 2023, 2022; Harn et al., 2022; Meng et al., 2020; Jia et al., 2019; Yuan et al.,
2016; Harn and Hsu, 2015; Zhang et al., 2012; Steinfeld et al., 2007, 2006) for sharing
a cryptographic key in the semi-honest model exist with support for increase in threshold
(Section 2). However, directly applying these TCSS schemes on greyscale and colour secret
images leads to the following two demerits (Liu et al., 2019; Yan et al., 2020):

1 addition of noise in the reconstructed secret image due to the inability to handle pixel
value range-related issues

2 the size of each generated share is greater than that of the secret image.
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Figure 1 Reconstruction of the secret image before the end of its lifespan (see online version
for colours)
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(a) Reconstruction by an external adversary (b) Reconstruction by & colluding participants
Ty: time at which every participant has a share securely distributed by the dealer
Ty: time for secret image reconstruction, i.e., end of the secret image’s lifespan

The first demerit causes degradation in the visual quality of the reconstructed secret image.
With the second demerit, each share consumes more storage memory.

The threshold changeable secret image sharing (TCSIS) schemes (Sun et al., 2022; Wu
et al., 2021; Liu et al., 2019; Islam et al., 2016) designed for sharing greyscale and colour
secret images in the semi-honest model overcome the first demerit of TCSS schemes. We
classify these TCSIS schemes into two categories, viz. Category-1 and Category-2, based
on the mechanism they use to support the increase in the threshold.

Category-1 TCSIS schemes (Islam et al., 2016; Wu et al., 2021) support the increase
in threshold by maintaining the confidentiality of respective key(s) needed to compute fake
identifiers corresponding to different supported thresholds. However, using the brute-force
attack corresponding to the possible number of fake identifiers, an external adversary and
colluding participants can reveal the secret image by collecting the minimum supported
threshold number of shares.

Category-2 TCSIS schemes (Liu et al., 2019; Sun et al., 2022) eliminate this brute-force
attack possible in Category-1 TCSIS schemes by not depending on the confidentiality of
identifiers of shares to increase the threshold. Instead, in Category-2 TCSIS schemes, the
identifier of each share is public. They support the increase in threshold by updating each
share corresponding to the new threshold. Furthermore, the size of each share generated
using Category-2 TCSIS schemes is lesser than that of the secret image. This feature
overcomes the second demerit of using TCSS schemes on greyscale and colour images.
However, an external adversary and colluding participants can reconstruct the secret image
using collected initial and updated shares whose total count is less than the final threshold.
This reconstruction is possible by subtraction operations and solving linearly independent
equations. Furthermore, there is visual information leakage of the secret image via each
share generated using Category-2 TCSIS schemes. With this demerit, a participant can
reveal the secret image using the share distributed by the dealer.

In summary, the two demerits common to Category-1 and Category-2 TCSIS schemes
include

1  insecurity against the increasing capabilities of an external adversary

2 insecurity against the increasing number of colluding participants.
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Furthermore, one demerit specific to Category-2 TCSIS schemes is visual information
leakage of the secret image via each share. We describe how these demerits exist in the
Category-1 and Category-2 TCSIS schemes in Section 2. We aim to propose a TCSIS scheme
that overcomes these three demerits in the Category-1 and Category-2 TCSIS schemes.

We know that Category-2 TCSIS schemes eliminate the brute-force attack possible in
Category-1 TCSIS schemes corresponding to identifiers of shares. In the existing TCSIS
schemes, Sun et al. (2022) scheme belonging to Category-2 is the state-of-the-art. We
provide the reasons for Sun et al. (2022) scheme being state-of-the-art in Section 2.2.
To achieve our aim, we propose a novel Category-2 TCSIS scheme based on univariate
and asymmetric bivariate polynomials by removing the vulnerabilities in Sun et al. (2022)
scheme (Section 4). The proposed scheme supports i — k + 1 consecutive thresholds &, k +
1, ..., h, where k is the initial threshold, A is the maximum possible threshold, and 2 < k <
h < n. Based on the need, the threshold can be increased from k to ¢ via updating each
share, where k < t < h. We prove each initial and updated share is random (Section 5).
We prove the number of colluding participants less than the current threshold cannot
reconstruct the secret image. We prove an external adversary cannot reconstruct the secret
image using captured initial and updated shares whose total count is less than the current
threshold. We theoretically show that the asymptotic time complexity of updating a share
corresponding to threshold ¢ € [k + 1,h — 1] and the size of each initial share are lesser
than those corresponding to Sun et al. (2022) scheme. We also show examples of visual
information leakage of the secret image via individual share generated using the existing
Category-2 TCSIS schemes (Liu et al., 2019; Sun et al., 2022) (Section 6). Furthermore,
we provide the experimental results validating the implications of theoretical analysis.

In summary, the main contributions of this paper are as follows:

e  We propose a novel TCSIS scheme based on univariate and asymmetric bivariate
polynomials for sharing greyscale and colour secret images with support for
h — k + 1 consecutive thresholds k, k + 1, ..., h.

e  The proposed scheme can resist the increasing capabilities of an external adversary
and the increasing number of colluding participants by supporting the increase in
threshold using the share update mechanism. Furthermore, each initial and updated
share reveals no information about the secret image.

e The size of an initial share and the execution time for updating a share corresponding
to the new threshold ¢ € [k + 1, h — 1] using the proposed scheme are lesser than
those using the state-of-the-art Sun et al. (2022) scheme.

2 Related work

In the literature, TCSS schemes (Harn et al., 2023; Ding et al., 2023, 2022; Harn et al.,
2022; Meng et al., 2020; Jia et al., 2019; Yuan et al., 2016; Harn and Hsu, 2015; Zhang
et al., 2012; Steinfeld et al., 2007, 2006) for sharing a cryptographic key in the semi-honest
model exist to support the increase in threshold. However, directly applying these TCSS
schemes on greyscale and colour secret images results in the following two demerits (Liu
et al., 2019; Yan et al., 2020):

e  Addition of noise in the reconstructed secret image because of the inability to address
pixel value range-related issues.



94 K. Bhat et al.

e The size of each generated share is more than that of the secret image.

The first demerit causes degradation in the visual quality of the reconstructed secret image.
The second demerit causes more storage memory consumption by each share. Hence, to
overcome these two demerits while sharing greyscale and colour secret images, researchers
propose TCSIS schemes (Islam et al., 2016; Wu et al., 2021; Liu et al., 2019; Sun et al.,
2022).

We classify these TCSIS schemes (Islamet al., 2016; Wuetal.,2021; Liuetal.,2019; Sun
et al., 2022) into two categories, viz. Category-1 and Category-2, based on the mechanism
they use to support the increase in the threshold. Category-1 TCSIS schemes (Islam et al.,
2016; Wu et al., 2021) support the increase in threshold via maintaining the confidentiality
of respective key(s) needed to compute fake identifiers corresponding to different supported
thresholds. Category-2 TCSIS schemes (Liu et al., 2019; Sun et al., 2022) support the
increase in threshold via updating each share corresponding to the new threshold. Note that
Category-1 TCSIS schemes only overcome the first demerit of TCSS schemes. However,
Category-2 TCSIS schemes overcome the two demerits of TCSS schemes.

The two demerits common to Category-1 and Category-2 TCSIS schemes include:

e insecurity against the increasing capabilities of an external adversary

e insecurity against the increasing number of colluding participants.

These two demerits lead to the disclosure of the secret image before the end of its lifespan
by an external adversary and by colluding participants respectively. We now category-wise
briefly describe how these two demerits exist in each TCSIS scheme.

2.1 Category-1 TCSIS schemes

Category-1 TCSIS schemes (Islam et al., 2016; Wu et al., 2021) support z potential
thresholds k1, ko, ..., k., where 2 < k1 < ko < ... < k, < n(inlIslametal. (2016) scheme,
forl < j <z ki > kj11 — kj). If an external adversary captures k; shares, or the number
of colluding participants increases to k;, then the dealer chooses k;; as the threshold for
the reconstruction of the secret image. The assumption is neither an external adversary
captures k. shares, nor the number of colluding participants increases to k., before the end
of the lifespan of the respective secret image. In these schemes (Islam et al., 2016; Wu et al.,
2021), during the shares generation phase, the dealer uses z random keys K1, Ko, ..., K,
and the real identifiers of n shares ry,rs, ..., 7, to generate zn fake identifiers f(K,r;),
where 1 < j < z and 1 <4 < n. Here, f is a two-variable one-way function. The dealer
only knows the z random keys K to K. Only the dealer and i*" (1 < i < n) participant
knows r;. During the secret image reconstruction phase, if the dealer chooses k; as the
threshold, then dealer broadcasts keys K, K41, ..., K, and threshold &; in case of Islam
et al. (2016) scheme. In the case of Wu et al. (2021) scheme, the dealer broadcasts key K ;
and threshold k;. Using the respective key(s) and real identifiers corresponding to k; shares,
a combiner computes respective fake identifiers and reconstructs the secret image using k;
shares. Islam et al. (2016) and Wu et al. (2021) claim that without knowing the respective
key(s) for computing fake identifiers, a combiner cannot reconstruct the secret image using
any number of shares.

Note that in these schemes (Islam et al., 2016; Wu et al., 2021), all operations are
performed in GF(p), where p € [0, 255] is a prime. Furthermore, each generated share is
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meaningful. To generate each meaningful share with Peak Signal to Noise Ratio greater
than 35 decibel, the preferred value of p is 7. Hence, the value of each fake identifier lies
within the interval [1,p — 1] (zero is not used as a real or fake identifier). In Islam et al.
(2016) scheme, with k; shares, the total number of possible fake identifiers is (”_1P;Cl )?
(permutations). Similarly, in Wu et al. (2021) scheme, with k; shares, the total number
of possible fake identifiers is 1P, . Because k; and z are less than p, and the preferred
value of p is 7, individually attempting (P~'P}, )* and P~1P,, numbers of fake identifiers
is computationally feasible. Hence, an external adversary using k; captured shares, or k;
colluding participants using their shares, can reconstruct the secret image using the brute-
force attack even though the chosen threshold for reconstruction is greater than k.

2.2 Category-2 TCSIS schemes

Category-2 TCSIS schemes (Liu et al., 2019; Sun et al., 2022) eliminate the brute-force
attack corresponding to identifiers of shares possible in the case of Category-1 TCSIS
schemes. Category-2 TCSIS schemes support the increase in threshold via updating each
share, and the identifier of each share is public. In Category-2 TCSIS schemes, the dealer
generates initial shares corresponding to threshold &, where 2 < k < n. Before an external
adversary captures k shares, or the number of colluding participants increases to &, the dealer
broadcasts a new threshold ¢ to all participants, where k < ¢ < n. Then, each participant
updates the initial share corresponding to ¢. The assumption is neither an external adversary
captures ¢ shares, nor the number of colluding participants increases to ¢, before the end of
the lifespan of the corresponding secret image. If no need to increase the threshold, then
the dealer broadcasts £ as the final threshold for the reconstruction of the secret image. In
Category-2 schemes, there is visual information leakage of the secret image via individual
share. The reason is not hiding the correlation among adjacent pixels in the secret image.
With this demerit, a participant can reveal the secret image via the initial share. We now
separately provide a brief on how an external adversary and colluding participants can reveal
the secret image in Liu et al. (2019) and Sun et al. (2022) schemes.

Liu et al. (2019) scheme supports three thresholds k1, k, k2, where k is the initial
threshold and 2 < k1 < k < ko < n. Furthermore, this scheme has all operations in
GF(251). The dealer generates initial shares using the following steps. First, divide the
secret image into non-overlapping blocks with k; greyscale values in each block. For
each block B,,, truncate every greyscale value greater than 250 to 250. Then, generate a
polynomial vy, (z) of degree k1 — 1 with ky greyscale values in B,, as ky coefficients in
vk, (z). For each B,,,, generate i'" (1 < i < n) share value s, ; as S;,,; = Vg, (i) + vg (i),
where vi(x) = cklxkl + clexle +otepqzFlisak—1 degree polynomial with
k — k1 random coefficients in the interval [0, 250]. Use the same vy (x) while generating
initial share values corresponding to every block in the secret image. Here, value i is the
identifier of *" share. To increase the threshold to ks, the dealer broadcasts ko and Vi, (7)
Vi € [1,n] to all participants. Here, vy, (z) = cxa® + g2 + ..+ ¢, 2% Lis a
ko — 1 degree polynomial with ks — k random coefficients in the interval [0, 250]. Then,

each i" (1 < i < n) participant updates every share value s, ; in the initial share to sf,f i

as 327 = Sm,i + Uy (7).

Consider that an external adversary F 4 captures k — 1 initial shares S, S5, ..., Sk_1
corresponding to threshold k. Furthermore, E 4 captures an updated share S,fz
corresponding to threshold k5. Now, E4 can convert S’;Q back to the corresponding
initial share Sy using operation s, , = sﬁi » — Uk, (k) on every greyscale value sf,'f  In
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51,32. We know that every greyscale value in an initial share .S; is an evaluated value
of the corresponding k — 1 degree univariate polynomial. In this univariate polynomial,
ky coefficients are the corresponding ki secret greyscale values. Hence, using &k shares
51,83, ..., Sk, E4 can reconstruct the secret image using Lagrange interpolation on every
k corresponding share values. Similarly, each *" participant in k colluding participants
can convert updated share Sz 2 to initial share S;, and reconstruct the secret image using
k regenerated initial shares. Hence, even after increasing the threshold from k to ko, an
external adversary and k colluding participants can reconstruct the secret image using k
shares.

Sun et al. (2022) scheme overcomes the demerit of support for only three possible
thresholds in Liu et al. (2019) scheme. Unlike in Category-1 and Liu et al. (2019)
schemes, the dealer need not broadcast extra values other than the chosen threshold for
the reconstruction of the secret image. Sun et al. (2022) scheme supports h — k + 1
consecutive thresholds &k, k + 1, ..., h, where k is the initial threshold, A is the maximum
possible threshold, and 2 < k < h < n. Hence, Sun et al. (2022) scheme is state-of-the-art.
Furthermore, this scheme supports operations in both GF(251) and GF(2%). However,
operations in GF'(251) lead to the lossy reconstruction of the secret image as in the Liu
et al. (2019) scheme. The reason is the truncation of greyscale secret values greater than
250 to 250. In Sun et al. (2022) scheme, the dealer generates initial shares using the
following steps. First, divide the secret image into non-overlapping blocks with kh greyscale
values in each block. For each block Bm, generate an asymmetric bivariate polynomial
Qm(z,y) as Qm(;v,y):z Zj Oc,]x ‘yJ. Here, c¢; Vze[O k—1],5€[0,h—1]
are kh greyscale values in the respective B,,. Then, generate i*" (1 < i < n) initial share
block sy, ; corresponding to By, as Sy, i = Um i (Y) || Um,i(x). Here, w, ;(y) = Qm (¢, 9),
Vm.i(z) = Qum(w,1), value i is the identifier of i*" share, and H denotes concatenation.
During the increase in threshold to ¢, where k < ¢ < h, each i*" (1 < i < n) participant
updates every share block s, ; in the initial share S; as s/, ; = v i(%) || Um,i(e1) ||

Um,i(€2) || .. || wm.i(en—¢). Here, s, . is the corresponding block in the updated share S?.
Furthermore, eq, es, ..., ep_¢ are the h — t distinct integers other than the identifiers of n
shares. Similarly, for ¢ = h, ]\, ; = v i(2), and for t = k, s}, ; = wm i (y).

Note that we can form (k — 1)(h + k) = kh + k?> — (h + k) number of linearly
independent equations using k — 1 initial share blocks corresponding to kh greyscale values
per secret block (Harn et al., 2017). However, for k > (h/k) + 1,kh + k* — (h + k) > kh.
Hence, for k > (h/k) + 1, an external adversary using k — 1 captured initial shares can
reconstruct the secret image by solving linearly independent equations. Similarly, £ — 1
colluding participants before the increase in threshold can do the same. For k <t < h
and t — k < k, we can form (k — 1)(h + k) + (¢t — k)k = kh + kt — (h + k) number of
linearly independent equations using k& — 1 initial share blocks and ¢t — k updated share
blocks corresponding to threshold t. However, fort > (h/k) + 1,kh + kt — (h + k) > kh.
Furthermore, fork < ¢t < handt — k > k,wecanform (k — 1)(h + k) + (t — k)k + (h —
t)k = kh + kh — (h + k) number of linearly independent equations using k& — 1 initial
share blocks and ¢ — k updated share blocks corresponding to threshold ¢. However, for
k> 2,kh+kh— (h+k) > kh. Hence, fort > (h/k) +1and t — k < k, and for k > 2
and t — k > k, an external adversary using captured £ — 1 initial shares and ¢ — k updated
shares corresponding to threshold ¢ (total ¢ — 1 shares) can reconstruct the secret image
by solving linearly independent equations. Similarly, we can form (k — 1)(h + k) + (h —
k)k = kh + kh — (h + k) number of linearly independent equations using & — 1 initial



Addressing escalating threats 97

share blocks and h — k updated share blocks corresponding to threshold /. As mentioned
above, for k > 2, kh + kh — (h + k) > kh. Hence, an external adversary using captured
k — 1 initial shares and h — k updated shares corresponding to threshold h (total h — 1
shares) can reconstruct the secret image by solving linearly independent equations.

In Table 1, we provide the three demerits existing in the Category-1 and Category-2
TCSIS schemes briefed so far. In these three demerits, two demerits are common, and one
demeritis specific to Category-2 TCSIS schemes. Hence, we aim to propose a TCSIS scheme
that overcomes these three demerits. We know that Category-2 TCSIS schemes already
eliminate the brute-force attack possible in Category-1 TCSIS schemes corresponding to
identifiers of shares. Hence, we propose a Category-2 TCSIS scheme.

Table 1 The three demerits and corresponding effects in the existing TCSIS schemes

Category Demerit Effect

Category-1 and (1) Insecurity against the increasing An  external  adversary can

Category-2 capabilities of an external adversary  reconstruct the secret image before
as in Islam et al. (2016), Wu et al.  the end of secret image’s lifespan.
(2021), Liu et al. (2019) and Sun
et al. (2022) schemes.
(2) Insecurity against the increasing  The colluding participants can
number of colluding participants as  reconstruct the secret image before
in Islam et al. (2016), Wu et al. the end of secret image’s lifespan.
(2021), Liu et al. (2019) and Sun
et al. (2022) schemes.

Category-2 (3) Visual information leakage of A participant can reveal the secret

the secret image via each share as
in Liu et al. (2019) and Sun et al.

image with the share distributed by
the dealer.

(2022) schemes.

3 Preliminaries

In this section, we provide a brief on univariate and asymmetric bivariate polynomials,
which are the foundations for the proposed scheme.

We can represent an univariate polynomial ¢(x) of degree ¢ — 1 as shown in equation (1).
In equation (1), ¢;, Vi € [0,¢ — 1] are constants. Evaluating ¢(z) at © = d, where d is a
constant, results in a constant. To reconstruct ¢(x) using Lagrange interpolation, we require
at least ¢ evaluated values ¢(d ), ¢(d2), ..., ¢(d¢) corresponding to ¢ constants dy, da, ..., d;
(Bhat et al., 2021).

qx) =co+crx+ ... +cqxtt (D

We can represent an asymmetric bivariate polynomial Q(z,y) with degree ¢, in x
and ¢, in y as shown in equation (2). In equation (2), ¢; ;,Vi € [0,t; —1] and j €
[0,t, — 1], are constants. Evaluating Q(z,y) at z = d, where d is a constant, results in
an univariate polynomial uy(y) = Q(d,y) = ug(d) + ui(d)y + ... +uj _1(d)y'v~" of
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degree t,, — 1. Here, u}(x) = co; + ¢1,,@ + ... + ¢z, —1 ;x'= ! is an univariate polynomial
of degree ¢, — 1. Similarly, evaluating Q(x,y) at y =d results in an univariate
polynomial vg(z) = Q(z,d) = v{(d) + Ul( )&+ ...+ (d)x'="1 of degree t, — 1.
Here, v;(y) =cot iyt ...+, ,1y v~ ig an univariate polynomial of degree t,, —
1. To reconstruct Q(zx,y) using Lagrange interpolation, we require at least ¢, umvanate
polynomials ug, (), ud, (y), ---ud,, (y) corresponding tot,, constants dy, da, ...d;, as shown
in equation (3), or we require at least ¢, univariate polynomials v, (), Va, (2), ...Va,, ()
corresponding to t, constants di,ds,...d;, as shown in equation (4). Furthermore,
uq, (dj) = va,; (d;) and vg, (d;) = ug,(d;) (Harn et al., 2017).

t,—1
€00 +CoY + ... +Cot, 1YY T+

1,0 + 112y + ... + cuy_lxytyflJr

Qr,y) = ()

to—1 -1

to—1 to—1, ¢,
Ct,—1,0° 7+ Ct,—1,17T Y+ oo+ C—1t,-127 Y'Y

to 4
n=>wo | I =7 3)
=1 — g

g=1,97#l
ty ty d
y —
zy) =Y va @) | ] e )
I=1 g=1,9%# g

4 Proposed scheme

We propose a TCSIS scheme by modifying operations in the state-of-the-art (Sun et al.,
2022) scheme. Similar to Sun et al. (2022) scheme, the proposed scheme also supports
h — k 4+ 1 consecutive thresholds &,k + 1, ..., h for sharing greyscale and colour secret
images. Here, k is the initial threshold, / is the maximum possible threshold,2 < k < h < n
and n + h — k < 255. The proposed scheme has three phases: shares generation, share
update, and secret image reconstruction. In the shares generation phase, the dealer generates
n initial shares of secret image I corresponding to threshold & and securely distributes them
to n participants. Then, the dealer deletes I and corresponding 7 initial shares. Before an
external adversary captures k shares, or the number of colluding participants increases to
k, the dealer broadcasts a new threshold ¢ to all participants, where & < ¢ < h. Then, every
participant executes the share update phase by generating the updated share from the initial
share and then deleting the initial share. The assumption is that an external adversary can
capture a maximum of ¢ — 1 shares, or the number of colluding participants can increase
to a maximum value ¢ — 1, before the end of the lifespan of I. If no need to increase the
threshold, the dealer broadcasts nothing, and k is the final threshold. Else, ¢ € [k + 1, h] is
the final threshold. In the secret image reconstruction phase, i.e., at the end of the lifespan of
I, a combiner (dealer or participant) securely collects ¢ (k < ¢ < h) shares and reconstructs
the secret image.

In the shares generation phase, an asymmetric bivariate polynomial @Q,, (x, y) is formed
from each secret block B,,, in I, where B,, contains k(h — 1) greyscale values. Then, n
initial share blocks are generated from Q,,,(z, y) corresponding to threshold k as shown in
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Algorithm 1. Here, each initial share block is a combination of a univariate polynomial in x
and evaluated values of a univariate polynomial in y. In the share update phase, each block
in an initial share is updated corresponding to a new threshold ¢ (k < t < h) using copy
operations as shown in Algorithm 2. In the secret image reconstruction phase, Q, (z,y)
corresponding to each B, is reconstructed using Lagrange interpolation with univariate
polynomials obtained from the corresponding ¢ (k < ¢ < h) share blocks as shown in
Algorithms 3 and 4. We know that each greyscale value in a greyscale or colour secret image
lies in the interval [0, 255]. Hence, to reconstruct the secret image, the same as the original
corresponding to every greyscale value, all the operations are performed in GF(2%).

The proposed scheme overcomes the three existing demerits in the related schemes by
eliminating the following two vulnerabilities in Sun et al. (2022) scheme:

e  While generating initial share blocks per secret block B,,, corresponding to threshold
k, two univariate polynomials Q,, (¢, y) and @, (x, 7) corresponding to asymmetric
bivariate polynomial @, (z,v) are stored in 7*" (1 < i < n) share block (from
Section 2.2). However, only @, (4, y) from each share block is sufficient to
reconstruct kh greyscale values in B,,, with threshold k. Additional Q,,,(z, ) in each
share block is extra information about B,,, which is being exploited by an external
adversary and colluding participants.

e  The correlation among adjacent pixels in the secret image is not hidden during the
generation of initial shares. This behaviour leads to visual information leakage of the
secret image via individual share.

We first provide the security model for the proposed scheme. Second, we describe the three
phases in the proposed scheme by mentioning the respective changes made to operations in
Sun et al. (2022) scheme. Then, we illustrate the proposed scheme. In Table 2, we provide
the notations along with their description which we use throughout this paper.

Table 2 Notations and their description

Notation Description

1 Secret image (greyscale or colour)

G Number of greyscale values in

k Initial threshold

h Maximum possible threshold

n Number of shares

S #*" initial share of I

SZ i*" updated share of I corresponding to threshold j
B A secret block in 1

Qm(z,y) Asymmetric bivariate polynomial corresponding to B,
Sm.i i*" initial share block of By,

si“ i*" updated share block of B, corresponding to threshold j

Concatenation

4.1 Security model

We consider the following security model for the proposed scheme. The dealer is honest.
A participant can be semi-honest. The transmission of a share between the dealer (or a



100 K. Bhat et al.

combiner) and a participant occurs via a secure channel. It is sufficient to increase the
threshold once. Each participant deletes the initial share after generating the corresponding
updated share.

4.2 Shares generation phase

In the shares generation phase, the dealer generates initial shares with the following
steps. First, divide secret image I into b blocks with each block B,,, containing k(h — 1)
greyscale values, where m € {1,2,...,b}. Then, for every B,,, generate n initial share
blocks Spm.1, Sm,2, ---s Sm,n using Algorithm 1. For every B,, with k(h — 1) greyscale
values, every corresponding s,, » (1 < r < n) contains h greyscale values. For each r €
{1,2,...,n}, generate r'” initial share S as S, = s1,, || 2. || .- || Sp.r-

Algorithm 1: Initial share blocks generation.

Input: k; h; n; By, of size k(h — 1); publicly known n shares’ distinct identifying
indices d1, da, ..., d,, € [1,255]; h — k publicly known distinct integers
e1,ea,...,en—r € [1,255], other than dy, da, ..., d,.

Output: n initial share blocks s, 1, Sm,2, -++; Sm,n Of By,.

1fori=1tokdo /* lines 1-3: generate k(h—1) coefficients
from B,, */

2 | forj=1toh —1do

3 L LCi—l,j—l = Bu[i][J]

4fori=1tokdo /* lines 4-5: generate k random
coefficients in the interval [1,255] */

5 L Ci—1,h—1 = Rand (1,255)

6 Construct the asymmetric bivariate polynomial @Q,, (z,y) as
co,0 +Coy+ ...+ Co7h_1yh_1+
1,0 +C112Y + ... + 017}L_133yh'_1+

Qm(%y) = (5)
Ck71,oilﬂkf1 + Ck71,1kafly + ...+ Ckfl,hqfﬂk*lyh*l
7 fori=1tondo /* lines 7-11: generate n initial share
blocks */
8 Sm,i = Um,d; (SC) /* Um,d; (SC) = Qm(xvdz) */
9 | Um,a,(y) = Qm(di,y)
10 | forj=1toh — kdo
1 L Smyi = Smi || Um,d; (€5) /* || denotes concatenation */

To eliminate the two vulnerabilities in Sun et al. (2022) scheme, we have done the following
respective changes in the initial share blocks generation:

While generating initial share blocks per secret block B,,, corresponding to threshold
k, store a univariate polynomial @, (x, d;) and h — k evaluated values of univariate
polynomial Q,,(d;,y) corresponding to @, (z,y) in i*" (1 < i < n) share block
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(from lines 7-11 of Algorithm 1). All this information stored in each share block is
necessary to reconstruct k(h — 1) greyscale values in B,,, with threshold & (refer
Section 5 for proof). Each share block provides no additional information about B,,.

e  Use of random integers during the initial share blocks generation to hide the
correlation among adjacent pixels in the secret image (from lines 4-6 of Algorithm

1.
4.3 Share update phase

In the share update phase, every " (1 < r < n) participant updates the initial share S, to
S! corresponding to new threshold ¢ broadcast by the dealer, where k < t < h. The steps
for updating an initial share are as follows. First, divide .S, into b blocks with each block
Sm.r containing h greyscale values, where m € {1, 2, ..., b}. Then, generate updated block
sfn’r corresponding to s, , using Algorithm 2. For every s,, , with h greyscale values,
corresponding sfn’,, contains k + h — t greyscale values. Finally, generate updated share
Stas Sp=si | sh, || s}, and delete S,.

Algorithm 2: Updated share block generation corresponding to new threshold ¢,
where k£ <t < h.

Input: h; new threshold ¢, where k < ¢ < h; initial share block
Sm,r = Vm,d, (T) || Um,d,(€1) || um,a,.(€2) | --- || wm.d, (en—k), where
re{l,2,..,n}

Output: updated share block sfmr.

18, . = Uma,(2) /* CcOpY Uma,(x) from s, to si . */
2fori=1toh—tdo /* lines 2-3: copy h—t evaluated values
of Umq,(y) from S, to si . */
t o ot ) 7
3 L Sm,r - Sm,r || um,dr (61)

Note that updated share block generation corresponding to final threshold ¢ in Sun et al.
(2022) scheme involves only copy operations for ¢ = h and ¢ = k. Here, a copy operation
refers to an assignment operation. Furthermore, for £ < ¢t < h, updating a share block
involves h — ¢ evaluations of a univariate polynomial in addition to k& copy operations
(from Section 2.2). However, in the proposed scheme, to accord with the changes made
in initial share blocks generation, updated share block generation involves only k + h — ¢
copy operations (from Algorithm 2). Furthermore, in the proposed scheme, each participant
updates the initial share only when there is a need for an increase in the threshold.

4.4 Secret image reconstruction phase

In the secret image reconstruction phase, a combiner reconstructs the secret image using ¢
(k <t < h) collected shares St , St , ..., Sk, where t is the threshold for reconstruction,
and {r1,79,...,7+} C{1,2,...,n}. Note that VI € {r1,ra,...,7+}, S,’f’l = S,, because of no
share update for ¢ = k. The steps for reconstructing the secret image are as follows. First,
divide every share S}, into b non-overlapping blocks sf ., s5 ., ...s}, ., . Then, using every

t corresponding share blocks st ., s? st reconstruct secret block B,,, using

m,ri? m,re? "t Tm,re
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Algorithm 3 for k <t < h or Algorithm 4 for ¢ = h, where m € {1,2, ..., b}. Finally,
reconstruct secret image [ as I = By || Bz || ... || Bp-

Algorithm 3: Secret block reconstruction with threshold ¢, where k < ¢t < h.

Input: k; h; threshold for reconstruction ¢, where k < t < h; t share blocks

sfnmt, Strgs s St s Where {7y, 7o, e} C©{1,2, . n}, sk = s,
and 5 o 8 [t () 1t (€2) | o | sty e

Vi € {1,2,...,t}; t shares’ identifying indices d;, , dyyp, ..., dr,; h — ¢
publicly known distinct integers ey, es, ..., €,—¢.
Output: Reconstructed secret block B,,,.
1fori=1toh —tdo
2 | Construct univariate polynomial v, ., (x) of degree k — 1 using Lagrange
interpolation with k values w4, (€i), Um,d,, (€i), s Um.d,, (€i)
corresponding to k indices d,, , d,, ..., dr,

3 Reconstruct k(h — 1) coefficients in Q,,(x, y) (shown in (5)) corresponding to
k(h — 1) greyscale values in B,, using Lagrange interpolation with / univariate
polynomials vy, 4, (%), Vim,d,, (), -+ Vm,d,, (),

Um,er (), Um,es (X)), -os Ume,,_, (x) and h indices dy,, dry, ..., dr,, €1, €2, ..., Ep—¢

Algorithm 4: Secret block reconstruction with threshold h.

Input: threshold for reconstruction h; h share blocks sﬁwl , sf,w PR Sﬁ%"‘h,’ where
{r1,r2, ..,tnt € {1,2,...,n} and sfm” = Um,d,, (x),Vle{1,2,...,h}; h
shares’ identifying indices d,, , dr,, ..., dy, -

Output: Reconstructed secret block B,,.
1 Reconstruct k(h — 1) coefficients in @Q,,(z,y) (shown in (5)) corresponding to

k(h — 1) greyscale values in B, using Lagrange interpolation with & univariate
polynomials vy, 4, (), Vm,d,, (), --s Vm,d,, (z) and h indices d;., , dy,, ..., dy,

Note that respective operations corresponding to secret block reconstruction with threshold
t=h and k <t < h are similar in Sun et al. (2022) and the proposed schemes. The
difference is that in the proposed scheme k(h — 1) greyscale values per secret block, and
in Sun et al. (2022) scheme kh greyscale values per secret block, have to be reconstructed.
Furthermore, secret block reconstruction with threshold % in the proposed scheme involves
additional interpolations of & — k univariate polynomials (from lines 1-2 of Algorithm 3.

4.5 Ilustration

For illustration, we consider k = 2, h = 4, n = 4, and a secret block B,,, containing k(h —
1) = 6 greyscale values shown in (6). Furthermore, respective identifying indices of n = 4
sharesaredy; = 1,dy = 2,d3 = 3anddy = 4. The h — k = 2 integers other than identifying
indices are e; = 5 and e; = 6.

189 180 186
B = <197 183 185> ©)
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4.5.1 Share blocks generation

The asymmetric bivariate polynomial Q,,(x,y) generated corresponding to B,,, is shown
in equation (7). In equation (7), coefficients 151 and 57 are random integers in the interval
[1, 255].

189 + 180y + 18632 + 15133+

m\<L, = 7
Qm(.) { 1972 + 183y + 1852y? + 57xy? ™

We know that Vi € {1,2,3,4}, i'" initial share block $,,.; = V. d, () || Um.a, (e1) ||
Um,d; (€2). Fori =1, vy, 4, (2) = Qum(z,d1) = 36 + 242z, and Uy, 4, (y) = Qm(d1,y) =
120 + 3y + 3y% + 174y3. Now, upa,(e1) =146 and w4, (e2) = 201. Hence,
Sma = Vm.dy (T) || Um.dy (€1) || Um.4, (€2) = (36,242,146,201).  Similarly, sp,2 =
(214,189, 141, 163), spm.3 = (26,28, 115, 133) and sy, 4 = (22, 154, 179, 119).

4.5.2  Share block update

For new threshold ¢ =3, Vi e {1,2,3,4}, updated share block s} ;, = vmd (z) ||
Um,q,(€1). For i =1, 83, | = Um.a, () | um d,(e1) = (36,242,146). Similarly, s
(214,189, 141), 53, 5 = (26,28,115) and 53, , = (22,154, 179).

For new threshold ¢ =4, Vi € {1,2,3,4}, updated share block s . = vy, 4, (). For
i=1, sp1 = Um,, (¥) = (36,242). Similarly, s}, , = (214,189), s}, 5 = (26,28) and
si = (22,154).

m2_

m,4 —

4.5.3 Secret block reconstruction

For simplicity, we consider the first ¢ (final threshold) share blocks for secret block
reconstruction, where 2 < ¢t < 4.

For t =2, the corresponding 2 share blocks are s,,1 = (36,242,146,201) and
Sm.,2 = (214,189,141, 163). Univariate polynomial v,, ., () constructed using Lagrange
interpolation with 2 values w4, (€1) and w,, 4, (e1) corresponding to 2 indices dy and
dg is 108 + 254x. Similarly, univariate polynomial v,, ¢, (x) constructed using Lagrange
interpolation with 2 values w4, (€2) and u,, 4, (e2) corresponding to 2 indices d; and ds
is 239 + 38x. With 4 univariate polynomials vy, 4, (), Um,dy (), Um.e, (€) and vy, ¢, (),
and corresponding 4 indices dj,ds, e, and es, reconstruct B, as in equation (6) using
Lagrange interpolation.

For t=3, the corresponding 3 share blocks are s, 1 = (36,242,146),
Smy2 = (214,189, 141) and s3 5 = (26,28,115). Univariate polynomial vy, (x)
constructed using Lagrange interpolation with 2 values g, (e1) and wp, g,(€1)
corresponding to 2 indices d; and do is 108 + 254x. With 4 univariate polynomials
Um,dy (), U dy (), U,y () and vy, ¢, (), and corresponding 4 indices d1, do, ds, and
e1, reconstruct B,, as in equation (6) using Lagrange interpolation.

For t = 4, the corresponding 4 share blocks are s,, 1 = (36,242), s,,, 2 = (214, 189),
53,3 = (26,28) and 57, , = (22, 154). With 4 univariate polynomials vy, 4, (), Um,d, (%),
vm7d3( ) and vy, 4, (), and corresponding 4 indices dy, d2, d3, and dy, reconstruct By, as
in equation (6) using Lagrange interpolation.
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5 Theoretical analysis

In this section, we first prove each initial and updated share is random (Theorems 1 and
2). Second, we prove if ¢ is the final threshold, where k < ¢ < h, then less than ¢ colluding
participants cannot reconstruct the secret image (Theorems 3-5). Third, we prove if ¢ is
the final threshold, where k£ < ¢ < h, then an external adversary cannot reconstruct the
secret image using captured initial and/or updated shares whose total count is less than
t (Theorem 6). Fourth, we prove relation between k, h and n must be n + h — k < 255
(Theorem 7). Fifth, we provide and prove the asymptotic time complexities of the initial
share blocks generation, updated share block generation, and secret block reconstruction
algorithms (Theorems 8—11). We know from Section 2 that Category-2 TCSIS schemes
(Liu et al., 2019; Sun et al., 2022)) are preferable over Category-1 TCSIS schemes (Islam
et al., 2016; Wu et al., 2021)) for supporting the increase in the threshold. In Category-2
TCSIS schemes, Liu et al. (2019) scheme supports only three possible thresholds. However,
the state-of-the-art Sun et al. (2022) scheme overcomes this demerit and supports b — k + 1
consecutive thresholds. Furthermore, the proposed scheme is a modified version of the Sun
et al. (2022) scheme with similar properties. Hence, finally we compare the proposed and
Sun et al. (2022) schemes corresponding to secret block size, number of secret blocks, share
size, asymptotic time complexities, and number of basic operations.

Theorem 1: Each initial share generated using the proposed scheme is a random image.

Proof:  We prove that each initial share block s, ; generated for a secret block B,,, contains
random greyscale values (integers) in the interval [0,255], where i € {1,2,...,n}. This
proof holds for all initial share blocks, indicating that each initial share is a random image,
i.e., an image containing random greyscale values in the interval [0, 255].

We know that an initial share block Sy, ; = U 4, (@) || Um,d; (€1) || - || Wma; (€n—k)
(from lines 7-11 of Algorithm 1). Here, v q,(2) = vy, o(di) + vy, 1 (di)z + ... +
ny g1 (di)z*~1, where v),, (y) = ¢jo0+ ¢y + ...+ cin1y"tand j € {0,1,.. k —
1}. Furthermore, Vj € {0, 1, ..., k — 1}, coefficient ¢; 1 is arandom integer in the interval
[1, 255] (from lines 4-5 of Algorithm 1). The remaining coefficients ¢; ;,Vj € {0,1,..., k —
1} and VI € {0, 1, ..., h — 2}, are the greyscale values in the interval [0, 255] belonging to
B,,, (from lines 1-3 of Algorithm 1). Recall that all operations occur in GF(2%). Because
¢j,n—1 is a random integer in the interval [1,255] Vj € {0,1,...,k — 1}, vy, ;(d;) is also a
random integer in the interval [0, 255] (Bhat, 2021). Hence, every coefficient in v,,, 4, () is
a random integer in the interval [0, 255].

Furthermore, — wpm,d, (y) =, o(di) + ul, 1 (di)y + ... +up,, 1 (di)y" !, where
ul, (€)= cou+ crix + .. + cr—17%" and 1€{0,1,..,h —1}. Note that, Vj €
{0,1,...,k — 1}, coefficient ¢;;_1 is a random integer in the interval [1,255] (from
lines 4-5 of Algorithm 1). The remaining coefficients ¢;;, Vj € {0,1,...,k — 1} and
vl e {0,1,...,h — 2}, are the greyscale values in the interval [0,255] belonging to
B,, (from lines 1-3 of Algorithm 1). Thus, ufm,,h—l(di) is also a random integer in
the interval [0,255] because c; 1 is a random integer in the interval [1,255], Vj €
{0,1,...,k — 1} (Bhat, 2021)). Because u,, ;, ,(d;) is a random integer in the interval
[0, 255], U4, (€1), Um,d; (€2); -, Um,a; (en—k) are also random integers in the interval
[0, 255] (Bhat, 2021)).

Thus, Sm,i = Um,d; (@) || Um.a;(€1) || --- || Wm,a; (en—x) contains random greyscale
values (integers) in the interval [0, 255]. O

1
b}



Addressing escalating threats 105

Theorem 2: Each updated share generated using the proposed scheme is a random image.

Proof: We prove that an updated share block sfnyr generated corresponding to new
threshold ¢ contains random greyscale values (integers) in the interval [0, 255], where k <
t < handr € {1,2,...,n}. This proof holds for all updated share blocks, indicating that
each updated share is a random image.

We know that sﬁmr is generated from the corresponding initial
share  block  Spr = Um,a,. (@) || Um,a,.(€1) || .- || Um,a, (en—k) by  copying
V., (), Um,d, (€1); s Um,d, (€n—¢) from s, .. into st . (from Algorithm 2). We know
from the proof of Theorem 1 that the all coefficients in v, 4, (), and the values w,, 4, (e1),
U, d, (€2), - Um, 4, (en—¢) are random integers in the interval [0, 255].

Thus, s, . = vm.d, () || um.a,(€1) || ... || Um,a,(en—s) contains random greyscale
values (integers) in the interval [0, 255]. O

Theorem 3: [fk is the current threshold, then a combiner (dealer or participant) requires
at least k shares corresponding to threshold k to reconstruct the secret image.

Proof: 'We prove that for current threshold k, a combiner requires at least k corresponding
initial share blocks sy, .\, Sm,rys---) Sm,r, 1O Teconstruct the secret block B,,, where
{r1,7r2,...,rr} € {1,2,...n}. This proof holds for all blocks of the secret image.

To reconstruct B,,, a combiner requires k(h — 1) corresponding coefficients
in the asymmetric bivariate polynomial Q,,(x,y). An initial share block s,,,, =
Vm,d,, (T) | Um,a, (€1) || ... || wm,a,, (en—k) (from lines 7-11 of Algorithm 1), where
i€{1,2,...,k}. To reconstruct k(h —1) corresponding coefficients in Q. (z,y)
using polynomial interpolation, a combiner requires at least i univariate polynomials
Vi, dy, (T), Vmdyy (T); s Vi, dy, (@), Umoey (€), Vmen(T), -oos Ume,_,. ().  First, the
combiner can obtain k univariate polynomials vy, 4, (%), Um,d,, (2); .-, Vm,d,, () directly
from at least k£ corresponding initial share blocks. Next, the combiner can compute each
one of h — k univariate polynomials vy, ¢, (%), U e, (X), .o, Um e, (z) from at least k
corresponding values U 4, (€;), Um.d,, (€7), --s Um.d,, (€;), where j € {1,2,....h — k}.
Hence, a combiner requires at least k£ corresponding share blocks to reconstruct B,,, using
polynomial interpolation.

Another way to reconstruct @,,,(z,y) is by solving linearly independent equations.
The number of linearly independent equations formed using k — 1 initial share blocks
corresponding to kh unknowns is k(k — 1). Here, kh is the number of coefficients in
Qm(z,y).Because k(k — 1) < kh, acombiner cannot reconstruct @, (z, y) using less than
k shares and cannot uniquely determine any coefficient in @, (x, ). Hence, using less than
k corresponding initial share blocks, a combiner cannot reconstruct B,,, by solving linearly
independent equations. g

Theorem 4: [ft (k <t < h) is the final threshold, then a combiner (dealer or participant)
requires at least t shares corresponding to threshold t to reconstruct the secret image.

Proof: 'We prove that for final threshold ¢ (k <t < h), a combiner requires at least ¢
corresponding updated share blocks an,rl , sfn’w, ceey sf,mt to reconstruct the secret block
B,,, where {ry,rs,...,m:} C {1,2,...n}. This proof holds for all blocks of the secret image.

To reconstruct B,,, a combiner requires k(h — 1) corresponding coefficients in the

asymmetric bivariate polynomial Q. (z,y). An updated share block s, .. = vy a, (%) ||
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Um,d, (€1) || - || wm,a,, (en—t) (from Algorithm 2), where i € {1,2, ..., t}. To reconstruct
k(h — 1) corresponding coefficients in Q,,(x,y) using polynomial interpolation, a
combiner requires at least & univariate polynomials vy, 4, (), Vrn,dy, (), s Vmd,, (T),
Vm, ey (T), Umes (T), -y Um e, _, (). First, the combiner can obtain ¢ univariate polynomials
Vi, dy, (), Um,d,, (T), -y Vm,a,, () directly from at least ¢ corresponding share blocks.
Next, the combiner can compute each one of h — ¢ univariate polynomials vy, ¢, (),
Unm,es (), s Um,e,,_,, () from at least k corresponding values w4, (€;), Um ., (€;), -,
U, d,, (€j), where j € {1,2,...,h — t}. Hence, a combiner requires at least ¢ corresponding
share blocks to reconstruct B,,, using polynomial interpolation.

Another way to reconstruct @, (z,y) is by solving linearly independent equations.
The number of linearly independent equations formed using ¢ — 1 updated share blocks
corresponding to kh unknownsis k(t — 1) + k(h — t) = kh — k. Here, kh is the number of
coefficients in Q. (x,y). Because kh — k < kh, a combiner cannot reconstruct Q,, (z, y)
using less than ¢ shares, and cannot uniquely determine any coefficient in Q. (x, y). Hence,
using less than ¢ corresponding updated share blocks, a combiner cannot reconstruct B,,
by solving linearly independent equations. g

Theorem 5: If h is the final threshold, then a combiner (dealer or participant) requires at
least h shares corresponding to threshold h to reconstruct the secret image.

Proof: We prove that for final threshold h, a combiner requires at least h corresponding

updated share blocks sh sh sh to reconstruct the secret block B,,,, where

{ri,7r9,...,rn} € {1, 2, nl} Tﬁi; proof Hofds for all blocks of the secret image.

To reconstruct B, a combiner requires k(h — 1) corresponding coefficients in the
asymmetric bivariate polynomial @,,(x,y). An updated share block sfmm = Um,d,, (T)
(from Algorithm 2), where i € {1,2,...,h}. To reconstruct k(h — 1) corresponding
coefficients in @,,(x,y) using polynomial interpolation, a combiner requires at least h
univariate polynomials vy, 4, (%), Vm.d,, (T); .-, Um,d,, (x). The combiner can only obtain
these h univariate polynomials from at least h corresponding share blocks. Hence, a
combiner requires at least i corresponding share blocks to reconstruct B,,, using polynomial
interpolation.

Another way to reconstruct @, (z,y) is by solving linearly independent equations.
The number of linearly independent equations formed using » — 1 updated share blocks
corresponding to kh unknownsis k(h — 1) = kh — k. Here, kh is the number of coefficients
in Qm(z,y). Because kh — k < kh, a combiner cannot reconstruct Q,,, (z,y) using less
than & shares, and cannot uniquely determine any coefficient in Q,,, (x, y). Hence, using less
than h corresponding updated share blocks, a combiner cannot reconstruct B,,, by solving
linearly independent equations. d

Theorem 6: Ift is the current threshold, where k < t < h, then an external adversary E 4
cannot reconstruct the secret image using t — 1 captured shares corresponding to thresholds
inthesetT = {t' : k <t <t}

Proof: We prove that for current threshold ¢, where k < ¢t < h, E4 cannot reconstruct a
secret block B,, using t — 1 corresponding share blocks corresponding to thresholds in
the set T = {t' : k < ¢’ < t}. We provide proof corresponding to three possible cases: (i)
t =k; (ii))t > k and ¢ < h; (iii) ¢ = h. This proof holds for all blocks of the secret image.
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Case (i)t = k:

Here, the set 7' = {k}. We know from proof of Theorem 3 that using & — 1 corresponding
initial share blocks, £ 4 cannot reconstruct B,,,.

Case (ii)t > kand t < h:

Here, the set T' = {k,t}. We know that the lesser the threshold, the more information
about a secret block is present in each corresponding share block. Hence, the best case
for E4 is to have captured k£ — 1 initial shares, and ¢ — k updated shares (total ¢t — 1
shares). Without loss of generality, we assume that for B,,,, k — 1 corresponding initial
share blocks are sy, 1, 5m,2, ---; Sm,k—1. Furthermore, ¢ — k corresponding updated share
blocks are s, 1, 8%, 41, Shy 41 We now show that £4 cannot reconstruct By, using
these k — 1 4+t — k =t — 1 share blocks either by polynomial interpolation or by solving
linearly independent equations.

Each initial share block S, = Um,q, (Z) || wm.a,(e1) || ... || Um,a;(en—k) (from
lines 7-11 of Algorithm 1), where ¢ € {1,2,...,k — 1}. Furthermore, each updated
share block s!, ; = v d, () || tm,a; (€1) || - | tm,d,(en—¢) (from Algorithm 2), where

ie{kk+1,..,t—1}. To reconstruct B,,, E4 requires k(h —1) corresponding
coefficients in the asymmetric bivariate polynomial Q,,(x,y). To compute these
coefficients using polynomial interpolation, F4 requires h univariate polynomials
VU iy (), U 1p ()5 ooy Uty (), Where {l1, 12, ..., 1} C {d1,d2,...,dn,e1,€2,...;en_r}
(from Algorithm 3). From ¢ — 1 share blocks, F 4 can directly obtain ¢ — 1 univariate
polynomials vy, 4, (), Ui dy (), ---s Um,d,_, (). However, E4 can construct only h — ¢
more univarite polynomials v, ¢, (), Um,e, (€), .., Um,e,_, () from any k share blocks
using polynomial interpolation (from lines 1-2 of Algorithm 3). Hence, there are only
t—1+4+ h —t = h — 1 univariate polynomials available, and F4 cannot reconstruct B,,
using polynomial interpolation.

For t — k < k, the number of linearly independent equations formed corresponding
to kh unknowns using k — 1 initial share blocks and ¢ — k updated share blocks is (k —
1)k + (t — k)k = kt — k. Here, kh is the number of coefficients in Q,,(x, y). Similarly,
for t — k > k, the number of linearly independent equations formed is (k — 1)k + (¢t —
k)k + (h —t)k = kh — k.Because kt — k < khand kh — k < kh, E 4 cannot reconstruct
Qm(z,y), and cannot uniquely determine any coefficient in @, (z,y). Hence, F 4 cannot
reconstruct B,,, by solving linearly independent equations.

Case (iii) t = h:

Here, the set ' = {k, h}. The best case for E 4 is to have captured k — 1 initial shares,
and h — k updated shares (total  — 1 shares). Without loss of generality, we assume that
for By, k — 1 corresponding initial share blocks are s, 1, Sm 2, ..., Sm,k—1. Furthermore,
h — k corresponding updated share blocks are s’ . s 1, ..,s" | . We now show
that 4 cannot reconstruct B,,, using these k — 1 + h — k = h — 1 share blocks either by
polynomial interpolation or by solving linearly independent equations.

Each initial share block S, = Um.d, (2) || wm.a; (€1) || - || Wm,a; (en—k) (from
lines 7-11 of Algorithm 1), where ¢ € {1,2,...,k — 1}. Furthermore, each updated
share block s” . = v, 4,(z) (from Algorithm 2), where i € {k,k+1,...,h —1}. To
reconstruct B,,, E4 requires k(h — 1) corresponding coefficients in the asymmetric
bivariate polynomial @,,(x,y). To compute these coefficients using polynomial
interpolation, E4 requires h univariate polynomials vy, i, (%), Um iy (X)), ... Um 1, (2),
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where {l1,ls,....,ln} C{d1,da,...,dn,e1,€2,...,ep_} (from Algorithms 3 and 4).
From h —1 share blocks, E4 can directly obtain h — 1 univariate polynomials
Vm,dy ()5 Vm,dy (), oy Um d,_, (). However, E4 cannot construct any of univarite
polynomials vy, e, (), U, e, (Z), ..., Um. e, (z) because there are only k — 1 evaluated

values U, d, (€5), Um,d, (€5), -y Um,a,_, (€5) for each j € {1,2,...,h — k}. Hence, only
h — 1univariate polynomials are available, and E 4 cannot reconstruct B,,, using polynomial
interpolation.

The number of linearly independent equations formed corresponding to £h unknowns
using k — 1 initial share blocks and h — k updated share blocks is (k — 1)k + (h — k)k =
kh — k. Here, kh is the number of coefficients in Q.,,(z,y). Because kh — k < kh, E 4
cannot reconstruct @, (z,y), and cannot uniquely determine any coefficient in Q,,(x, y).
Hence, E 4 cannot reconstruct B,,, by solving linearly independent equations. g

Theorem 7: The relation between k, h, and n must be n + h — k < 255.

Proof: The number of distinct identifying indices of n shares is 255 in the interval [1,
255]. Furthermore, maximum possible number of additional distinct integers other than
identifying indices of n shares is h — k in the interval [1, 255] (from Algorithm 1). Hence,
the relation n + h — k& < 255 must hold. Il

We know from Section 2.1 that in Category-1 TCSIS schemes, the dealer holds the key(s)
necessary for reconstructing the secret image corresponding to each one of z supported
thresholds k1, ko, ..., k., where 2 < k1 < ko < ... < k, < n, till the end of the lifespan of
that secret image. If an external adversary captures k; shares or the number of colluding
participants increases to k; before the end of the lifespan of the secret image, then the dealer
chooses k;41 as the threshold for reconstructing the secret image. Furthermore, the dealer
broadcasts k; 1 and the respective key(s) to all combiners. However, an external adversary
can capture the key(s) corresponding to the minimum threshold k; from the dealer after
that dealer has securely distributed the shares to the participants. Furthermore, by capturing
kq shares from the participants, an external adversary can reconstruct the secret image
before the end of the lifespan of that secret image. However, the dealer in the proposed
scheme (a Category-2 TCSIS scheme) does not hold any data after securely distributing the
shares to the participants. The only data the dealer broadcasts to all combiners is the new
threshold ¢, where & < t < h, before an external adversary captures & shares or the number
of colluding participants increases to k. Then, each participant generates the updated share
corresponding to ¢. An external adversary with a maximum of ¢ — 1 captured shares, or a
maximum of ¢ — 1 colluding participants, cannot reconstruct the secret image before the
end of the lifespan of that secret image. Thus, the share update mechanism in the proposed
scheme is more effective than the mechanism in Category-1 TCSIS schemes.

We can evaluate a univariate polynomial of degree ¢—1 using Horner’s
rule with asymptotic time complexity O(t) involving ¢ — 1 additions and ¢ — 1
multiplications. A combiner can reconstruct the asymmetric bivariate polynomial
Qm/(z,y) shown in equation (5) with h univariate polynomials v, i\, U iss -+ Ui,
using equations (8) and (9) representing Lagrange interpolation, where {l1,1s,...,I15} C
{dy,ds, ...,dn,€1,€2,....,en_k} (from Algorithms 3 and 4). For reconstructing every
Qm(z,y), a combiner needs to compute the polynomials w;(y) Vi € [1,h] shown
in equation (9) once and store them. Note that in Q,,(z,y), the k coefficients
€0,h—1,C1,h—1, ---» Ck—1,h—1 are random integers, which are not part of the corresponding
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secret block B;,. Hence, a combiner needs to compute only k(h — 1) coefficients in
Qm (z,y). With the stored polynomials w;(y) Vi € [1, h], computing a coefficient involves
h — 1 additions and h multiplications. Hence, asymptotic time complexity to compute
k(h — 1) coefficients in Q. (x,y) is O(kh?).

Qu(,y) = Y v, (x) wily) ®)

=1

In

y—J
wily) = ][] [ (€))
J=l,g#l !

Similarly, at line 2 of Algorithm 3, a combiner can compute univariate polynomial
Ve, () with k values 4, (€i), Um,d,,(€i); - Um,d,, (€i) corresponding to k indices
dy,,dy,,...,dr, using equations (10) and (11) representing Lagrange interpolation. Here as
well, a combiner needs to compute the univariate polynomials z;(z) V5 € [1, k] shown in
equation (11) once and store them. With these stored polynomials, a combiner can compute
k coefficients in each vy, ., (x) with k — 1 additions and k& multiplications per coefficient
leading to asymptotic time complexity O(k?).

k
Ve, (T) = Z Um,d,, (ei) zj () (10)
j=1
k
x —dp,
zj(x) = 1 —d. 1D
I=1,0#5 9 T

Theorem 8: The asymptotic time complexity of initial share blocks generation
(Algorithm 1) is O(n(h? + kh)).

Proof: The line numbers specified in this proof correspond to Algorithm 1. The asymptotic
time complexity of operations in lines 1-6 is O(kh). Line 8 contains evaluation of k
univariate polynomials, each of degree h — 1, involving k(h — 1) additions and k(h — 1)
multiplications. Line 9 contains evaluation of h univariate polynomials, each of degree
k — 1, involving h(k — 1) additions and h(k — 1) multiplications. Lines 10-11 contain
evaluation of h — k univariate polynomials, each of degree h — 1, involving (h — k)(h —
1) additions and (h — k)(h — 1) multiplications. Hence, the asymptotic time complexity
of operations in lines 8-11 is O(h? + kh) based on h(h — 1) + h(k — 1) additions and
h(h — 1) 4+ h(k — 1) multiplications. Because of repeating operations in lines 8—11 n times,
asymptotic time complexity of operations in lines 9-11 is O(n(h? + kh)). Hence, total
asymptotic time complexity is O(n(h? + kh)). O

Theorem 8 implies that as n increases linearly, keeping k and h fixed, the execution time for
initial share blocks generation increases linearly. This property holds for a linear increase
in k, keeping h and n fixed. However, the increase in the execution time is quadratic for a
linear increase in h, keeping k and n fixed.
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Theorem 9: The asymptotic time complexity of updated share block generation
(Algorithm 2) corresponding to new threshold t is O(k + h —t) for k <t < h, and O(k)
fort =h.

Proof: The line numbers specified in this proof correspond to Algorithm 2. For ¢t = h, a
participant assigns k coefficients corresponding to vy, 4, (x) from initial share block s, ,
to updated share block sﬁw. (line 1) with asymptotic time complexity O (k). Fork < ¢t < h,
the participant assigns additional h — ¢ values from s,;, , to an,r (lines 2-3) with asymptotic
time complexity O(h — t). Hence, asymptotic time complexity is O(k + h — t) for k <
t < h,and O(k) for t = h. O

Theorem 9 implies that the execution time for updated share block generation increases
linearly for a linear increase in k and/or h, keeping ¢ fixed, where k£ < ¢ < h. Furthermore,
the execution time decreases linearly for a linear increase in ¢, keeping k and h fixed.
However, for ¢ = h, the execution time increases linearly for a linear increase in k.

Theorem 10: The asymptotic time complexity of secret block reconstruction with threshold
t, where k < t < h (Algorithm 3) is O((h — t)k* + kh?).

Proof: The line numbers specified in this proof correspond to Algorithm 3. Lines 1-2
contain interpolation of & — t univariate polynomials, each of degree k — 1, involving k(h —
t)(k — 1) additions and k% (h — t) multiplications. Hence, the asymptotic time complexity
of operations in lines 1-2is O((h — t)k?) based on k(h — t)(k — 1) + k?(h — t) additions
and multiplications. Line 3 contains computation of k(h — 1) coefficients in Q,,(z,y)
involving k(h — 1)? additions and kh(h — 1) multiplications. Hence, the asymptotic time
complexity of operations in line 3 is O(kh?) based on k(h — 1)2 + kh(h — 1) additions
and multiplications. The total asymptotic time complexity is O((h — t)k? + kh?). O

Theorem 10 implies that the increase in the execution time for secret block reconstruction
with threshold ¢ is quadratic for a linear increase in k, keeping h and ¢ fixed, where k <
t < h. This property holds for a linear increase in h, keeping k and ¢ fixed. However, the
execution time decreases linearly for a linear increase in ¢, keeping & and h fixed.

Theorem 11: The asymptotic time complexity of secret block reconstruction with threshold
h (Algorithm 4) is O(kh?).

Proof: Line 1 of Algorithm 4 contains computation of k(h — 1) coefficients in Q,,(z,y)
involving k(h — 1)? additions and kh(h — 1) multiplications. Hence, the asymptotic time
complexity of operations in line 1 is O(kh?) based on k(h — 1)% + kh(h — 1) additions
and multiplications, which itself is the total asymptotic time complexity. O

Theorem 11 implies that the increase in the execution time for secret block reconstruction
with threshold h is quadratic for a linear increase in h, keeping k fixed. However, the
execution time increases linearly for a linear increase in k, keeping h fixed.

We now illustrate the calculation of the number of basic operations in share blocks
generation, updated share block generation, and secret block reconstruction. We know
that additions and multiplications are the basic operations in share blocks generation and
secret block reconstruction (from the proofs of Theorems 8, 10 and 11). Furthermore,
copy, i.e., assignment, operations are the basic operations in updated share block generation
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(from the proof of Theorem 9). Consider that £ = 2, h = 10 and n = 10. We know from
the proof of Theorem 8 that the total number of additions and multiplications in share
blocks generation is 2n(h(h — 1) +h(k—1)) =2 x 10 x (10 x (10 —1) +10 x (2 —
1)) = 2000. Consider that we now generate the updated share block corresponding to
the new threshold ¢ = 5. We know from the proof of Theorem 9 that the total number
of copy operations in updated share block generation corresponding to ¢, where k < ¢t <
h,isk+h—t=2+10—5="7. Now, consider ¢ = 5 as the final threshold for secret
block reconstruction. We know from the proof of Theorem 10 that the total number of
additions and multiplications in secret block reconstruction with threshold ¢, where k <
t<hyisk(h—t)(k—1)+k*>(h—t)+k(h—1)2+kh(h—1) =2 x (10 = 5) x (2 —
1)+22x (10 =5)+2x (10 = 1)2 +2 x 10 x (10 — 1) = 372.

In Table 3, we compare the proposed and Sun et al. (2022) schemes corresponding
to secret block size, number of secret blocks, and share size. We draw the following
implications from Table 3:

e  The number of blocks formed in the secret image using the proposed scheme is more
than that using Sun et al. (2022) scheme.

e  The size of each initial share generated using the proposed scheme is lesser than that
using Sun et al. (2022) scheme.

e  The size of each updated share generated using the proposed scheme is more than
that using Sun et al. (2022) scheme.

Table 3 Comparison of secret block size, number of secret blocks and share size

Scheme Secret block size Number of secret blocks Initial share size

Sun et al. (2022) kh 2*/h (z/h)(k +h)

Proposed k(h —1) z/(h—1) zh/(h —1)
Updated share size

Scheme t=k k<t<h t=nh

Sun et al. (2022) z (z/h)(k+h—t) G/h

Proposed - (z/(h—1))(k+h—1) G/(h—1)

Yz =G/k.

In Table 4, we compare the proposed and Sun et al. (2022) schemes corresponding to the
asymptotic time complexities of the initial share blocks generation, updated share block

generation, and secret block reconstruction. We draw the following implications from
Table 4:

e The asymptotic time complexity of the initial share blocks generation, and that of the
secret block reconstruction with threshold ¢t = k, are more using the proposed
scheme than that using Sun et al. (2022) scheme.

e The asymptotic time complexity of updated share block generation corresponding to
threshold ¢, where k < t < h, is lesser using the proposed scheme than that using
Sun et al. (2022) scheme.

e The asymptotic time complexity of updated share block generation corresponding to
threshold ¢ = h, and that of secret block reconstruction with threshold ¢, where
k <t < h, are same using the proposed and Sun et al. (2022) schemes.
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Table 4 Comparison of asymptotic time complexities

Initial share Updated share block generation
Scheme blocks generation t==k k<t<h t=nh
Sun et al. (2022) O(nkh) O(h) O(k+ (h—t)h) O(k)
Proposed O(n(h? + kh)) - O(k+h—1t) O(k)
Secret block reconstruction
Scheme t==k k<t<h t=nh
Sun et al. (2022) O(hk?) O((h — t)k* + kh?) O(kh?)
Proposed O((h — k)k* + kh?) O((h — t)k* + kh?) O(kh?)

We know the basic operations in the shares generation, share update, and secret image
reconstruction phases of the proposed and Sun et al. (2022) schemes are addition,
multiplication, and copy. In Tables 5-7, we compare the proposed and Sun et al. (2022)
schemes corresponding to the number of basic operations in these three phases, respectively.
Note that the shares generation and secret image reconstruction phases do not have
copy operations. Furthermore, the proposed scheme involves no share update phase
corresponding to k as the final threshold. We draw the following implications from
Tables 5-7:

Table 5 Comparison of number of basic operations in the shares generation phase

Operation Scheme Number of operations

Addition Sun et al. (2022) zo(k(h — 1) + h(k — 1))
Proposed 21" (h(h — 1) + h(k — 1))

Multiplication Sun et al. (2022) zo(k(h — 1)+ h(k —1))
Proposed zi(h(h — 1) + h(k — 1))

“20 = Gn/(kh); **z1 = Gn/(k(h — 1)).

Table 6 Comparison of number of basic operations in updating a share in the share update phase

Number of operations

Operation Scheme t==k k<t<h t=nh
Addition Sun et al. (2022) 0 Zh—D(h—1) 0
Proposed - 0 0
Multiplication Sun et al. (2022) 0 za(h —t)(h — 1) 0
Proposed - 0 0
Copy Sun et al. (2022) G/k G/h G/h
Proposed - z3"(k+h—1t) G/(h—1)

2 = G/(kh): **z3 = G/(k(h—1)).

e  The respective numbers of addition and multiplication operations for generating
initial shares using the proposed scheme are more than that using Sun et al. (2022)
scheme. Hence, the execution time for generation of initial shares using the proposed
scheme is more than that using Sun et al. (2022) scheme.
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Table 7 Comparison of number of basic operations in reconstructing the secret image by a
combiner in the secret image reconstruction phase

Operation Scheme Number of operations
t=k E<t<h t=nh
Addition Sun et al. (2022) P (zazZ Jh) + 25 26
Proposed (2428 /(h—1)) 4+ 26 (za25/(h—1)) + 26 26
Multiplication  Sun et al. (2022) 27 (z825/h) + 2z5° Z0
Proposed (zs2z7/(h— 1))+ 29  (2825/(h — 1))+ 29 29

*2a=Gk—1); #zs=h—t; "26=Gh—-1); Szz=h—k
## 28 = Gk; %29 = Gh.

e The execution time for updating a share corresponding to threshold ¢, where
k <t < h, using the proposed scheme is lesser than that using Sun et al. (2022)
scheme. The reason is that in the proposed scheme, updating a share involves only
copy (assignment) operations. However, in Sun et al. (2022) scheme, updating a
share involves addition, multiplication, and copy operations. The number of copy
operations to update a share using the proposed scheme is lesser than the total
number of addition, multiplication, and copy operations to update a share using Sun
et al. (2022) scheme. We know that the execution time of a copy (assignment)
operation is lesser than that of an addition or multiplication operation. Hence, the
proposed scheme requires comparatively lesser execution time.

e  The execution time for updating a share corresponding to threshold ¢ = h using the
proposed scheme is more than that using Sun et al. (2022) scheme. The reason is the
number of copy operations to update a share using the proposed scheme is more than
that using Sun et al. (2022) scheme. Note that the share update phase corresponding
to threshold ¢ = h has only copy operations in both proposed and Sun et al. (2022)
schemes.

e  The respective numbers of addition and multiplication operations for reconstructing
the secret image with threshold ¢ using the proposed scheme are more than that using
Sun et al. (2022) scheme, where k < t < h. Hence, the respective execution time for
reconstruction of the secret image using the proposed scheme is more than that using
Sun et al. (2022) scheme.

e  The respective numbers of addition and multiplication operations for reconstructing
the secret image with threshold ¢ = h using the proposed and Sun et al. (2022)
schemes are the same. Hence, the respective execution time for reconstruction of the
secret image using the proposed scheme is approximately equal to that using Sun
et al. (2022) scheme.

6 Experimental results

In this section, we first compare the execution time for generation of initial shares, updating
a share, and reconstruction of the secret image using the state-of-the-art Sun et al. (2022) and
the proposed schemes. We already have provided the reason for comparing the execution
time only with Sun et al. (2022) scheme in Section 5. Second, we show examples of visual
information leakage through individual share generated using Liu et al. (2019) and Sun et al.
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(2022) schemes. Third, we show an example of visually random-looking shares generated
using the proposed scheme. Finally, we compare the Correlation Coefficient (CC) of adjacent
pixels in individual share generated using Liu et al. (2019), Sun et al. (2022), and the
proposed schemes.

We use Python3 programming language in a computer system with Windows 10 64-bit
operating system, Intel(R) Core(TM) i17-9700 CPU @ 3.00GHz processor, and 16.0 GB
RAM for experimentation. We have performed experimentation with several images as
secret. However, we explain the execution time corresponding to a greyscale secret image
of size 2520 x 2520. Furthermore, we show and compare the randomness in each generated
share corresponding to a greyscale secret image of size 336 x 336.

In Figure 2, we compare Sun et al. (2022) and the proposed schemes corresponding
to the execution time for generation of initial shares with k € [2,9], h = 10, and n = 10.
We observe that the execution time corresponding to the proposed scheme is more than
that corresponding to Sun et al. (2022) scheme as indicated in Section 5. For the proposed
scheme, we observe that the execution time decreases with an increase in k. The reason is
as follows. We know that the total number of basic operations in the generation of initial
shares is 2Gnh(h + k — 2)/(k(h — 1)) (from Table 5). Because the value of the expression
(h + k — 2)/k decreases for increase in k, keeping G, n, and h fixed, the number of basic
operations also decreases. Due to similar reasons, the execution time for generating initial
shares using the proposed scheme increases by individually increasing h, n, and G, keeping
the other variables fixed.

Figure 2 Comparison of execution time for generation of initial shares with k& € [2,9], h = 10,
n = 10 and the greyscale secret image of size 2520 x 2520 (see online version
for colours)
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In Figure 3, we compare Sun et al. (2022) and the proposed schemes corresponding to the
execution time for updating a share corresponding to new threshold ¢ € [3, 10] with k = 2,
h =10, and n = 10. For ¢ € [3,9], we observe that the execution time corresponding to
the proposed scheme is lesser than that corresponding to Sun et al. (2022) scheme. Note
that for ¢t = 10, the execution time corresponding to the proposed and Sun et al. (2022)
schemes visually look approximately equal. However, the execution time in centiseconds
corresponding to the proposed and Sun et al. (2022) schemes are 28.4041 and 26.1603,
respectively. Hence, the execution time corresponding to the proposed scheme is more than
that corresponding to Sun et al. (2022) scheme. These results accord with the implications of
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theoretical comparison in Section 5. Furthermore, for the proposed scheme, we observe that
the execution time decreases with an increase in ¢. The reason is as follows. We know that the
total number of basic operations in updating a share corresponding to ¢, where k < ¢ < h,
isG(k+ h —t)/(k(h — 1)) (from Table 6). Because the value of the expression k + h — t
decreases for increase in ¢, keeping G, k, and h fixed, the number of basic operations
also decreases. Because of similar reasons, the execution time for updating a share using
the proposed scheme increases by individually increasing h and G, and by individually
decreasing k, keeping the other variables fixed.

Figure 3 Comparison of execution time for updating a share corresponding to new threshold
t € [3,10] with k = 2, h = 10, n = 10 and the greyscale secret image of size
2520 x 2520 (see online version for colours)
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In Figure 4, we compare Sun et al. (2022) and the proposed schemes corresponding to
the execution time for reconstruction of the secret image corresponding to threshold ¢ €
[2,10] with k = 2, h = 10, and n = 10. For ¢t € [2, 9], we observe that the execution time
corresponding to the proposed scheme is more than that corresponding to Sun et al. (2022)
scheme. Furthermore, for ¢ = 10, the execution time corresponding to the proposed scheme
is approximately equal to that corresponding to Sun et al. (2022) scheme. These results
accord with our findings in Section 5. For the proposed scheme, we observe that the execution
time decreases with an increase in ¢. The reason is as follows. We know that the total number
of basic operations in reconstructing the secret image corresponding to ¢, where k < ¢t < h,
is (G(k—=1)(h—t)/(h—1)) + G(h — 1) + (Gk(h —t)/(h — 1)) + Gh (from Table 7).
Because the value of the expression h — t decreases for an increase in ¢, keeping G, k,
and h fixed, the number of basic operations also decreases. Due to similar reasons, the
execution time for reconstructing the secret image using the proposed scheme increases by
individually increasing h, k, and G, keeping the other variables fixed.

In Figure 5, we show the initial and updated shares generated using Sun et al. (2022)
scheme under GF (28) with k =2, h =4, and n = 4. We observe visual information
leakage of the secret image via each initial and updated share except in S§ and Sj.
Furthermore, in Figure 6, we show the initial and updated shares generated using Liu et al.
(2019) scheme with k = 3, k1 = 2, ko = 4, and n = 4. We observe visual information
leakage of the secret image via each initial and updated share. Hence, as mentioned in
Section 2, a participant can reveal the secret image using a share generated using Sun et al.
(2022) and Liu et al. (2019) schemes.
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Figure 4 Comparison of execution time for reconstruction of the secret image corresponding to
threshold ¢ € (2, 10] with k = 2, h = 10, n = 10 and the greyscale secret image of size
2520 x 2520 (see online version for colours)
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Figure 5 Initial and updated shares generated using Sun et al. (2022) scheme under G F'(2®) with
k=2, h=4,andn =14
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Figure 6 Initial and updated shares generated using Liu et al. (2019) scheme with k = 3, k1 = 2,
kg = 4, andn =4
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I: secretimage; S i initial share of I; S_f: ith updated share of I corresponding to
threshold j

In Figure 7, we show the initial and updated shares generated using the proposed scheme
with k = 2, h =4, and n = 4. We observe that each initial and updated share visually
looks random and reveals no information about the secret image. These results accord with
Theorems 1 and 2.

Figure 7 Initial and updated shares generated using the proposed scheme with k = 2, h = 4, and
n=4
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I: secretimage:  S;: ™" initial share of I; Sf: " updated share of I corresponding to
threshold j
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Table 8 Comparison of CC values of adjacent pixels along horizontal direction in individual share
shown in Figures 5-7

Liu et al. Sun et al. Liu et al. Sun et al.
Share (2019) (2022) Proposed Share (2019) (2022) Proposed
S1 0.5292 0.3704 —0.0042 S3 - 0.0212 —0.0003
S 0.4400 0.3475 —0.0011 S5 - 0.1191 —0.0001
S 0.3701 0.4171 —0.0039 S5 - 0.1430 —0.0062
S4 0.3074 0.2360 0.0008 S5 - 0.0135 0.0014
537 0.6350 0.4608 - Si 0.5427 0.3252 0.0110
S2 0.4081 0.6519 - Sa 0.4380 0.2253 —0.0028
S2 0.3735 0.6592 - Sa 0.3758 0.2469 —0.0051
S2 0.3058 0.4470 - h 0.2696 0.0168 0.0070

Table 9 Comparison of CC values of adjacent pixels along vertical direction in individual share
shown in Figures 5-7

Liu et al. Sun et al. Liu et al. Sun et al.
Share (2019) (2022) Proposed Share (2019) (2022) Proposed
S 0.6866 0.3036 0.0013 S3 - 0.3780 0.0013
S 0.6401 0.4863 0.0021 S35 - 0.1672 0.0024
S 0.5672 0.4681 0.0023 S5 - 0.1901 0.0016
S4 0.5226 0.3251 0.0038 S3 - 0.0022 0.0057
S? 0.7502 0.2300 - St 0.7346 0.3820 0.0029
S2 0.6761 0.6162 - S5 0.6374 0.2453 0.0006
S2 0.5852 0.5588 - Sa 0.5887 0.2824 0.0049
S2 0.5519 0.4711 - Si 0.5397 0.0085 0.0051

Table 10 Comparison of CC values of adjacent pixels along diagonal direction in individual share
shown in Figures 5-7

Liu et al. Sun et al. Liu et al. Sun et al.
Share (2019) (2022) Proposed Share (2019) (2022) Proposed
S 0.4881 0.2251 0.0025 S5 - —0.0094 0.0005
S 0.3978 0.2496 0.0011 S35 - 0.0631 0.0048
S 0.3325 0.2917 0.0013 S35 - 0.0676 0.0041
Sa 0.2758 0.1656 0.0001 S3 - 0.0022 0.0058
S? 0.5979 0.2282 - St 0.5147 0.2335 —0.0037
S2 0.3799 0.5159 - Sa 0.3984 0.1424 0.0025
52 0.3368 0.4921 - S5 0.3470 0.1396 0.0078
52 0.2732 0.3219 - S 0.2481 0.0041 0.0077

We use CC to measure the correlation between two sequences of numbers (Yan et al., 2019).
If two sequences of numbers are correlated, then their CC is either 1 or —1 depending
on the nature of their relation. If they are uncorrelated, then their CC is approximately 0.
In Tables 8-10, we compare the CC values of adjacent pixels along horizontal, vertical,
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and diagonal directions in individual share shown in Figures 5-7, respectively. Note that
in Liu et al. (2019) and the proposed schemes, there is no share update corresponding to
the initial threshold as the final threshold. Hence, we fill the respective entries with ‘.
We observe that CC values corresponding to the proposed scheme are comparatively lesser
(except for S and S7) and close to 0. These results indicate that each initial and updated
share generated using the proposed scheme is a random image and hides the correlation
among adjacent pixels in the secret image.

7 Conclusion

We have proposed a TCSIS scheme based on univariate and asymmetric bivariate
polynomials. The proposed scheme supports h — k + 1 consecutive thresholds k, k +
1,...,h with k as the initial threshold. Furthermore, the proposed scheme supports the
increase in threshold from & to ¢ € [k + 1, h] by updating each share corresponding to ¢.
We have proved the following three properties of the proposed scheme, which indicates that
the proposed scheme overcomes the three corresponding demerits existing in the related
schemes. First, each initial and updated share generated using the proposed scheme is a
random image revealing no visual information about the secret image. Second, the number
of colluding participants less than the current threshold cannot reconstruct the secret image
before the end of the secret image’s lifespan. Third, an external adversary cannot reconstruct
the secret image before the end of the secret image’s lifespan, using the captured initial
and/or updated shares whose total count is less than the current threshold. We have compared
the size of each initial and updated share, asymptotic time complexities, and the number of
basic operations in the three phases of the proposed scheme with that of the state-of-the-art
scheme. We have found that the size of each initial share and the execution time for updating
a share (except for threshold h) is comparatively lesser in the proposed scheme. The CC
values obtained via experimentation infer that each initial and updated share generated
using the proposed scheme is random and reveals no information about the secret image.
Furthermore, the CC values corresponding to the proposed scheme are lesser than those
corresponding to the related schemes. Hence, the proposed scheme is suitable for usage
against the increasing capabilities of an external adversary and the increasing number of
colluding participants in the semi-honest model.

The proposed scheme supports the increase in the threshold once from k tot € [k + 1, h].
The assumption is that an external adversary does not have the capability to capture ¢
shares, and the number of colluding participants does not increase to ¢, before the end of
the secret image’s lifespan. However, in practice, these assumptions may fail leading to
the reconstruction of the secret image by an external adversary and colluding participants.
Hence, future work can focus on increasing the threshold multiple times to overcome
this problem. Furthermore, the execution time for generating the initial shares and for
reconstructing the secret image (except for threshold h) in the proposed scheme is more
than that in the state-of-the-art scheme. Note that the dealer holds the secret image until the
generation of initial shares. If the time taken for generating initial shares is more, then an
external adversary can capture the secret image directly from the dealer in the real world. If
the time taken for reconstructing the secret image is more, a critical action that a combiner
takes using the reconstructed secret image can be delayed. Thus, future work can also focus
on reducing the time taken to generate initial shares and reconstruct the secret image using
linear-time operations by keeping the merits intact.
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