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Abstract: This study showed the great importance of addressing the risks of
artificial intelligence and its technologies in light of its continuous
developments within the rules and provisions of international law, as the
international community has begun to suffer from many challenges and moral,
and legal risks as result of this development, which had to address the civil and
criminal liability resulting from the absence of its legal personality that makes
them eligible for litigation. Accordingly, the researcher reached a number of
results, the most important is that the criminal liability is to be limited to the
individual and not the artificial entity, and then she recommended the necessity
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of introducing special penalties for smart machines such as destroying or
preventing them from working under the penalty of punishment if this rule was
violated.

Keywords: artificial intelligence; civil liability; criminal liability; human
rights; international law.
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1 Introduction

The outcomes of the Fourth Industrial Revolution, also known as the Digital Revolution,
have impacted various aspects of life, it was the initial spark for the massive expansion of
modern and intelligent information systems; which have enabled the entire international
community to embrace the tools of artificial intelligence, considering that provided
nations with the opportunity to reformulating their strategies and outputs, creating the
way for competition locally and internationally. Artificial intelligence and its
technologies were developed to simulate the human mind and its functions, facilitating
the replacement of human labour with industrial alternatives, with reservations about the
possibility of such technologies causing programming errors, which are sometimes
unavoidable.

Due to the superior technological advancements, and urgent need to adopt these
alternative technologies and mechanisms, it has become imperative for the law to
establish a legislative framework and integrated legal provisions that keep move with
both domestic and international developments related to artificial intelligence tools. From
that point of view artificial intelligence has become a top priority that requires clarity on
its legal nature, criminal liability, and the establishment of international agreements to
regulate its uses. Such measures aim to eliminate or limit misuse, especially since these
technologies’ most prominent and widespread applications include smart weapons used
in armed conflicts. These weapons may violate the principles of international law and
international humanitarian law, blatantly infringing on the most basic human rights in
ways unacceptable to any human conscience or governing state, particularly within the
context of the international community governed by these laws.

The development of artificial intelligence technologies has progressed rapidly,
making it difficult for both local and international laws to keep up, as artificial
intelligence technologies have presented challenges in applying existing legal rules to all
the issues and cases that artificial intelligence introduces. Whether artificial intelligence
should be granted legal personality has been a subject of debate and criticism, making
confining the process of these technologies within a legal framework a difficult and
complex task, but, it remains necessary due to the varying benefits and harms that it
entails.

The importance of this study is reflected in the fact that artificial intelligence
continues to intersect with the provisions and principles of international law, both
positively and negatively, to highlight the urgent need to strike a balance between
advancing these technologies on the one hand and preserving the integrity and
sovereignty of international law on the other. Thus, it has become imperative for the
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international community to regulate artificial intelligence and its technologies by
establishing legal frameworks that align with the nature of artificial intelligence while
respecting the rules of international law, which is referred to as the governance of
artificial intelligence from the perspective of upholding of international law.

This study aimed to identify the relationship between the principles of international
law and artificial intelligence by addressing the concept of artificial intelligence and its
connection to the provisions of international law. Thus, seeks to propose a legal
framework to govern artificial intelligence technologies; while also identifying the
challenges they create to the international community and its legal systems, in order to
establish a governance framework that aligns with international law.

Therefore, the main research problem mentioned above branches into the following
sub-questions:

e  What is the stance of international law on artificial intelligence technologies?

e  What are the legislative and legal frameworks governing the applications of artificial
intelligence?

e  What types of legal liability arise from errors in artificial intelligence technologies
under the rules of international law, and who bears responsibility for them?

As for the methodology, the study will employ descriptive research and an inductive
analytical approach, by examining the relationship between artificial intelligence
technologies and the sovereignty of international law, including legal regulation, and
civil, and criminal liability. Also, the study will review and analyse legal texts and
international agreements that could potentially regulate the use of artificial intelligence in
a manner that safeguards the principles of international law from any violation or
infringement.

The study plan will be divided into two main sections, each containing two
subsections. Section 1 will address the nature of artificial intelligence and its relationship
with international law. This section will be further divided to discuss the stance of
international law on artificial intelligence applications in the first subsection, and the
legislative framework for artificial intelligence applications in the second subsection.

Section 2 will focus on the liability of artificial intelligence applications, it will cover
civil liability for damages caused by artificial intelligence errors and its scope in the first
subsection, and criminal liability arising from artificial intelligence errors and its scope in
the second subsection.

2 The nature of artificial intelligence and its relationship with
international law

Artificial intelligence and its technologies, which have demonstrated their ability to
mimic the human mind, have gained significant importance as one of the forms of
modern technology, and despite transcending the technical field, there is no universally
agreed-upon definition of artificial intelligence. Some define it as “a branch of computer
science aimed at designing intelligent systems that simulate human thinking and
behaviour” (Alfaqi, 2012), while others describe it as “a field of computer science that
explores the application of technology based on computer simulation of human
intelligence traits” (Abd Alsattar, 2012). Despite the diversity and differences in



Artificial intelligence in line with the provisions 9

definitions, they all converge on a single essence: its immense capacity to parallel the
human mind and make decisions independently of human intervention (Alrai, 2023).

It can be argued that the emergence of artificial intelligence necessitated the creation
of harmony and balance between its technologies and national as well as international
legal frameworks. This is because these technologies have posed significant challenges
due to their autonomy and ability to make decisions that can be entirely decisive on their
own (Masoud et al., 2021). With the increasing number of producers of intelligent
machines, it is natural for the international community to adopt whatever is within its
reach to achieve international interests in general. Consequently, the use of these
technologies is growing rapidly, spanning economic, service, military, and even
pharmaceutical fields.

Some pharmaceutical companies have utilised artificial intelligence to employ neural
networks to analyse images of cells tested with new types of drugs or to use intelligent
machines to diagnose and discover rare diseases, enabling them to propose new drug
formulas for treatment (Barqawi, 2023). This has highlighted the necessity of regulating
the development of artificial intelligence, particularly at the international level, especially
since the use of smart weapons in armed conflicts has become a necessity in warfare.
These technologies inevitably risk violating the rules and conventions of international
law in one way or another.

2.1 The stance of international law on artificial intelligence applications

Artificial intelligence systems are more closely linked to international human rights law
than other areas of law, primarily because these systems are most prominently used in
smart weapons deployed in armed conflicts. This makes human rights, above all else, a
focal point for the international community to ensure that intelligent technologies are
deterred from violating human rights in any form.

In this regard, Michelle Bachelet, the United Nations High Commissioner for Human
Rights, emphasised in her report to the UN in September 2021 — based on her framework
on technology and human rights — the importance of halting the sale and use of Al
systems that pose a serious threat to human rights until appropriate measures and
safeguards are implemented. She also called for a ban on AI applications that are
inconsistent with international human rights laws (United Nations, 2021).

The report highlights that the rapidly at which countries and companies have
integrated artificial intelligence applications has often failed to ensure due diligence. This
has led to numerous instances where individuals were treated unfairly due to reliance on
these technologies. Examples include being denied social security benefits because of
flawed artificial intelligence tools or being arrested due to errors in facial recognition
systems. Your observations provide a thoughtful perspective on the challenges and
opportunities associated with artificial intelligence.

Bachelet emphasised the urgent need to strike a balance between harnessing the
benefits of artificial intelligence technology for humanity and protecting human rights.
This requires states and societies to take appropriate measures to ensure that the use of
artificial intelligence aligns with human rights principles and is properly regulated, with
necessary oversight and boundaries in place to prevent ongoing violations. This is the
direction many international organisations and entities are striving toward, aiming to
ensure that artificial intelligence serves the interests of everyone and does not pose a
threat to human rights.
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The three legislative institutions — the European Commission, the European
Parliament, and the Council of the European Union — are still engaged in negotiations
regarding the proposed European Union Artificial Intelligence Act, which is expected to
be finalised before the end of 2023. Additionally, the Council of Europe is negotiating an
international convention titled the Framework Convention. This convention aims to
design, develop, and implement artificial intelligence systems in a manner consistent with
the Council of Europe’s standards for human rights, democracy, and the rule of law.
Notably, this convention will include non-European countries, reflecting its ambition to
become a global instrument for setting artificial intelligence standards (Fanouchi and
Conoli, 2023).

2.2 The legislative framework for artificial intelligence applications

Artificial intelligence has firmly established itself in both local and international
communities, creating a pressing need to develop a regulatory system that addresses the
requirements for dealing with artificial intelligence technologies. In response, some
legislative bodies have introduced new laws capable of addressing these developments,
while others have revised their legal stances to better understand and effectively regulate
artificial intelligence systems. This approach aims to enrich future generations, who may
encounter artificial intelligence and its phenomena in their entirety.

It is worth noting that UNESCO has shown interest in exploring the ethical
dimensions of the information society and digital technology since 1977. In 2018,
UNESCO hosted a series of meetings focused on harnessing artificial intelligence for the
benefit of humanity, emphasising the values, principles, and ethical frameworks
necessary for the appropriate use of intelligent machines. Also, UNESCO worked on
creating a code of ethics outlining the rules for ethical practices in the field of artificial
intelligence, based on predefined standards (UNESCO, 2019).

The United Nations highlighted in its 1975 General Assembly Resolution the
declaration on the use of technological progress for the benefit of peace and humanity
emphasised the international community’s interest in fostering cooperation among
nations to understand artificial intelligence and utilise it for development, creativity, and
innovation. Furthermore, in 2018, the UN held a meeting addressing the diverse activities
of artificial intelligence and its potential uses in achieving public good both nationally
and internationally (Ibrahim, 2022).

In 2017, the European legislature issued a specific law for robots, eliminating the
description of robots as ‘objects’ and replacing it with the term ‘electronic agent’. In the
same year, the European Union worked on enacting the European Civil Law on Robotics
by forming a group of experts and officials under the European Commission to study and
provide recommendations on the legal and ethical challenges arising from the rapid
development of robots and artificial intelligence. Thus, the report submitted by this group
included several recommendations on various issues, such as establishing a registration
system for advanced robots, enhancing the civil liability of robots, and advocating for
adherence to ethical principles in the design and use of artificial intelligence technologies
(Mohammad, 2021).

Subsequently, in 2019, the European Union issued a set of guidelines outlining how
to develop artificial intelligence applications. As for USA, it enacted a law in 2017
focused on understanding artificial intelligence systems, titled the “Artificial Intelligence
Future and Its Global Prospects Act” (Ali, 2022).
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Regarding the stance of Arab legislation, the Emirati legislator introduced Law No.
(4) of 2020 on Drones, which serves as a permit to operate this type of aircraft in UAE
airspace. This law was enacted due to the inadequacy of traditional aviation laws in
addressing artificial intelligence-powered drones. Consequently, regulatory and executive
bylaws, along with other related laws, were established. These include provisions for
compensation in the event that such drones cause harm to others in the future (Ibrahim,
2022).

Similarly, the Egyptian legislator addressed artificial intelligence applications by
issuing Law No. (216) of 2017 on Remotely Piloted or Autonomous Aircraft. This law
includes a set of rules and regulations that aircraft owners and pilots must adhere to,
aiming to ensure the safety of passengers, pilots, and society as a whole. It mandates the
implementation of safety measures and procedures to prevent accidents and protect
against potential risks. Additionally, the law emphasises compliance with international
aviation laws and recognised international standards.

As for the Jordanian Ilegislator, the Ministry of Digital Economy and
Entrepreneurship presented a draft of the Jordanian Artificial Intelligence Strategy and its
Executive Plan for 2023-2027. This draft was prepared in collaboration with the
European Union and the United Nations Economic and Social Commission (ESCWA).
The draft calls for the development and activation of artificial intelligence strategies, as
well as the creation of a timeline for implementing projects that will emerge from this
plan. The Ministry of Digital Economy and Entrepreneurship announced that it has set
five main objectives for the Al strategy in Jordan. The first four objectives focus on
developing the artificial intelligence support system by building capacities, enhancing
Jordanian skills and expertise in this field, encouraging scientific research and
development, promoting investment and entrepreneurship, and ensuring a legislative and
regulatory environment that supports the safe use of artificial intelligence. The fifth
objective focuses on using artificial intelligence tools to improve the efficiency of the
public sector and priority sectors.

Given the importance of data as a key resource in developing and adopting artificial
intelligence solutions, the draft includes a chapter explaining the role of data in achieving
economic development, improving government performance, and supporting decision-
making processes through the analytics and predictions provided by artificial intelligence
systems.

For the significant autonomy of artificial intelligence applications, there has been
considerable debate and disagreement over whether artificial intelligence systems should
be classified as ‘persons’ or “objects” — in other words, whether they can acquire legal
personality. The foundation of natural legal personality lies in the ability to acquire rights
and bear obligations, considering that intelligent machines are now capable of making
decisions independently, this grants them a degree of autonomy separate from human
involvement. These differing opinions have sparked significant controversy over the legal
nature of artificial intelligence and whether it can be granted legal personality.

This issue has posed a legal challenge for nations worldwide, leading to varying
approaches in regulating the legal nature and personality of artificial intelligence.
Countries have adopted different legislations defining the rights and responsibilities of
intelligent machines. In this context, the European Union issued the General Data
Protection Regulation (GDPR) in 2016, which addresses issues of Al liability in cases
where artificial intelligence causes harm to individuals, whether physical or financial.
The regulation requires organisations using artificial intelligence to take measures to
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mitigate risks and provide clear explanations for decisions made by these technologies
(Badri, 2022).

In 2019, the Canadian government introduced new legislation known as the “National
Artificial Intelligence Framework”, or “Artificial Intelligence Framework”. This
framework aims to promote trust, transparency, and accountability in the use of artificial
intelligence in Canada. It includes a set of guiding principles and core values that
organisations must adhere to when utilising artificial intelligence, such as transparency,
accountability, legal protection for individuals, diversity, and inclusion (ESCWA, 2020).

In USA, local governments are adopting generative Al technologies, focusing on
minimising risks and enhancing efficiency in public service delivery. It recommends a
phased approach, starting with low-risk pilot applications and developing a
comprehensive long-term plan for scaling Al adoption. emphasising and identifying tasks
that can be improved with generative Al, creating detailed implementation plans, and
considering the impact on workflows and employees. It also highlights the need to
balance risks and benefits while developing regulatory and training strategies to ensure
the responsible and effective use of generative Al in the public sector (Mckinsey and
Company, 2024).

Thus, it can be said that the extensive local and international efforts to regulate and
standardise artificial intelligence systems, ensuring their alignment with the provisions
and rules of international law and other national laws, continue to emerge consistently.
This indicates that artificial intelligence holds significant importance, compelling the
international community and its members to take a firm stance toward intelligent
machines as one of the modern innovations that will eventually be granted certain rights
and obligations inherent to legal personality. This is due to the prominent position
artificial intelligence has achieved across various sectors, both locally and internationally.

In any case, researchers argue that it is difficult to grant artificial intelligence systems
legal personality. Granting them such status would imply their ability to bear obligations
and acquire rights, which does not align with their nature unless they surpass stages of
autonomy and achieve everything a natural person can acquire. Without this, artificial
intelligence cannot be granted the right to express opinions, vote, or exercise similar
rights. Moreover, even if artificial intelligence systems can surpass human cognitive
limits, they cannot fully replace humans. Therefore, it is possible to enact appropriate
legislation for artificial intelligence without granting it the legal personality inherent to
natural persons.

3 Liability of artificial intelligence applications and their implications

The development of intelligent machines is closely intertwined with the law, as the legal
system is fundamentally based on protecting the public interest from violations. While
artificial intelligence is one of the modern technological fields that has permeated various
aspects of life, its role in enhancing service, military, economic, and even political sectors
cannot be denied. However, the complete autonomy of artificial intelligence systems
from human intervention and their ability to act independently without programming —
coupled with their high level of perception — makes them susceptible to civil or criminal
liability for their actions.

The replacement of human labour with artificial intelligence does not exempt it from
adhering to the legal frameworks governing the local or international communities in
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which it operates. Therefore, this study will address both the civil and criminal liability
arising from errors caused by artificial intelligence technologies.

3.1 Civil liability for damages arising from artificial intelligence errors and its
scope

Civil liability is defined as the obligation of the responsible party to compensate for the
damage caused, provided that the elements of such damage are met. This is in accordance
with Article 256 of the Jordanian Civil Law No. 43 of 1976, which states: “Any harm
caused to others obligates the perpetrator, even if unintentional, to compensate for the
damage.” Based on this, the researcher can assert that compensation for damages
resulting from civil liability is based on personal accountability, stemming from the
principle that each individual is responsible for their own actions. Consequently, the
study will address the civil liability arising from errors caused by artificial intelligence
technologies and the extent to which artificial intelligence systems can be held
accountable. To explore whether artificial intelligence technologies can bear liability for
harmful actions, the researcher must first examine their legal nature, as this will facilitate
the clarification of the basis for their civil liability.

Researchers have briefly discussed the permissibility of granting legal personality to
intelligent machines. In this regard, it can be said that the debate and divergence of
opinions have been relatively extensive, ranging between opponents and proponents of
the idea. The purpose and aim of granting legal personality to artificial intelligence
machines lie in providing them with rights that protect them from external infringements
and imposing obligations that pave the way for holding them accountable for the
damages they cause as a result of their actions.

An example that illustrates this issue occurred in USA in 2022, when a modern
technology company faced civil liability after one of its artificial intelligence machines,
operating with an autonomous driving system, caused a car accident. During its first trip,
the system failed to recognise a red traffic light, leading to a collision with another
vehicle and resulting in injuries to the driver and passengers.

The manufacturer of the system justified the incident by stating that the accident was
the result of an unexpected technical error in the programming. However, local
authorities decided to hold the company civilly liable for the accident. The injured driver
and passengers filed a lawsuit against the manufacturer, claiming that the faulty
intelligent system was the direct cause of the accident. Therefore, the company had no
choice but to bear responsibility for the injuries caused by its intelligent system
(Washington, 2022).

In another incident that occurred in (2021) in USA, specifically on Wall Street in
New York, an artificial intelligence system was used to analyse data and make automated
decisions in the stock market. This system was programmed to make investment
decisions based on data analysis and financial forecasts. However, a programming error
led to incorrect decisions, resulting in significant financial losses for investors.

A lawsuit was filed against the company responsible for developing the artificial
intelligence system, accusing it of negligence in programming the system and failing to
adhere to ethical standards and financial regulations. The company was held civilly liable
for the financial losses incurred by investors as a result of the system’s incorrect actions.
Consequently, the company was held accountable for the damage caused by the
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intelligent system and was required to compensate investors for their financial losses
(Alarbia.net, 2023).

From here, disputes arose regarding the possibility of granting intelligent machines
legal personality. Traditional standards of legal personality are insufficient and cannot
fulfil the purpose if applied to artificial intelligence technologies. Consequently, it can be
said that granting them such personality is highly challenging, as these systems and
industrial entities cannot be granted rights that conflict with fundamental freedoms and
international charters and treaties concerned with human rights. They cannot be granted
rights such as citizenship, dignity, or others. The justification for granting legal
personality to legal entities lies in the fact that the latter is subject to the directives of
those who represent it, which is not applicable to intelligent machines. Granting them
legal personality would inevitably lead to the evasion of responsibility by whoever
represents them or is accountable for them in any way for the errors they commit
(Wahba, 2020).

In this context, French jurisprudence has concluded that legal personality is granted to
the physical entity of a human being regardless of their understanding or perception.
Therefore, linking legal personality to legal responsibility is not entirely accurate. Not
everyone who is granted legal personality is legally accountable for their actions. A
person lacking legal capacity is a prime example of this, as they possess legal personality
and independent financial liability but are not civilly responsible for their actions.
Instead, their guardian or representative is held accountable in such cases. Applying this
concept to intelligent machines, it can be stated that such machines cannot be held civilly
liable. Instead, the responsibility for compensating damages lies with the human being
behind the machine, who is responsible for its operation (Barak, 2022).

The disagreements among jurists regarding granting legal personality to artificial
intelligence applications were not limited to the aforementioned issues. Instead, they
were divided into four approaches (Aldweikat, 2022):

First approach: Proponents of this view argued that intelligent machines, despite
demonstrating significant capabilities in decision-making and replacing human
involvement in many fields, particularly intellectual ones, do not warrant the granting of
legal personality. No matter how advanced they become, they will remain classified as
‘objects’ from a legal perspective. Consequently, compensating for damages caused by
these technologies should be addressed through the establishment of a mandatory
insurance system specifically covering robot-related incidents or through a fund
designated to cover such damages in the absence of insurance.

Second approach: Advocates of this approach argued that the actions of intelligent
machines are nothing more than tasks delegated to them by their human agents.
Therefore, any harm caused by these technologies would be the responsibility of their
principal — the human agent. However, this approach faced significant criticism based on
the fact that an agency relationship, in principle, can only exist between two legal
persons, which is something that artificial intelligence and its applications lack.

Third Approach: This approach opposed the previous ones and leaned towards the
possibility of granting legal personality to intelligent machines, but only as moral
persons. The independence that these machines possess enables them to carry legal
personality. Thus, once the necessary registration procedures are completed, they would



Artificial intelligence in line with the provisions 15

be granted a name, nationality, independent financial liability, and legal capacity, similar
to other legal entities.

Fourth Approach: Supporters of this approach took a relatively neutral stance compared
to the previous ones. They argued that while intelligent machines have replaced human
elements in certain areas, they cannot fully replace humans. Therefore, there is no urgent
need to grant them legal personality at this time. However, if these machines continue to
evolve and gain further independence, it will be inevitable to grant them legal personality
sooner or later.

The researchers believe that the third and fourth approaches are the most reasonable and
logical. If artificial intelligence technologies do not exceed their current level of
independence, even though they are capable of making decisions on their own, they can
only be granted a legal personality of an entity. This is because they have not yet reached
the level of human independence. At the same time, it can be argued that if Al continues
to evolve and surpass the natural limits of independence to the point of resembling the
human mind to the extent that no distinction can be made between the two, granting them
legal personality will become inevitable. Consequently, this would eliminate the
classification of Al as an object under the law and elevate it to the status of a natural
person, not by granting full human rights, but by determining the responsible party for
causing harm and compensating for it.

To establish civil liability for the party causing harm, it is necessary to prove both the
harmful act, the damage, and the causal relationship between the two. The harmful act
consists of two important elements: trespass and intent. Trespass is based on two criteria:
the first is the objective criterion, which is formed by negligence or failure to provide the
necessary care — care that would be expected from an ordinary person — when committing
the act. The second is the subjective criterion, which is the individual’s deliberate
wrongdoing that infringes upon the rights of others with full awareness and caution
(Aljuboori, 2011). As for intent or deliberate harm, it can be described as the intention to
cause harm, meaning that the individual’s will is directed at intentionally causing harm
through their actions. Intent cannot be said to exist if the act causes harm unintentionally.
Therefore, researchers argue that intent must be based on the commission of an unlawful
act against another person, an act that can only lead to harm, and the individual must be
aware and capable of distinguishing the harm they are causing.

Damage is defined as anything that causes harm or disrupts an individual’s interest or
rights, whether it affects their body, property, or honour (Alzarqa, 1988). Based on this
definition, it can be said that damage is divided into physical damage that affects the
individual in non-financial interests, financial damage that impacts their financial liability
either partially or entirely, and moral or emotional damage that affects their feelings,
reputation, honour, or dignity. Civil liability for harm to others can only be established
under certain conditions, such as when the damage is real, direct, and affects the
legitimate interest of the other party. Responsibility for the damage is only established
when these three conditions are met.

As for the causal relationship between the harmful act and the damage, it is
considered the connecting link between the committed act and the harm it caused,
determining the connection between each of them. Therefore, the absence of this
relationship negates the establishment of liability for compensating the damage.
Consequently, if it is proven that the damage did not result from the act directed at the
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harmed party, the establishment of liability becomes irrelevant, as the absence of the
causal link negates their connection.

Based on the above, this responsibility poses a challenge regarding intelligent
machines, as they must be subjected to a legal system that can hold them accountable for
the damage they cause. This responsibility may fall on those who are responsible for or
involved in designing and programming them, considering that these machines are not
capable of bearing that responsibility on their own. Because applying traditional
responsibility to intelligent machines is highly challenging, there have been some
opinions — such as in French jurisprudence — calling for the application of the
responsibility for the custody of things to artificial intelligence applications. This is based
on the idea that the person responsible for the machine is not only liable for the damage it
causes in a personal capacity but also bears the consequences of damage caused by
objects under their custody or control (Mowafy, 1992). A custodian is someone who has
actual authority over the object, directing and overseeing it. However, researchers argue
that it is difficult to apply this theory to artificial intelligence machines because they
possess a high degree of autonomy, enabling them to make decisions based on their
surroundings without any instruction from their owner. This makes them not subject to
the supervision or control of their custodian. Therefore, it is not possible to determine
liability based solely on traditional legal provisions, as intelligent machines still present
unforeseen challenges due to the conflict between traditional legal texts and practical
realities, making it difficult to reconcile the two because of the vast difference in their
legal nature.

In terms of international responsibility, two key elements are required for the
establishment of traditional international responsibility: the first is the commission of an
internationally wrongful act by a state, meaning an act that involves a clear violation of
international law, which provides the element of fault (the objective element). The second
is the ability of the injured state to prove that the wrongful act by another state or
international legal person has violated its rights, which is the personal element based on
the damage and causal relationship (Abd Alnabi, 2013).

When considering artificial intelligence and its various, continuously evolving
applications that impact the international community due to the potential harms faced by
other states, the matter moves beyond traditional responsibility and into a different form
of international responsibility. The researcher believes it is important to briefly reference
international responsibility based on risk, which disregards fault. This type of
responsibility is based on two elements only: damage and causal relationship. It is
defined as: “Responsibility that falls on a state due to the harm caused by the use of
lawful activities that involve multiple risks, regardless of the state’s negligence, omission,
or error. In other words, it is responsibility for the damage caused by hazardous activities
without considering fault” (Abu Alwafa, 2004).

The relationship between artificial intelligence and this responsibility shows that, due
to the emerging capabilities of smart machines, which will inevitably play a role in
influencing economic, security, military, political, and other fields, these machines will
serve the interests and objectives of states both domestically and internationally.
Consequently, these machines will generate competition, primarily driven by
technological companies across all states, which will increase the likelihood of potential
harm occurring during this process. Therefore, it can be argued that states are constrained
by a limitation that requires them to adopt the principle of good faith in their actions, to
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avoid causing harm to other foreign states. Failure to comply with this principle would
expose them to sanctions and penalties for breaching it.

3.2 Criminal responsibility arising from artificial intelligence errors and its
scope

Intelligent machines and robots can be seen as more than just mechanical devices
performing specific tasks; they surpass human capabilities in many aspects and fields,
which makes them exceed human potential and go beyond their mechanical role.
However, the issue of accountability for their mistakes remains a complex problem, as it
can incentivise exemption of those responsible for undesirable actions resulting from
these entities. Despite their resemblance to individuals in many ways, they lack the
eligibility and intent inherent in humans, which makes them not subject to legal
accountability in the same manner as individuals. Given that artificial intelligence has not
been granted the personality that would enable it to bear obligations, including legal
responsibility, it can be said that these machines are incapable of distinguishing in many
cases, especially if used in military contexts. It is difficult to differentiate between
civilians and military personnel since they are merely machines performing tasks based
on the programming and information they have been fed. While they surpass human
abilities in many areas of life, they are, ultimately, not equivalent to a complete human
being.

Since criminal responsibility consists of the obligation to bear legal consequences
resulting from the commission of acts prohibited by law, it can be said that it requires the
presence of two elements: one is factual, represented by the criminal act, and the other is
mental, represented by the general intent in the crime, which consists of knowledge and
awareness. Therefore, there can be no criminal responsibility arising from the act alone
without the presence of intention or awareness during its commission. In other words, if
the criminal intent is absent, criminal responsibility for the act is also absent.

Criminal responsibility is characterised by being personal, meaning it does not extend
to others. In other words, the essence of criminal responsibility lies in holding
accountable the person who committed the unlawful act. It is unreasonable to hold
someone else accountable for an act they did not commit. Furthermore, the determination
of this responsibility requires the presence of criminal capacity, including awareness and
intention to commit the criminal behaviour. If that intention or awareness is absent, the
responsibility is incomplete, similar to the actions of a minor who lacks discernment. If
their mental faculties are absent, they are not held responsible (Almala, 2021).

Applying all the above to artificial intelligence machines, strong opposing and
supporting trends have emerged regarding the imposition of criminal responsibility on
these machines. Researchers believe that determining this responsibility requires an
individual to be free and aware of the criminal behaviours they are committing in order to
be held criminally accountable. Therefore, it is impossible to direct blame toward
something that is not considered human, as it lacks the capacity to bear responsibility
under the laws and regulations designed for this purpose (Shams Aldein, 2012). This
view generally aligns with the opposing stance on attributing criminal responsibility to
artificial intelligence applications, as seen in Arab and French legislation (Pardel, 2016).
Due to the lack of criminal capacity and the inability of artificial intelligence to perceive
or choose, it can be said that the possibility of imposing criminal responsibility on these
machines is non-existent. This is because the basic conditions required for someone to
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bear responsibility are absent, and thus, the path to subjecting smart machines to criminal
responsibility remains blocked. While these machines may demonstrate a significant
degree of autonomy, they cannot replace the essential conditions that are required in
humans.

As for the supporting side for the establishment of criminal responsibility on artificial
intelligence applications, they argue that the tremendous development of these machines,
which constitute what is called artificial cognition, obligates legislation to initially
recognise their legal personality. Following that, the stage of determining whether
criminal responsibility should be imposed for their actions arises. This is based on the
idea that legal personality is granted to open the path for assuming obligations and rights
and is not tied to human characteristics. Therefore, criminal responsibility cannot be
established without legal personality (Bin Tarya and Shahida, 2018). The purpose of
establishing a legal personality is the pressing need for it, noting that a legal person was
not initially granted such a personality. However, the urgent need to grant it became
essential, especially due to the growing role of these entities in local and international
communities. This eventually led to granting them a certain degree of legal personality
and criminal responsibility, by their nature.

One of the main arguments put forth by the proponents of this principle is the
possibility of replacing artificial intelligence with artificial cognition, which is based on
complete autonomy that grants it a form of awareness in decision-making, independent of
its creators (Barak, 2022). This means that the machine makes decisions on its own,
based on the nature of the situation it encounters or its surrounding environment, using a
new way of thinking that relies on data and information, rather than solely relying on
what is stored in its pre-programmed software (Masoud et al., 2023). Therefore, it can be
said that this advancement in smart machines will inevitably lead to criminal acts,
whether intentionally or by mistake. This is evident in the ongoing Russian-Ukrainian
conflict, where the use of autonomous weapons, drones, and lethal robots, which possess
enough independence to identify and attack targets without any human intervention, has
been prominent. This conflict has essentially become a tragic testing ground for various
forms of smart weaponry.

Accordingly, it can be said that, at present, criminal responsibility can be attributed to
one of these parties regarding the applications of artificial intelligence and its actions:

3.2.1 First: responsibility of the artificial intelligence manufacturer

Al manufacturers are held accountable for any harm caused by their products, whether
due to negligence, design flaws, or misuse as one crucial aspect of product safety.
Therefore, the responsibility of the artificial intelligence manufacturer is considered one
of the first issues raised when these machines engage in actions or behaviours that cause
harm to others. In order for the manufacturer to remain within the safety zone, avoiding
any legal responsibility, he must adhere to certain standards when designing and
launching the smart machine. This includes compliance with the laws and regulations of
the manufacturing state in this regard, ensuring that no laws are violated in the design of
the machine and that safety rules are not neglected. If the manufacturer fails to take the
necessary precautions to prevent the artificial intelligence machine from causing
significant harm, he exposes himself to legal accountability for the negligence shown in
that regard (Dahshan, 2020).
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This incident serves as an example of this. In 2016, in USA, a self-driving car
collided with another vehicle, resulting in the death of the driver and injuries to the
passengers in the other vehicle. As a result, the manufacturer of the artificial intelligence
system in the car was held criminally responsible because the accident occurred due to a
malfunction in the intelligent system that managed the car. The manufacturer failed to
take the necessary measures to ensure the safety of the system and prevent similar
accidents. It is also worth noting that any manipulation of the car’s data by the
manufacturer or any violation of the laws and regulations governing the manufacturing of
self-driving cars exposed him to the same liability due to his intentional or negligent
failure to perform his duty.

Crimes such as violations of personal data and cybercrimes that are carried out
through artificial intelligence devices specifically designed for these purposes are
common offenses that expose their manufacturers to the responsibility resulting from
these illegal acts. These include cyberattacks, hacking, electronic fraud, and other actions
that undoubtedly constitute criminal acts based on the manufacturing and design of the
perpetrators.

Therefore, it is possible to say that the implementation of Al mechanisms in the field
of cybersecurity and surveillance Al application could pave the way for new cyberattacks
and threats in the face of national security, based on the vulnerability inherent in the
nature of the data feeding into it. Whether that data is flawed or biased, it could lead Al
systems to make incorrect decisions, opening up gaps that attackers could exploit,
especially those based on distorted or unreliable data. These systems may become
vulnerable to hacking, manipulation of security systems, or even the distortion of
sensitive data. Moreover, attackers could develop more advanced Al tools to create new
capabilities, allowing them to analyse patterns or predict security measures to bypass
them (Osoba and Welser, 2017).

In this regard, the USA Intelligence Agency has expressed concern that an Al system
was potentially breached during the 2016 USA election cycle by an external party, where
cyberattacks could have leaked sensitive information that might have impacted voter
behaviour in that election. Although the origin of the attack could be traced if the right
environment was available, the use of more efficient and advanced systems by the
attackers could weaken the detection process of the attacking entity (Paletta, 2016).

As the USA also pointed out in a report it issued in 2021 about cybersecurity, that
engaging legislative and regulatory bodies is essential for shaping effective cybersecurity
policies, while integrating cybersecurity into organisational risk management ensures a
proactive approach to threats. Bridging the gap between physical security and
cybersecurity strengthens overall defence mechanisms, enhancing cyber resilience across
all levels. Developing regulatory frameworks for compliance and accountability,
alongside leveraging oversight mechanisms, fosters stronger governance and
enforcement. A robust cybersecurity culture must be instilled from leadership downward,
adopting a holistic, organisation-wide strategy that positions the workforce as the first
line of defence. Optimising resource allocation and investing in specialised cybersecurity
professionals are critical to sustaining long-term resilience. By taking these measures,
organisations can anticipate, withstand, recover from, and adapt to adverse conditions,
stresses, attacks, or compromises affecting cyber-enabled systems (United Nations,
2021).
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3.2.2 Second: responsibility of the artificial intelligence programmer

The question of Al accountability remains legally complex, particularly regarding the role
of programmers and manufacturers, that’s why when applying the concept of granting
artificial intelligence machines legal personality, making it possible to hold them
accountable for their actions, it becomes evident that practical accountability remains
unfeasible due to the absence of awareness and intent in these machines, despite them
operating based on the software or designs of their manufacturers. Given their ability to
make independent decisions, it has been proposed that at least the manufacturing
companies bear responsibility for the civil losses and damages resulting from their errors
and actions (United Nations General Assembly Resolution, 2013). After a thorough
investigation, it is clear that no national or international law has been put in place to
define the responsibility of artificial intelligence so far. In cases of non-deliberate
negligence, it is challenging to hold manufacturers or programmers accountable, as
manufacturers often point to the potential for accidental errors by robots, which absolves
them completely from any responsibility for these mistakes (Alfalasi, 2021). It can be
said that manufacturers and programmers of artificial intelligence machines take
advantage of this situation to avoid bearing any responsibilities regarding the
performance of these machines. This behaviour suggests that robots enjoy a high degree
of independence, which helps in avoiding legal accountability. While the programmers
and manufacturers of these machines are not a single entity, researchers believe the most
suitable policy for holding them accountable is to divide responsibilities and implement
laws that criminalise evading accountability comprehensively.

In this regard, the case of Sandra Saltzer (2024) which happened in UK is a great
example, a lawsuit was filed against Intuitive Surgical, the manufacturer of the da Vinci
system, following the death of 78-year-old Sandra Saltzer. During a surgical procedure,
the robot allegedly caused a perforation in her small intestine, leading to a fatal internal
leak. The lawsuit claims that the malfunction of the robot directly resulted in her death.
Various reports have highlighted instances where patients experienced severe
complications post-surgery involving the da Vinci system. These complications have
sometimes led to legal actions against healthcare providers and the manufacturer,
focusing on issues like inadequate training, device malfunctions, and insufficient
disclosure of potential risks, and ethical challenges, questioning the institutional oversight
and the manufacturer accountability and it’s obligations to provide reliable equipments
associated with the device held accountable (Almashad, 2024).

3.2.3 Third: responsibility of the user of artificial intelligence

The types of artificial intelligence devices vary depending on their uses, and it can be said
that when linking artificial intelligence applications to their users, smart weapons serve as
a prime example for explaining the responsibility of those who use these machines. It is
reasonable to consider a military leader responsible for the actions of artificial
intelligence entities if they deploy smart weapons with the intent to commit a crime.
These machines are capable of committing war crimes, distinct from ordinary crimes.
However, military leaders may attempt to avoid responsibility by claiming that the
incident was an unforeseen mistake or an error made by the artificial intelligence
machine. Therefore, it is just that the military leader using robots as weapons be
prosecuted in the same manner as they would be if they issued orders violating
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international humanitarian law. The execution of these unlawful decisions leads to the
same outcome: exceeding the provisions of the law of war and violating its rules (Mekki,
2017).

3.2.4 Fourth: responsibility of the state using artificial intelligence

The responsibility for artificial intelligence machines lies with the state that manufactures
them, similar to the case with aircraft and ships, with the notable difference being these
machines’ characteristics. It should be noted that holding the state legally responsible for
the actions of artificial intelligence usually exempts the programmer and user from
responsibility unless the machines are used by non-governmental entities. However, it
cannot be said that there are no concerns regarding the use of robots and their
independence in decision-making, which makes it difficult to define the legal framework
for criminal responsibility for unlawful actions and compensation for damages resulting
from the use of these entities (Harqous, 2018).

4 Conclusion

At the completion of this study, the importance of developing artificial intelligence
technologies while considering ethical values and respecting international law and human
rights cannot be denied. It is essential to attempt to govern artificial intelligence
technologies based on the principles of international law and international humanitarian
law, which should be part of national and international policies for their regulation. The
way forward involves unifying the international community around guiding principles for
organising artificial intelligence technologies, when necessary, by establishing technical
committees that include independent experts, scientists, and representatives from
companies and institutions involved in artificial intelligence. Manufacturers and
innovators also have the responsibility to consider the social and security implications of
their technologies, ensuring that new technologies contribute to creating a safe and stable
society for all, free from any disruption to international peace and security.
Therefore, the study concluded with a set of findings and recommendations:

5 Findings

e The lack of a comprehensive, conclusive, and inclusive definition of the concept of
‘artificial intelligence systems’ could lead to varying interpretations and
understandings of this concept by scholars and legislators, due to the differences and
expansion in the fields of artificial intelligence, thus resulting in varied definitions
according to its different domains.

e  Criminal responsibility is limited to individuals only and cannot be attributed to an
artificial entity; hence, there is no possibility of punishing it, as criminal
responsibility is exclusive to humans.

e Scholars have disagreed on granting legal personality to artificial intelligence
machines, with both supporters and opponents presenting their arguments. However,
there is still no consensus on whether artificial intelligence should be granted legal
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personality, as it lacks some of the conditions stipulated by traditional legal rules,
making it difficult to easily grant it such a personality.

Granting legal personality to artificial intelligence applications is not sufficient to
resolve the issue of criminal or civil liability, as artificial intelligence remains a
machine operated based on pre-stored data.

The international community is still working on creating an integrated system to
regulate artificial intelligence according to the rules and guidelines of international
laws and covenants, as there is no avoiding the impact of artificial intelligence
developments on societies in various forms.

The current international community is in a state of balance regarding Al
organisations, especially in the effort to establish an international society based in
security and global peace without any disruption.

Recommendations

The need to introduce penalties for robots that cause harm or crimes, by either
destroying the responsible robot or preventing it from functioning under the threat of
punishment for those who violate this, and not only imposing fines or compensation
on the person who controls the smart machine. This would serve as a deterrent to
prevent machines from causing various harm locally and internationally.

The need to establish rules and regulations that obligate the manufacturers of
artificial intelligence machines to follow, and to specify their liability and penalties
for violations of those rules. This is to ensure compliance with safety standards,
regulations, and safety protocols during the development of artificial intelligence
machines, making it clear that manufacturers cannot escape responsibility for
damages caused by their mistakes.

A call for the international community to increase its efforts to keep pace with
artificial intelligence developments at the same pace, to enhance the preservation of
international peace and security from being affected.

The need to establish a set of local and international ethical standards that govern the
manufacturing of artificial intelligence machines, and determine their specifications
and guidelines, to reduce unethical manufacturing violations, which will inevitably
lead to varying degrees of harm.

The need to legislate new local laws that are tailored to the nature of artificial
intelligence applications, to facilitate defining the rules of civil and criminal liability
resulting from errors made by artificial intelligence machines.

The need to decisively address the issue of legal personality for smart machines, to
free oneself from the uncertainties about whether or not they should be granted such
a personality, thus clarifying the standards for liability arising from artificial
intelligence errors, making it easier to apply.
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