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Abstract: This research introduces an IoT-driven data analysis and AI
framework for optimising corporate governance. The framework leverages
deep learning algorithms, including transformer-based neural networks,
convolutional neural networks (CNNs), and reinforcement learning models, to
enhance decision-making, regulatory compliance, and transparency. Real-time
data streams from IoT devices were processed, and a dataset of over 500
corporate entities was analysed. Transformer models achieved a predictive
accuracy of 99.2% in identifying governance risks, CNNs detected anomalies
in IoT data with 98.6% accuracy, and reinforcement learning models reduced
compliance-related delays by 47%. The framework also led to a 38% increase
in regulatory adherence and a 55% improvement in operational efficiency.
These results demonstrate the potential of IoT and AI in addressing
modern governance challenges and provide a scalable solution for sustainable
governance.
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1 Introduction

Industry transformations now occur swiftly because of rapid technological advancement,
including the internet of things (IoT) and artificial intelligence (AI) (Fares and
Jammal, 2023). The isolated domains of IoT and AI systems now generate widespread
recognition for their complementary impacts when integrated. IoT allows organisations
to gather, transmit, and process vast amounts of data from connected devices through
AI algorithms that deliver practical insights (Rane et al., 2024). This technological
meld develops transformative effects on corporate governance, enhancing operational
performance alongside increased transparency and producing superior decision outcomes
(Radanliev et al., 2024) (Qasim et al., 2025).

Every organisation requires corporate governance as its central element to achieve
success. Organisations utilise various structures combined with practices and processes
to regulate their operations for monitoring and account execution (Sallam et al.,
2023). Organisations maintain alignment with laws, regulations, and ethical standards
because effective corporate governance practices exist (Adama et al., 2024). Traditional
governance models struggle to support current business and legal system development
because workflow speed outpaces them (Bibri et al., 2024). Modern organisations
consistently encounter problems with delayed decisions, along with poor risk control and
insufficient regulatory standards (Paramesha et al., 2024). Real-time monitoring, along
with predictive capabilities and automated decision-making solutions from IoT and AI,
can solve current business challenges (Ejjami, 2024).

The development of modern legal frameworks is happening at similar speeds
across global jurisdictions. Due to global network links, regulations across boundaries
become more complex, creating new compliance complexities, data privacy problems,
and tighter regulatory monitoring systems (Leghemo et al., 2025). These advanced
technologies demonstrate potential in performing automated compliance checks and
simultaneously helping courts become more transparent (Gou et al., 2024). They also
allow governance frameworks to transform effectively in response to evolving rules
(Alsehaimi et al., 2024). The combination of IoT technology and artificial intelligence
with corporate governance and legal structures receives limited academic treatment.
Study efforts on IoT asset tracking capabilities combine with AI-driven decision
systems, but tracking the total governance impact remains uncharted territory (Butt et al.,
2025). The study analyses IoT and AI integration capabilities to enhance corporate
governance operations, aiming to address a knowledge gap (Butt et al., 2023).

While research about the individual potentials of IoT and AI exists in abundance,
studies analysing their merged effects on corporate governance remain scarce. Research
on IoT and AI generally focuses on technical issues related to data collection systems
enabled by IoT and AI’s role in optimising organisational decision-making. The research
neglects to explore the integrated framework of IoT and AI as a whole system for
enhancing corporate governance (Zrelli and Rejeb, 2024).

1.1 Research gaps

Several notable gaps exist in the current literature. Lack of holistic integration is evident
as research into the combined application of IoT and AI to governance functions
remains limited, although both technologies have been explored individually in related
settings (Bena et al., 2025). Research on IoT real-time monitoring solutions or AI
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predictive analytics solutions independently protects both concepts individually but
lacks investigation into their prospective integration (Alkanhel et al., 2024). Scalability
challenges arise because, through pilot projects and case studies, small environmental
research projects have become the dominant focus of academic investigations (Khan
et al., 2021). However, these projects utilise limited data sources. Large organisations
operating with diverse governance frameworks, combined with worldwide regulatory
requirements, prevent the full testing of these models (Elias et al., 2024). Limited focus
on legal compliance is another gap, as a distinct scarcity of scholarly literature explores
how IoT and AI solutions can tackle compliance-based challenges within evolving
complex regulatory settings. The failure to address legal frameworks restricts the
practical use of IoT and AI technology systems in corporate governance environments
(Haddad et al., 2021). Ethical and regulatory implications are often overlooked, as
the efficiency gains praised in modern technologies commonly go unaddressed by
discussions about ethical and legal aspects of IoT and AI systems implementation (Butt
et al., 2020). The practical use of these technologies demands a thorough examination
of privacy risks together with detailed explanations about underlying processes and the
elimination of AI bias to achieve responsible deployment (Shahi et al., 2024).

By addressing these research gaps, this study will contribute to a deeper
understanding of the integration of IoT and AI in corporate governance and provide
a theoretical and practical framework for their application. Integrating IoT and AI
into corporate governance presents a number of challenges. These challenges span
from technical hurdles to organisational and regulatory complexities, which may hinder
the smooth implementation of such integrated frameworks. Integrating IoT with AI
presents a primary difficulty because IoT devices generate sizable data volumes.
Organisational processes feed data through continuous monitoring of IoT devices, which
demand accuracy combined with timely and relevant transmission for AI models to
succeed (Kommineni and Chundru, 2025). Quality control of data with maintained
integrity stands as a fundamental requirement to safeguard correct governance decision
outcomes (Tito, 2023). Deep learning models face the greatest criticism as ‘black
box’ systems operate in the background. Black box algorithmic decisions create
challenges for governance institutions that aim to integrate the models into practice.
Stakeholders and organisations maintain their trust in AI models only when those
models reveal their decision-making pathways in clear, understandable terms (Wang
et al., 2019). Standardised governance solutions face development challenges because
diverse legal frameworks exist. When exploiting IoT-AI systems, regulatory compliance
features must be explicitly built to observe laws that protect industrial data through
specialised privacy and security requirements. Working with IoT and AI technologies
presents organisational challenges regarding implementation because these platforms
continuously shift governing regulations. Current governance systems that utilise IoT
technology alongside artificial intelligence face increasing difficulties regarding privacy
issues, fairness, and biased delivery mechanisms. Security cameras, together with staff
tracking solutions, pose significant privacy challenges during IoT system deployments
(Saleem et al., 2024).

Despite these challenges, the potential benefits of IoT and AI for corporate
governance make their integration a promising avenue for research. This study will
investigate solutions to these challenges and develop a robust, scalable framework for
their application in governance systems.
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The present analysis addresses the requirement for governance systems that
deliver enhanced efficiency, better transparency capabilities, and adaptive design for
contemporary organisational challenges. Extensive corporate governance is essential
for achieving ethical operations and regulatory compliance in business activities (Butt
et al., 2018). However, the growing complexity of organisations creates management
difficulties for traditional governance systems, which struggle to achieve transparency
standards and perform compliance activities properly. The combination of IoT
technology with AI capabilities creates automated governance process optimisation
that delivers exceptional efficiency results with increased accuracy and reduced
execution times. This research adopts the position that implementing IoT and AI
enhances corporate governance. This enables better operational control and regulatory
fulfilment performance. The combination of IoT and AI technology enables real-time
organisational monitoring, generates predictive analytical data for better decisions,
and simplifies compliance process execution through automated systems. The study
focuses on the increasing awareness of moral challenges in new technologies. When
technology emerges in governance frameworks, its deployment must protect privacy
obligations while stopping the reinforcement of discriminatory patterns and avoiding
legal infractions. The study explores methods to synchronise technological progress with
ethical practices that guarantee IoT and AI capabilities for effective and fair governance
implementation.

1.2 Novel contributions

This study makes several significant contributions to the field of corporate governance,
legal systems, and the intersection of IoT and AI. The primary contributions include:

1 This research proposes a novel framework that integrates IoT and AI to optimise
corporate governance. Unlike previous studies that treat IoT and AI as separate
technologies, this study focuses on their combined use to streamline
decision-making, enhance compliance, and improve organisational transparency.

2 The study employs cutting-edge AI algorithms, such as reinforcement learning and
deep learning, to process and analyse real-time data generated by IoT devices.
This enables the framework to make dynamic, data-driven governance decisions
and adapt to changing organisational and regulatory conditions.

3 The study emphasises the ethical and legal implications of using IoT and AI in
corporate governance, particularly regarding data privacy, algorithmic
transparency, and regulatory compliance. It provides practical solutions for
addressing these challenges and ensuring that the deployment of these
technologies is ethically sound.

4 The framework is empirically validated using data from over 500 corporate
entities, providing robust evidence of its effectiveness and scalability. The study’s
results demonstrate that the IoT-AI framework can significantly improve
governance processes across different organisational contexts.

These contributions not only advance theoretical knowledge in the fields of corporate
governance and legal systems but also offer practical, real-world solutions for
organisations seeking to modernise their governance frameworks.
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The remainder of this paper is organised as follows. Section 2 presents a
comprehensive literature review, examining previous research on IoT, AI, corporate
governance, and legal compliance. It identifies key gaps in the literature and
establishes the foundation for the proposed IoT-AI framework. Section 3 discusses
the methodology used in the study, detailing the data collection, analysis techniques,
and the AI algorithms employed. Section 4 presents the findings of the study,
including the empirical results and their implications for corporate governance. Section 5
discusses the challenges, limitations, and ethical considerations of implementing the
proposed framework in real-world scenarios. Finally, Section 6 concludes the paper by
summarising the key findings and suggesting directions for future research.

2 Literature review

Current research investigates how IoT contributes to governance independently and
jointly with AI. So far, there exists an insufficient body of work that demonstrates
a successful integration of IoT and AI toward optimal governance performance. This
section captures existing research about IoT and AI regarding corporate governance by
presenting previous methods and their observed challenges and results.

Shkalenko and Nazarenko (2024) examined AI and IoT applications in CSR
strategies where they prioritise financial risk management combined with sustainable
development. The researchers analysed how state-of-the-art technologies would integrate
into CSR frameworks for financial risk reduction and sustainability development.
Using a coevolutionary multi-paradigm framework for technological advancement, they
demonstrated how institutions need to adapt to bring together AI and IoT systems.
When companies can adjust their organisational systems effectively with emerging
technologies, they can achieve successful implementation outcomes. Security practices
need to be prioritised with standardisation alongside responsible usage of emerging
technology in CSR work methods. They performed comprehensive research that
expanded existing knowledge about AI and IoT convergence with CSR practices. The
study establishes the demand for strict rules and procedures that keep technological
implementation congruent with organisational sustainability targets and commitments to
the community. The research showcased that implementing AI and IoT systems into
CSR activities supports more than simply technical innovations; it enables sustainable
long-term development. This work provides compelling knowledge about the strategic
use of AI and IoT technology for corporate sustainability alongside financial risk
management while representing a core addition to technological and CSR research.

Turskis and Šniokienė (2024) showed through their study how IoT technologies
combined with circular economy (CE) concepts could transform economic sustainability
while improving system resilience. They analysed how IoT technology optimises supply
chain operations while tracking waste contents and elongating product lifecycles by
means of automated real-time data analytics. Businesses that adopt IoT applications can
shift toward product-as-a-service models and sharing economy models, which produce
dual economic gains while uncovering novel market possibilities. They examined
IoT’s potential to accelerate CE growth by improving operational effectiveness and
enabling novel circular business operational models. The study demonstrated that IoT
integration in CE economics promotes environmental responsibility and stimulates
economic progress most strongly in emerging economies that adopt circular approaches.
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They stressed IoT’s ability to surpass conventional efficiency objectives by establishing
a future structure that anchors economic growth to environmental stewardship, following
the CE blueprint. The research expanded knowledge about IoT applications in CE by
outlining the main components responsible for this transformation, which offers practical
application possibilities for sustainability and circularity specialists. They delivered vital
information about how IoT systems can rebuild economic frameworks to develop a
resilient, sustainable future.

Kaul (2024) studied how AI enhances multi-region cloud compliance through
complex regulatory actions such as GDPR, HIPAA, and CCPA. He recognised
traditional compliance methods lack efficiency; thus, he introduced AI-driven
autonomous systems as a better option. The developed systems utilise machine learning
and natural language processing to automate matching procedures and categorise
information while enabling scale and precision through autonomous policy interfaces
and data monitoring features for cross-border movements. He discussed how AI
solutions work with leading cloud providers and explained applicable use cases and
future directions toward total automated compliance administration. The research adds
essential insights to existing knowledge by showing how AI technology can enhance
both data governance standards across multiple regions and regulatory compliance
requirements.

Gupta et al. (2025) examined how artificial intelligence (AI) connects with
marketing implementation while studying international business aspects. The research
established that contemporary technologies outperform human computation while
drawing meaningful findings from extensive datasets to boost business performance.
Organisations are systematically implementing AI systems to direct their operational
resources toward accomplishing their business targets as well as enhancing customer
relationships within domestic markets and multinational territories. The fast acceleration
of AI technology development pairs up with insufficient regulatory standards as
two major obstacles of concern. Companies encounter difficulties in guaranteeing AI
application compliance with regulations while protecting stakeholder interests because
of regulatory gaps. Corporate policies that include responsible AI practices can address
the needs of organisations that aim to present themselves as ethical and responsible to
their stakeholders.

Awasthi et al. (2025) explored industrial data science (IDS) as it helps manufacturing
industries overcome data maturity gaps that occur in IoT-driven environments.
Operational challenges emerge from working with diverse datasets of varying quality
levels, thus creating difficulties for both strategic decision-making and operational
processes. The research underlined how stakeholder participation in reviewing
corporate data enhances quality during the implementation of big data analysis in
enterprise strategies. According to them, the strategic application of data creation
and interpretation drives operational excellence while supplying decision-makers with
necessary information specifically for Industry 4.0 and IIoT installations. The study also
classified maturity gaps into three categories: Industry 4.0 maturity, data readiness, and
IDS maturity. They emphasised that organisations need data science frameworks built
for resilience, which enables them to assess their digital readiness while effectively
implementing data-driven strategies. Through their analysis, they extend existing
knowledge by examining the full scope of data maturity’s effects on manufacturing
sector performance outcomes. Table I provides a summary of all the explored studies.
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Table 1 Summary of literature on IoT and AI integration in corporate governance and related
fields

Author(s) Year Key focus/objective Methodology Key findings/
contributions

Shkalenko
and
Nazarenko

2024 Integration of AI and
IoT into CSR
strategies for financial
risk management and
sustainability

Coevolutionary
multi-paradigm
framework

Demonstrated the role of
AI and IoT in CSR to
support financial risk
management and
sustainable development.
Highlights the need for
strict governance and
security protocols.

Turskis and
Šniokienė

2024 Investigating IoT’s
role in circular
economy (CE) and its
impact on economic
sustainability

Literature review
and analysis

Explores how IoT
optimises supply chain,
resource use, and product
lifecycles in CE. Shows
that IoT boosts
environmental
responsibility and fosters
economic growth,
particularly in emerging
economies.

Kaul 2024 AI-powered
compliance
management for
multi-region cloud
deployments (GDPR,
HIPAA, CCPA)

Case study and
theoretical
analysis

Introduces AI-driven
autonomous compliance
systems to automate
multi-region regulatory
compliance processes,
improving efficiency and
accuracy.

Awasthi
et al.

2025 Bridging data maturity
gaps in IoT-driven
manufacturing
environments

Review and data
maturity analysis

Highlights the need for
resilient data science
frameworks to address
data maturity issues.
Emphasises stakeholder
involvement in enhancing
data quality and
improving operational
decision making.

3 Methodology

This methodology section outlines the process for implementing the IoT-driven data
analysis and AI framework designed to optimise corporate governance. The framework
integrates real-time data streams from IoT devices with AI-driven decision-making
models, aiming to improve compliance, enhance operational performance, and
reduce organisational risks (Liu et al., 2023). Below is a detailed description
of the methodology, including data collection, preprocessing, model development,
optimisation, and evaluation. To provide a clearer understanding of the methodology,
the following Figure 1 illustrates the steps involved in the process:
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Figure 1 IoT-driven AI optimisation for corporate governance (see online version for colours)

3.1 Data collection

The data collection process plays a pivotal role in gathering real-time information that is
crucial for decision-making within corporate governance. The IoT devices deployed in
various operational areas continuously collect data, including environmental conditions,
transaction logs, and compliance metrics. The steps involved in data collection are as
follows: installation of sensors in critical areas such as corporate offices, warehouses,
and compliance monitoring points. Sensors provide a steady stream of real-time data
on key operational variables like temperature, transaction records, and legal compliance
factors. Raw data undergoes preprocessing steps, including noise reduction, missing
value imputation, and anomaly detection, to ensure that the data is clean and suitable
for model training.

3.2 Data preprocessing and feature engineering

Once the data is collected, it must be processed before being used in any machine
learning or AI model. The preprocessing phase includes several critical steps to ensure
that the data is normalised and relevant features are extracted for model input. This step
ensures that the machine learning algorithms can process the data efficiently and provide
accurate results. The raw data is normalised to a common scale to ensure consistency
across different sensor readings. Noise reduction techniques such as Kalman filters or
moving averages are applied to smooth out fluctuations. Key features are extracted from
the raw data, including compliance levels (C), operational performance (P ), and risk
indicators (R).

The feature extraction process generates feature vectors X that are used as input
to the AI models. These feature vectors are stored in a structured format suitable for
machine learning algorithms.



Optimising corporate governance with IoT and AI 89

3.3 AI model development

The AI model is the core of the methodology and is responsible for processing the
IoT data and making decisions that optimise corporate governance. We employ both
deep learning and reinforcement learning models to handle different aspects of the
governance optimisation process.

3.3.1 Deep learning for data analysis

Deep learning models, particularly convolutional neural networks (CNNs) and
transformer networks, are used to process the IoT data. These models are capable of
identifying hidden patterns in the data and making predictions about compliance failures,
risk factors, and operational inefficiencies.

3.3.1.1 Convolutional neural networks

The CNNs utilise convolution layers to detect local patterns in the IoT data. The
following equation describes the convolution operation:

Y =

M∑
m=1

N∑
n=1

(Xi+m,j+n) ·Wm,n + b (1)

where

• X is the input data matrix (IoT sensor data)

• W is the convolution filter matrix

• b is the bias term applied after convolution

• Y is the resulting feature map after the convolution operation.

3.3.1.2 Transformer networks (attention mechanism)

The transformer network leverages an attention mechanism to process sequential data
effectively. This method weighs the importance of different features dynamically as
the input data is processed. By using this mechanism, the model can focus on the
most relevant parts of the data, considering both previous and future context within the
sequence. The attention mechanism enables the model to prioritise specific data points
based on their significance to the task at hand (Yu and Hamam, 2024). The attention
mechanism can be described by the following equation:

Attention(Q,K, V ) = Softmax
(
QKT

√
dk

)
V (2)

where

• Q is the query matrix

• K is the key matrix

• V is the value matrix

• dk is the dimension of the key matrix.
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3.3.2 Reinforcement learning for governance optimisation

Reinforcement learning (RL) is applied to optimise the decision-making process within
corporate governance. By using RL, the system learns to make decisions that not only
minimise risks and delays but also maximise compliance in an environment that is
continuously changing. RL works by allowing the system to explore different actions
and learn from the resulting outcomes through a process of trial and error, refining its
decisions over time.

The Q-learning algorithm is employed to determine the best actions that align with
these goals. The algorithm updates its decision-making policy based on the rewards or
penalties received from previous actions, enabling it to adapt to dynamic governance
environments where rules and conditions may evolve. This approach is particularly
effective in environments that require continuous monitoring and adjustment, such as
corporate governance, where regulations and compliance requirements often change. The
update rule for Q-learning is as follows:

Q(st, at)← Q(st, at) + α

[
rt+1 + γmax

a′
Q(st+1, a

′)−Q(st, at)

]
(3)

where

• st represents the state at time t

• at is the action taken at time t

• rt+1 is the reward after taking action at

• γ is the discount factor that prioritises future rewards.

Through this process, reinforcement learning continually refines its decision-making
strategy to enhance governance outcomes, adapting to the changing conditions of the
corporate and regulatory landscape.

3.4 Governance decision optimisation

Once the models are trained, it is crucial to optimise the decision-making process to
minimise risk and ensure compliance. The optimisation can be formulated as follows:

min (λ1 ·D + λ2 ·R) (4)

Subject to:

C ≥ Cmin and P ≥ Pmin (5)

where

• D is the decision delay

• R is the risk factor

• λ1 and λ2 are weights for minimising delay and risk, respectively
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• Cmin and Pmin are the minimum acceptable levels for compliance and
performance.

This optimisation ensures timely decision-making while meeting the necessary
governance standards.

3.5 Algorithm for decision-making optimisation

Below is the algorithm used for optimising the decision-making process based on the
trained AI models and IoT data:

Algorithm 1 Governance decision optimisation

Input: Real-time IoT data, trained AI model (CNN/transformer), initial governance
parameters

Output: Optimal governance decision based on the optimisation model
Data: Model parameters, IoT data stream, compliance data, risk metrics
Initialise model parameters;
Collect real-time IoT data from sensors;
Preprocess data (normalise, filter, clean);
Extract relevant features from the data;
for each feature vector do

Apply AI model (CNN/Transformer) to predict compliance and risk;
Update Q-values using Q-learning [equation (3)];
Calculate expected reward from the action;
Apply optimisation function [equation (4)];
Evaluate outcomes and adjust parameters;

end
return Optimal governance decision based on predicted compliance and risk;

3.6 Evaluation and metrics

The effectiveness of the proposed methodology is evaluated using several performance
metrics:

3.6.1 Predictive accuracy

The predictive accuracy is calculated using the classification accuracy formula:

Accuracy =
TP + TN

TP + TN + FP + FN
(6)

where

• TP – true positives

• TN – true negatives

• FP – false positives

• FN – false negatives.
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3.6.2 Risk reduction

Risk reduction is calculated by comparing the risk levels before and after implementing
the AI-driven governance framework.

3.6.3 Compliance metrics

Compliance is evaluated based on the reduction in regulatory breaches over time, with
a focus on both immediate and long-term compliance improvements.

4 Results

This section presents the findings from the analysis conducted to evaluate the
effectiveness of the proposed IoT-driven data analysis and AI framework for optimising
corporate governance. The results are divided into key performance areas: predictive
accuracy, anomaly detection, compliance improvement, and operational efficiency.

4.1 Predictive accuracy

The core objective of the AI framework was to achieve high predictive accuracy in
governance risk identification. Using the transformer-based neural network (TBNN)
model, the predictive accuracy reached an impressive 99.2%, significantly outperforming
traditional methods. To validate this result, we compared the TBNN model’s
performance with that of a support vector machine (SVM) and random forest models.

Figure 2 Comparison of predictive accuracy across different models (see online version
for colours)

Note: The TBNN model outperforms both SVM and random forest.
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As shown in Figure 2, the TBNN model significantly exceeds the accuracy of both
the SVM and random forest models by a margin of 15% and 10%, respectively.
This indicates that transformer models are particularly well-suited for governance risk
prediction due to their ability to process sequential data effectively.

4.2 Anomaly detection in IoT data

The CNN-based anomaly detection model achieved an accuracy of 98.6%,
demonstrating its effectiveness in identifying outliers and abnormal patterns in real-time
IoT data. The anomalies detected were primarily related to irregularities in IoT devices’
data transmission, sensor malfunctions, or deviations from normal governance patterns.

Figure 3 Anomaly detection performance using the CNN model (see online version
for colours)

Figure 3 illustrates the detection of anomalous patterns in the data stream of
governance-related IoT devices. These anomalies were flagged in real-time, enabling
organisations to take corrective actions promptly. The model’s accuracy was validated
by cross-referencing the flagged anomalies with manually identified outliers.

4.3 Compliance improvement

One of the most significant outcomes of implementing the IoT-AI framework
was its impact on regulatory compliance. The real-time monitoring capabilities of
IoT devices, combined with AI’s predictive and decision-making power, resulted
in a 38% improvement in regulatory adherence across participating organisations.
Compliance-related delays, traditionally a bottleneck, were reduced by 47% due to the
AI’s decision optimisation.

Table 2 Impact of the IoT-AI framework on compliance metrics

Metric Pre-implementation Post-implementation

Compliance rate (%) 72.5 100
Delay in compliance reporting (days) 10.5 5.6
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As shown in Table 2, the improvement in compliance rate was remarkable, reaching
100% post-implementation. The reduction in reporting delays demonstrates the
framework’s efficiency in ensuring timely regulatory compliance.

Table 3 Impact of IoT-AI framework on operational efficiency and cost reduction

Metric Pre-implementation Post-implementation

Operational efficiency improvement (%) 30 55
Cost reduction (%) 22 48

Figure 4 Confusion matrix for the transformer model (see online version for colours)

Figure 5 Transformer model performance (see online version for colours)
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4.4 Operational efficiency

The integration of IoT and AI resulted in a 55% improvement in operational efficiency.
This was achieved through real-time decision optimisation, which enabled organisations
to optimise their workflows and resource allocation dynamically, reducing overall costs.

Table 3 highlights the significant improvement in operational efficiency (from 30%
to 55%) and cost reduction (from 22% to 48%). These improvements were realised
through AI’s optimisation of organisational processes and resource management. To
further validate the performance of the models used, we employed a confusion matrix
for the predictive model’s output. This matrix provides a detailed view of the model’s
classification performance, including true positives, false positives, true negatives, and
false negatives.

The confusion matrix (Figure 4) shows that the transformer model had a minimal
number of false positives and false negatives, confirming its high reliability in predicting
governance risks. The model’s performance was evaluated using precision, recall, and
F1-score, with the transformer model achieving a precision of 98.9%, recall of 98.4%,
and an F1-score of 98.6%. These results may be viewed graphically in Figure 5.

The results from the study demonstrate that the IoT-AI framework can significantly
enhance corporate governance practices by improving predictive accuracy, anomaly
detection, compliance, and operational efficiency. The framework’s performance was
validated through comprehensive metrics, such as predictive accuracy, operational
efficiency, and compliance improvement. Additionally, the integration of IoT devices
with AI models enabled real-time decision-making, addressing critical governance
challenges in modern organisations. Table 4 provides the comparison of model
performance.

Table 4 Comparison of model performance

Model
Predictive Anomaly Compliance Operational
accuracy detection improvement efficiency

(%) accuracy (%) (%) (%)

Proposed framework (IoT-AI) 99.2 98.6 38 55
Support vector machine (SVM) 84.3 82.1 20 15
Random forest 87.1 85.3 25 22
Deep neural networks (DNN) 91.5 88.9 30 40

5 Challenges, limitations, and ethical considerations

The implementation of the IoT-driven data analysis and AI framework for optimising
corporate governance presents several challenges and limitations. These obstacles must
be carefully considered to ensure the successful deployment of the framework in
real-world scenarios. Moreover, ethical considerations are paramount in the deployment
of such advanced technologies, especially in corporate environments where data privacy,
algorithmic transparency, and fairness are critical (Lazaroiu et al., 2022). This section
explores these key challenges, limitations, and ethical concerns.
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5.1 Challenges of implementation

While the potential benefits of the proposed framework are significant, there are several
challenges associated with its implementation: the implementation hurdle primarily
arises from IoT devices, which deliver inconsistent and inaccurate data. Parameters from
IoT systems introduce data that appears illogical, partial, or uncertain in real-time. AI
models achieve accurate decision-making when data integrity and reliability standards
remain intact. Data cleansing and preprocessing serve as indispensable steps because
improper execution compromises the framework’s effectiveness.

A proposed framework functions for live data management while executing AI-based
decision processes. Implementing the framework at scale to analyse massive data
volumes originating from organisations across multiple sectors creates major technical
implementation hurdles. A proper framework adjustment must occur in order to
process enlarged data volumes at top performance levels. Most existing organisations
possess pre-established frameworks and systems for governance and compliance
processes (Browne, 2021). Because of the complexity involved, implementing the
IoT-AI framework with legacy systems demands comprehensive execution and planning.
Incompatible systems, data fragmentation, and staff reluctance to adopt change serve as
barriers to the effective implementation of new technologies. Legal guidance changes
frequently, specifically regarding data protection laws and security requirements.
The framework faces critical obstacles while conforming to diverse regional privacy
requirements, including GDPR, HIPAA, and CCPA. In order to achieve sustainable
implementation, AI models need to maintain their capacity to adapt when new legal
standards emerge.

5.2 Limitations of the framework

Despite its promising potential, the framework has certain limitations that need to be
acknowledged: The framework relies heavily on data from IoT devices, which might not
always be reliable. IoT devices are prone to malfunctions, misconfigurations, or even
hacking attempts. Any disruption or inconsistency in the data stream can negatively
affect the accuracy and reliability of AI models.

AI models must operate via framework-trained data that exists within particular
corporate entities with defined scenarios. The framework contains models that might
struggle to apply knowledge to new corporate entities or governance models. Periodic
adaptation and re-training of the framework is essential to maintain good performance
across various organisational environments. Implementing the framework requires
significant computational resources, especially when using deep learning models and
real-time data processing. Organisations with limited IT infrastructure or budget may
find it challenging to adopt the framework at scale. Deep learning models face severe
limitations through their limited interpretability properties. These systems function as
‘black box’ models because their underlying process remains difficult to interpret.
Corporate governance suffers because unexplained decision-making processes diminish
transparency, while stakeholders need auditable explanations during decision-making
processes.
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5.3 Ethical considerations

The adoption of IoT and AI technologies in corporate governance raises a number
of ethical considerations that must be carefully addressed: The framework relies on
vast amounts of real-time data collected from IoT devices, including sensitive business
data. Ensuring the privacy and security of this data is crucial to prevent breaches and
unauthorised access. Stringent data protection measures, such as encryption and access
control, need to be implemented to safeguard privacy.

AI models, particularly machine learning algorithms, are known to inherit biases
present in the training data. If the training data is not representative of the full
diversity of potential scenarios, the AI models may produce biased or unfair outcomes.
This is especially critical in governance decisions, where biased decisions can affect
stakeholders’ interests. Continuous monitoring and adjustments to the AI models are
required to minimise bias. Ensuring transparency in the decision-making process of AI
models is essential for ethical implementation. Organisations must be able to explain
and justify the decisions made by AI models, especially in cases where the model’s
decisions have significant consequences. Without transparency, organisations risk losing
trust from stakeholders and regulators.

Decision-making processes and compliance checks conducted through IoT and AI
systems will probably affect the existing workforce. Relationships between efficiency
and job displacement persist as automation practices increase operational effectiveness
and eliminate specific positions from employment. Public entities need to study the
social consequences of their implemented IoT technologies and maintain employee
training programs to equip people with the new competencies this technology creates.

6 Conclusions

This paper presented a novel IoT-driven data analysis and AI framework for
optimising corporate governance. The framework integrates advanced deep learning
algorithms, including transformer-based neural networks, convolutional neural networks,
and reinforcement learning models, to enhance decision-making, improve regulatory
compliance, and increase operational efficiency. Our results demonstrate a predictive
accuracy of 99.2% for governance risk identification, an accuracy of 98.6% for
anomaly detection, and a 55% improvement in operational efficiency across participating
organisations. The study highlights the transformative potential of combining IoT
and AI technologies, but also identifies challenges such as data quality, scalability,
and integration with existing systems. Additionally, it underscores the importance of
addressing legal, ethical, and privacy concerns to ensure the responsible deployment
of these technologies in real-world governance settings. Despite the promising results,
several limitations exist in this study. The framework’s performance was evaluated
in a controlled environment with data from specific organisational contexts. Future
research should focus on improving the adaptability of the framework to diverse
organisational environments, as its scalability across different industries and regulatory
frameworks remains a key challenge. Research should explore the potential for applying
this framework to various sectors, including manufacturing, healthcare, and finance,
to test its robustness and flexibility. Moreover, future studies should also focus on
enhancing the transparency and interpretability of AI models, as this is crucial for
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ensuring trust and accountability in decision-making processes. Efforts to develop tools
that can explain AI decisions in a more understandable way will be essential for the
widespread adoption of this framework in corporate governance.
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Turskis, Z. and Šniokienė, V. (2024) ‘IoT-driven transformation of circular economy efficiency:
an overview’, Mathematical and Computational Applications, Vol. 29, No. 4, p.49.

Wang, C-S., Lin, S-L., Chou, T-H. and Li, B-Y. (2019) ‘An integrated data analytics process to
optimize data governance of non-profit organization’, Computers in Human Behavior, Vol. 101,
No. 7, pp.495–505.

Yu, W. and Hamam, H. (2024) ‘Architecting an enterprise financial management model:
leveraging multi-head attention mechanism-transformer for user information transformation’,
PeerJ Computer Science, Vol. 10, No. 14, p.e1928.

Zrelli, I. and Rejeb, A. (2024) ‘A bibliometric analysis of IoT applications in logistics and supply
chain management’, Heliyon, Vol. 10, No. 16, pp.1–22.


