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Abstract: Support vector machines (SVM) and optimisation algorithms like
hybrid harmony search optimisation (HHO) and firefly algorithm (FFO) have
revolutionised machine learning and data optimisation techniques. This article
delves into the novel approach of integrating SVM with the hybrid Harries
Hawks-fruit fly optimisation (HHO-FFO) algorithm to enhance healthcare
services and ensure secure data transmission over blockchain networks. By
exploring the synergies between SVM, HHO-FFO, and blockchain technology,
this article highlights the potential for improved predictive analytics in
healthcare, robust data security measures, and efficient information exchange.
This model is useful to data analysts who desire to train SVM classifiers to
access encryption data via communication through comparable data provided
by the SVM classifier parameter values enhanced by a hybrid HHO-FFO
algorithm. Extensive experiments are performed to demonstrate that the method
can safely train hybrid SVM classifiers with relatively high accuracy.
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1 Introduction

Combining advanced technologies like hybrid (HHO-FFO) algorithm with the secure
framework of blockchain has emerged as a promising solution for enhancing data
transmission and security in the healthcare sector. This article delves into the intricacies
of this innovative approach, shedding light on its potential to revolutionise data
protection in healthcare settings. By exploring the synergy between the hybrid algorithm
and blockchain technology, we aim to provide a comprehensive overview of how this
amalgamation can address the challenges of secure data transmission while ensuring the
confidentiality and integrity of healthcare information (Parker, 2020). Most of the
protection problems happened within the network during money transactions, patient’s
information saving in hospitals, etc. To cut back the protection issues happened want
some powerful security methods within the world (Zheng et al., 2017; Mallikarjuna et al.,
2020b, 2020c). One of the powerful technologies for these issues is blockchain
technology. In 2008, Sathoshi Nakamotto introduced the bitcoin cryptocurrency method
for the transaction then, it developed by using blockchain technology (Tse et al., 2017).
Imagine a dynamic duo of algorithms coming together like Batman and Robin but for
data security in healthcare. The hybrid (HHO-FFO) algorithm combines the power of two
optimisation algorithms, harmony search (HS) and firefly algorithm (FA), to enhance
data security and transmission efficiency over blockchain networks (Biswas and
Muthukkumarasamy, 2016). Kamanashis Biswas introduced blockchain methodology
through intelligent devices for securing communication in a smart city (Bhulania and Raj,
2018; Shen et al., 2020; Baliyan et al., 2020). Think of optimisation algorithms as digital
detectives solving complex puzzles to improve system performance and efficiency. The
hybrid (HHO-FFO) algorithm combines the strengths of HS and FA to fine-tune data
transmission processes, enhance encryption techniques, and bolster cybersecurity
defences in healthcare settings.

Ittay Eyal developed cryptocurrency blockchain protocols in FinTech to urge secure
bank-to-bank and interbank transactions. In FinTech method new possibilities are
developed to secure the transactions and supply affection cooperation in FinTech industry
and engineering community (Mettler, 2016). The principles of blockchain are often
explained by using Bitcoin transactions. And it had been not only employed in the
banking systems, it had been developed for the whole economy to solve the issues. By
integrating HS and FA, the hybrid (HHO-FFO) algorithm creates a powerful synergy that
enhances data security, confidentiality, and integrity in healthcare data transmission over
blockchain networks. This innovative approach promises to mitigate risks, strengthen
defences, and elevate the standards of data protection in the ever-evolving healthcare
landscape

Nowadays, the globe needs the most innovative technology within the digitised
world. The blockchain technology, all transactions and details are recorded, and
everybody can connect, send and verify the main points because it is an open ledger
(Eyal, 2017). Blockchain technology is e strong robust method to cut back the price and
provides modifications within the economic field. Ali Dori developed blockchain
technology to maximise the safety in vehicular ecosystems (Ahram et al., 2017). This
chain raises new modules are constantly connected (Nguyen, 2016). Asymmetric
cryptography and distributed consensus algorithms are used for e-healthcare consumer
security and general ledger stability (Salomaa, 2013; Mallikarjuna et al., 2020b, 2020c).
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Blockchain technology usually consists of main features of decentralisation,
persistence, anonymity, and audibility. With these features, blockchain may deeply save
the price and develop effectiveness (Dorri et al., 2017). The large number of anxious IoT
devices makes them easily accessible targets for attackers to build large-scale botnets
(Mallikarjuna, 2020b; Rodriguez-Esparza et al., 2020; Mallikarjuna et al., 2020b, 2020c).

Nowadays the globe needs the most innovative technology within the digitised world.
The blockchain technology all transactions and details are recorded and everybody can
connect, send and verify the main points because it’s an open ledger (Eyal, 2017).
Blockchain technology is a strong method to cut back the price and provides
modifications within the field of economics. Ali Dori developed blockchain technology
to maximise safety in vehicular ecosystems (Ahram et al., 2017). This chain raises new
modules that are constantly connected (Nguyen, 2016) Asymmetric cryptography and
distributed consensus algorithms are used for e-healthcare consumer security and general
ledger stability (Salomaa, 2013; Mallikarjuna et al., 2020b, 2020c¢).

Blockchain technology usually consists of the main features of decentralisation,
persistence, anonymity, and audibility. With these features, blockchain may deeply save
the price and develop effectiveness (Dorri et al., 2017). The big number of anxious IoT
devices creates them easily accessible targets for attackers to build large-scale botnets
(Mallikarjuna, 2020b; Rodriguez-Esparza et al., 2020; Mallikarjuna et al., 2020b, 2020c).

e To recommend a hybridised secure SVM training system over blockchain-based
encrypted IoT data (Shen et al., 2019; Ioffe, 2017; Mallikarjuna, 2019a, 2019b).

e To use blockchain system for building safe and integrity data transmission in
healthcare (Mallikarjuna and Reddy, 2019), reliable data transmission between end
users, in which IoT data is encrypted and posted to the distribution ledger.

e For designing safe building blocks, like safe polynomial multiplication and safe
comparison, using homomorphic cryptosystem, Paillier, build a safe SVM training
algorithm (Mallikarjuna et al., 2020a), requiring two interactions on one repetition,
without the required of third trustworthy.

e Every vendor’s data is initially encrypted with Paillier and then posted to a
distribution ledger (Sun et al., 2020; Zhang and Zhao, 2018).

e The selection of SVM classifier optimal values of kernal parameters (Wang et al.,
2020).

e Let the SVM classifier parameter values be optimised through a hybrid Harries
Hawks and fruit fly optimisation algorithm (HHO-FFO) (Kassab et al., 2019).

e Extensive experiments are performed to demonstrate that the method can safely train
hybrid SVM classifiers with relatively high accuracy (Le Nguyen et al., 2020).

2 Background

In the digital age, where data breaches and cyber threats lurk around every virtual corner,
safeguarding sensitive healthcare information is paramount. Patient privacy,
confidentiality, and the integrity of medical records must be protected at all costs. The
hybrid (HHO-FFO) algorithm serves as a shield, fortifying the walls of healthcare data
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systems against potential intruders and unauthorised access. The specter of data breaches
and privacy violations haunts the healthcare sector, raising concerns about the safety and
confidentiality of patient information. Safeguarding sensitive data from cyber threats,
unauthorised access, and breaches is a pressing challenge that requires robust security
measures and innovative solutions like the hybrid (HHO-FFO) algorithm.

Azaria et al. (2016) have introduced a way called MedRec for network security in the
medical field. During this paper, medical stalk holders were participated in blockchain
miners. This method was easy to access medical information’s and gave an immutable
log. Using this method can receive data from different forms of endpoints. However, it
needed further development (Pinno et al., 2017).

Hou (2017) introduced e-government-based Bitcoin technology. During this paper, it
had been discussed how blockchain contributes to the event of e-government. Quality and
quantity were improved in government services and had information transparency and
accessibility. Also, had an event in the information sharing across the different
organisations, but the drawbacks of this method were difficulties found during this
method and had lack of mature application presented in it. And also, the major problem
was cost and reliability (Li, 2018).

Olnes and Jansen (2017) have introduced blockchain technology to enable the smarter
government, highlighting recent technology’s innovative potential. During this paper, the
more intelligent technology had more information capabilities and contained promising
benefits in it.

But the disadvantage of this method was more questions were raised related this
technology. Also, important factors for locating adaption were not found (Li et al., 2019).

Xia et al. (2017) introduced medshare technology using access control protocol and
encryption methods in blockchain security to handle patient’ information’ in hospitals.
During this paper, the distributed ledger MedBlock allowed efficient electro-medical
records (EMR). The most advantage of this method was better information security and a
better level efficiency (Salian et al., 2019).

Bhulania and Raj (2018) introduced the strategy called heterogeneity cloud
computing, which gave the outline of frame work and protocols for handling healthcare
data. I contained enhanced existing applications and maintenance cost is low. The main
drawback was managing enterprise data ware house issue (Ajayi et al., 2019).

Kaur et al. (2018) have introduced the blockchain and cryptographic hash technology
for solving the problems like value, reliability and trust. During this technology, the user
had satisfaction with the use of cryptocurrency. But the disadvantage of this method was
a continuation of this technology needed further more research within the area of cost
reduction (Casino et al., 2019).

Chen et al. (2019) have designed a storage method for managing the blockchain of
personal medical data and cloud storage. In addition, a service framework to share a
medical record was explained. Moreover, the medical blockchain characteristics were
presented and investigated by a full evaluation with outdated systems.

The proposed methodology storage and sharing system are not dependent on third
parties, and no party has absolute authority to influence processing governments by
utilising secure, distributed, open and cheap database technology presented on this
promising technology (Kumar et al., 2018).

Guo et al. (2018) have presented a signature system in terms of attributes with
multiple authorities, during the patient endorses a message consistent with the attribute
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without revealing any information other than the evidence that has been shown to it.
Besides, it consists of numerous establishments devoid of single or central trust to create
and assign the patient’s public/private keys that prevent custody trouble and adjust to the
data storage mode disseminated within blockchain. To share the seeds of critical
pseudo-random function between authorities, this protocol opposes collusion attack from
N of N — 1 corrupt authority. At belief of computational bilinear Diffie-Hellman, strictly
shown that, based on impossibility of falsification and the ideal privacy of attribute
signer, this signature arrangement based on attribute is safe within the arbitrary oracle
model (Dhawale and Kamboj, 2020).

3 Preliminaries

3.1 Notations

From streamlining patient data exchange to enhancing drug traceability and clinical
research, blockchain technology is a game-changer in the healthcare industry. By
leveraging blockchain’s distributed ledger system, healthcare providers can improve
interoperability, enhance data security, and foster trust among stakeholders in the
ecosystem. Dataset S is a set of m records not sorted through size |S|, which is it record
on S, implies a label corresponding toward x;. Classify Y and Y; as two applicable
parameters of the HHO-FFO algorithm. A implies learning rate on this utilise partial
homomorphic cryptosystem known as Paillier as a array type of notation cryptosystem,
and let [[n]] implies the encryption of n in Paillier.

Table 1 Notations

Title Notation
Dataset S
Dataset size S|

ith record of S Xi
Classification HHO-FFO Y, Yi
Learning rate A
Paillier array let [[n]]

3.2 Block chain system

In Mallikarjuna et al. (2020b, 2020c), blockchain is an exposed and dispersed ledger that
takes the form of block lists that is initially intended to record transactions on
cryptocurrency systems, for example, Bitcoin. It allows reliable transactions between a
group of entrusted participants. Recently, numerous alternative blockchain platforms, like
Hyper Ledger, Ethereum, and EOS, have been suggested and used to a diversity of
application scenarios. Based on the restriction for blockchain users, blockchain platforms
are roughly classified in three groups, namely public blockchains, private blockchains,
and consortium blockchains. Blockchain contains numerous advantageous characteristics
that makes it inherently appropriate for reliably sharing data.



An improved hybrid (HHO-FFO) algorithm for healthcare 279

3.2.1 Decentralised

Like the distributed ledger, the blockchain is constructed into the peer-to-peer network
without necessitating for third party or central administrator (Mallikarjuna et al., 2020b,
2020c). The system contains multiple copies of the ledger information (Mallikarjuna
et al., 2020b, 2020c), which prevents data loss in the event of a unique failure.

3.2.2 Tamper-proof

Blockchain utilises consensus algorithms, like proof-of-work (PoW), for managing the
correct creation of innovative blocks. Therefore, data manipulation is sometimes not
practical based on calculation overhead, which makes it impossible to change the data
recorded in volumes.

3.2.3 Traceability

Transactions among parties on blockchain system can be simply confirmed by the rest of
the participants. Often, any transaction is tracked, and in addition, the data owner may
gain at real time, for example, all bit of information that is employed through third party.

Although blockchain consists of numerous benefits over other systems, it is not ideal,
while it serves as a platform for sharing knowledge thanks to their liability of information
privacy toward possible attacks. Initially, entire transactions are posted on blocks at plain
text type, exposing the sensitive information on transactions to some of the participants
with adversaries (Gao et al., 2018). Thus, security and privacy anxiety must be dealt with
carefully while using blockchain as a platform for sharing information.

3.3 Problem formulation

This section explains the topic of secure hybrid SVM (Mallikarjuna et al., 2020a) training
on encryption data collected as numerous parties with modelling of the system, threat
model and style objectives.

3.3.1 Modelling of system

Visualise a data-driven IoT ecosystem, demonstrated at Figure 1 (Mallikarjuna et al.,
2020b, 2020c).

e JoT devices can detect and transmit ZigBee, 3G/4G, and Wi-Fi (Mallikarjuna, 2020a,
2020b).

e JoT data providers gather fundamental knowledge of IoT devices in their own
domains. Since the expensive benefit of knowledge providers, [oT data generally
includes responsive information. Therefore, every data provider encrypts their IoT
data to some extent with homomorphic encryption and records the information on
the blockchain.

e [oT platform based on blockchain is a dispersed database, in which the encrypt [oT
data collected as entire data providers is stored on shared ledger. With a built-on
consensus mechanism, [oT will guarantee that the data is shared securely and in a
conversion-based manner.
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e The goal of the IoT data analyst is to process the IoT data evidence within
2020a, 2020b), taking complete benefit of

blockchain-based site (Mallikarjuna,
rising analytics systems.

Data analysts must contact appropriate providers to get SVM classifier training
parameters. Threat model based on the system model labelled in Figure 1, every entity
has numerous threats and interactions. The efforts are devoted to designing a privacy
preservation system to train completed SVM models across various IoT providers,
initially assuming the pressures for data privacy through interaction among data providers
and analysts. Regarding this, the information analyst to be an honest but enthusiastic
adversary; the information analyst should honestly go after the pre-designed ML training

protocols, other than it will be interesting.

Figure 1 System model of the IoT ecosystem (see online version for colours)

10T Data Processing

IoT Data
Analyst

Model Training

Computation

Analysis

Blockchain-based
ToT data Sharing

Source: Shen et al. (2019)

Assume the subsequent two threat models have dissimilar attack competencies, which is
usually based on sensitive data that the data analyst may obtain (Shen et al., 2018).

4 Proposed methodology

4.1 The construction of hybridised secure SVM

This section suggests the structure facts of the proposed privacy-protecting hybrid secure
SVM training system for encrypted [oT data based on blockchain.
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4.2  System overview

Consider the data analyst aims to train SVM models using information gathered as many
IoT data providers (Shyry, 2014). The hybrid Secure SVM system overview is
demonstrated at Figure 2 (Shen et al., 2018).

Figure 2 System overview

Blockchain based Shared Intermediate Data
Transactions

IoT Data Preprocessing Secure Cumparision]
<:| Secure Polynomial

IoT Data Encryption Multiplication,
Addition and
0T Data | Transaction Generation |:" p. B Subtraction

Provider Analyst

U {t
LT ]---]

Blockchain Ledger Creatio

Source: Shen et al. (2018)

The existing key management mechanism will be used to manage the information
providers’ encryption capability. The data analyst wants to train an SVM model that may
evaluate encrypted data on a global ledger and accumulate a secure training algorithm
through numerous essential components like safe comparison and safe addition of
polynomials (Shen et al., 2019, 2020).

4.3  Encrypted data sharing via block chain

Nowadays, explain the information exchange process. To facilitate the model’s exercise,
data events for a similar training task are pre-processed locally and represented by
identical feature vectors, without loss of generalisation. For storing the encrypted IoT
data within blockchain, describe a particular transaction configuration. There are two
fields in transaction format: input and output (Mallikarjuna et al., 2019a, 2019b). The
input field contains the information provider’s address encrypt data, and the IoT device
(Mallikarjun et al., 2020d). The equivalent output field has the address of information
analyser, encrypt data, and [oT device types.

The length of every instance of encrypted data stored within blockchain as 128 bytes,
supporting the belief that the length of the private key as 128 bytes (Mallikarjuna, 2020a,
2020b). The IoT device type (Mallikajruna, 2020a, 2020b) section is four bytes long.
Similar to the PoW mechanism, based on the existing consensus algorithms, a particular
mining terminal transaction is sealed as the most innovative module and qualified to be
added to the current chain.
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4.4 Building blocks

As explained in the result section, this will always ensure the privacy of numerous IoT
providers, and the goal is to design a privacy preservation system to train SVM models
on various private datasets offered through various IoT providers (Mallikarjuna, 2020a,
2020b). The fundamental building blocks to achieve such goals (Mallikarjuna et al.,
2019a, 2019b).

Several optimisation methods are able to resolve the SVM model parameters on the
equation (1) SVM classifier are optimised by a hybrid Harries Hawks and fruit fly
optimisation algorithm. HHO is an optimisation strategy for the SVM dual plan (Dua and
Graff, 2019; Mallikarjuna et al., 2020a) and works well for linear SVM and sparse data.

Applying HHO in encryption can incur terrible computing and communication costs
(Mallikarjuna et al., 2019a, 2019b). FFO compatible with SVM optimisation
(Mallikarjuna et al., 2020a) is easy and competent, engaging a very low amount of vector
comparison and multiplication. Select HHO-FFO optimisation algorithm for improving
the SVM sample parameters on the equation (1). HHO-FFO turns the primary SVM into
a complex factor that minimises the loss of experience through the penalty factor, as
shown in equation (2)

N ST -
— +C L b is Vi 1
1133512||W|| Z‘ (w, b, (ui, vi)) )]
Here, the correct part of the hinge loss function is,

CZH:L(W, b,(ui,Vi))zCimax{O,l—yi(wui—b)} )

i=1 i=l

where C implies main classification penalty, which generally takes the value 1 the
n

fundamental form is
Um+1 = Um _}\'V(um) (3)

V. =\w, —iﬂ(wui +b) <l|xu;v; 4)

i=l

4.5 Safe polynomial multiplication

For training the SVM model safely, explain the safe polynomial multiplication employed
at the HHO-FFO algorithm. By Paillier’s homomorphic property, it may simply acquire
safe addition and subtraction. An additively homomorphic properties on Paillier may be
explained as [[n; + nz]] = [[m]] % [[n2]] (mod N?) and subtraction homomorphic
properties may be explained as Shen et al. (2019) is the modular multiplication inverse,
which performs that [[n]] % [[n]]"' mod N? =1 (Shen et al., 2020) on Paillier.

[[n]]! may be calculated using function [[n]] x [[n]]! mod N2 = 1. Thus, the secure
polynomial multiplication maybe obtained during cypher text manipulation (Shen et al.,
2019),
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[[an, +bn2]]=[[n1a]]><[[n2b]](modN2) 5)

The security of the safe polynomial multiplication constructed through Paillier based on
statistically indistinguishable Paillier (Shen et al., 2020).

4.6 Safe comparison

Safe comparison at hybrid SVM is well described as associating an encryption (unsigned)
number [[n]] by stable 1. For parts A and B that contribute to the safe evaluation
algorithm, neither party it may get information other than the information inferred
through input. The safe comparison protocol is exhibited at given algorithm.

|s3—s2 |

S

|s3—8; [<s &> <1 (6)

(as; +s,) = (s +s3)e>(a—l):w
S

O]

If (as; + s2) > (si + s3) because a is an integer, it can infer that (a — 1) > 1 — a > 1,
otherwise a < 1 algorithm for secure encryption:

e Input A: [[a]], 1 (Shen et al., 2019).

e Input B: A pair of keys (PK, SK) (Shen et al., 2019).
e OQOutput B: (a<1) (Shen et al., 2019, 2020).

Three positive integers si, sz and s3 where |s3 —s2| <Ss;.

a  Send [[as; + s2]] and [[s; + s3]] to B.

b  Decrypts and compare (as; + s2) with (s; + s3) and tell the result to A a> 1, if and
only if (as; + ) > (s; + s3) otherwise a< 1 return a < 1.

5 HHO-FFO algorithm

The Harris Hawks and fruit fly optimisation is stimulated through cooperative
behaviours, and the chasing style is known as a surprise attack. In this approach, it jumps
cooperatively in different directions in an attempt to surprise it. Harris’s hawks and fruit
fly may expose a diversity of chasing patterns depending on the dynamic nature of
scenarios and run-away patterns. This operation mathematically imitates these dynamic
patterns in Harris’s hawks and fruit fly behaviours for developing an optimisation
algorithm that has been presented as a competitive alternative for complex problems.
HHO-FFO as a stochastic met heuristic is able to tackle many complex optimisation
problems. The HHO-FFO model can be expressed between exploratory and exploitative
phases.

They perch randomly in different data with two preferred operator depending on
probability p. This process is modeled in equation (12), where p < 0.5 means that the
perch using the population r.
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Meanwhile, if p > 0.5, the perch on the random trees around the population range. To
facilitate understanding of the HHO-FFO algorithm, Table 1 presents a list of symbols
used in this algorithm.

Y(u " 1) _ Yrand (u) —Vi | Yrand (u) _2V2Y(u) | p =05 (8)
~(Ye(u)- Ya(u)-v3 (LB+v4(UB-LB)) |p<0.5
where Y, the average data of the variable is obtained using
1 M
Y.(wW)=— > Yi(u 9
(u) le (u) ©)

Here, Yi(u) represents the position for each variable in the iteration u and M is the total
number for the variables. The average data can be obtained using different ways, but this
is the simplest way.

Table 2 List of symbols

Description Symbol
Position vector of search agent Y, Yi
Position of r Y
Position of random variable Yrand
Average position of the variable Yn
Swarm size, repetition counter, maximal number of repetitions M,u, U
Random number inside (0, 1) V1, V2, V3, V4, V5, P
Upper bound and lower bound (Shen et al., 2019, 2020) D, LB, UB
Energy L Io

The energy drops significantly as the behaviour escapes. For modelling this concept, the
energy of prey is modelled from:

1:210(1—%j (10)

When v > 0.5 and |I| > 0.5, that has sufficient energy. It can try to run away via arbitrary
misleading shifts but unfortunately it cannot do it. The following rules stimulate this
process.

The value of J changes arbitrarily with every repetition for simulating the behaviour.
In hard besiege, if v> 0.5 and |]|

Yu+1) =Y, (u)-1|AY(u)]| (11
X=Y (W)= 1[TY: (w)—y(u) | (12)

The process described in equation (18) is called soft siege through progressive rapid
dives occurs if [I| > 0.5 and v <0.5.

S=X+ZxLF(D) (13)

where Z implies the flight function that can be computed by:
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1
B
tXo

] x(1+B)xsin (nzﬁ)

E =

where t and r imply random values between (0, 1) and 3 represents the evade stable set
toward 1.5. A last step of this process is updating the positions using:

LF(y) =0.01x (14)

X LF(X)<LF(Y(u))

S LF(Z)<LF(Y(u)) (1)

Y(u+1)={

The HHO-FFO also considers the hard siege through the progressive rapid dives that is
presented if || <0.5.

X =Y (w)=T[JY: () = Yo (u)| (16)
The HHOFFO algorithm is hybridised with SVM for classification and feature

optimisation. SVM parameters in the selected features set for all cross-validation folds.

5.1 Algorithm

Input: The population size N, maximal number of iteration U, dataset D, group classifier G,
feature Y and the fitness function HHO-FFO

Outputs: The accuracy value or each iteration and the best accuracy value (Shen et al., 2019,
2020)

Initialise population
For condition not satisfied
Compute the new fitness value
Set Y: as a data of r for ((Yr))
do
Upgrade the first energy Io and strength J
Upgrade I using equation (14) if(]I| > 1) then
Upgrade data with equation (12)
end if
if (]Il < 1) then
if (v>0.5,]1] > 0.5) the
Upgrade data with equation (15)
else if (v>0.5, |I| <0.5) then
Upgrade data with equation (17) else
if (v<0.5, |1 > 0.5) then
Upgrade data with equation (23)
Call the feature selection method
Call the SVM classifier
else if (v < 0.5, [T <0.5) then
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Update the data using equation (23)
Call the feature selection method

Call the SVM classifier return bet accuracy

5.2 Blockchain-based transactions

In this section the cipher text model, therefore, the recognised background model. A
protocol that fulfilled two-part secure computing is safe against honest but interested
opponents, and the modular sequencing system gives how to create secret protocols
extremely modularly. To suggest the safety test based on two definitions (Shen et al.,
2019, 2020). For further details, pass on the reader to safe two-part calculation and a
consecutive segmental arrangement.

Let K = (KP, KQ) be the polynomial function and & implies protocol calculation K; p
is P’s input and q is Q’s input and P and Q prefer for computing K(p, q) using m; the view
of P is the tuple

viewi (A, p, q) = (A; p; g, Doy e, Ny ) (17)
where nj, ny, ..., nn does P. establish the message describe the view of Q similarity P’s

and Q’s outputs are outputi(p,q) and outputf(p,q) correspondingly. The universal

output of m is,

output™ (a, b) = (output (p, q), output (p, q)) (18)

5.3 Secure two-party computations

A protocol © privately calculates k through statistic security, if entire probable inputs
(p, q) and simulators RP and RQ maintains the following (Shen et al., 2019, 2020),

{Ra. k2 (p, q)} = {viewE (p, q), output™(p, q)} (19)

{ki(p, 9), Ro} = {output™(p, q), view§ (p, q)} (20)

The fundamental design of a continuous modular system is: m participants execute a
protocol mcall toward ideal functionary K, P and Q compute K privately sending its
inputs in the direction of a trusted third party and getting the outcome, if it may show as
protocol = fulfilled two-part calculation and one protocol p may accomplish the similar
function as K privately, then it may restore the ideal protocol of K through the protocol of
p at m, the innovative protocol ni* is safe in the honest but curious model.

5.4 Modular sequential composition

Let K, Ko, ..., Kn be the probabilistic polynomial functionality of time and py, p2, ..., Pm
protocols that compute respectively K;, Ky, ..., K at semi-honest adversary existence.
Let D be the two-party probability polynomial function of time, 7 protocol that safely
calculates D at K;, K, ..., Kn — hybrid model at semi-honest adversaries presence.
Subsequently nf-P2-Pm safely calculates D at the presence of half-honest enemies.
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5.5 Security proof for secure computation
The function is K:

K ([[ally - 1. PKq.SKq ) = (¢, (a <1)) @1

The view of P is view} = ([[a]]o)-

As P does not receive any messages from Q, the view only has input and three
random numbers are produced. Therefore the simulator

R ((a,1); K(a, 1) = viewF ([[a]], , 1, PKo ) (22)

[[a]]lo is encrypted with PKq and [[a]]o confidentiality is equal towards the Paillier
cryptosystem utilised. Thus P may not conclude the value openly. The view of Q is,

view§, =((as) +s2), (s +s3), PKq,SKq) (23)
Sg execute as below:

e Creates | random coins and get [[(n1, ny, ..., m)]]q by PKq, here 1 implies length of a.
e Q equally selects three positive integers ci, ¢, and c3 where |s3 —s»| < s;.
e Qutputs ((nci + ¢2), (c1 + s3), PKg, SKo).

e  The distribution of (a, s1, sz, s3) and (n, ¢, ¢z, ¢3) are identical, so the real
distribution.

o ((as; +s2), (s1 *+ s3), PKg, SKq) are the ideal distribution (nc; + ¢»), (¢1 + ¢3), PKq,
SK are statistically indistinguishable.

6 Result and discussion

6.1 Performance evaluation

In this section, we assess the hybrid secure SVM analysis in terms of accuracy and
competence during the wide testing of real-world datasets. Initially, explain the setup of
the experiment and then display the experimental outcomes to demonstrate their
effectiveness and efficiency.

6.2 Experimental setup

For designing, every IoT data provider gathers entire knowledge fragments as IoT
devices on their own domain to accomplish the downstream operations (for example, data
encrypt) in IoT data. As IoT suppliers, and data analysers, generally have adequate
calculating resources, tests are executed in systems manufactured at 3.40 GHz and eight
through an Intel 17 (17-3770 64bit) 4-core processor (Shen et al., 2019, 2020).
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6.3 Dataset

To execute the strategy of this research, utilise two real-world datasets that are (Shen
et al., 2019, 2020) Breast Cancer Wisconsin Dataset (BCWD) (Dua and Graff, 2019) and
Heart Disease Dataset (HDD) (Detrano et al., 1989) that is openly obtainable on UCI
machine learning fountain. BCWD landscapes are calculated as a digital image of the
optimal injection accent of the breast mass and explain the properties of the cell nuclei
present in image. Every occurrence is labelled benign or malignant (Shen et al., 2019,
2020). HDD has 14 numerical attributes, and every instance is categorised via the heart
disease types. Statistics are demonstrated at Table 2. To display the typical outcomes of
cross-validating 10 runs to evade adequate or contingent outcomes.

Table 3 Statistics of datasets

Dataset  Instances number  Attribute number  Discrete attribute ~ Numerical attribute
BCWD 698 8 0 8
HDD 295 14 14 0

6.4 Float format conversion

HHO-FFO standard algorithm executes on floating point number. Though, cryptosystem
operations are accepted in integers. For the encrypted data to take actual values, it is
essential to execute a format change in integer illustration earlier (Shen et al., 2019,
2020). Binary floating point number D is articulated from D = (-1)* x H x 2€ on
international standard IEEE754, here, s implies sign bit, H implies significant number,
and C implies exponent bit.

6.5 Key length setting

In public key cryptosystems, the key length is directly connected with cryptosystem
safety, and a small key can be critical for insecure encryption. Particularly, homomorphic
operations (that is, safe polynomial multiplication) are executed on cipher text; an
extended key decreases the homomorphic functional efficiency and the lower one key
enabling plain text space. Consequently, it should assume the length of the key to evading
the possibility of overflow. At hybrid secure SVM, Paillier M key is fixed with 1,024
bits.

To provide a dataset for verifying the accuracy A is computed A = I,/(gr + 1), and the
specificity (Shen et al., 2019, 2020) P is computed as P = 1,/(g, + ;) and sensitivity S is
computed S = 1p/(g. + 1) here 1, implying numbers of relevant that is adequately
categorised g, implies a number of irrelevant, which properly categorised and g, implies
numbers of applications, which is wrongly categorised under test outcomes.

Figure 3 shows that the accuracy of the different datasets in the proposed hybridised
secure SVM provides high accuracy compared with secure SVM classifier. The proposed
hybridised secure SVM method provides 97.37% in the BCWD dataset and secure SVM
method produce 95.68% in BCWD dataset, and SVM method produce 96.58% in BCWD
dataset. The proposed hybridised secure SVM method provides 96.13% in HDD dataset,
the secure SVM method produces 94.36% in the HDD dataset, and the SVM method
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produces 93.21% in HDD dataset. Our proposed hybridised secure SVM method
produces high accuracy compared with secure and SVM methods.

Figure 3 Performance evaluation of accuracy (see online version for colours)
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Figure 4 displays that the specificity of the different datasets in the proposed hybridised
secure SVM provides high specificity compared with the secure SVM classifier. This
proposed hybridised secure SVM method provides 92.68% in BCWD dataset and the
SVM method produce 85.69% in BCWD dataset and SVM method produce 87.13% in
the BCWD dataset. Proposed hybridised secure SVM method provides 90.98% in HDD
dataset and secure SVM method produces 88.95% in HDD dataset and SVM method
produces 86.78% in HDD dataset. Our proposed hybridised secure SVM method
produces high specificity compared with secure and SVM methods.

Figure 4 Performance evaluation of specificity (see online version for colours)
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Figure 5 portrays that the sensitivity of the different datasets in the proposed hybridised
secure SVM provides high sensitivity compared with the secure SVM classifier. Our
proposed hybridised secure SVM method provides 86.91% in BCWD dataset and the
secure SVM method produce 70.89% in BCWD dataset and SVM method produce
86.83% in BCWD dataset. The proposed hybridised secure SVM method provides
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90.56% in the HDD dataset and secure SVM method produce 81.52% in HDD dataset,
and SVM method produces 76.43% in HDD dataset. Our proposed hybridised secure
SVM method produces high sensitivity compared with secure SVM method and SVM
method.

Figure S5 Performance evaluation of sensitivity (see online version for colours)
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To illustrate that protecting the privacy of every IoT data provider and safely training
taxonomies does not reduce the accuracy of hybridised secure SVM, focus on the way to
safely train a classifier during this manuscript, does not regulate the parameters and
default parameters, recapitulates the outcomes for accuracy, specificity and sensitivity.
Compared to hybrid secure SVM, secure SVM and SVM have about the identical
accuracy from SVM that does not decrease the classifier accuracy. BCWD may be a
dataset by entire numeric attributes, and HDD may be a dataset with entire discrete
attributes.

6.6 Efficiency

Figure 6 displays the execution time of safe comparison and polynomial multiplication
through encrypted datasets; it also shows the time consumption of IoT P data providers
and C data analysis overall time consumption. The performance ends at Figures 4 and 5;
hybrid secure SVM trains SVM classifiers by spending one hour with the encrypted
BCWD and HDD dataset, which consist of suitable time consumption. In these
experiments, various P’s are replicated linearly. Therefore, the time P shown in Figures 5
and 6 that the accumulation of time spent through P. In actual application, it should
establish that various P running algorithms at parallel, thus, the time expenditure of P
and, therefore, the overall time expenditure may be drastically reduced.

Figure 6 shows the time consumption of BCWD dataset can be calculated by data
supplier P and data analysis C, and then overall time expenditure can be calculated by
different data providers at first time, the P time can provide 2,150 s and the C time
provides 3,100 s in the BCWD dataset. At P time provides 2,000 s and C time provides
2,900 s data providers 2, at the P time can be provides by 2,050 s and C time is 3,000 s
data providers 3, at the P time is provides by 2,250 s and the C time can be provides by
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3,250 s data providers 4, at the P time can be provided as 2,000 s and C time provides
3,150 s data providers 5 in the BCWD dataset.

Figure 6 Time consumption of hybridised secure SVM with BCWD dataset (see online version
for colours)
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Figure 7 shows the time consumption of the HDD dataset can be calculated by data
supplier P and data analysis C, and then overall time expenditure can be calculated by
different data providers at first time the P time can be provided 1,300 s and the C time
provides 1,900 s in data providers 1 in the HDD dataset. At P time provides 1,300 s and
C time provides 1,900 s in data providers 2, at the P time can be provided by 1,350 s and
C time is 2,100 s in data providers 3, at the P time is provides by 1,400 s and the C time
can be provided by 2,000 s in data providers 4, at the P time can be provided as 1,350 s
and C time provides 2,050 s data providers 5 in the HDD dataset.

Figure 7 Time consumption of hybridised secure SVM with BCWD dataset (see online version
for colours)

2500 7
- 2000
c
2
2 1500
£
2 Hp time
g 1000 HCtime
Q
£
500
0
1 2 3 4 5
number of p




292 B. Mallikarjuna

Compared to the many types of databases, entire BCWD arithmetic attribute datasets or
one HDD separate entire attribute dataset, hybridised secure SVM displays good
robustness based on its time consumption.

6.7 Scalability evaluation

Hybrid secure SVM considers multiple IoT data providers are involved and offer the
date. To judge the scalability of method, split the dataset into numerous equal parts for
simulating the various scenarios of IoT data supplier. The calculation participates in the
number of [oT data suppliers when changes in time consumption are observed.

The abscissa shows the number of IoT data suppliers implicated in the calculation and
that time consumption is generated. In theory, the time expenditure of the hybrid SVM is
intuitively associated to the number of knowledge again and again. As the total amount of
knowledge and data quality does not change, raising the number of P is not related to
time expenditure. To view the outcomes that time expenditure of the magnitude of P rises
as 1 to 5, the overall time expenditure incorporates a small fluctuation because (Shen
et al., 2019, 2020) the program execution time is affected via other processes in the host
utilised for simulation.

7 Conclusions

This article provides a unique privacy-protection SVM training system called hybrid
secure SVM that addressed the challenges of knowledge privacy and data integrity by
using blockchain methods for creating an HHO-FFO algorithm in which IoT data is
gathered as numerous data suppliers. The Paillier homomorphic cryptosystem is used to
construct a well-organised and correct SVM training algorithm that preserves privacy. To
illustrate the efficiency and safety of hybrid secure SVM. In future work, arrange to
enlarge a generalised framework to build a good range of machine learning training
algorithms that preserve privacy in multi-part encrypted databases.
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