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Abstract: User authentications has become a necessary part of every communication protocol.
There is a boundary between security and user convenience when authenticating. Near Field
Communication (NFC) is a tool for interfacing connections. This was implemented through
software and hardware development of the network to handle database and dedicated login
credentials for each user when connecting to a wireless network. WPA/WPA2 Enterprise
Authentication was used with Remote Authentication Dial-in User Service (RADIUS) to create
the network. NFC-implemented authentication was compared with traditional authentication
regarding speed and security vulnerabilities. Results from the tests conducted have shown
significant improvement in using NFC as a means to bring more convenience to the
authentication process, garnering an average speed of 9.82 seconds compared to the traditional
one, having high variability depending on different password lengths, having an average
19.5 seconds and an increased average of 9.55 seconds for every eight additional characters to the
password.
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1 Introduction

In this information age, almost anyone can access data and
knowledge at their fingertips. By that, it is only a matter of
self-direction and discipline to be capable of almost any skill,
given that one click is all it takes for a person to access an
index of data he/she wishes to learn. This has dramatically
impacted society in almost every aspect. However, one sector
has been greatly affected by the change: education. Studies
suggest (Kofo et al., 2022; O’Brien et al., 2022) that students
given reliable online learning resources are more motivated
and encouraged to perform better in their scholarly works.
That is, especially during on-campus learning, where the
environment is specialised for a conducive learning
experience, a complementary provision to the students by
providing access to online resources helps facilitate more
effective learning. A paper on the educational experiences of
Generation Z (Gen Z) students (Hernandez-de-Menendez et
al., 2020) has it that they are the main contributors to a
‘knowledge society’ brought upon by the idea that this
digitally native generation is exposed to an overwhelmingly
large amount of free information which results in the
acquisition of a wide array of skills. This emphasises how
significant access to information, or the Internet, plays a
significant role in Gen Z students’ learning.

The implementation of university on-campus Wi-Fi has
become prevalent due to the Internet gradually becoming a
necessity for everyone, especially from an educational point
of view. While this may sound like good news, campus Wi-Fi
is indeed a reliable and functioning one, but it is the user
login interface that creates a limiting factor and also the
reason why this supposedly free Wi-Fi access is not
accessible to all students by the mere fact that there is no
proper account creation protocol by the institution worsen by
the idea that students’ database is not yet fully digitalised or if
yes, does not have a well-designed network system of the
digital database. Such institutional networks add a layer to the
user login interface, the Captive Portal Authentication (CPA)
function, a more secure and organised approach to handling

organisational networks by requiring the organisation’s
members to authenticate via account creation to acquire
access. This is a common practice for such networks,
especially with the likes of school institutions (Verdadero
et al., 2021). This, however, requires additional knowledge on
the configuration of such authentication and frontend and
backend web fundamentals.

To improve an existing and working on-campus Wi-Fi
network, the researchers thought of an approach to which the
additional layer brought by the Captive Portal Authentication
(CPA) in the user login interface is complemented with an
alternative that is more seamless while maintaining the
advantages of CPA functionality. A digital communication
approach, which is Near Field Communication (NFC), is
seamless and a cheap digital identifier suitable for the use of
an organisational network with a significantly large number
of users. NFC is an emerging technology capable of high-
speed communication at close range. It is an extension to the
already widely used Radio Frequency Identification (RFID)
technology, which only differs in the communication protocol
used (Kulkarni, 2021)

The primary mechanism of the initial plan at which the
entire system shall function is that the researchers shall have
the main objective in the end to utilise the already existing
campus wireless network of the researchers’ college, Bicol
State College of Applied Sciences and Technology
(BISCAST), with CPA implementation, and complement the
working network system with an NFC-based end-user login
interface to which this shall comprise of the (1) already
functioning frontend BISCAST Campus Wi-Fi software by
the IT department, (2) the backend software developed by the
researchers implementing NFC protocol and (3) the hardware
component which comprises of the passive device providing
each user a unique digital identifier and the active device in
charge of linking the complementary login interface to the
original login interface of CPA. The supposedly Captive
Portal Authentication layer of the network to be used in
the study will, however, be substituted with a more
straightforward approach of using WPA/WPA2 Enterprise
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authentication for convenience of conducting the study as
access to the actual campus Wi-Fi where users have dedicated
login credentials will first be recreated in a small scale.
The WPA/WPA2 Enterprise authentication does the same
function.

The study aims to create a more seamless authentication
for convenience by utilising Near Field Communication
(NFC) technology. This method enhances user experience by
providing a seamless and efficient authentication process.
Additionally, the implementation of such technology
introduces new opportunities for centralised student
identification and a more digitised approach to doing campus
transactions, such as in library logs and accounting. The study
intends to improve transaction processes in a campus-wide
context, though more specifically, this study inclines more on
the seamless Wi-Fi authentication method. The study is
limited to using a WPA/WPA2 Enterprise authentication for
the credential-based Wi-Fi login and the RADIUS server to
manage the account database for user authentication.

2 Review of related literature

2.1 Emerging wireless technologies

The rise of technology is becoming completely evident
nowadays, wherein wireless technology is essential in daily
life. Among the cutting-edge developments in this field is the
Internet of Things (IoT). The IoT concept extends internet
connectivity beyond traditional devices like computers and
smartphones to many other objects. This means that
everything from household appliances to industrial machines
can be equipped with sensors and software to collect and
exchange data via the Internet. Often dubbed the ‘Internet of
Everything’, IoT represents a significant leap towards a more
interconnected world. The core of IoT systems lies in devices
that gather information and transmit it over the Internet,
creating a network of intelligent, connected objects. These
devices communicate wirelessly, forming an intricate web of
interactions that facilitate automation, improve efficiency,
and enhance user experiences in numerous sectors, from
smart homes to healthcare. As IoT technology continues to
evolve and proliferate, its applications are becoming
increasingly integral to modern life, driving forward the
seamless integration of the digital and physical worlds
(Mollah et al., 2019).

Another wireless technology that has become used in the
modern environment is Radio Frequency Identification
(RFID). RFID sensors, which combine Wireless Information
and Power Transfer (WIPT), object identification and energy-
efficient sensing, are revolutionising future information
systems. These advanced sensors can wirelessly receive both
data and power, eliminating the need for traditional power
sources and enhancing sustainability. They offer precise
object tracking, which is essential for applications like
inventory management and logistics. At the same time, their
energy-efficient design supports large-scale, long-term
deployments in fields such as environmental monitoring and
healthcare. By integrating these capabilities, RFID sensors

provide a versatile, robust solution for modern sensing
and communication needs, paving the way for more
interconnected and intelligent systems (Cui et al., 2019).

Radio Frequency Identification (RFID) is essential to the
Internet of Things (IoT), offering a robust solution for
identifying and tracking items. This technology is extensively
used across various domains, including inventory control,
supply chain management, access security and asset tracking.
RFID tags enable remote data capture through radio waves,
allowing efficient and accurate identification without direct
visual contact. This feature makes RFID a cornerstone of
intelligent, interconnected systems, providing real-time
information that enhances automation and operational
efficiency (Zhu et al., 2019). RFID technology has rapidly
expanded into diverse and complex areas, enhancing
efficiency and automation across various sectors. In
manufacturing and logistics, it streamlines inventory
management and supply chain operations. Retail and
agriculture use RFID to track and identify products, ensuring
quality and safety. Toll collection and public transit systems
benefit from RFID’s ability to enable contactless payments
and improve traffic flow. National IDs and passports with
RFID chips enhance security and expedite border processing.
RFID tracks medical equipment and patient information in
healthcare, while pharmaceutical systems use it to prevent
counterfeiting. Additionally, agriculture and food industries
employ RFID to monitor livestock and manage perishable
goods, reducing waste and ensuring freshness. This
technology’s versatility and reliability continue to drive its
widespread adoption (Cui et al., 2019; Tiplea et al., 2021).

Masyuk’s research delves into the intricate classification
of RFID technologies based on carrier frequency, emphasising
how this factor shapes their physical characteristics, operational
efficiencies and constraints such as data transfer speeds and
maximum transmission distances. The study highlights Near
Field Communication (NFC) as a noteworthy subset within
the HF frequency range of RFID technologies. Unlike
conventional RFID systems, NFC devices possess the
remarkable ability to function interchangeably as both readers
and tags simultaneously. This unique dual-role capability has
propelled NFC into the forefront of various applications,
particularly in mobile technology, where it facilitates
seamless communication between devices and enables
innovative functionalities such as contactless payments and
data exchange. Moreover, the versatility of NFC has extended
its reach into diverse fields, including healthcare, where it
enables the integration of intelligent functionalities into
medical implants, paving the way for enhanced patient care
and monitoring (Masyuk, 2019).

Furthermore, the study of Nkalo et al. (2019) illustrated
how RFID technology can revolutionise student attendance
management systems. By integrating RFID tags with swipe
functionality and connecting them to a reader interfaced with
a microcontroller-based embedded system, the researchers
developed an efficient solution for monitoring student
attendance. When registered students swipe their RFID tag
near the reader, the system grants them entry and
automatically records their attendance information in a
centralised PC database. Moreover, the system provides a
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failsafe mechanism: it sends an SMS to registered mobile
phones, ensuring that attendance data is backed up securely
and can be accessed remotely. This comprehensive approach
simplifies the attendance tracking process for educational
institutions and enhances data accuracy and reliability. By
leveraging mobile technology, the system offers flexibility
and convenience, enabling stakeholders to access attendance
information anytime, anywhere, facilitating better decision-
making and improving overall efficiency in academic
institutions.

2.2 Near field communication

Near-Field Communication (NFC) technology has become
ubiquitous in modern smart devices, offering a cost-effective
wireless communication solution. Its emergence in recent
years has revolutionised various aspects of daily life,
including healthcare, food quality monitoring, commerce,
consumer electronics and public transportation payment
systems. NFC facilitates seamless interactions between
devices nearby, enabling quick and convenient transactions
and data exchange. Its versatility and ease of use have made it
an integral part of many applications, enhancing convenience
and efficiency in numerous sectors (Cao et al, 2019;
Chandrasekar and Dutta, 2020). The fusion of NFC devices
and sensors holds immense potential for real-world
applications by introducing innovative capabilities such as
wireless signal transmission and sensor functionality. This
combination enables sensors to operate without external
power sources while wirelessly transmitting data. Moreover,
NFC devices equipped with sensing capabilities empower
them to gather and process information from their
surroundings, facilitating various applications across various
industries. This synergy between NFC and sensors opens up
exciting possibilities for enhancing efficiency, automation
and convenience in everyday tasks and specialised domains
(Cao et al., 2019).

NFC, an extension of RFID, is utilised for tap-and-
connect functionality. When interacting with NFC devices,
consumers typically engage by tapping or touching them,
initiating a range of functionalities. Beyond simply reading
and writing unique identification codes akin to RFID
technology, NFC offers the ability to exchange diverse data
types between compatible apps. This means that NFC-
enabled gadgets can facilitate seamless communication and
transmission of various types of content, enhancing user
experiences and enabling innovative applications. Whether
transferring payment information, sharing multimedia content
or accessing specific functionalities within apps, NFC
technology provides a convenient and versatile means of
interaction for consumers across different contexts
(Chandrasekar and Dutta, 2020). Near-field communication
emerged nearly two decades ago as a high-security, wireless,
short-range data exchange technology, such that its ability to
transfer power and data between devices at the same time
opens up exciting possibilities for the design of miniature,
battery-free and disposable sensing systems in various
everyday applications (Olenik et al., 2021).

A Near-Field Communication (NFC) tag is a compact
device containing miniature microchips that store data, often a

sticker or wristband. These microchips hold information that
can be easily accessed by nearby mobile devices equipped with
NFC technology. This enables the NFC tag to seamlessly share
data with other NFC-enabled smartphones, facilitating quick
and convenient interactions between devices. Whether
transferring contact information, sharing digital content or
initiating actions within apps, NFC tags are a convenient and
versatile tool for enabling seamless communication and
interaction in various scenarios (Chandrashekar and
Ramamoorthy, 2023). Moreover, such devices can be used to
communicate with other devices easily.

2.3  Wi-Fi as access to the internet

As technology advances into the digital age, Wi-Fi has
become necessary in everyone’s day-to-day life to access the
internet. The research of Pahlavan and Krishnamurthy (2020)
highlighted the staggering scale of connectivity facilitated by
Wi-Fi access points, linking nearly one hundred billion IoT
devices worldwide. These devices span a diverse range,
including smartphones, tablets, laptops, smart TVs and more.
This expansive network infrastructure enables seamless
access to millions of applications, enhancing convenience and
accessibility for users across the globe. By leveraging Wi-Fi
connectivity, these devices can communicate, share data and
access online services, contributing to the interconnectedness
of modern digital ecosystems and enriching people’s lives
through enhanced connectivity and access to digital resources.

In connection, the internet can be accessed anywhere, so
most people benefit from it, corresponding to their means.
Nowadays, most people access the internet for their own
purposes, and an example of this would be educational
purposes. The study of Amponsah et al. (2022) underscored
the impact of internet availability on academic performance,
revealing that students with internet access tend to excel
academically compared to those without. This suggests that
internet accessibility plays a crucial role in shaping
educational outcomes. Ghoshal and Upadhyay (2023) further
elaborated on the significance of internet access for students,
emphasising its role in providing unparalleled access to
diverse information resources. Through the Internet, students
can research, access educational materials, explore scholarly
publications and gain exposure to various perspectives,
enriching their learning experiences and expanding their
knowledge base. This accessibility to information empowers
students to deepen their understanding of subjects and fosters
intellectual growth, ultimately contributing to improved
academic standards and educational outcomes.

Internet access is utilised by the public nowadays, thus
making it available for everyone. Since internet access has
become necessary, especially for educational purposes, most
schools and universities provide public internet access
through wireless access points such as Wi-Fi. Captive portals
are frequently employed in public internet access settings,
requiring users to enter a username and password for
authentication. However, this method is often viewed as
vulnerable to security breaches, as intruders can access
others’ accounts. In response to this concern, a study
implemented RFID technology to authenticate students’
internet credentials through captive portals (Grancho et al.,
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2021). By leveraging RFID, students could securely validate
their identity without relying solely on usernames and
passwords. This approach enhances security and mitigates the
risk of unauthorised access, thereby improving the overall
integrity of the internet access system in educational
environments.

2.4 Near field communication as an
interfacing method

With the rise of NFC technology in recent years, it is mainly
used in various day-to-day applications. Incorporating NFC
into cell phones has enabled a wide range of applications. In
Ali et al. (2020), NFC-Stego, a cutting-edge data concealment
technique, was introduced. This innovative mechanism
leverages the secure connection between NFC-enabled
Android smartphones to effectively hide large volumes of
data. NFC-Stego offers robust security measures while
maintaining user-friendly operation, making it a practical
solution for concealing sensitive information. Utilising NFC
technology ensures imperceptibility while enhancing data
security, thus addressing the need for secure data transmission
and storage in mobile environments.

The study of Chiang et al. (2022) demonstrated the
practical application of GPS and NFC technologies in
creating an attendance tracking system. By leveraging these
technologies, mainly on Android smartphones, the system
offers a reliable method for managing student attendance.
GPS enables accurate location tracking, while NFC facilitates
seamless interaction with attendance checkpoints or tags.
Combining these technologies provides an efficient and
automated solution for tracking student attendance,
improving accuracy and reducing administrative burden. This
innovative approach demonstrates the potential of leveraging
smartphone capabilities to enhance traditional attendance
management processes in educational settings.

Tafti et al. (2021) presented a novel NFC mobile payment
protocol designed to enhance security in mobile payment
transactions. This protocol addresses vulnerabilities in Global
System for Mobile (GSM) authentication by employing
asymmetric encryption for mutual authentication, reducing
the risk associated with symmetric cryptographic methods.
By minimising the required key pairs and implementing
advanced security measures, such as protection against replay
attacks, Denial-of-Service (DoS) attacks, eavesdropping,
repudiation, man-in-the-middle attacks and desynchronisation,
the protocol enhances the overall resilience of mobile payment
systems. Furthermore, the protocol is tailored to the
limitations of mobile devices by reducing client-side
signalling overhead and processing load, ensuring efficient
and secure payment transactions while leveraging NFC
technology.

One of the problems encountered with Near Field
Communication devices is security authentication. Lu and Liu
(2021) introduced an enhanced NFC device authentication
protocol that effectively safeguards against various security
threats. This protocol demonstrates resilience against brute
force attacks, man-in-the-middle attacks and replay attacks,

ensuring the integrity of the authentication process.
Moreover, it streamlines message transmissions, enhancing
transmission efficiency while bolstering the confidentiality,
integrity, non-repudiation and overall security of NFC device
authentication. The protocol offers a robust and reliable
solution for ensuring secure interactions between NFC-
enabled devices by addressing these security concerns and
optimising authentication procedures.

2.5 Similar studies

The concept of user login interfaces, as highlighted in
Hernandez-de-Menendez et al. (2020) and Grancho et al.
(2021), underscores the importance of captive portals in
facilitating internet access, particularly within campus Wi-Fi
networks. These portals serve as gateways for users to
authenticate their identities and gain access to the Internet
securely. Additionally, Chiang et al. (2022); Tafti et al.
(2021); Brumercikova and Bukova (2020) and Platov et al.
(2021) shed light on the versatile applications of NFC
technology beyond internet access. From electronic wallets to
attendance tracking systems and tourism-related applications,
NFC technology offers various functionalities that enhance
convenience and efficiency in various domains. These studies
showcase how NFC technology can be leveraged to
streamline processes, improve security and enrich user
experiences in different contexts.

In summary, these related studies correlate to the
researchers’ study, which mainly focuses on utilising near-
field communication along with Captive Portal
Authentication to access campus wireless networks with
ensured security and seamless transactions among end-users
at the chosen campus, Bicol State College of Applied
Sciences and Technology (BISCAST).

3 Methodology

A systematic approach to the study’s progressive completion
sequence is necessary for its success. This section of the
paper shall cover how the research study was conducted
sequentially. The paradigm of the study is expressed in the
preceding Figure 1.

Figure 1 Paradigm of the study
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3.1 Research theory

The foundations of this research study shall be based on the
existing theories about Near Field Communication and its
possible applications. Also, with emphasis on its application
in seamless transactions, the research theories included
here encompass support on the how’s and whys of NFC
as a user interface function for a particular digital process,
which, in the case of this study, is the connection to a wireless
access point. To elaborate on each theoretical knowledge
involved:

e Near-field communication: Also known as NFC, this
technology was developed for short-range radio
communication (Betion, 2022). It has seen various
applications in different sectors of society, such as
transportation or restaurant payment systems (Srun et al.,
2023; Yu and Fang, 2023). The contactless triggering
appeal when it is used is among the features that will be
implemented in this study.

o Captive portal authentication: A captive webpage
portal where users are redirected for authentication
(Asplund, 2021).

o  Remote authentication dial-in user service. A
networking protocol that authorises and authenticates
users who access a remote network (Kizza, 2024,
Yudhistira and Harwahyu, 2024).

3.2 Acquisition of materials

Particular materials are needed to create the specific
processes necessary for the study. NFC tags and the NFC
Read/Writer create the NFC protocol. The researchers will
use a wireless access point and computer to build a
foundational backend design. The materials prerequisites to
conducting the study are listed below in Table 1.

Table 1 List of materials

Material Quantity
Computer 1
NFC Tags (NTAG215) 200
Wireless Router with RADIUS capability 1
NFC-capable Mobile Phone 1

3.3 Design of the research framework

The study’s end product is expected to provide a service in
the form of improved ease of access to the campus Wi-Fi for
the end-users, students and faculty of BISCAST. This
shall be made possible through the utilisation of a software
and hardware mechanism. The design of this mechanism
revolves around the use of Near-Field Communication (NFC)
as a medium of authentication in connecting the Wi-Fi
network.

Figure 2 Framework of the study
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3.4 Software design

The software design of the system will play the most
significant role in the mechanism of NFC as a medium to
authenticate a Wi-Fi connection with a mobile device. The
authentication pertained in the study means using already
existing authentication protocols such as WPA/WPA2 Pre-
Shared and WPA/WPA2 Enterprise. NFC will solely be the
medium at which the authentication protocol is to be
communicated.

e Network Setup: The need for an authentication protocol
arises from technological advancements in communicating
various information. We have adapted these modern
communication methods to our daily lives, from which
sensitive information may be prone to mal-intended
users. Authentication is part of a more extensive
communication protocol to authenticate and grant access
to the communication. To establish this connection
between two nodes, a network must first be set up. To
begin with, the researchers created a system for an NFC
as a medium for authenticating Wi-Fi connection, and a
small network was created to connect a few mobile
devices wirelessly. Wireless routers served as the access
point altogether in the study, and the choice of device
that was considered to be used in the study was the one
that was capable of a connection with the RADIUS
server.

e Database Setup: Remote Authentication Dial-in User
Service (RADIUS) will be the backbone of the database
and security of the system. RADIUS is responsible for
the authentication in a specific case of wireless network
authentication setup: WPA/WPA2/WPA3 Enterprise,
where a dedicated credential is allotted to one device at a
time. This setup of wireless LAN connectivity was used
together for its suitability for an institutional network
needing one account for each user to connect with.
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o  Account assignment to NFC tags: A network setup
with a RADIUS Server for the account database and
authentication is already functioning and robust. Through
this setup, user identities or the username and password for
each account are needed to establish a Wi-Fi connection.

The system’s software mechanism comprises the network
setup for a functioning access point connected to the
RADIUS server and the writing of credentials to the NFCs.
Figure 3(a) shows that the access point is connected to the
database server, which is the RADIUS, wherein once a user
requests authentication for access from the access point, it
verifies with the accounts listed on the server side after
accounts with its dedicated credentials were created.
Figure 3(b) shows that account creation must first be
conducted in the database server, followed by the NFC writer
to input the account’s credentials into its assigned NFC.

Figure 3 Software mechanism of the system (a) For the network
setup configured with remote authentication dial-in
user service server and (b) Implementation of Wi-Fi

login credentials through an NFC-read/writer

Server side

Access Point Side

.))

NFC

.))

NFC

.))

NFC

(b)

3.5 Hardware design

The hardware setup of the system will be minimal as only the
software part is where the central mechanism will be based.
One primary consideration in defining the hardware setup
would be the secure positional placement of the server
Computer and router to avoid possible unauthorised access to
the database of user credentials. Positioning of access points
should also be considered, as this may affect the speed of
establishing a connection with the wireless network. Designing
the hardware setup will follow the specific network topology
setup. On the user side, user-specific tags will be integrated
with the BISCAST student ID, which opens up possible paths
toward digitalised student-centred services or protocols like
attendance recording and a library log. Figure 4 shows the

physical network topology. It highlights the need for a secure
server placement away from any physical disruptions affecting
its performance and the optimal placement of multiple access
points for accessible signal strength.

Figure 4 Simplified physical network topology
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3.6 Testing/benchmarking

In testing and benchmarking the NFC-triggered Wi-F
connection, the main parameter to be tested is the speed or
responsiveness of the proposed method. Several tests will be
conducted as well as the other constant variables that may
affect the testing if not careful, which may include distance
from the access point, the access point to be connected to
among all tests must be and have the same configuration, and
the specific type of NFC tag used as well as the manner of
tapping the NFC-tag to the mobile device which is specified
and limited only to an android mobile phone capable of NFC
communication. All trials conducted in the test have constant
distance from the access point, indicating the highest signal
strength level without obstruction between the mobile phone
and the access point. The access point and set up to be used at
which the mobile phone will establish its connection are
similar throughout the test, explicitly using the Huawei
EchoLife EG8245h5 router. Speed and responsiveness will be
measured through the time difference between the moment of
tapping the NFC tag on the mobile device and the time the
connection was established with the wireless network. For the
traditional method, the authentication speed will be measured
from when the user begins inputting its credentials until the
connection is established with the wireless network. Manual
speed measurement was conducted through a digital
stopwatch, accounting for human error minimised to +0.5 s.

In the security vulnerability aspect, observation will be
made based on the qualities and conditions at which such
vulnerabilities are possible. The passwords used throughout
the test are similar to each 8-character, 16-character and
24-character password composed of a combination of
alphanumeric and special characters. Password length begins
with eight characters per NIST SP800-63B recommendations
on digital identity guidelines to be relatively strong. The
results of the test and observation shall be recorded for further
analysis.

The RADIUS server was created using RADIUSdesk, an
open-source authorisation, authentication and accounting
implementation in a network setup, as seen in Figure 5. The
software was installed on a computer device and set up
through the server’s configuration page. To establish a
connection with the router capable of RADIUS, the IP
address, SSID and the RADIUS shared key were configured.
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Figure 5 RADIUS server setup of router connectivity (see online
version for colours)
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Once the RADIUS Server was done with the setup, its
connectivity to the router was established through the router’s
configuration page, as shown in Figure 6. The figure shows
the WLAN’s configuration, specifically on a Huawei
EG8245H5 router. The authentication mode was selected as
WPA/WPA2 Enterprise, configured to connect with the
RADIUS server address provided with the server port and the
shared key for communicating the credentials database.

Figure 6 Router setup of WPA/WPA?2 enterprise and RADIUS
server address (see online version for colours)
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After successfully establishing a connection between the
RADIUS server and the router, three accounts were created.

This was accessed through Figure 7, the RADIUS server’s
configuration page for user account creation. Credentials
were of varying password lengths which are to be used in the
testing.

Figure 7 Account creation in radius server (see online version
for colours)
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Figure 8 shows the traditional method of inputting account
credentials in a WPA/WPA2 Enterprise authentication.
Connectivity to the network was established after the correct
account credentials were input.

Figure 8 Testing with manual account credential input (see
online version for colours)
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3.7 Gathering and analysis of data

Part of the study involves using necessary statistical tools to
analyse how raw information gathered must be processed for
a more digestible interpretation. An analysis of observable
vulnerabilities was conducted using the traditional way of
authenticating a Wi-Fi connection and the NFC-triggered
approach. Observations are then inputted as qualitative data,
which will be the basis for the interpretation of the later part
of the study.

4 Results and discussion

This chapter presents the findings of the study based on the
testing and simulation of the device as well as data gathered
from the distributed survey forms for end-user acceptability
among the respondents. This provides an analysis and
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interpretation of the gathered data results based on defined
parameters to measure the significance of the authentication
triggering method for Wi-Fi connectivity compared to a
traditional way of inputting credentials.

Security vulnerabilities are observed when we
authenticate a Wi-Fi connection traditionally in which we
type in the credentials compared to when we substituted this
method by binding the credentials instead to an NFC tag and
letting it serve as a key in which we tap to a mobile device to
connect seamlessly to the Wi-Fi. From the analysis, settling for
an NFC-triggered authentication solves some vulnerabilities,
such as eavesdropping on credentials upon inputting and the
circumstances in which we forget the password. However, this
has introduced some new vulnerabilities specific to the use of
NFC, such as data tampering and cloning when the NFC tag
used is not locked in any way, and credentials may still be
eavesdropped on.

Table 2 Security vulnerability analysis

password groups. The test garnered a result of 0.0000755 p-
value, which is significantly less than the 0.05 threshold,
indicating a significant difference in the authentication speed
among the three password length groups.

Table 4  Test for authentication speed results using the

traditional method

Length of credentials for Speed of authentication (seconds)

authentication

Trial 1 Trial2 Trial3  Avg
8-character password 20.87 17.92 19.71 19.5
16-character password 26.83 3246  29.88 29.72
24-character password 39.24 39.56  37.00 38.6

NFC-Triggered Traditional

Eavesdropping through
unauthorised reading of NFC Tag

Eavesdropping of credentials,
especially in crowded spaces.

Data input is seamless and requires Data input through typing

close contact adds additional risk of
eavesdropping

Risk of data tampering on NFC No risk of data tampering

tags

There is no risk of forgetting Risk of forgetting the

complicated passwords as datais ~ complicated password

stored in the tag.

From Table 3, results on the speed of authentication through
NFC given different password lengths have small variability,
having a mean value of 9.82, which is close to the values
obtained. A test of one-way analysis of variance for the data
shows no significant difference in the authentication speed
among three password length groups with a p-value of 0.799,
which is much greater than the threshold of 0.05.

Table 3 Test for authentication speed results using NFC-

triggered method

Length of credentials for Speed of authentication (seconds)

authentication

Trial 1  Trial 2 Trial 3  Avg.
8-character password 9.74 9.55 10.63 9.97
16-character password 9.63 9.38 10.22 9.74
24-character password 9.75 9.37 10.13 9.75

Table 4 shows the data gathered using the traditional method
of manually typing credentials for authentication. In contrast
to the NFC-triggered method, the traditional method of
authentication has higher variability in terms of speed when
faced with different credential lengths. There is an average
increase of 9.55 seconds in authentication for every 8-
character increase in the password length. A One-Way
Analysis of Variance statistical test was conducted to verify
the significance of the authentication speed of the three

Authentication speed was tested using the NFC-triggered
method, and the traditional method was tested using various
credentials for authenticating. This parameter was considered
in the testing to determine whether it may affect the
authentication time. Upon checking data usage of different
password lengths, an eight-character difference equates to an
eight-byte difference, and also, in situations where users
try to input a combination of alphanumeric characters and
make it long, there might be a difference in the speed of
authentication.

From the results gathered, in the one utilising NFC to
authenticate, the eight-byte difference of credentials does not
significantly affect the speed of authentication. This data is
helpful as we can infer that using a long password may be
possible and practical for once. Using long or short does not
significantly affect the authentication speed but does increase
the security against brute force attacks due to the larger
number of combinations needed with more characters. In
contrast, there is a barrier to convenience for users when
using long passwords through the traditional way of
authenticating, which is typing the credentials. From the
results on authentication speed results when typing such
credentials, using longer passwords takes a toll on users’
convenience as it took longer for them to authenticate.

5 Conclusion and recommendation

The researchers’ findings on the study’s parameters focusing
on NFC-triggered wireless LAN authentication have shown
significant results upon comparing its authentication speed
with the traditional manner. Also, the analysis of security
vulnerabilities between the two shows a similar position when
compared to each other, as introducing NFC does solve some
security vulnerabilities but introduces another one. In the end,
though, using NFC brings users more convenience because of
the effortless authentication method and speed. In conclusion,
the proposed method does meet its intended purpose of
creating a more seamless and convenient authentication
method. Several aspects of the study were conducted under
certain limitations, which may have drastically influenced the
direction of the study. These limitations include the specific
use of WPA/WPA2 Enterprise Authentication utilising a
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remote dial-in user service server (RADIUS) to verify and
manage user access to the network, and testing was only done
with an Android Phone with NFC capability. The traditional
authentication method pertains to the conventional way of
manually typing down credentials. Acknowledging the
limitations, the results of the study are bound to such factors;
thus, performing under different setups like the use of Captive
Portal Authentication rather than the used WPA/WPA2
Enterprise would have a general effect on the results of the
study as it would require a router capable of captive portal or
another device server which would authenticate the captive
portal connections and store user database. The study aims to
provide faster, seamless and minimise the security risks from
the traditional way of manually inputting user credentials to
connect to a network.

Further improvements may be made in the security
aspect of the study, wherein WPA/WPA2 Enterprise has
weaknesses. The security in the RADIUS server must be
largely emphasised as this holds the user credentials covering
all the sensitive data for users to access the network.
Similarly, on the user side of the network, unauthorised
access may still be possible once the user’s credentials are
compromised; hence, a multi-factor authentication procedure
may be deemed necessary. The multi-factor authentication is
to be communicated with the RADIUS server’s backend,
adding another layer of security to the network.
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