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Abstract: Internet of things (IoT) and the integration of many gadgets is
rapidly becoming a reality. IoT devices, particularly edge devices, are
particularly vulnerable to cyberattacks as a result of the proliferation of
device-to-device (D2D) connectivity Advanced network security measures are
required to do real-time traffic analysis and to mitigate malicious traffic. These
mechanisms must also be able to detect malicious traffic. We describe a
game-changing approach to detect and classify new malware in record time.
This will allow us to handle the difficulty that has been presented (zero-day
malware). This article puts out the idea of a hybrid deep learning (DL) model
for the detection of cyber attacks. Long short-term memory (LSTM) and gated
recurrent unit are the foundations of the model that has been suggested (GRU).
The results of the experiments are quite encouraging, revealing an accuracy rate

of 94.50% for the identification of malware traffic.
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1 Introduction

The internet of things (IoT), sometimes known as [oT (Tewari et al., 2018; Arisdakessian
et al., 2022), is a concept that is predicated on the decentralisation of computers via the
use of edge devices rather than depending on a centralised framework. These peripheral
gadgets might be regional servers or frequently used gadgets like smartphones and
laptops. IoT has completely changed the way devices communicate with one another
because it makes device-to-device (D2D) communication simple. Some of the most
important ones are that it permits several communication protocols to coexist and that a
centralised server is not required (Cvitic et al., 2021).
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Figure 1 Major dangers to IoT network devices (see online version for colours)
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Edge computing, which makes use of IoT devices, Lu et al. (2021) has made it possible
for computation to take place close to the data source, which has dramatically expanded
the amount of data that can be collected and processed at the edge itself (Dahiya et al.,
2022; Vinoth et al., 2022). On the other hand, since it is now so easy to send and receive
data at the edge, this has resulted in a significant increase in internet traffic at the edge,
that leaves these websites open to the risk of being attacked by cybercriminals (Sahoo
et al., 2018). There have been many various ideas offered as potential answers to the
problem of cyber threats to [oT devices. Some of these ideas include encryption methods
like homomorphic encryption and secure-multiparty computing. Other ideas involve
introducing noise via differential privacy. The use of artificial intelligence, on the other
hand, is one of the most innovative approaches that may be used to solve the issue of
cyber attacks.

1 The identification of anomalies: A file or data source may be evaluated with the use
of anomaly detection to determine whether or not it contains malicious code. In most
cases, massive datasets that have already been labelled are already accessible and
may be used to train a model that can determine whether or not a particular file
contains dangerous content. Anomaly detection often employs machine learning
techniques such as support vector machines, Naive Bayes, decision trees, random
forests, and others. It is advantageous to avoid DDoS attacks since SVM is so good
at building nonlinear separation planes. More complex datasets are no problem for
decision trees and random forest. Deep learning (DL) and neural networks are two
methods that may be used to process data that is increasingly complicated.

2 The anticipation of cyber attacks: One preventative measure that may be used
against cyber dangers is known as cyberattack forecasting. It can identify threats to a
network system in real-time, in contrast to anomaly and malware analysis, which
might be helpful for studying the type and severity of dangerous files. Monitoring
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the incoming and outgoing traffic on an internet network is the method that is used
most often for predicting potential cyber attacks. The patterns that emerge from the
time-series investigation of the data on internet traffic need to demonstrate
long-range dependencies. The RNN, long short-term memory (LSTM), and
bi-LSTM models are often used in DL because of their ability to provide value
predictions based on earlier sequential inputs.

3 Controlling access while authenticating users: Authentication and access control for
certain authority may be decided by employing facial recognition (Vinoth et al.,
2022; Sahoo et al., 2018; Gupta et al., 2009) or fingerprint identification systems that
are constructed on deep CNN models. These systems can be used to identify who
should have access to what. In addition, voice recognition software may be
constructed by combining a deep neural network (DNN) with a recurrent neural
network (RNN) or any of its derivatives. These capabilities may be readily activated
on edge devices such as mobile phones, computers, and so on.

2 Related works

Maintaining a level of cyber security is an absolute need for any IloT network
infrastructure. The last several years have seen an increase in the number of cyber
security threats, including DDoS (Gupta et al., 2009; Dahiya et al., 2021; Gaurav et al.,
2022; Chhabra et al., 2013; Negi et al., 2013; Gupta et al., 2012; Gulihar et al., 2022),
XSS (Gupta et al., 2016, 2015a, 2015b; Mishra et al., 2011), and phishing (Jain et al.,
2016; Almomani et al., 2013; Jain et al., 2018; Gupta and Jain, 2020; Mishra et al., 2018).
Extensive research has been conducted on, the protocols that are necessary for
machine-to-machine communication, as well as the problems about its security and
privacy. When it comes to choosing a specific device for communication, many different
types of systems depend on trusted computational models. Despite this, it is possible for a
trusted device to include data that might potentially damage the user. There have been a
great number of models and research conducted that go into great detail on the function
that machine learning solutions play in IoT networks. Big data-based DDoS attack
detection was suggested by the author in passage.

Artificial intelligence encompasses fields such as machine learning (Cvitic et al.,
2021) and DL algorithm research (Al). The use of machine learning to combat cyber
security risks has shown promising results. It can not only be used to identify harmful
attacks, but also to predict them in order to stop them before they ever start. These are
completely new kind of assaults that nobody has ever seen before. The classifications are
primarily divided into three kinds of subdivisions, which are supervised, unsupervised,
and reinforcement learning. Each of these subtypes is described below. Learning in
reinforcement learning is based on action-response system, making it an entirely distinct
paradigm of artificial intelligence than traditional machine learning. It is possible that
supervised and unsupervised learning strategies will be combined in the process of
reinforcement learning. Semi-supervised learning is another category that is gathering
more and more attention, particularly in the area of cyber security. Learning via semi-
supervision involves making use of a limited quantity of labelled data in order to
categorise or create labels for a substantial amount of data that has not been labelled. In
the following subsections, we will address the application of supervised, unsupervised,



10T security using deep learning algorithm 287

semi-supervised, and reinforcement learning approaches to minimise the effects of cyber
security concerns.

3 Methodology

Many studies have employed LSTM or GRU for multiple layer models, or integrated it
with other DL algorithms, in order to increase the effectiveness of the recognition rate of
malicious attacks in the networks. However, this results in a high reaction time for the
system. Both LSTM and GRU are trained to operate on time series data.

Figure 2 Intrusion detection model diagram (see online version for colours)

Dataset
4
PREPROCESSING
Shuffling |« Cleaning
v
Features 7 N Normalizat
Filtering ion
v v \
Train 70% Val 10% Test 20%
Y Y . > kA
TRAINING AND VALIDATION \ | TESTING
OF MODEL [ AND ]
| EVALUATION |
LSTM » DENSE | » GRU N -
v
‘ RESULTS

Both the LSTM and the GRU are designed to solve the issue of the RNN’s disappearing
gradient. When it comes to detecting intrusions, the functioning of multiple layer LSTM
is superior; nevertheless, the reaction time is slow. In addition to this, the reaction time of
GRU is shorter, but its functioning is not as excellent as that of LSTM. We propose a
hybrid DL model that blends the two. Figure 2 provides a block diagram representation
of the suggested design for the system. The LSTM layer, the DENSE layer, and the GRU
layer make up this structure. The new model cuts down on the amount of time needed for
training and reaction across numerous layers of LSTM, resulting in improved
performance when it comes to identifying malicious attacks in networks.
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3.1 LSTM

The model starts with an LSTM layer. In the combined DDoS dataset, the first hidden
layer input is expressed as (none, 48, 1). In this case, the number of instances that make
up the dynamic size is ‘none’, the number of features is ‘48’, and the value of the third
dimension is ‘1°. The combined DDoS dataset has an output shape of (none, 48, 24),
while the car-hacking dataset has an output shape of (none, 10, 20). The next layer will
take one of these forms as input. The data flow of an LSTM may be manipulated because
to its many gates. These gates, for example, control how information enters, is stored, and
leaves the system. It is accompanied by two more phases, the cell state and the concealed
state. Figure 3 depicts the LSTM in its simplest version.

Figure 3 LSTM architecture

3.2 DENSE

The suggested model has a second layer called DENSE, which is designed to deliver
rapid answers. This layer connects LSTM and GRU. The values for the combined DDoS
dataset are obtained by the DENSE layer in the shape (none, 48, 24), whereas the values
for the car-hacking dataset are obtained in the shape (none, 10, 20). The layer below it is
linked to this one by a connection. The next datasets each have a different output shape
from this layer. ReLU could only take in positive values. The experimentally-verified
positive findings might be any number from 0 to 1. In addition to being faster than other
activation functions, the ReLU function also helps fix the problem of vanishing gradients.
The ReLU may be understood by looking at equation (4).

Rx = max(0, x) 4)
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3.3 GRU

The GRU layer is the third one in the proposed model, and it is the one that generates the
final output by using the values that were obtained from the DENSE layer. The values for
the combined DDoS dataset are sent to the GRU layer in the form of the shape (none, 48,
12), while the values for the car-hacking dataset are transferred in the form of the shape
(none, 10, 10). The probabilities of successful output are computed at this layer.
Resetting the gate, updating the gate, and concealing the status are the three gates that
make up GRU and is shown in Figure 4 (one in each gate).

Figure 4 Basic architecture of GRU
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4 Results and discussion

4.1 Datasets

For the purpose of intrusion detection, a variety of real-time network datasets are already
available.
The datasets were used to simulate attacks on the respective networks.

4.2 Cleaning

Every dataset contains a number of records. Before beginning the training process, it is
necessary to inspect the dataset for entries that are blank or undefined. These searches
resulted in the return of Boolean values, which were either true or false. If the value was
true, it indicated that the dataset had some missing or infinite values, but if it was false, it
indicated that the dataset was complete. During the course of our investigations, we made
use of two datasets, each of which had some entries that were undefined or empty. In
order to tidy up these datasets, all ambiguous entries were replaced with blank records
instead of being left alone. Following the transformation of undefined values into empty
values, every record that was already empty was deleted from the datasets.
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4.3 Shuffling

The tuples in the dataset are randomly mixed together using this method. Both kinds of
data were necessary in order for the model to be trained and validated. It was necessary to
reshuffle the data in order to increase the quality of the tests and the performance of the
model. It was decided to employ the shuffling approach in order to generate a random
order for all of the data.

4.4 Feature filtering

There are several attributes, or qualities, that define a dataset. Overfitting and underfitting
are caused when a dataset includes several characteristics, some of which are irrelevant
and have no effect on the output label. Remove it from the dataset if it includes many
characteristics but none of them are relevant to the output label. The process of feature
selection involves removing from a dataset any characteristics that are deemed to be
irrelevant and keeping only those elements that are deemed to be significant. The primary
purpose of feature selection was to increase its overall performance, and cut down on the
amount of time required for both its training and its response.

4.4.1 Normalisation

Normalisation is a method used to fix issues in a dataset, such unequal values across
features, by rescaling the numbers to fit within a predetermined range. In addition to
eliminating outliers, such as features with wildly divergent values, normalisation may
also be used to clean up a dataset. Based on our research, the dataset contains several
characteristics with very high values as well as features with extremely low values, such
as negative values. In order to find a solution to this issue, the category traits were, first
and foremost, transformed into numerical values. Because each feature was comprised of
numerous categories, using one-hot encoding necessitated using a higher memory
capacity and took more time. Following the conversion, we used the min-max
normalisation strategy to normalise data within the range of 0 and 1 by using
equation (5).

KXoorm = X_Xmin/(Xmax _Xmin) (5)

A 20% sample of the dataset’s pre-processed data was used for the testing of the model.
The proposed model, along with LSTM and GRU, also took part in long-term
performance testing. A total of 2,549,370 samples, split into 79,668 batches of size 32,
were used to verify the suggested model. The overall amount of time spent testing was
692 seconds, whereas the time spent on each batch was 8.7 milliseconds. The entire
amount of time that was spent testing LSTM was 1,307.33 seconds, whereas the amount
of time that was spent testing GRU was 1116 seconds. Based on the results of the testing,
it is clear that the suggested model is more efficient than LSTM and GRU.

The Adam and Nadam optimisers both provide results that are superior to those
produced by the Adamax optimiser. During this trial, we found that using Nadam on the
suggested model and LSTM yielded the best results for multi-classification as well as
binary classification. In this study, we evaluated the effectiveness of the suggested system
by the use of k-fold crossvalidations. In addition, three-fold, five-fold, and seven-fold
analyses were performed on the DDoS dataset. The suggested system continued to
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provide the same level of performance, and the tabulated results can be seen in Table 1.
Table 1 illustrate comparisons of the proposed research with several machine learning
techniques.

Figure 5 Evaluation on Adam with the combined DDoS dataset (see online version for colours)
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Deeper layers of LSTM and GRU produced greater outcomes, albeit at the expense of
increased training time. Based on the findings of the experiments, the proposed model
achieved success rates of more than 99% for binary and multi-class classification.

Table 1 Comparison of the HDL-IDS with other ML algorithms on the combined DDoS

dataset
Algorithms Precision Recall Fl-score Accuracy
Naive Bayes 0.8003 0.7781 0.7790 0.7292
Decision tree 0.9603 0.8199 0.8745 0.9281
SVM 0.9479 0.8966 0.9267 0.9254
LSTM 0.9994 0.9997 0.9995 0.9997
GRU 0.9940 0.9963 0.9951 0.9952
Proposed study 0.9997 0.9998 0.9997 0.9998

5 Conclusions

The rapid expansion of smart vehicle networks has provided hackers with access to a
number of previously inaccessible entry points. Attacks against networks that are
contained inside vehicles have the potential to result in fatalities and major accidents.
Based on the findings of this research, it is recommended that network intrusion detection
systems use a hybrid DL model. The approach that is being proposed makes use of a
hybrid mix of LSTM and GRU, which reduces the amount of time that is necessary for
training as well as response. In order to evaluate how effectively the suggested method
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works, a large number of tests were performed on a combined dataset, in addition to
car-hacking datasets. These testing were extensive. The results of the studies indicate that
the model that was provided has an accuracy of 99.5% for the combined DDoS dataset.
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