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Abstract: A novel approach for detecting application-level distributed
denial-of-service (DDoS) attacks in networks is introduced. By merging
vector autoregressive moving average (VARMA) and long short-term memory
(LSTM) techniques, our hybrid model efficiently analyses packet data
across time, frequency, and spatial domains. Initially utilising VARMA,
the model extracts hierarchical features from raw packets, further refined
by LSTM. These combined features form a succinct representation fed
into a neural network for classifying diverse attack types. Experimenting
with real-world datasets, including application-layer DDoS samples, our
model demonstrates superior accuracy, precision, and recall compared
to contemporary methods. Its use of VARMALSTM not only enhances
performance but also ensures high efficiency in training and testing, making it
well-suited for real-time applications. This innovation significantly advances
forensic analysis in networks, crucial for fortifying communication systems’
security and reliability.
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1 Introduction

The safety and reliability of communication systems are vulnerable to variety of threats
that can cause significant damage. Network forensics is a critical aspect of computer
security aimed at enhancing investigative capabilities within existing networks. It
involves specialised infrastructure for the collection and analysis of network packets and
events, specifically designed for investigative purposes. Network forensics is proposed
as a complementary approach to the existing network security model. In today’s
organisations, network forensics holds significant importance in multiple ways. Firstly,
it helps in understanding the patterns of external attacks, enabling organisations to
prevent similar attacks in the future. Secondly, it plays a pivotal role in investigating
insider abuses, which constitute the second-most expensive type of attack within
organisations. Lastly, law enforcement agencies rely on network forensics to investigate
crimes involving computers or digital systems as targets or tools for committing the
crime. Forensic analysis models (FAMs) are essential for detecting and preventing these
attacks. Traditional FAMs rely on hand-crafted features and rule-based systems, often
proving ineffective in detecting new and unknown attacks. Deep learning-based models
have shown promising results in the field of network forensics by automatically learning
features from raw data samples (Almulhem, 2009).

One of the most significant threats and complex security challenges on the internet
is the DDoS attack. With little to no notice, a DDoS attack can quickly exhaust
the computational and communication capabilities of its target. To address this issue,
various statistically-based protection measures have been developed to mitigate these
attacks. However, the safeguards used at the network layer can provide only limited
defence against DDoS attacks. At the transport (or network) layer, there is not always
sufficient information available to make informed judgements about application attacks.
Additionally, flaws in the designs of network hardware and lower-layer services
on the provider’s side can lead to complications. A denial-of-service (DoS) attack
involves flooding an internet server with an enormous amount of legitimate or incorrect
packets, thereby congesting its bandwidth and denying requests from other clients. DoS
attempts to exploit various protocols across the network layer, transport layer, and
application layer. Attackers often utilise protocols like the transport control protocol
(TCP), user datagram protocol (UDP), and network layer protocols such as the internet
control message protocol (ICMP), along with features like the SYN flag, to launch
sophisticated DDoS attacks. To carry out DoS attacks at the application layer, attackers
use application-layer protocols like HTTP, domain name service (DNS), etc. as metrics.
DDoS attacks are launched from multiple geographic locations with the goal of taking
down a server. While web servers on the internet are vulnerable to application-layer
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DDoS attacks, forensic mechanisms play a crucial role in identifying them (Liu et al.,
2022).

Most of these web servers are now centralised and have direct access to network
backbones. DDoS attacks are more potent than DoS attacks because they are more
targeted and involve a larger number of devices spread across different parts of the
globe. Each device serves as a denial-of-service agent. In comparison to a DoS attack,
a DDoS attack requires much less time to achieve its objective of rendering a target
website inoperable. It affects all layers, including the application and network layers.
A botmaster spreads harmful code and recruits malicious clients, forming a group of
bots known as a botnet. These command-and-control centres, each located in a distinct
geographical region, work in conjunction with the botmaster to communicate with bot
clients and gather information from them. The botmaster expeditiously acquires bots by
coercing individual customers into downloading software or files (Chen et al., 2022).

DDoS attacks generally impact layer three and layer four protocols, thereby
consuming server bandwidth and affecting internet control. Additionally, it has been
observed that application layer attacks utilise protocols such as HTTP, SMTP, FTP,
and DNS. These attacks are designed to disrupt the functionality of applications. Due
to the various methods employed to launch DDoS attacks, determining the specific
type of DDoS attack without a focused network flow analysis is challenging. Attackers
commonly target application-layer services like web servers and firewalls. DDoS attacks
can severely disrupt web servers and potentially lead to a complete website shutdown.
Moreover, attackers employ seemingly legitimate application layer requests, making it
difficult for current defence mechanisms to identify them. These attacks can bring down
a server much more swiftly and discreetly than network-layer DDoS attacks, as they
target multiple assets at the application layer (Chen et al., 2022; Shi et al., 2021).

In this article, we propose a novel deep learning-based multidomain packet
representation model for identifying attacks in the network. The model is designed
to learn hierarchical features, including time, frequency, and spatial domains, from
raw packet data (Praseed and Thilagam et al., 2020; Fu et al., 2021). These learned
features are then input into a fully connected neural network for classification (Jia
et al., 2020; Hajimaghsoodi and Jalili, 2022). To evaluate our proposed model, we
conducted experiments using real-world network datasets as well as samples from the
application-layer DDoS dataset. We employed Q learning and deep convolution neural
network (QLD CNN) (Li et al., 2021b; Guanyu et al., 2021). The results demonstrate
that our suggested model performs better than cutting-edge methods in terms of
accuracy, recall, precision, and time. Furthermore, our model achieves high efficiency in
both training and testing times, making it suitable for real-time applications. We further
analyse the effectiveness of our proposed model by comparing it with conventional
feature-based models and deep learning-based models. The findings demonstrate that
our model outperforms traditional approaches, highlighting the effectiveness of this
multidomain approach in real-time scenarios. The proposed model can also be tested
with other types of network data and integrated into existing FAMs to enhance their
performance for various real-time use cases.

The paper outline is: in Section 1, we provide an introduction to network forensics
and application-level DDoS attacks. Section 2 presents a comprehensive survey of
recent literature on detecting patterns of application-level DDoS attacks using network
forensics. The architecture of an effective VARMA LSTM-based model for detecting
DDoS attacks through the analysis of application-level packets is explained in Section 3.
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Section 4 elucidates and interprets the outcomes obtained from the proposed VARMA
LSTM-based model. Lastly, Section 5 draws conclusions and summarises the findings
of this study.

2 Related work

DDoS attacks represent a serious threat to the reliability of network infrastructure. These
kinds of attacks are frequently carried out by flooding a target system with an excessive
amount of traffic, rendering the system incapable of functioning normally. Analysis
of data packets performed at the application layer is one of the general methods for
identifying DDoS attacks (Guo et al., 2022). In an HTTP flood attack, the attacker can
utilise rented or self-owned servers to launch HTTP GET or POST requests towards the
target’s virtual machine (VM). As a consequence, the victim experiences a significant
increase in resource utilisation and monetary damages, and the intended host becomes
overloaded with HTTP floods, jeopardising the entire computing cluster (CC). Detecting
Web swarm attacks poses a challenge, as they employ legitimate HTTP requests to
overburden VM resources (Beitollahi et al., 2022). A new and effective approach was
proposed that utilises reinforced transformer learning to address the challenges posed
by DDoS with very short intervals, i.e., VSI-DDoS attacks in edge clouds. This novel
approach aims to mitigate issues such as tail latency and service availability, providing
enhanced protection against VSI-DDoS attacks (Bin et al., 2022). Nevertheless, these
attacks resulted in substantial resource depletion, including the energy level of sensory
nodes and network lifespan mitigation, leading to the crippling of entire networks
(Huang et al., 2020). In one of the research studies, an investigation was conducted
on application-level packet analysis and the performance of different methods for
detecting distributed denial of service attacks using application-level packet analysis
(Doriguzzi-Corin et al., 2020; Bhayo et al., 2020).

The concept of threshold-based detection is one of the earliest methods developed
for identifying DDoS attacks through application-level packet analysis (Harada et al.,
2022). To address security concerns in SDN architecture, an in-depth examination of
contemporary research and emerging trends utilising machine learning (ML) algorithms
for recognising DDoS attacks at the control level was done. Comparative analysis of
several well-known ML algorithms, including k-nearest neighbours (k-NN), support
vector machine (SVM) learning, decision tree algorithms (DT), as well as neural
network algorithms (ANN) is done. The efficacy of various feature selection techniques,
including neighbourhood component analysis (NCA) as well as minimum redundancy
maximum relevance (mMRMR) in conjunction with these ML algorithms, was also
examined (Ravi and Shalinie, 2020). A novel model and mitigation approach for
identifying and preventing low-frequency attacks on services provided by clouds using
containers is proposed by Li et al. (2019). The proposed technique involves segregating
instances into two distinct parts. The first portion deals with traffic generated by a
whitelist, which is considered appropriate, while the second part deals with unknown
requests, which can be both harmful and helpful. This isolation mechanism enhances the
security of container-based cloud services by efficiently detecting and blocking potential
threats while allowing legitimate traffic to proceed without interruption. Specialised
measures should be employed to mitigate DDoS flooding attacks at the application level
(Yungaicela-Naula et al., 2021). In this work, a benchmark is established for a specific
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measure (such as the number of messages per second). When the attack threshold
crosses it, the system is labelled as being under attack. Shield recurrent neural networks
(SRNN) are utilised in this approach (Alasmary et al., 2022).

Over the last decade, due to the widespread adoption of cloud services among
clients, it has become crucial to acknowledge that attacks such as DDoS pose a serious
danger to these services (Wahab et al., 2017). In this paper, a game-theoretic method
is adopted to demonstrate the interaction between sensor-instrument-edge VM pairs and
DDoS attackers. This approach involves investigating various constraints, including task
duration and resource allotment (Liu et al., 2020a; Alamri et al., 2020). It improves
reliability of resource utilisation.

However, this strategy can result in false positives when perfectly legitimate
communication is mistakenly identified as an attack under real-time scenarios (Doshi
et al., 2021). The compromised devices engage in continuous, uninterrupted transmission
of a high volume of packets across the network, deceptively masquerading as legitimate
traffic to the victim. Consequently, the host unknowingly interacts not only with various
devices but also with diverse types of packets (Abubakar et al., 2020). In a study
by Mohmand (2022), a novel hybrid model that combines random forest (RF) and
XGBoost was proposed for predicting DDoS attack traffic. The benchmark data was
pre-processed to remove irrelevant information, and relevant features were extracted
using the available information and labelled accordingly. The collected features and
tagged data were then used to train the hybrid model, resulting in a robust prediction
framework for DDoS attack detection. In some other study, the attack can be observed
from the attackers perspective. The study explores the ever-changing landscape of these
attacks, with a specific focus on understanding the dynamics of the attacking force. The
goal is to uncover any strategies employed by these malicious actors and shed light on
the intricacies that occur behind the scenes (Wang et al., 2018). A novel framework
called P4DDoS is introduced which aims to detect DDoS attacks in the data plane of
P4 switches. The proposed framework leverages estimations of empirical entropy using
CountMin, count sketch, and P4LoglLog techniques with low relative error to accurately
identify and mitigate DDoS attacks (Ding et al., 2021).

Utilising machine learning strategies is yet another method for identifying SDoS
attacks through application-level traffic analysis (Biswas et al., 2020). The researchers
have utilised the RBM technique for dimension reduction while employing a scalable
deep CNN model in a flow-based network like SDN to effectively mitigate DDoS
attacks (Haider et al., 2020; Cviti¢ et al., 2021). Here, they have introduced a novel
and scalable approach named WisdomSDN, which serves as an efficient solution in the
context of software-defined networking, effectively defending against the amplification
of DNS threats (Abou El Houda et al., 2020; Zhou et al., 2021). Cybersecurity
concerns are tackled through a sociotechnical approach, placing strong emphasis on
the meticulous design of secure network elements that form the foundation of the
i-voting platform’s implementation. The system provided a conducive environment
for conducting penetration testing aimed at uncovering any underlying security
vulnerabilities within the i-voting network (Nwankwo et al., 2023).

Algorithms trained by machine learning can become familiar with the typical
behaviour of the system and recognise when it deviates from its usual operations
(Elsaeidy et al., 2021). The researchers (Maity et al., 2021) have introduced a novel
approach for detecting attacks on DDoS in the context of SDN, or software-defined
networks, using a probabilistic-based method. Their approach leveraged the central limit
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theorem and probability theory to analyse outcomes and identify DDoS attacks, with
a particular focus on attacks due to resource depletion. The suggested technique used
the transmission control protocol (TCP) preamble to distribute incoming packets for
offline training and to improve detection accuracy. Chen et al. (2021) and Arturo et al.
(2020) successfully employed a diverse range of machine learning methods to effectively
detect and identify low-volume DDoS attacks, resulting in remarkable accuracy. In
this research, they focused on novel application-layer DDoS attacks by examining
distinctive attributes within incoming packets. These attributes encompassed dimensions
such as HTTP frame packet dimensions, the volume of internet protocol (IP) addresses
transmitted, steady port mappings, and the utilisation of proxy IP addresses. To gauge
the efficacy of metrics-driven attack detection, a deep learning algorithm known as the
multilayer perceptron (MLP) was employed (Ahmed et al., 2023).

These algorithms can be taught to recognise abnormalities in normal traffic by first
being trained on a dataset consisting of normal traffic and then being used to analyse
traffic in real-time. However, to train with this method, a significant quantity of data is
necessary, and the quality of the data used for training can impact how accurately the
algorithm performs (Derya and Anarim, 2020). They have investigated attacks against
widely deployed internet of things (IoT) devices that exploit DDoS vulnerabilities
in smart home environments. They also analyse the effects of these attacks on the
power consumption of the affected devices. However, the report does not delve into
the response of IoT sensors to such attacks (Tushir et al., 2020). The application
of blockchain security features in IoT edge devices is noteworthy, as it involves
segregating the control layer from the application layer. This separation facilitates the
implementation of diverse features of the cellular network, including safeguarding data
as well as authentication. Nevertheless, there are still hurdles to overcome, including the
provision of energy-efficient resources and ensuring privacy (Yeh et al., 2020). Due to
the mobility of vehicles within an inter-vehicle network, attackers can easily initiate an
attack using DDoS, leading to a complete halt of all network services (Li et al., 2021b).
The study presents a machine learning-based approach to identifying DDoS attacks in an
SDN-WISE IoT controller. A detection module is integrated into the controller, utilising
naive Bayes, decision tree, and support vector machine (SVM) algorithms to classify
network packets. A controlled test environment is setup to simulate DDoS attack traffic,
which is captured using a logging mechanism. The captured data is pre-processed to
create a dataset for analysis. The study focuses on enhancing DDoS detection within
SDN-IoT networks through effective machine learning techniques (Bhayo Jalal et al.,
2023).

Utilising strategies for traffic categorisation is a third method for identifying DDoS
attacks (Praseed and Thilagam et al., 2019; de Miranda Rios et al., 2021) through
application-level packet analysis. Methods for classifying traffic can determine the
nature of the traffic (e.g., HTTP, FTP, or SMTP) and identify any deviations from the
typical structure of that traffic. However, this method can be very resource-intensive
because it relies on comprehensive packet examination to categorise the traffic sets. This
study delves into the concept of DDoS attacks, providing insights into the perspectives
of the various studies conducted. It comprehensively explores the diverse array of
potential DDoS attack types, accompanied by a range of machine learning approaches
including naive Bayes, decision tree, SVM, random forest, and others. Furthermore,
the discussion extends to encompass the multifaceted nature of DDoS attacks, covering
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various manifestations, all of which are addressed within this article (Marwane et al.,
2017).

Figure 1 Overall flow of the proposed model for identification of application-level DDoS
attacks (see online version for colours)
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There have been multiple attempts made by researchers using numerous detection
methods, such as threshold-based detection, machine learning, traffic categorisation,
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etc., to identify DDoS attacks through application-level packet analysis (Harada et al.,
2022; Ravi and Shalinie, 2020; Li et al., 2019; Yungaicela-Naula et al., 2021; Alasmary
et al., 2022; Doshi et al., 2021; Abubakar et al., 2020; Mohmand et al., 2022;
Wang et al., 2018; Ding et al., 2021). These strategies have the potential to increase
the precision of the monitoring system while simultaneously reducing the number of
false positives. However, since they require the utilisation of a variety of different
monitoring methods, they result in a significant investment of time and resources. Thus,
application-level packet analysis is a potentially useful method for identifying DDoS
attacks. Nevertheless, every strategy has its own set of benefits and drawbacks to
consider. The choice of strategy will be determined by the specific needs of the system
as well as the resources available in the given network deployment.

3 Proposed design of an efficient VARMA LSTM-based model for identification
of DDoS attacks via application-level packet analysis

In the existing application-level DDoS attack detection models, it has been observed
that either the developed system is very complex or it does not support multiple
attack scenarios. To overcome these issues, we are proposing an efficient approach
combining VARMA and LSTM-based model for the identification of DDoS attacks via
application-level packet analysis. As shown in Figure 1, the proposed model originally
uses an efficient VARMA model to learn hierarchical features from the raw packet
data in multiple domains, including time, frequency, and spatial domains. The learned
features are augmented via the LSTM model and then fed into a fully connected neural
network for classification into multiple attacks.

The model initially collects application-level network parameters, including
destination port, flow duration, total forwarded packets, total backward packets, total
length of forwarded packets, total length of backward packets, forwarded packet
length, maximum length of forwarded packet, minimum length of forwarded packet,
standard deviation of forwarded packet length, minimum segmented size of forward
packets, active mean, active standard deviation, active maximum, active minimum,
idle mean, idle standard deviation, idle maximum, idle minimum, and the label of
the packets. All these parameters are then converted into multidomain feature sets
via frequency, entropy, spatial, approximate and detail components. These components
assist in representing the packet parameters as feature vectors, which can be further
processed through the hybrid VARMA LSTM process. To perform this task, frequency
components are estimated using equation (1), where discrete Fourier transform (DFT) is
employed for analysis as follows: the DFT is given by:

Ny .. ..
DFT, = {cos <2]7\;”) — V/—Tsin (2;;]” (1)

j=1 !

where = and IV represents value of the collected features, and total number of collected
features.
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Algorithm 1 Detection of application-level DDoS

Input: Network data samples
Output: Detection of application-level DDoS
Process:
for each input packet do
Find frequency, cosine, Gabor and wavelet features
Estimate VARMA coefficients as follows,
yt = c+ Arye—1 + A2yt—2 + ... + Apyt—p + Bret—1 + Baer—o + ... + Bger—q + €1
Estimate LSTM features as follows,
hi = f(Wxze + Uhs—1 + b)
yi = g(V *he +c)
end for
Apply GA for selection of features
for cach iteration do
for each solution do
Identify stochastic solutions via selection of features
Find ﬁtness as follows

TG

N Z'L 1 tpb"rtn +fpl+fnl

end for
end for
Use selected features for the classification process.

In a similar manner, entropy components are estimated via equation (2), where discrete
cosine transform (DCT) is used, as follows: the DCT equation is given by:

(2i 4+ )7
xlz%m[ e e

where 7 and j are indices, Ny is a constant, x; and x; are variables, and cos denotes
the cosine function.

To estimate spatial components, the VARMA model uses Gabor analysis, which is
done as per equation (3),

The equation is given by:

DCT; =

224922 92
G(z,y)s =e 207 cos (;\Tx’) 3)

where x, y are collected component indices and respective values, while J, @ and
A represents Gabor’s angular and wavelength constants. For approximate and detailed
analysis, the model uses Haar wavelet components which are estimated via equations (4)
and (5) as follows,

The equation is given by:

W, = Ti ¥ Tig1 4)
2
W, = Z T T (5)

2
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where x; and x;, 1 are variables.

All these features are combined to form a VARMA DDoS feature vector
(VFDV), which is processed by a fusion of VARMA and LSTM for identification of
Application-level DDoS attacks.

VARMA is a statistical method commonly used for time-series analysis, including
the detection of anomalies such as application-level DDoS attacks. The VARMA model
is an extension of the autoregressive moving average (ARMA) model, which can capture
dependencies and patterns of multiple variables simultaneously. The model can be
represented by equation (6),

The equation is given by:

Y = C + Alyt—l + Agyt_g + ...+ Apyt—p + Blet_l + Bget_g —+ ... (6)
+ Bq €t—q + €y

where y; is a p-dimensional vector of observed VFDV variables at time ¢, ¢ is a

p-dimensional vector of constants, A, As,..., A, are p X p matrices of autoregressive

coefficients. e; is a p-dimensional vector of error terms at time ¢, By, Ba, ..., B, are

p X p matrices of moving average coefficients, q is the order of the moving average

process.

To detect application-level DDoS attacks using VARMA, we initially modelled the
normal traffic behaviour and identified deviations from it as potential attacks. The
VARMA model was trained on the network traffic data during a period of normal
operation, and then the model was used to predict the expected traffic behaviour. If
the actual traffic deviates significantly from the expected behaviour, it may indicate the
presence of a variation of application-level DDoS attacks.

We also used the residuals of the VARMA model as a measure of inconsistent
behaviour sets. Residuals are the differences between the actual and predicted values,
and their magnitude indicates the extent of deviation from the normal behaviour. If
the residuals exceed a threshold, it may indicate the presence of an augmented set of
application-level DDoS attacks.

LSTM and VARMA are two different models that can be used to analyse time-series
data samples. This text combines these models to provide better performance for
detecting application-level DDoS attacks in network traffic datasets. The combined
model is called VARMA-LSTM, which utilises the strengths of both models to capture
the complex temporal dependencies in the data samples. After estimating the VARMA
coefficients, the LSTM coefficients are estimated via equations (7) and (8),

hi = f(Waxy +Uhg_q + b) (7

yi = 9g(Vhe +c) ()
While, the combined coefficients are estimated via equation (9) as follows,

Ye = yp + e ©)
where h; is the hidden state of the LSTM model at timestamp ¢, f is the activation

function of the LSTM model, such as the sigmoid or tanh function, W, U and V are
the weight matrices of the LSTM model, b and c are the bias terms of the LSTM model
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and the output layer, respectively, y; is the predicted output of the LSTM model at
timestamp ¢, g is the activation function of the output layer, such as the softmax or
linear functions.

Algorithm 2 Estimation of the value of k using a genetic algorithm

Result: Updated VARMA LSTM threshold for efficient identification of
application-level DDoS attacks.
Input : NS: number of solutions to be generated
NE: total number of evaluation packets
NI: number of iterations to be performed
LR: learning rate for the genetic algorithm process
Output: k: the value of k that maximises fitness

Generate NS solutions by selecting stochastic value of k£ via equation (11);
for i < 1 to NS do
‘ k[i] + stochastic number generation(0.1, 1);
end
for i < 1 to NS do
fitness[i] <+ 0;
for j < 1to NE do
tplj], tn[j], foli], fnlj] < test VARMA LSTM model(k[i]);
fitnessli] < fitness(i] + (tp[j] + tn[j])/(tpls] + tnlj] + fplj] + fnli]);
end
fitness[i] < fitness[i]/NFE;
end
ftn < 0;

for i 1 to NS do
| fin = fen + fitness[i] « LR;
end
ftn < fin/NS;
for iter <— 1 to NI do
for i < 1 to NS do
if fitness[i] > fun then
‘ Select another solution for crossover; crossover(k[é], k[7]);
else
‘ Mutate k[i] via equation (11);
end
end

end

max_fitness < 0;

for i < 1 to NS do
if fitness[i] > max_fitness then

mazx_fitness < fitness[i]; maxy < k[i];

end

end

update VARMA LSTM threshold(maxy);

To detect application-level DDoS attacks using VARMA-LSTM, we trained the VARMA
model on the network traffic data to capture temporal dependencies and predict expected
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behaviours. Then, the residuals of the VARMA model were fed into the LSTM model as
input sequences to further capture complex temporal patterns and detect inconsistencies.
The LSTM model also learns the temporal patterns of the residual sequences and adjusts
its predictions. The output of the LSTM model is combined with the predicted values
from the VARMA model to obtain the final predictions. If the difference between the
actual and predicted values exceeds a certain threshold, which is estimated via equation
(10), it indicates the presence of an augmented set of application-level DDoS attacks.

threshold = 4+ k *x o (10)

where p is the mean of the residuals of the VARMA (p, q) model, o is the standard
deviation of the residuals, and % is a tuning parameter that controls the sensitivity of the
threshold value sets. Threshold is the value above which the residuals are considered
inconsistent. The value of k£ can be determined based on the desired false positive rate
and false negative rates. A high value of k can lead to a high false positive rate, meaning
that normal traffic may be incorrectly classified as an augmented set of attacks. A low
value of k can lead to a high false negative rate, meaning that attacks may go undetected
for real-time scenarios.

Thus, to estimate the value of £ a genetic algorithm (GA) was used, which works
as per the following operations.

Initially generate a set of NS solutions by selecting stochastic value of k via
equation (11),

k = STOCH(0.1,1) (11)

where STOCH is a stochastic number generation process.

Based on this value, test the VARMA LSTM Model for different malicious and
normal attack packets.

Estimate the fitness value of solution via equation (12),

1 ty + t,
f=N23 +tp1:fm+f (12)
i—=1 Pi i Di i
where N represents total number of evaluation packets, while ¢,, ¢,, f, and f,
represents the true positive, true negative, false positive andl false negative rate for
identification of normal and malicious packets.
This process is repeated for NS solutions, and a fitness threshold is estimated via
equation (13),

1 Js
fin = N—S;ﬁ*LR (13)

where LR is the learning rate for genetic algorithm process.

After generation of these solutions, if f > f;;,, then current solution is cross over
to the next iteration, otherwise it is mutated via equations (11) and (12), and then
passed on the next set of iterations. This process is continued for NV; iterations, and
new solutions are generated for each set of iterations. After completion of NNV; iterations,
solution with maximum fitness is selected, and its k£ value is used for updating VARMA
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LSTM threshold for efficient identification of application-level DDoS attacks. Thus, the
VARMA-LSTM model when combined with GA for threshold tuning provides better
performance for detecting application-level DDoS attacks in network traffic data by
combining the strengths of both models. Performance of this model was compared under
different scenarios, and can be observed from the next section of this text.

4 Results and discussion

The proposed model employs an efficient VARMA model to learn hierarchical
features from the raw packet data in time, frequency, and spatial domains. The
learned features are augmented by the LSTM model and then combined to form
a compact and informative representation of the packets. This representation is
then input into a fully connected neural network for classification into multiple
attacks. Experiments were conducted on real-world network datasets, including
the application-layer DDoS dataset, which can be downloaded from Application
Layer Dataset (https://www.kaggle.com/datasets/wardac/applicationlayer-ddos-dataset),
were conducted to evaluate the proposed model under real-time scenarios. The accuracy
of application-level DDoS classification (A), precision of classification (P), recall
of classification (R), and approximation of the delay required for classification (d)
operation sets were compared to verify the performance of this model. Equations (14),
(15), (16) and (17) were used to determine these parameters, which were then compared
to AE MLP (Wei et al., 2021), QLD CNN (Liu et al., 2020b), and SRNN (Alamri et al.,
2020), which employ comparable projection techniques.

tp, +1

, 14
Nztpl—i_t +f1h+fm ( )
15
N, Z tp, + fp (15)
16
N;Pz+tnL+fp,+fn, ( )

1
d NS (tscomp]elei - tsslarti) (17)

¢i=1
where ¢5,,,,.., and i, are the completion and starting timestamps for the classification

process.

The dataset contains a total of 1.06 million records, consisting of different
application-level DDoS classes. Out of the 1.06 million samples, nearly 650k samples
were used for training, while 353k each were used for validation and testing operations.
Based on this strategy, performance measures were evaluated, and the accuracy of
application-level DDoS classification was tabulated with respect to different numbers of
test samples (NTS) in Table 1.
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Table 1 Average accuracy for estimation of application-level DDoS attacks

NTS Accuracy Accuracy Accuracy Accuracy
AE MLP QLD CNN SRNN VLMD ALP
25k 77.02 83.23 82.22 90.95
42k 77.14 83.55 82.44 91.18
56k 77.24 83.86 82.64 914
70k 77.35 84.17 82.85 91.61
84k 77.46 84.48 83.06 91.83
100k 77.59 84.79 83.28 92.06
115k 77.73 85.1 83.51 92.29
130k 77.87 85.42 83.75 92.53
141k 78.02 85.73 83.98 92.77
155k 78.18 86.06 84.23 93.02
171k 78.33 86.4 84.48 93.27
185k 78.49 86.76 84.74 93.54
176k 78.66 87.14 85.01 93.82
211k 78.84 87.53 85.3 94.12
228k 79.03 87.94 85.59 94.43
242k 79.22 88.36 85.89 94.75
256k 79.42 88.78 86.2 95.07
270k 79.62 89.2 86.5 95.4
282k 79.82 89.63 86.81 95.73
298k 79.98 89.98 87.07 95.99
305k 80.13 90.32 87.31 96.25
329k 80.27 90.65 87.55 96.49
341k 80.4 90.97 87.78 96.73
353k 80.53 91.28 88.1 96.95

Table 2 Average precision for estimation of application-level DDoS attacks

NTS Precision Precision Precision Precision
AE MLP OLD CNN SRNN VLMD ALP
25k 83.52 79.17 75.5 85.26
42k 83.74 79.77 75.9 85.68
56k 83.92 80.36 76.28 86.07
70k 84.1 80.95 76.68 86.46
84k 84.31 81.56 77.09 86.86
100k 84.56 82.18 77.53 87.29
115k 84.85 82.8 77.98 87.74
130k 85.13 83.42 78.45 88.21
141k 85.35 84.05 78.95 88.71
155k 85.46 84.68 79.49 89.24
171k 85.42 85.3 80.1 89.81
185k 85.23 85.92 80.76 90.42
176k 84.92 86.54 81.47 91.08
211k 84.54 87.15 82.21 91.75
228k 84.2 87.77 82.94 92.42
242k 83.97 88.39 83.63 93.07
256k 83.89 89.01 84.24 93.66
270k 83.96 89.63 84.79 94.2
282k 84.16 90.26 85.28 94.69
298k 84.37 90.88 85.74 95.15
305k 84.58 91.49 86.19 95.61
329k 84.74 92.1 86.66 96.07
341k 84.84 92.72 87.16 96.55
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NTS Recall Recall Recall Recall
AE MLP QLD CNN SRNN VLMD ALP

25k 70.08 74.32 80.93 85.54
42k 70.26 74.67 81.22 85.8
56k 70.41 75 81.5 86.05
70k 70.54 75.33 81.79 86.31
84k 70.67 75.66 82.08 86.58
100k 70.81 76 82.38 86.86
115k 70.97 76.35 82.69 87.14
130k 71.16 76.71 82.99 87.43
141k 71.38 77.09 83.29 87.73
155k 71.62 77.49 83.59 88.04
171k 71.87 77.92 83.9 88.37
185k 72.13 78.37 84.21 88.71
176k 72.4 78.83 84.54 89.07
211k 72.66 79.3 84.88 89.43
228k 72.9 79.76 85.22 89.79
242k 73.14 80.2 85.57 90.14
256k 73.38 80.63 85.92 90.48
270k 73.61 81.06 86.27 90.82
282k 73.85 81.48 86.61 91.15
298k 74.05 81.86 86.92 91.44
305k 74.25 82.24 87.22 91.74
329k 74.44 82.62 87.52 92.04
341k 74.64 83 87.82 92.33
353k 74.83 83.37 88.12 92.62
Table 4 Average delay for estimation of application-level DDoS attacks

NTS Delay Delay Delay Delay

AE MLP QLD CNN SRNN VLMD ALP

25k 171.95 168.5 165.85 140.18
42k 172.59 170.03 166.86 141.08
56k 173.1 171.56 167.81 141.93
70k 173.56 173.11 168.77 142.78
84k 174.07 174.71 169.76 143.65
100k 174.66 176.34 170.81 144.54
115k 175.33 177.98 171.89 145.44
130k 176.07 179.58 172.97 146.28
141k 176.84 181.09 174.01 146.97
155k 177.64 182.63 175.07 147.72
171k 178.43 184.16 176.13 148.43
185k 179.21 185.67 177.16 149.11
176k 179.99 187.16 178.19 149.78
211k 180.77 188.68 179.24 150.49
228k 181.56 190.27 180.33 151.31
242k 182.34 191.81 181.38 152.05
256k 183.13 193.34 182.44 152.78
270k 183.91 194.88 183.49 153.51
282k 184.7 196.41 184.55 154.24
298k 185.48 197.95 185.6 154.98
305k 186.27 199.49 186.66 155.71
329k 187.05 201.02 187.71 156.44
341k 187.84 202.56 188.77 157.18
353k 188.62 204.09 189.82 157.91
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The proposed model can accurately assess various application-level DDoS attacks due
to its utilisation of multimodal feature extraction models along with the VARMA and
LSTM processes. It was found that the proposed model was able to increase the attack
detection accuracy by 15.16% when compared with AE MLP (Wei et al., 2021), 6.70%
when compared with QLD CNN (Liu et al., 2020b), and 8.82% when compared with
SRNN (Alamri et al., 2020) under different use cases. This accuracy was estimated
with respect to various test samples as shown in Table 1. The use of GA-based
threshold adjustment helps improve the categorisation performance even under smaller
datasets and contributes to the enhancement of these accuracy levels. The precision for
identifying these attacks was also calculated and demonstrated in Table 2 relative to the
number of test samples (NTS).

It was found that our proposed model was able to increase attack recognition
precision by 6.43% when compared to AE MLP (Wei et al., 2021), 4.73% when
compared to QLD CNN (Liu et al., 2020b), and 9.59% when compared to SRNN
(Alamri et al., 2020) under various use cases, as shown in Table 2.

By utilising multimodal feature extraction models in conjunction with the VARMA
and LSTM processes, the proposed model can effectively assess various types of
application-level DDoS attacks with a high recall rate. The proposed model was able
to enhance the attack detection recall by 16.64% when compared to AE MLP (Wei
et al., 2021), 10.26% when compared to QLD CNN (Liu et al., 2020b), and 4.51%
when compared to SRNN (Alamri et al., 2020) under various use cases, as shown in
Table 3. Similarly, the latency required for identification of these attacks was evaluated
and contrasted in Table 4 relative to the type of attack, w.r.t. NTS.

As depicted in Table 4, the proposed system is able to increase attack recognition
performance by 30.44% when compared to AE MLP (Wei et al., 2021), 37.02% when
compared to QLD CNN (Liu et al., 2020b), and 28.36% when compared to SRNN
(Alamri et al., 2020) under various use scenarios.

5 Conclusions

Our research focuses on devising a model for detecting application-level DDoS attacks
with high accuracy, precision, recall, and speed. The model utilises a VARMA model
for hierarchical feature learning from raw packet data in time, frequency, and spatial
domains. The learned features are then augmented by an LSTM model and combined
to form a compact and informative representation of the packets, which are classified
into multiple application-level DDoS attacks using a fully connected neural network.
The model also employs GA-based threshold adjustment to improve categorisation
performance, especially with smaller data samples.

The integration of VARMA and LSTM techniques for detecting DDoS attacks
through packet analysis presents potential drawbacks. These encompass concerns
regarding data quality, computational complexity, interpretability, and the ability to
generalise. To mitigate these limitations, it is imperative to employ strategies such as
data augmentation and the incorporation of domain-specific features. These measures
are pivotal in enhancing the overall performance of the model.

Future work includes validating the model’s performance for a larger number
of attacks and a larger dataset corpus, as well as exploring the use of Q-learning,
transformer models, auto encoder-based models, generative adversarial networks
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(GANSs), and hybrid bio-inspired models to further improve the model’s efficiency under
heterogeneous attack scenarios and real-time situations.
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