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Abstract: Elections hold immense significance in shaping the leadership of a 
nation or organisation, serving as a pivotal moment that influences the 
trajectory of the entity involved. Despite their centrality to modern democratic 
systems, elections face a significant hurdle: widespread mistrust in the electoral 
process. This pervasive lack of confidence poses a substantial threat to the 
democratic framework, even in the case of prominent democracies such as 
India and US, where inherent flaws persist in the electoral system. Issues such 
as vote rigging, electronic voting machine (EVM) hacking, election 
manipulation, and polling booth capturing remain prominent concerns within 
the current voting paradigm. Leveraging blockchain for electronic voting 
systems offers an effective solution to alleviate the prevailing apprehensions 
associated with e-voting. By incorporating blockchain into the electoral 
process, the integrity and security of the system could be significantly 
strengthened, addressing the current vulnerabilities and fostering trust in 
democratic elections. 

Keywords: blockchain; e-voting system; secured; ethereum; decentralised; 
digitalising. 
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1 Introduction 

Elections serve as essential foundations of a democratic system, providing the general 
public with the opportunity to voice their opinions through the act of voting. Given their 
pivotal role in shaping society, it is imperative that the election process upholds 
transparency and reliability to maintain the trust and credibility of all participants. Within 
this framework, the methodology of voting continuously evolves to adapt to changing 
needs and circumstances (Jafar et al., 2021). Our research centers on leveraging ICT 
advancements through electronic machines within polling stations, particularly during 
public votes like the General Election in the UK. The primary objective is to explore the 
challenges associated with this approach and identify potential solutions to mitigate them. 
We aim to understand and address the complexities that arise when integrating electronic 
technology into the voting process, especially in the context of a widespread electoral 
event such as a General Election. By examining these challenges and proposing solutions, 
our research contributes to the ongoing discourse on enhancing the efficiency, security, 
and overall effectiveness of electronic voting systems within the democratic framework 
(Cohen and Fischer, 1985). 

Ensuring electoral integrity is imperative not only for the functioning of democratic 
nations but also for fostering trust and accountability among state voters. The choice of 
political voting methods plays a pivotal role in this regard. From a governmental 
perspective, the adoption of electronic voting technologies has the potential to enhance 
voter participation and instil confidence, thereby reigniting interest in the electoral 
process (Zachariadis et al., 2019). Elections, as a fundamental mechanism for democratic 
decision-making, have long been a societal priority. With the growing volume of  
votes being cast, citizens are increasingly recognising the significance of the electoral 
system. Essentially, the voting system serves as the mechanism through which 
individuals determine their representatives in both political and corporate governance. 
Democracy, fundamentally, revolves around voters selecting representatives through the 
act of voting. 

In 2008, an individual or group using the pseudonym Nakamoto introduced a new 
digital currency known as Bitcoin. This currency was built on blockchain technology, 
which was seen as potentially groundbreaking in various sectors like finance and 
governance. Blockchain, in essence, is a system of interconnected blocks forming a  
chain-like data structure (Nakamoto, 2009). These blocks are stored across a network of 
nodes, where they are collectively validated and updated through a specific algorithm. 
This technology allows for secure and transparent record-keeping without the need for a 
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central authority, making it highly versatile and impactful in numerous fields 
(Poniszewska-Maraundefinedda et al., 2020). 

Blockchain has garnered substantial attention due to its widespread applications in 
finance, healthcare, and supply chain management systems (Davor and Sajter, 2019). 
Conceptually, a blockchain functions as a data structure that continuously records and 
shares all transactions starting from its inception. It operates as a decentralised, 
distributed database, ensuring the security of data records against unauthorised 
manipulation. Users can connect to the network, submit new transactions, verify existing 
transactions, and contribute to the creation of new blocks. Each block is associated with a 
cryptographic hash, essentially a fingerprint, which remains valid unless the block’s data 
is altered. Any changes to the data result in an immediate alteration of the cryptographic 
hash, serving as an indicator of potential malicious activity (Zhang et al., 2018). With its 
robust cryptographic foundations, blockchain is increasingly utilised to counteract 
unauthorised transactions across diverse domains. 

Enhanced transparency facilitated by open and distributed ledgers. Inherent 
anonymity of voters. Improved security and reliability, especially in guarding against 
Denial-of-Service attacks. Immutability, ensuring the integrity of the voting process and 
individual ballots (Chondros et al., 2019). By distributing vote information across 
thousands of computers, blockchain makes it virtually impossible to alter or erase votes 
once cast, fostering greater trust between voters and governments by safeguarding their 
data. Blockchain enables voters to cast their ballots conveniently via smartphones or 
computers using dedicated applications, eliminating the need for long queues at polling 
stations (Benítez-Martínez et al., 2021). Importantly, implementing blockchain does not 
necessarily require governments to overhaul their existing systems; instead, they can 
adapt their current platforms accordingly. One notable limitation of blockchain is its 
capacity to handle only small text strings that record balance transfers between parties. 

To ensure a fair and transparent voting process, certain security properties must be 
met, including authentication, transparency, anonymity, integrity, security, privacy, 
mobility, fairness, and verifiability. However, implementing these properties in an 
Ethereum-based application can be costly (Bandhu et al., 2023a; Hanifatunnisa and 
Rahardjo, 2017). Thus, our focus is on discussing how the proposed system satisfies these 
security requirements while minimising compute and storage costs. Furthermore, there 
are several benefits associated with utilising blockchain technology. Here are some of 
them (Bandhu et al., 2023b; Vaigandla et al., 2023): 

1 Decentralisation: In e-voting systems, decentralisation ensures that no single entity 
has control over the voting process. Instead, the voting data is distributed across 
multiple nodes in the network, reducing the risk of manipulation or fraud. Each node 
in the network holds a copy of the voting ledger, and changes to the ledger must be 
agreed upon by a consensus of the network participants, ensuring the integrity of the 
voting process. 

2 Transparency: Transparency in e-voting systems ensures that all participants, 
including voters, candidates, and election officials, have access to the same 
information about the voting process. This transparency helps build trust in the 
system by allowing stakeholders to verify the integrity of the voting results. With 
blockchain technology, every transaction or vote cast is recorded on the blockchain 
and is visible to all participants, ensuring transparency and accountability. 
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3 Immutability: Immutability ensures that once a vote is recorded on the blockchain, it 
cannot be altered or deleted. This property is crucial for maintaining the integrity of 
the voting process and preventing tampering or manipulation of votes. In e-voting 
systems, immutability ensures that the voting results are final and cannot be changed 
after the fact, providing assurance to voters that their votes will be counted 
accurately. 

4 Accessibility: Blockchain-based e-voting systems can increase accessibility for 
voters, especially those who are unable to physically attend polling stations. Through 
secure digital platforms, voters can cast their ballots from anywhere with an internet 
connection. 

5 Auditability: Every transaction on the blockchain is timestamped and linked to 
previous transactions, creating a transparent audit trail. This auditability is crucial in 
ensuring the accuracy and fairness of election results. 

6 Reduced fraud: The combination of cryptographic security, transparency, and 
immutability makes blockchain-based e-voting systems highly resistant to fraud.  
It significantly reduces the risk of unauthorised access, tampering, or manipulation of 
votes. 

7 Faster results: With traditional voting systems, it can take time to count and verify 
votes manually. Blockchain technology enables real-time vote counting and result 
verification, leading to faster and more accurate election outcomes. 

8 Trust and confidence: Ultimately, the benefits of blockchain in e-voting contribute to 
building trust and confidence in the electoral process. When voters have faith in the 
security and fairness of the system, they are more likely to participate and accept the 
outcome of elections. 

2 Literature review 

Initially, voting was conducted using paper-based methods, involving manual voting and 
counting processes. Subsequently, paper punch cards were introduced, where votes were 
manually punched and counted electronically. This method was later replaced by mark 
sense and digital pen voting, requiring voters to queue up to cast their votes using 
machines. Currently, electronic voting systems are in use, employing the modular square 
root and blind signature system to ensure voter secrecy. These systems prioritise voter 
confidentiality, ballot secrecy, anonymity, and minimal computational costs to enhance 
the integrity and security of the voting process (Selvarani et al., 2017). 

Many researchers and professionals are working on solving the issues related to 
casting votes. Traditional voting systems encounter challenges like human errors in 
manual ballot counting, causing inaccuracies and delays in result announcements. Digital 
voting system minimise trust in central authorities and enhance voting process fairness. 
The system employs a Solidity smart contract, two NodeJS servers, and an Angular 
framework interface, demonstrating its functionality on the Sepolia testnet. It ensures 
ballot privacy, individual verifiability, eligibility, fairness, accuracy, uniqueness, 
robustness, and universal verifiability. Notably, it leverages blockchain to secure and 
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transparently broadcast ballot results, allowing public audits for result verification (Khan 
et al., 2020). 

Extensive research has been conducted on electronic voting systems, which allow 
voters to vote from their mobile phones, computers, or other electronic devices. However, 
these technologies have not been widely adopted due to security worries about their 
potential impact on vote integrity. This study explores a blockchain-based electronic 
voting system that is secure, transparent, and robust (Abayomi-Zannu et al., 2019). 

The exploration of challenges and opportunities of blockchain for e-voting revealed a 
multifaceted landscape. Identified challenges included addressing scalability concerns to 
accommodate high transaction volumes during elections, ensuring privacy and anonymity 
while maintaining transparency, mitigating the risk of cyberattacks, and overcoming 
regulatory hurdles. Additionally, accessibility issues were noted to be crucial in ensuring 
all voters, regardless of technological proficiency or access to resources, could participate 
in the e-voting process securely. However, the literature also highlighted numerous 
opportunities for revolutionising e-voting through blockchain. Its immutable ledger was 
found to ensure the integrity of voting records, reducing the risk of fraud and 
manipulation. Smart contracts were recognised for their potential to automate and 
streamline voting processes, improving efficiency and reducing costs. Decentralisation 
was noted to foster trust by eliminating reliance on centralised authorities, while 
cryptographic techniques secured data transmission and storage. Furthermore, blockchain 
enabled real-time verification of voting results, enhancing transparency and public trust 
in the electoral process. Despite challenges, the literature indicated that the potential of 
blockchain to transform e-voting was significant, promising greater inclusivity, integrity, 
and efficiency in democratic practices (Taş et al., 2020). 

The groundbreaking decentralised voting platform built on the Ethereum Blockchain, 
with a key focus on curbing multiple votes per mobile (MSISDN). The platform’s 
innovation extends its applicability to national government elections, suggesting 
enhancements through fingerprint authentication or specialised devices in voting centers. 
Emphasising adaptability, the user interface and results visualisation can be tailored to 
meet diverse customer requirements. Positioned as a viable alternative to centralised 
systems reliant on SMS polling, this platform has the potential to streamline voting 
processes for governments, competitions, and expositions. Beyond its technological 
implications, the paper introduces a transformative business model for voting service 
providers, engaging key stakeholders such as voting event organisers, service providers, 
and voters (Khoury et al., 2018). 

Blockchain technology offers a secure solution for electoral system challenges by 
employing hash values to link and safeguard voting records at each polling station. The 
addition of digital signatures enhances reliability, ensuring a tamper-resistant process. 
Unlike Bitcoin, this electoral blockchain sequence eliminates the need for mining due to 
the clarity and non-duplicative nature of voter data. The proposed sequence establishes 
legal connections between nodes, reducing the risk of data collisions during transmission. 
In essence, this application of blockchain principles fortifies voting process security, 
fostering transparency and trust in the electoral system (Sridharan, 2013). 

The significant role of hash functions in cryptography, such as MD5, SHA, RIPEMD-
160, CBC-MAC, and MD5-MAC, have demonstrated their versatility beyond encryption, 
finding applications in authentication, virus checking, and digital signatures. 
Surprisingly, despite advancements in machine capabilities, performance tests reveal  
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modest improvements in hash function processing speeds, emphasising the resilience of 
established algorithms like SHA-1. Importantly, within the dynamic landscape of 
blockchain technology, the significance of hash functions echoes, as they underpin the 
security and integrity of distributed ledgers. As cryptography navigates the quantum era, 
the intersection with blockchain technology amplifies the need for resilient hash 
functions as foundational elements in ensuring the continued trustworthiness of 
decentralised systems (Yi, 2019). 

Using a consortium blockchain emerges as a compelling option for e-voting systems 
due to its unique features. Unlike public blockchains, consortium blockchains (like: 
Hyperledger, Contour, Quorum and Corda) are permissioned, providing controlled access 
to a pre-selected group of participants. This attribute ensures heightened privacy and 
security, essential for sensitive voting information. Consortium blockchains enable 
customisation based on specific voting requirements, allowing for the implementation of 
tailored smart contracts. The governance structure is typically shared among the 
consortium members, promoting collaboration while maintaining a level of control. This 
makes consortium blockchains well-suited for scenarios where a trusted group of entities, 
such as government agencies or election authorities, collaborates to facilitate secure, 
transparent, and efficient e-voting processes (Elisa et al., 2019). 

Choosing between Hyperledger and Ethereum for an e-voting system involves 
weighing distinct features. Hyperledger’s permissioned structure ensures controlled 
access, enhancing privacy, and its Byzantine fault tolerance mechanism ensures security, 
ideal for enterprise applications. Ethereum’s public blockchain promotes decentralisation 
but grapples with scalability issues and gas fees. While Ethereum’s standardised smart 
contract approach facilitates rapid development, it may limit customisation. The decision 
depends on factors like use case, participant dynamics, flexibility, scalability, and 
transaction costs, all influencing the selection for a secure, transparent, and efficient  
e-voting system. Despite scalability challenges, Ethereum’s decentralisation makes it 
preferable for public e-voting scenarios (Díaz-Santiso and Fraga-Lamas, 2021). 

Implementation of smart contracts through blockchain transactions, emphasising their 
role in decentralised networks, interaction with cryptocurrency, and user input. Written in 
the Solidity language, a blend of C++ and JavaScript, these contracts are governed by 
Ethereum peers, requiring validation from at least two users for activation. The focus is 
on leveraging blockchain for comprehensive e-voting solutions, addressing transparency, 
validation, and security concerns. Ensuring the legitimacy of participants and maintaining 
the integrity of credentials is crucial, achieved by collecting and analysing signed, 
timestamped election data. The deployment of self-executable smart contracts on the 
blockchain establishes rules and data models, ensuring the immutability of the election 
process. Ethereum’s decentralised network, particularly its private version, provides a 
cost-effective testing ground for new smart contracts, eliminating the need for significant 
resource expenditure on the actual network. In the context of e-voting, blockchain 
systems offer advantages over traditional methods, saving time, energy, and costs, and 
preventing invalid votes (Fusco et al., 2018). 

Ethereum employs a proof of work (PoW) consensus algorithm to secure its 
blockchain, including its application in e-voting systems. In PoW, miners compete to 
solve complex puzzles, validating and adding transactions to the blockchain. In the 
context of e-voting, each vote is treated as a transaction, and the PoW mechanism ensures 
the secure and tamper-resistant recording of votes on the Ethereum blockchain. This 
decentralised process prevents single-entity control and enhances the overall 
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trustworthiness of the e-voting system. It’s essential to note that Ethereum is transitioning 
to proof of stake (PoS) with Ethereum 2.0, a more environmentally friendly consensus 
mechanism that aims to maintain the security and integrity of transactions while reducing 
energy consumption compared to PoW (Alsunaidi and Alhaidari, 2019). 

This study introduces an innovative e-voting protocol on a blockchain platform, 
featuring an inherent audit function. To fortify the system against potential quantum 
attacks, we’ve implemented the Niederreiter algorithm, known for its resilience against 
such threats. Within this scheme, the Key Generation Center (KGC) is incorporated as a 
regulatory entity within a certificateless cryptosystem. This dual role ensures voter 
anonymity while also enabling auditability through the integration of the traceable ring 
signature algorithm. Essentially, these measures aim to maintain the integrity, fairness, 
and accuracy of the entire electoral process. Upon closer examination of our protocol, it 
becomes evident that it offers certain advantages in terms of security and efficiency, 
particularly in scenarios involving a smaller number of voters, making it well-suited for 
elections on a more modest scale. However, in cases with a larger voter base, the protocol 
leans towards emphasising heightened security, albeit at a slight expense of efficiency 
(Sun et al., 2019). 

Solana, renowned for its scalability and speed in blockchain technology, was 
explored as a potential solution to the scalability challenges encountered by e-voting 
systems. The study found that Solana’s innovative architecture allowed it to process 
thousands of transactions per second, making it well-suited for managing the substantial 
volume of voting transactions during elections. By leveraging Solana’s efficient 
consensus mechanism and low latency, e-voting platforms were able to ensure swift and 
reliable voting processes, even amidst high demand. The scalability provided by Solana 
not only improved the efficiency of the voting system but also enhanced accessibility for 
voters, as they could participate without experiencing delays or congestion. Additionally, 
the study revealed that Solana’s robust security features provided resilience against 
potential threats, thereby safeguarding the integrity and trustworthiness of the e-voting 
process. Overall, the findings suggested that integrating Solana into e-voting systems led 
to smoother operations, increased voter participation, and enhanced confidence in the 
electoral process (Pierro and Tonelli, 2022). 

Main role of blockchain technology in e-voting systems is data security was assured 
within the blockchain network through various mechanisms inherent to blockchain 
technology. The immutability of blockchain ensured that once data was recorded, it could 
not be altered or deleted without network consensus, thereby maintaining the integrity of 
voting records. Decentralisation eliminated reliance on a single central authority, 
reducing the risk of manipulation or censorship. Cryptographic techniques secured data 
by hashing transactions and linking them, making it challenging for malicious actors to 
alter data undetected. Consensus mechanisms validated transactions, ensuring only valid 
entries were added to the blockchain. The transparency of blockchain allowed all network 
participants to verify transactions in real-time, enhancing trust in the voting process. By 
leveraging these features, e-voting systems were able to ensure the security, integrity, and 
transparency of voting data (Kumari and Farheen, 2020). 

Improving authentication in an e-voting system was crucial for ensuring the integrity 
and security of the electoral process. The study identified robust authentication methods 
such as biometric identification, multi-factor authentication, or cryptographic techniques 
as effective means of enhancing the accuracy and reliability of verifying voters’ 
identities. Biometric authentication, such as fingerprint or iris scanning, was noted for its 
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high level of security by uniquely identifying individuals based on their biological traits. 
Multi-factor authentication required users to provide multiple forms of verification, such 
as a password combined with a one-time code sent to their mobile device, thereby adding 
an extra layer of protection against unauthorised access. Additionally, cryptographic 
techniques, such as digital signatures, were highlighted for securely authenticating voters’ 
identities while preserving anonymity. Through the implementation of these advanced 
authentication measures, the literature indicated that e-voting systems could bolster trust, 
prevent fraudulent activities, and uphold the democratic principles of fairness and 
transparency (Rexha et al., 2012). Table 1 gives literature summary in brief. 

Table 1 Literature summary 

S. 
no. Work done 

Technologies 
used Result Limitations Research gap 

1 The paper advocates for 
the utilisation of mobile 
phone voting for 
commercial purposes. It 
addresses the issue of 
double voting by 
maintaining databases in 
encrypted formats 
(Selvarani et al., 2017) 

NIC, Sim Card, 
Mail ID 

More efficient, 
reliable, and 
useful remote 
voting process 

User profiles are 
dependent on 
Sim Card/Mail 
Id which allows 
to create fake 
voter profiles 

Lack of 
authentication 
of voter profiles 

2 The paper outlines our 
endeavours to bridge the 
existing literature gap by 
conducting a thorough 
examination of parameters 
crucial for attaining 
scalable solutions through 
blockchain technology. 
However, a literature gap 
exists regarding 
performance constraints 
across broader application 
domains (Khan et al., 
2020) 

Ethereum 
chain 

Decrease in 
network delay 
can double the 
transaction 
speed 

Fully dependent 
on network 
delay, available 
miners and 
network traffic 

Dose not solves 
the scalability 
issues of 
blockchain 
network 

3 The paper introduces a 
mobile voting framework 
that employs blockchain 
technology and 
multifactor authentication 
to create a voting system 
that is easily accessible 
while also securely 
safeguarding cast votes 
and verifying voters’ 
eligibility to cast their 
votes (Abayomi-Zannu et 
al., 2019) 

Blockchain 
network, 
multifactor 
authentication 

Cost effective 
as it requires 
less resources, 
prevents 
illegible votes 

Indispensability 
of mobile 
devices 

Challenging for 
individuals 
residing in 
remote areas 
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Table 1 Literature summary (continued) 

S. 
no. Work done 

Technologies 
used Result Limitations Research gap 

4 The paper reviews 
blockchain-based voting 
systems in electronic 
voting research. It maps 
current e-voting systems, 
explains blockchain 
fundamentals, and 
explores its potential for 
improving e-voting. It 
identifies system gaps, 
discusses current 
blockchain solutions, and 
suggests future research 
paths for blockchain-
based e-voting systems 
(Taş et al., 2020) 

– – Major security 
risks, malware 
attacks 

Vulnerable to 
identity theft 
and cyber-
attacks 

5 This paper introduces a 
decentralised voting 
platform using Ethereum 
Blockchain, emphasising 
its innovation in limiting 
multiple votes per mobile 
(Khoury et al., 2018) 

MSISDN, 
Oraclise 

Reduces avg. 
voting time to 
40 sec 

Dependent on 
Oraclise, an 
external service 

Cost 
Considerations 
Scalability 

6 This research has 
developed a 
comprehensive voting 
system that includes 
configuring voting 
terminals with ballot 
definitions before 
elections, utilising smart 
cards for voter 
authentication and voting, 
and employing biometric 
identification for security 
(Sridharan, 2013) 

Smart cards, 
biometrics 
verification 

Streamlines 
voting 
processes, 
enhances 
security, 
Prevent 
duplicate 
voting 

Lack of Specific 
Results related 
to cost 

Time efficiency 
and hardware 
cost 
considerations 

7 The study presents a 
blockchain-based e-voting 
scheme, combining DLT 
for vote record security, 
ECC for user 
authentication, and a 
withdrawal model. Our 
scheme is public, 
auditable, decentralised, 
and ensures data security, 
addressing key e-voting 
needs (Yi, 2019) 

DLT, ECC, 
SHA, 
consensus 
algorithms 

Anonymous 
voting, non-
repudiation of 
votes 

High 
implementation 
cost 

Quantum-
resistant 
cryptography 
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Table 1 Literature summary (continued) 

S. 
no. Work done 

Technologies 
used Result Limitations Research gap 

8 This research introduces a 
secure e-government 
architecture using 
consortium blockchain, 
demonstrating its viability 
through performance 
evaluation. Minimising 
validators enhances its 
suitability for efficient 
information sharing in e-
government systems 
(Elisa et al., 2019) 

Consortium 
blockchain P2P 
network 

Scalable, High 
data integrity, 
minimal risk 
against 51% 
attack 

– Real-time cyber 
attacks 

9 The study concludes that 
blockchain, particularly 
Hyperledger, fulfils key  
e-voting requirements. 
While effective, areas like 
concurrency management 
and complementary 
frameworks remain to be 
further developed  
(Díaz-Santiso and  
Fraga-Lamas, 2021) 

Hyperledger 
fabric 

Fabric nodes 
can handle 
2500 
concurrent 
transactions 

Highly complex 
integration 
challenges 

Robustness on 
large scale 

10 The paper introduces the 
Crypto-voting system, 
based on permissioned 
blockchain technology 
and Smart Contracts. It 
enhances voting 
efficiency, anonymises 
consensus nodes, and 
addresses issues like 
voting abroad and secure 
identification integration 
(Fusco et al., 2018) 

Sidechain, 
consensus 
nodes 

– The challenge 
privacy of voter

A research gap 
exists in 
implementation 
of cybersecurity 
tool on 
sidechain 

11 The paper presents a 
classification of these 
algorithms, conducts a 
comprehensive 
comparison of common 
consensus algorithms, and 
offers a detailed 
discussion with an 
analysis of the main 
factors affecting these 
algorithms (Alsunaidi and 
Alhaidari, 2019) 

Consensus 
algorithms 

Votes 
verification 
speed is < 10s 

Limitations may 
involve low 
throughput 

A research gap 
in extendible 
and scalability 
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Table 1 Literature summary (continued) 

S. 
no. Work done 

Technologies 
used Result Limitations Research gap 

12 The paper introduces an 
active voting protocol on 
Quantum Blockchain, 
guaranteeing anonymity, 
binding, non-reusability, 
verifiability, eligibility, 
fairness, and self-tallying. 
It employs quantum 
secure communication 
and bit commitment, 
achievable with current 
technology (Sun et al., 
2019) 

Quantum 
Blockchain 

– – There is a 
research gap 
concerning real-
time 
implementation 

13 The study collects and 
analyses data from the 
Solana blockchain, 
revealing an average 
transaction throughput 
and lower user fees 
compared to similar 
blockchains. This 
showcases Solana’s 
potential for scalable, 
decentralised, and secure 
operations (Pierro and 
Tonelli, 2022) 

Solana 
blockchain 

High 
transaction 
speed, Low gas 
cost 

Partially 
decentralised 
Security risks 

One potential 
research gap 
could be an in-
depth 
investigation 
into the long-
term 
sustainability 

14 The paper emphasises the 
importance of blockchain 
and IoT networks and 
presents a survey on IoT 
network security. It 
addresses security issues 
by introducing 
authentication for IoT 
systems and enhancing 
blockchain security, 
contributing to improved 
security in blockchain-
based IoT setups (Kumari 
and Farheen, 2020) 

IOT network – Limitations is 
high 
deployment cost

A research gap 
exists in 
authentication 
using biometric 
and preventing 
IoT security 
breaches 

15 The paper concludes that 
e-Voting implementation 
boosts voter turnout and 
offers cost advantages 
over paper voting, 
highlighting its potential 
for enhancing 
accessibility and 
efficiency in electoral 
procedures (Rexha et al., 
2012) 

Digital 
Signatures 

Increase in 
voter 
participation 
and a reduction 
in voting 
expenses 

– A research gap 
exists in 
malware 
security issues 
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3 Proposed methodology 

In the proposed method, the system utilises blockchain technology for its backend, 
specifically smart contracts written in Solidity for the Ethereum network. Solidity is a 
programming language specifically designed for building secure and tamper-proof smart 
contracts on the Ethereum blockchain. Running these smart contracts and using their 
functions requires paying a fee called “gas”. Think of gas like fuel for the blockchain – 
it’s what powers the computations needed to execute the terms of the smart contract. The 
amount of gas needed depends on the complexity of the contract and the functions being 
called. This fee structure helps maintain the security and efficiency of the blockchain 
network. 

E-voting systems require a user interface that prioritises both security and ease of use. 
This is where ReactJS and CSS shine. ReactJS allows for building the voting interface as 
secure, reusable components. Imagine separate components for candidate information, 
casting votes, and confirming selections. This modular approach makes it easier to 
implement security features within each component. Additionally, ReactJS utilises a 
Virtual DOM, ensuring efficient updates when users interact with the system. This 
minimises the risk of exposing sensitive information during the voting process. 

CSS plays a vital role in creating a transparent and accessible voting experience. By 
using distinct colours and highlighting selections, voters can clearly understand the 
information presented and review their choices before submitting their vote. Furthermore, 
following accessibility guidelines in CSS allows developers to create interfaces that work 
seamlessly for users with disabilities. This includes features like proper colour contrast, 
keyboard navigation, and screen reader compatibility. In conclusion, ReactJS and CSS 
work together to build a user interface for the e-voting system that is both secure and 
user-friendly, fostering trust and confidence in the entire process. 

E-voting demands a user interface that prioritises both security and user-friendliness. 
ReactJS and CSS play crucial roles in achieving this. ReactJS allows building the voting 
interface with secure, reusable components, facilitating the implementation of security 
features within each section. Additionally, it utilises a Virtual DOM for efficient updates, 
minimising the risk of exposing sensitive information during voting. CSS ensures 
transparency and accessibility by using distinct colours, highlighting selections, and 
following accessibility guidelines for users with disabilities. 

Figure 1 outlines the proposed system for an electronic voting system enabled by 
blockchain technology and smart contracts. 

However, the user interface and the blockchain infrastructure are currently separate 
components. To bridge this gap and establish a secure connection, the system utilises 
Metamask, a Chrome extension that facilitates communication between the user’s 
browser and the blockchain. Metamask relies on a hashed string provided by Infura to 
securely connect to the network. Once connected, users can log in to Metamask with their 
blockchain credentials, ensuring only authorised users can cast votes. With a successful 
login, the user-friendly interface, built with ReactJS and CSS, guides voters through the 
process of casting their ballots for their preferred candidate. This combined approach 
creates a secure and user-friendly e-voting experience that fosters trust in the entire 
process. Upon connecting with MetaMask, voters encounter an advanced authentication 
phase involving a QR code scanner. This process adds an extra layer of security by 
linking the unique QR code presented digitally to voters with the identical code found on 
their physical voter IDs. The scanner seamlessly integrates into the e-voting interface, 
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guiding users to align their device cameras with the QR code for verification. Successful 
scans grant access to the voting screen, ensuring only authorised users proceed, while 
failed attempts prompt an ‘invalid voter’ notification. QR code authentication enhances 
security, leveraging widely available technology without requiring specialised hardware. 
It instils trust by digitally verifying voters’ physical identities, minimising the risk of 
unauthorised access or fraud. This user-friendly approach aligns with modern digital 
practices, prioritising security and accessibility in the e-voting experience. 

Figure 1 Decentralised application (DAPP) architecture (see online version for colours) 

 

To cast a vote, the procedure begins with voter verification using a QR code scan. When 
voters access the e-voting platform, they are prompted to authenticate themselves. This 
authentication process involves scanning the QR code on their physical voter IDs using 
the system’s QR code scanner feature. If the scan is successful and matches the voter’s 
identity, the system redirects them to the voting screen. However, if the QR code scan is 
invalid or does not match the voter’s identity, the system displays an ‘Invalid Voter’ 
message and denies access to the voting screen, ensuring that only authorised individuals 
participate in the voting process. Once on the voting screen, voters can proceed to cast 
their votes by selecting their choices and submitting the ballot. The system then conducts 
a validation check to determine if the voter has already cast their vote in the ongoing 
election. This validation process involves querying the blockchain ledger to verify the 
voter’s voting status. If the voter has not yet voted in the current election, their vote is 
recorded as valid on the blockchain. However, if the system detects that the voter has 
already cast their vote, it displays a message indicating that their vote has already been 
recorded and prevents any further attempts to submit duplicate votes. 

This comprehensive voting procedure ensures the integrity of the electoral process by 
verifying voter identities, preventing duplicate voting, and maintaining accurate records 
on the blockchain ledger. Figure 2 illustrates the visual representation of the voting 
procedure. 
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Figure 2 The process for casting a vote 

 

Algorithm 1 Creating data structures for candidate registration 

Step 1: The smart contract receives the Candidate Name, Age and Wallet Address as input and uses this information to 
generate a candidate structure, storing the provided name, age and wallet address. 
 
struct Candidate 
{ 
string name;    // Candidate Name 
uint age;    // Candidate Age 
address candidateAddress;  // Wallet Address 
} 
 
Step 2: A constructor is called with the candidate's name, which calls a function registerCandidates. This function 
requires three parameters: _name (a string), _age (an unsigned integer), and _candidateAddress (an address). 
 
constructor() 
{ 
owner = msg.sender; 
eventName = _eventName; 
totalVote = 0; 
votingStarted=false; 
} 
 
function registerCandidates(string memory _name, uint _age, address _candidateAddress) public 
{ 
// Creation of an object with the provided details 
Candidate memory candidate = Candidate({ 
name: _name, 
age: _age, 
candidateAddress: _candidateAddress 
}); 
 
// After that the object is pushed to the Candidates array/list 
if(candidateList.length == 0){ 
candidateList.push(); 
} 
[_candidateAddress] = candidateList.length; 
.push(candidate); 
} 
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Algorithm 1 Illustrates the smart contract, manages candidate registration for an event or 
election. It defines a Candidate structure with fields for name, age, and wallet address. 
Upon deployment, the constructor initialises contract details like the owner, event name, 
and voting status. The registerCandidates function enables adding new candidates by 
creating Candidate objects and storing them in the candidateList array. If no candidates 
exist, a new entry is made; otherwise, the new candidate is appended. This process 
ensures a structured and transparent approach to managing candidate information within 
the contract, enhancing reliability and accountability for the event or election. 

4 Results and discussions 

The practical application of an electronic voting (e-voting) system is demonstrated 
through the utilisation of a smart contract within blockchain technology. An assessment 
of the system’s efficacy is conducted based on factors such as the gas cost for voting by 
users, the system’s speed in successful or rejecting votes, and its overall accuracy. This 
evaluation encompasses various aspects of the e-voting process, including cost efficiency, 
transaction speed, and the system’s ability to ensure the integrity and correctness of votes 
cast. 

4.1 Smart contract 

The Candidate contract is pivotal in an e-voting system, comprising attributes like name, 
age, registration status, wallet address, and vote count. These attributes serve distinct 
purposes within the system: name and age verify candidate eligibility, registration status 
tracks their participation, wallet address serves as their unique Candidate ID and linked 
with the votes they get, and vote count tallies received votes. This structured data 
management ensures accurate candidate identification, eligibility verification, and real-
time vote tracking. 

Figure 3 illustrates the structure of candidate information within the smart contract. 

Figure 3 Candidate smart contract (see online version for colours) 
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Algorithm 2 Vote cast function 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
if(voter is not admin && Voting is started ){ 
     
    if( isValidVoter ){ 
         
        if(user already voted){ 
             
            alert(User already voted !!) 
             
        } 
        else{ 
             
            Transaction successfull alert(Voted successfull) 
             
        } 
         
    } 
    else{ 
         
        Transaction Rejected alert( Invalid voter !!) 
    } 
     
} 
else{ 
     
    Transaction Rejected alert(admin cannot cast vote or voting is not started.) 
 } 
 

 

Before casting a vote, each voter must be on the whitelist and for that purpose we have 
defined whiteListAddress function. The whiteListAddress function is a crucial 
component of the smart contract, enabling the whitelisting of addresses for voting 
purposes. It imposes necessary checks to uphold the integrity of the process. Firstly, it 
ensures that the address being whitelisted is not the owner’s address, preventing  
self-voting. Additionally, only the contract owner can execute this function, safeguarding 
against unauthorised access. Furthermore, the function verifies that the address is not 
already registered, preventing duplicate entries. Upon successful validation, the function 
registers the address as a voter and emits a success event. You can see the visual 
representation in Figure 4. 

Figure 4 Voter registration function (see online version for colours) 
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Figure 5 displays the QR verification process for validating a voter in an e-voting system. 
A person is seen holding a smartphone with the e-voting app open, ready to scan the QR 
code provided at the voting station. The QR code is generated uniquely for each voter and 
contains encrypted data to authenticate their identity and ensure a secure voting process. 

Figure 5 QR validation of voter (see online version for colours) 

 

Figure 6 depicts the user interface for the voting process. Once a voter completes their 
QR validation, they will be directed to this interface. It is crucial for voters to confirm 
that they are connected to their corresponding Metamask wallet before proceeding to cast 
their vote. 

Figure 6 Voting interface (where user can caste vote) (see online version for colours) 
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4.2 Gas cost estimation 

Table 2 shows an overview of the gas costs associated with various operations conducted 
on the blockchain. These operations include Contract Deployment, Candidate 
Registration, Voter Registration, Start/Stop Voting, and Cast Vote. Gas costs are a 
measure of ether required for each operation, reflecting the resources consumed by the 
blockchain network. 

Table 2 Gas cost for all operation performed on blockchain 

Operation performed Gas used (Gwei) Actual cost (ETH) 
Smart contract deployment 614,032 0.01228064 
Registration of voter 185,390 0.00018539 
Registration of candidate 136,934 0.0027387 
Start/stop voting 220,190 0.00022019 
Casting vote 7,500,070 0.00750007 

The gas cost is directly proportional to the number of gas units consumed, (GasUsed × 
PricePerUnit). So, the cost to process a transaction on the network is measured in units of 
Ether (ETH). 

where, 
18 18 1 10   1 0  1 ETH Gwei or Gwei ETH= =  

Total GC for contract deployment 614032 Gwei=  

Avg. GC for registration of 2 candidate = 113998 159870  273868 
2

Gwei+ =  

Avg. GC for registration of 5 voters = 926,950 185,390 
5

Gwei=  

Avg. GC for start and stop of voting = 220,190 110,095 
2

Gwei=  

Avg. GC for casting 5 vote = 37,500,350   7,500,070 
5

Gwei=  

For above, GC = Gas Cost, Avg. = average. 

4.3 Time efficiency 

The e-voting system underwent rigorous testing for deployment on the Ethereum mainnet 
via Infura. Smart contracts were deployed successfully, achieving a high-test coverage of 
95%. Integration with Infura allowed seamless interaction with the blockchain, while 
security audits and gas optimisation ensured efficient and secure transactions. 

Comprehensive testing covered critical functions like voter registration and result 
tallying, all functioning without errors. User acceptance testing (UAT) with fifty 
participants yielded positive feedback on usability and performance. Documentation and 
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monitoring tools were set up for future reference and ongoing maintenance, culminating 
in a successful deployment on the Ethereum mainnet through Infura endpoint. Table 3 
shows the time taken by miners to validate transactions. Table 4 shows the time taken for 
casting vote. 

Table 3 Time taken by miners to validate transactions 

Operations performed 
Average time taken for confirmation of 

transaction made (in seconds) 
Smart contract deployment 6 
Registration of candidate 4 
Registration of voters 3 
Start/stop of voting 5 
Get results 3 

Table 4 Time taken for casting vote 

voter’s wallet address 
Time taken for acceptance/rejection of 

vote (in seconds) 
0xb1ee9815d5dd4588d518a47adf1e6ed994300286 5 
0x7309D8669E5Ff646b8066933f67A3E4F68ac812b 4 
0x10904fDd7D9D7194e16fD022057fbfD7c2632A0B 9 
0x6eF4a862e20aA57B1d6c0504A24149D0B41bBcD6 3 
0x981cc9D11e651c5434f0f8f73757bAA8365990E8 6 

5 Discussion and implications 

The proposed approach in the paper demonstrates significant superiority over other 
methods, particularly in terms of performance and security. By leveraging blockchain 
technology, the system ensures the immutability, transparency, and decentralisation of 
voting records, which greatly enhances the overall security of the electoral process. The 
use of cryptographic techniques and distributed ledgers makes it nearly impossible for 
unauthorised entities to alter or manipulate the votes, thereby safeguarding the integrity 
of the election. In terms of performance, the system’s ability to handle real-time vote 
counting and verification leads to faster and more accurate results, which is a marked 
improvement over traditional voting methods (Everett et al., 2008). Additionally, the 
integration of smart contracts automates various processes, reducing the potential for 
human error and further improving efficiency. Overall, the proposed blockchain-based 
voting system addresses critical security vulnerabilities and performance bottlenecks 
present in existing systems, making it a robust and reliable solution for modern electoral 
processes. 

The proposed Blockchain technology based electoral solution, while offers enhanced 
security and transparency for electronic voting systems, can have a significant 
environmental impact due to its energy consumption. Traditional blockchain networks, 
especially those utilising PoW consensus mechanisms like Bitcoin, require substantial 
computational power, leading to high electricity usage and consequently large carbon 
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footprints (https://digiconomist.net/bitcoin-energy-consumption). For instance, the 
Bitcoin network consumes approximately 120 terawatt-hours (TWh) annually, which is 
comparable to the energy consumption of a small country like Argentina. This results in 
roughly 57 million tonnes of CO2 emissions per year. Applying this to a blockchain-
based voting system, even on a smaller scale, could result in considerable energy usage. 
If a voting process required similar computational intensity, conducting nationwide 
elections could lead to substantial CO2 emissions, raising environmental concerns. As the 
electorate size increases, the number of transactions (votes) processed by the blockchain 
also increases, potentially leading to higher energy consumption. In a country like India, 
with over 900 million eligible voters (https://digiconomist.net/bitcoin-energy-
consumption), implementing a PoW-based blockchain voting system could be 
environmentally and economically unsustainable due to the massive energy requirements. 
To mitigate these issues, alternative consensus mechanisms such as PoS or Proof of 
Authority (PoA) can be employed (Fahim et al., 2023). These methods are significantly 
more energy-efficient, reducing the environmental footprint drastically. Additionally, 
utilising renewable energy sources to power the network infrastructure can further 
decrease CO2 emissions. Governments can conduct cost-benefit analyses to assess the 
feasibility and invest in energy-efficient infrastructure to support such systems at scale. 

Blockchain-powered e-voting is a promising tool for enhancing transparency and 
security in governance, but its integration into existing legal frameworks requires careful 
consideration. Existing legal structures may not fully address the new technological 
dimensions introduced by blockchain, such as its immutable ledger, which may conflict 
with laws ensuring voter anonymity. Data protection and privacy concerns arise as 
blockchain handles sensitive personal data, necessitating adaptation to legal frameworks 
like the General Data Protection Regulation (GDPR) (Finck, 2019). Blockchain operates 
across borders, potentially creating conflicts with national and regional legal 
requirements. Trust and legitimacy are also crucial, necessitating new regulations for 
blockchain security, auditing processes, and dispute resolution protocols. While existing 
e-voting regulations could serve as a foundation for blockchain integration, they require 
significant updates to ensure technology-specific provisions, interoperability with 
traditional systems, pilot programs, and gradual implementation. To sum up, blockchain-
powered electronic voting would probably need major changes to the law before it could 
be fully implemented. These changes would have to deal with specific technological, 
legal, and trust issues in order for it to work well with open and safe government systems. 

Implementing blockchain-powered e-voting for transparent governance necessitates a 
robust digital infrastructure and specific prerequisites. This includes deciding between a 
centralised national blockchain infrastructure or a decentralised public blockchain, both 
requiring significant investment in technology, security, and governance frameworks. A 
national blockchain would ensure control and integration with existing systems, but 
demands secure data centers and interoperable nodes. High network bandwidth and 
reliable internet connectivity are essential to managing the large data transmissions 
involved in blockchain transactions (Wang and Zhao, 2023). Ensuring scalability and 
nationwide access, especially in remote areas, is crucial to prevent disenfranchisement. 
Digital literacy among the electorate is another key requirement. Voters need to 
understand and use the technology securely, necessitating comprehensive education 
programs. Beyond literacy, public acceptance of blockchain is vital, requiring trust in the 
system’s transparency and security. User-friendly interfaces are also critical to 
accommodate varying literacy levels. 
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Overall, successful implementation of blockchain e-voting requires substantial 
investments in national infrastructure, network capabilities, and public education to 
ensure both the system’s functionality and the electorate’s confidence in its use. 

6 Conclusion 

Our project presents an innovative electronic voting system using blockchain technology, 
utilising smart contracts to ensure secure and affordable elections, all while protecting the 
confidentiality of voters. Additionally, we have introduced an important security 
measure: the use of QR verification for voters, enhancing the strength of the system. 
Proposed system effectively handles large transaction volumes by utilising optimised 
smart contract functionality on an Ethereum private blockchain. Recognising the 
scalability requirements in heavily populated countries, we support the implementation of 
additional measures. Blockchain technology’s natural transparency greatly improves the 
ability to audit and understand elections, which is essential for efficient voting processes. 
We aim to increase the use of blockchain technology in order to improve the transparency 
and auditability of e-voting, transforming the electoral process for greater security, 
accessibility, and transparency. 

7 Future scope 

In envisioning the future of blockchain-based e-voting systems, particularly in a country 
as vast and diverse as India, several key strategies emerge to propel its widespread 
adoption. One promising avenue involves allocating blockchain accounts to eligible 
voters, seamlessly linked to their Voter cards. This integration not only ensures the 
verifiability and security of each vote but also lays the foundation for a more inclusive 
and accessible electoral process. Additionally, the Election Commission head plays a 
crucial role in addressing challenges related to voter accessibility and digital inclusion. 
Recognising the importance of universal access to the voting platform, the Commission 
may work to bridge the digital divide by implementing initiatives to provide smartphones 
or other internet-enabled devices to citizens who lack access. 

Furthermore, the decentralised architecture of blockchain eliminates the need for 
intermediaries, streamlining administrative procedures and cutting down on overhead 
expenses associated with traditional voting methods. Additionally, the efficiency gains 
enabled by blockchain technology promise faster and more accurate tabulation and 
reporting of election results. This not only expedites the electoral process but also 
enhances its reliability, ensuring fair and credible outcomes. 
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