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Abstract: This paper explores the potential of blockchain technology to
enhance the security and trust of the Internet of Things (IoT) ecosystem.
It identifies key challenges faced by IoT applications, such as data privacy,
security, and interoperability. The paper then analyses how blockchain’s
characteristics, including decentralisation, immutability, and transparency, offer
solutions to these challenges. It highlights how blockchain can secure data
transactions, automate device authentication, and ensure data integrity,
addressing critical IoT vulnerabilities. However, the paper acknowledges the
complexities of integrating blockchain and IoT (BCloT), including scalability
limitations, energy consumption concerns, and the need for interoperability
across diverse platforms. Additionally, regulatory considerations surrounding
blockchain’s decentralised nature are discussed. The paper concludes by
emphasising the contribution of this research in providing a comprehensive
analysis of blockchain’s potential to secure, streamline, and manage IoT

applications, paving the way for their secure and efficient integration.
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1 Introduction

The integration of Blockchain and the Internet of Things (IoT) can change how we
interact with technology. IoT connects all things via the internet, which involves using
software, sensors, actuators, and connectivity devices to enable communication, data
collection, and data exchange among various integrated devices, such as vehicles, home
appliances, and other products. On the other hand, Blockchain (BC) focuses on
maintaining the infrastructure’s reliability, immutability, and trust (Alam et al., 2023).
The rapid expansion of IoT technology introduces significant challenges, including
concerns over data privacy, security, management, and interoperability. For example, [oT
data, particularly in intelligent healthcare systems, contains critical and confidential
information, with IoT devices attached to patients collecting sensitive health data for
continuous monitoring and emergency alerts. The security of these devices and the
information they transmit is essential, as medical decisions rely on this accurately sensed
and transmitted data (Khashan and Khafajah, 2023). This raises the risk of severe security
breaches and privacy issues, leading to system and widespread data communication
failures. These issues underscore the urgent need for IoT solutions incorporating strong
security and privacy measures to prevent the failure of loT deployments across various
sectors. Blockchain technology emerges as a promising solution to strengthen IoT
security through its capabilities for secure access control, data sharing management, and
identity verification. By adopting Blockchain, IoT systems can overcome the limitations
of traditional centralised models by ensuring higher levels of availability, transparency,
and security over distributed architectures, enhanced data integrity, decentralised
processing, and the facilitation of smart contracts (Albulayhi and Alsukayti, 2023).
In recent years, there has been an increasing interest in the integration of these two
technologies to create new solutions for a wide range of industries (Hemdan et al., 2023;
Tripathi et al., 2023).

Blockchain technology is a peer-to-peer (P2P) digital ledger that is both distributed
and decentralised. The term ‘blockchain’ suggests that data blocks are encrypted using a
hashing algorithm and then chained together through a consensus mechanism to form the
Blockchain (Alzoubi, 2021). This technology helps provide trust, eliminates third-party
trust vendors, and reduces transaction times and associated costs. Blockchain provides
security through cryptography (hashing algorithms), immutability, distributed nature, and
the ability to store information without being tampered with (Yaga et al., 2019).
According to Hedge et al. (2023), Blockchain can significantly transform various sectors
and the IoT by offering decentralised frameworks that result in more secure, transparent,
and efficient systems. As the number of connected IoT devices grows, the data generated
by these devices also grows. The large amounts of data generated by several other
devices, such as surveillance cameras, sensors, and healthcare data, need better
management and security. Cecilia Eberendu and Ifeanyi Chinebu (2021) stated that “IoT
interconnects people and things anytime, anywhere with anything and anyone using
available network and service and involves a device that can sense, actuate and
communicate to link information and physical world. The purpose of IoT is to connect
things (devices, communication, and services) anytime, anywhere with anyone using
networks” (p.123). Global data traffic has increased unprecedentedly over the last
decade; thus, the interest in utilising IoT devices is becoming more evident in various
industries and residential. IoT devices and their usage have various benefits. However,
they show many security gaps and are thus vulnerable to attacks, data theft, and fraud.



16 MM. Alzoubi

According to Dorri et al. (2017), traditional security mechanisms, such as firewalls and
encryption, are no longer sufficient to address the sophisticated attacks and vulnerabilities
associated with IoT devices. This has led to exploring blockchain technology as a
potential solution to enhance IoT security. Alam et al. (2023) noted that IoT devices share
a large amount of space between different devices over a common platform called IoT.
The IoT platform allows different applications to communicate by combining data from
different devices and applying analytics on the data to share valuable information. In
addition, the author also suggested that smart devices in our houses are connected to the
smart hub, which contains significant vulnerabilities for hackers. Blockchain technology
has emerged as a potential solution to these challenges, offering a decentralised and
secure way to store and exchange data. This literature review explores the intersection of
IoT and Blockchain and the current state of research in this area.

The motivation behind integrating Blockchain with [oT is established from the urgent
need to address the growing concerns about data security, management, and efficiency in
IoT systems. As the IoT continues to expand, the vulnerabilities associated with IoT
devices and networks become more evident due to the limitations of traditional security
mechanisms. Blockchain technology, with its decentralisation, immutability, and
cryptographic security features, presents an advanced approach to addressing these
challenges. Blockchain, as a solution for enhancing IoT security and efficiency, is
derived from the potential to adopt a more secure, transparent, and efficient digital
environment (Hemdan et al., 2023). This integration aims to mitigate the risks associated
with IoT devices and unlock innovation opportunities across various industries. This
paper contributes to the ongoing research on integrating Blockchain technology with IoT
by providing a comprehensive review and analysis of blockchain solutions to the
challenges in the IoT domain. It offers an in-depth overview of Blockchain and IoT
(BClIoT), surveying various blockchain solutions that address crucial issues such as
security, data management, and efficiency within the IoT environment. In addition to
highlighting the potential benefits of this integration, the paper sheds light on the
significant advancements that can be achieved. However, it also acknowledges the
existing challenges, such as scalability and interoperability, physical attacks with the
deployed IoT devices and malware injection, DDoS attacks, and battery drainage attacks,
among others, that need to be addressed to fully realise the potential of BCIoT
convergence (Adhikari and Ramkumar, 2023). This research contributes valuable
understanding and guidance for industries seeking to leverage these technologies for
enhanced security, efficiency, transparency, and trust.

2 Related content

2.1 Blockchain architecture and applications

This section introduces the relevant literature on BCIoT. Blockchain was initially
invented for Bitcoin, but its applications have gone beyond cryptocurrencies. A
blockchain is a data structure that maintains the connection between data stored across a
distributed network. This data is organised into interconnected blocks within a collective
ledger (ElGayyar et al., 2020). Hedge et al. (2023) present an extensive survey on the
integration of BCIoT in healthcare, addressing the need to enhance data security, privacy,
and other challenges faced by traditional IoT medical services. It offers a detailed



Blockchain in the IoT: security, applications, technologies, and challenges 17

examination of BCIoT technologies and their role in healthcare applications like remote
patient monitoring and electronic health record management. The study underscores the
potential of BCIoT to improve patient care and outlines future directions for advancing
healthcare services. Yang et al. (2020) discusses the use of blockchain technology in IoT
security and data management. The author also discusses the benefits of a blockchain
approach to secure IoT applications. Wang et al. (2021) overviewed the existing
blockchain solutions for IoT applications. They analysed the consensus protocols of
Blockchain that are suitable for IoT applications. Zhang et al. (2020) reviewed
blockchain-based security architecture for the IoT. The authors concluded that
Blockchain could use distributed data storage, consensus mechanisms, point-to-point
transmission, and encryption algorithms to solve IoT security problems. The authors
suggested that public Blockchain makes the system more scalable and functional, and
sending messages in private Blockchain can only be performed by a consensus group.
Rahman et al. (2022) present a thorough survey on the emerging applications of
Blockchain (BC) technology in healthcare, highlighting its integration with the IoT to
enhance scalability and maintain data consistency in a decentralised manner. It outlines
the applications, research issues, security threats, challenges, opportunities, and prospects
of BC technologies in IoT-enabled healthcare systems, mainly focusing on the privacy
and storage of medical records. Additionally, the paper evaluates state-of-the-art BC
implementations in the medical field, detailing their advantages and disadvantages, and
offers guidance for future research to address the limitations of existing studies.

Researchers have been exploring various applications of this combination, ranging
from supply chain management to energy distribution. For example, a study by
Zhang et al. (2021) proposed a blockchain-based framework for smart manufacturing in
IoT environments. The framework utilised blockchain technology to provide secure and
transparent data sharing between manufacturing processes, allowing for greater efficiency
and reduced costs. It offers substantial cost benefits by automating processes and
reducing the need for intermediaries, thereby lowering operational costs. It enhances
security, mitigating the costs associated with data breaches and fraud. Blockchain’s
transparency and traceability improve supply chain management, reducing losses and
inventory costs. The shift to energy-efficient consensus mechanisms like proof of stake
(PoS) reduces energy costs, which is especially beneficial for energy-constrained IoT
devices.

Additionally, Blockchain’s decentralised nature decreases maintenance costs
associated with centralised data storage and enhances interoperability among IoT devices,
leading to long-term savings by easing the integration of diverse technologies. This
integration streamlines operations, enhances security, and promotes efficient resource
management, ultimately significantly reducing costs for businesses and consumers.
(Behera et al., 2023) Conclude that blockchain technology is a transformative force in the
software industry, offering significant improvements to supply chain management. It
highlights Blockchain’s ability to enhance transparency, accountability, and trust,
particularly for valuable goods like diamonds, gold, liquor, and medical drugs. By
removing intermediaries, Blockchain reduces costs and delivers a secure, transparent
system capable of preemptively addressing potential issues when integrated with
radio-frequency identification (RFID) technology in IoT.

Another area of interest in the intersection of IoT and Blockchain is in the field of
healthcare. Using blockchain technology in healthcare can provide benefits such as
secure and transparent patient data sharing, improved supply chain management, and the
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automation of administrative tasks. A study by Raj and Prakash (2023) proposed a
blockchain-based framework for medical data sharing in IoT environments. The authors
introduce a transparent, tamper-proof, distributed, and decentralised innovative
healthcare system (DSHS) employing blockchain-based smart contracts. Utilising an
immutable modified Merkle tree structure, the system secures transactions for viewing
contracts on a public blockchain, updates patient health records (PHR), and facilitates
PHR exchange among all relevant entities.

Blockchain uses several participating nodes to initiate a transaction using private key
cryptography. A transaction represents the transfer of digital assets between multiple
peers on the distributed networks. Transactions are stored in a pool and disseminated in
the chain using the Gossip protocol. The participating members have complete authority
to monitor all transactions in the blockchain network in a P2P network. Subsequently,
peers need to validate these transactions based on some coded conditions. After the
miners verify and validate the transaction, it is added to the block. Blockchain technology
comprises a list of records commonly known as blocks wherein the information stored is
distributed and encrypted, ensuring privacy and security (Chowdhury et al., 2023;
Alzoubi, 2021). The sequence of blocks maintains the information of all transactions and
are linked to each other via a reference hash. The first block in the Blockchain is called
the genesis block. Each block in the Blockchain consists of the block header and the
block body. Blockchain presents a decentralised, shared platform that provides
transparency and immutability of all transactions. The nodes give the service for linking
the blocks to each other. Each block contains the previous block hash function to create
and maintain a blockchain (Gad et al., 2022). Each node in the transaction has a public
key infrastructure (PKI) private key and public key pair. Transactions are signed using
the private key and later confirmed with the public key. The transactions are sent to all
participating nodes using a consensus method. The nodes agree on the validation of each
transaction (Gad et al., 2022). When a node in the network wants to ensure consistency of
transactions, it compares its Merkle root with every other node’s Merkle root transactions
in the current block. Merkel tree is a cryptographic tool that summarises all the
transactions in a block, allowing for efficient and secure verification of large datasets in a
blockchain. Each block is made up of two components, namely, the block header and the
block data. The block header contains metadata, such as the unique block identifier, the
hash value of the previous block to which it will be chained, a hash output of block data,
block size, the nonce value, and a timestamp. The block data consists of transaction
information recorded on the block (Tripathi et al., 2023; Gad et al., 2022; Alzoubi, 2021).
The diagram below shows the summarised components of Blockchain.

The expression below represents the process of hashing the processed data from each
block in the Blockchain and then concatenating those hashes to form a single hash that
represents the entire Blockchain. This hash example verifies the integrity of the
Blockchain and ensures that it has not been tampered with (Nakamoto, 2008; Narayanan
etal., 2016).

Let H(n) be the hash function used in the Blockchain, where n is the input data.
Let P(n) be the processing function that processes the input data before hashing.
Let b_i be the ith block in the Blockchain, wherei =1, 2, ..., m.

Let D _i be the data stored in block b_i.
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The transformation and subsequent hashing of data within a blockchain network can be
conceptualised and represented through the following mathematical expression:

H (P(D1)//P(D2)//...//P(Dm)) where “||” denotes concatenation.

The result of this operation is a single hash value that uniquely represents the processed
data of the entire Blockchain up to the mth block. Any change in any of the data blocks,
even a minor one, would result in a drastically different hash value when this process is
repeated. This property is fundamental in Blockchain for ensuring data integrity: one can
quickly check if data has been altered or tampered with by comparing the expected hash
value with the one calculated from the current data.

Figure 1 Blockchain architecture (see online version for colours)
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2.2 Blockchain characteristics

As explained by Tripathi et al. (2023) and Alzoubi (2021), blockchain technology
represents a significant shift in how data is stored, managed, and verified across various
sectors. This distributed digital ledger technology eliminates the need for centralised
control, instead relying on a network of nodes to validate and record transactions in a
secure, transparent, and immutable manner. Alzoubi (2021) emphasises the core
characteristics that make Blockchain an innovative technology:

e Decentralisation: Unlike traditional systems that rely on a central authority,
Blockchain operates on a distributed ledger that enhances processing capabilities,
reduces latency, and removes single points of failure, thereby increasing the system’s
strength.

e Immutability: Once a transaction is recorded in a block and added to the chain, it
cannot be altered. This feature ensures the integrity of the transaction history,
making Blockchain a trustworthy platform for recording transactions.

e Transparency: The transparency of blockchain technology is unparalleled. Since
every transaction is recorded on a ledger that’s accessible to all network participants,
it ensures that all transactions are visible and verifiable by anyone, thereby
promoting trust among users.
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e  Security: Blockchain’s use of cryptographic principles, such as PKI, safeguards
against unauthorised data modifications. This level of security is vital in preventing
fraud and malicious attacks.

e  Efficiency: By distributing its database records across a network of users, blockchain
technology allows for the verification of all records stored in the database,
streamlining transactions and enhancing overall efficiency.

e  Privacy and resilience: Among various cryptographic protocols, Blockchain also
significantly enhances user privacy. The redundancy built into the blockchain system
makes it exceptionally resilient and immutable, further solidifying its reliability as a
digital ledger system.

Tripathi et al. (2023) and Alzoubi (2021) portrayed a comprehensive picture of
Blockchain as a technology and a paradigm shift in digital transactions and data
management. The decentralised, immutable, transparent, secure, and efficient nature of
Blockchain redefines concepts of trust, ownership, identity, and financial systems,
offering a pseudo-anonymous solution that promises to profoundly reshape industries and
commerce. This technology’s inherent attributes suggest a future where digital
transactions and records are conducted with unprecedented levels of security,
transparency, and trust, marking a significant departure from traditional centralised
systems. Moreover, Blockchain also strengthens privacy through different cryptographic
protocols. Redundancy in Blockchain makes the system very resilient and immutable.

2.3 A summary of key elements and innovations in blockchain technology

In the study of architecture and advancements in blockchain technology, several key
elements and innovations are forming the base of this technology (Alam, 2022). At the
core of blockchain functionality are transactions, which signify digital exchanges related
to tangible and digital assets among network participants. These transactions are collated
into blocks, contributing to the overall structure of the Blockchain.

Integral to transaction security is the digital signature, a mechanism that verifies the
authenticity of digital messages by ensuring they remain unaltered during transit and
establishing their provenance. Meanwhile, the introduction of sharding partitions the
blockchain storage into more manageable segments or ‘shards’, enhancing both
efficiency and security without compromising the integrity of the data.

Smart contracts have emerged as a pivotal innovation, enabling the execution of
contractual terms directly on the Blockchain when specific conditions are pre-
satisfactorily met, thereby bypassing traditional intermediaries, and expediting
operations. Complementing this is the Merkle Tree, a cryptographic tool that succinctly
aggregates all transactions in a block, facilitating the swift and secure verification of large
datasets within the Blockchain (Tsai and Shen, 2024; Alzoubi, 2021). Furthermore, the
process of hashing is fundamental, transforming any input into a consistent, encrypted
output size — crucial for the blockchain network’s operational integrity. Overlaying these
technical components is the array of consensus algorithms, which are imperative for
aligning all network nodes on a single, verified data version — underscoring the
dependability and security of distributed ledgers. Hussein et al. (2023) noted that in the
context of the IoT, the transition from proof of work (PoW) to PoS in blockchain
technology holds significant implications for enhancing security, efficiency, and
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scalability. IoT devices, often constrained by limited computational resources, energy
capacity, and bandwidth, can significantly benefit from adopting PoS due to its lower
energy consumption compared to the computationally intensive PoW. This makes PoS
particularly suitable for IoT ecosystems, where energy efficiency is vital. The landscape
of consensus algorithms is further diversified with variations such as delegated proof of
stake (DPoS), where stakeholders elect representatives to undertake validation on their
behalf; leased proof of stake (LPoS), which enables coin holders to lease their stakes to
augment the chances of validators being chosen; proof of elapsed time (PoET), which
promotes fairness in block validation by implementing a randomised waiting period; and
practical Byzantine fault tolerance (PBFT), designed to achieve consensus even amid
potentially harmful nodes, thus enhancing the fault tolerance and security of the system.
Each of these algorithms contributes uniquely to the strength and efficiency of blockchain
networks, ensuring their viability in an increasingly digitised economy (Tripathi et al.,
2023; Popoola et al., 2023; Zhong et al., 2023).

2.4 IoT applications and services

IoT applications have increased in recent years and play a vital role in telecommunication
services. The IoT has been implemented in many application domains, such as smart
homes, healthcare, and vehicles. [oT devices perform security-critical operations, such as
monitoring and storing sensitive information. As such, loT-based systems are of great
interest to attackers. Through the connection of vehicles, appliances, and many other
electronic devices to the internet, IoT will provide convenient living environments for
end users through many applications from various industries. Many elements are needed
to deliver the functionality of IoT. This includes device identification, sensing and
collecting information, messaging, and information processing (Duan and Guo, 2021).

IoT architecture refers to the overall structure or framework of interconnected
devices, networks, software, and systems that work together to enable the exchange of
data and information between devices and applications. The IoT architecture consists of
five main layers representing IoT systems’ functionalities. These layers are the
perception, network, middleware, application, and business layers. The perception layer
consists of IoT physical devices. These devices collect information to deliver it to the
network layer. The network layer delivers the information from the perception layer to
the information processing system. The main task of this layer is to process the
information received from the network layer and make decisions based on the results.
The middleware layer refers to the software that connects and integrates various IoT
devices, sensors, and applications within an IoT ecosystem. It serves as an intermediary
layer, enabling communication, data management, and interoperability between the
diverse components of IoT systems (Fersi et al., 2023). The application layer uses the
processed information for global device management. Finally, the business layer controls
the IoT system, applications, and services. In addition to these three layers, IoT
architecture has other components, such as data storage, security, and management.
These components ensure the safe and reliable operation of IoT systems (Hegde and
Maddikunta, 2023). Overall, the architecture of IoT systems is designed to enable the
seamless integration of different devices and technologies, providing real-time data and
insights that can help improve efficiency, productivity, and decision-making in a variety
of industries and sectors.
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Figure 2 depicts the IoT Standards Reference Model with three horizontal services.
Security is a vertical service applied across all the horizontal services and is one of the
most important aspects to consider while making decisions about devices and Smart [oT
Gateways. The Smart [oT Gateway collects data from devices and distributes it to the rest
of the systems. The Full Stack IoT Platform indicates the source of the IoT data.
Blockchain is evolving in the context of IoT, and organisations must plan the use of this
function while deciding their IoT architecture (Anagnostopoulos et al., 2020).

Figure 2 IoT standards reference model (see online version for colours)
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2.5 IoT security

Security plays a crucial role in the creation and implementation of IoT devices. If an IoT
device is compromised due to an attack, it affects all connected sensors and actuators. In
these situations, it is recommended to replace all affected sensors and hardware
components. However, for real-time applications, replacing these compromised devices is
impractical due to the extensive labour and high costs involved. It is challenging to
develop a security architecture that can overcome this limitation using traditional
methods such as access control, encryption, and user authentication (Gugueoth et al.,
2023). Security risks in IoT can be widely classified into several types: access control
issues, impersonation attacks, eavesdropping, as well as denial of service (DoS), and
routing attacks. Security and privacy are considered the main challenges to adopting
various [oT systems (Hasan et al., 2022). The growth of IoT devices creates new services
and applications and several security vulnerabilities that become more apparent. Vendors
of IoT devices need to consider security as a priority. Recently, the application domain of
Blockchain has expanded to include the convergence of BCIoT networks. This coverage
includes IoT device identification, authentication, sensor data storage, and secure data
transfer. To ensure the proper security of networks within the IoT, it is imperative to
maintain several fundamental properties: Confidentiality is paramount and can be
reinforced through cryptographic protocols, which are integral in safeguarding network
communications (Uddin et al., 2021). Blockchain technology enhances this aspect by
equipping each IoT device with robust cryptographic capabilities, ensuring secure
interactions among devices, and providing anonymity where necessary in IoT
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applications. Integrity is essential to ensure that data transmitted by senders remains
unaltered during its journey. This requires that IoT devices are designed in compliance
with established standards that dictate the proper methods for data transmission, sharing,
and collection. Availability is about ensuring consistent and uninterrupted service access.
IoT services must remain accessible, reinforcing the network’s reliability and user trust
(Popoola et al., 2023; Uddin et al., 2021).

2.6 Blockchain-based IoT security

Past security vulnerabilities in IoT devices were often due to structural flaws in their
design. Traditional [oT frameworks utilised a centralised architecture, where all data was
consolidated in a single cloud repository. However, as the number of IoT devices
continues to grow, there is an emerging need for decentralised security solutions, such as
blockchain technology, to manage and safeguard data within IoT ecosystems. Given the
decentralised nature of Blockchain, it can prevent a vulnerable device from transmitting
false information and disrupting the network environment of a smart home, smart city, or
intelligent factory. Blockchain uses the digital identity of the transactions using public
key cryptography. This mechanism hides the real identity of IoT applications. The data of
IoT applications are transported through infrastructure owned by multiple organisations.
However, Blockchain’s decentralised ledger provides more trust while moving data
through infrastructure owned by multiple and diverse stakeholders. Blockchain networks
provide smart contract facilities, allowing the creation of agreements to be executed when
conditions are met (Gugueoth et al., 2023). An agreement on a standard protocol for data
updates amongst all nodes must be established, and blocks should only be processed with
the majority. This is called the consensus mechanism, which dictates the creation and
addition of blocks to the ledger. Consensus mechanisms used in the current blockchain
systems include PoW, PoS, PBFT, and DPoS (Tripathi et al., 2023). Smart contracts and
Blockchains can be used to provide DDoS notifications across multiple domains
(Sun et al., 2021). For example, filter blocklisted IP addresses between autonomous
systems in public and distributed infrastructure. Furthermore, trusted Blockchain prevents
attackers from directly installing malware on IoT devices. In addition, checking outgoing
traffic prevents the spread of DDoS messages from IoT devices (Rodrigues et al., 2017).
The paper by Alajlan et al. (2023) thoroughly examined security concerns within
blockchain systems, highlighting key issues like double-spending and 51% attacks.
Double-Spending, where a user spends the same digital currency twice, undermines trust
in the blockchain. To counteract this, the authors suggested consensus mechanisms and
cryptographic methods. They also explored the threat of 51% attacks, where an attacker
controls a majority of the network’s computing power to manipulate the blockchain,
proposing solutions like network partitioning. Additionally, the paper addressed the
vulnerabilities of smart contracts, which automatically execute based on predefined
conditions but are susceptible to code exploits and denial-of-service attacks, emphasising
the need for robust security measures. According to Lohiya and Thakkar (2020),
integrating Blockchain with IoT can be a solution regarding the security, reliability, and
development of various IoT domains. Various applications and devices are often
examined based on the data collected from the censors. Blockchain technology can
significantly enhance IoT device security, as Hedge et al. (2023) describe. It strengthens
protection by providing a decentralised model that mitigates the risk of single failure
points and hacking, creates an unchangeable record of transactions to deter data
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tampering, employs smart contracts to automate compliance with predefined rules,
utilises cryptographic measures for data security and privacy, and establishes a
decentralised identity framework to prevent unauthorised device impersonation and
access. Collectively, these solutions create a more secure and reliable IoT environment.
Combining BCIoT can provide a powerful security solution that enhances the security
and privacy of IoT devices and data. However, it is essential to remember that
implementing blockchain-based IoT security requires careful consideration of the specific
use case and the potential trade-offs involved (Raj and Prakash, 2023; Banerjee et al.,
2020).

3 Research methodology

This research uses a systematic literature review (SLR), which follows a process by
which the author defines specific research questions and then use a particular
methodology to collect and analyse relevant research to address the research questions
(Yaqoop et al., 2019). In addition, this study follows the method suggested by Briner and
Denyer (2012) in using PRISMA, which was introduced by Moher et al.’s (2009)
research study. The author examines the title, abstract, and keywords. Given the immense
volume of research, the author excluded all irrelevant journals from this study. Publishers
such as ACM, IEEE, Sage, ScienceDirect, Elsevier, Springer, MDPI, Taylor and Francis,
Google Scholar, and Wiley are used to extract research papers for further study. This
section follows the inclusion and exclusion criteria guidelines to underscore relevant
resources for this research study. The specific research strategy in this research involves
the following steps:
This work contributes to the field by:

e Providing a comprehensive overview of both BCIoT architectures, establishing a
foundation for understanding their potential integration.

e Reviewing existing blockchain solutions designed to address data security and
management challenges within the IoT landscape. This analysis highlights current
approaches and identifies areas for further development.

e Presenting an in-depth discussion on the integration of these solutions into practical
IoT applications. This exploration goes beyond theoretical concepts and dives into
real-world implementation considerations.

e  Addressing the research questions formulated at the outset of this investigation. This
ensures the work fulfils its intended purpose and provides valuable insights into the
chosen area of study.

3.1 Research goals and questions

This research aims to analyse existing studies and their findings and provide answers to
research questions created for this study. To address the research gap identified in the
literature, the author developed three research questions, which are presented in Table 1.
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Figure 3 The specific research strategy (see online version for colours)
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Table 1 Research questions
RO#  Research Question Motivation
1 What challenges do IoT To identify and analyse studies related to the challenges
applications face? encountered by IoT applications, shedding light on areas
that need improvement or further research
2 How does Blockchain provide To explore and consolidate knowledge from various
solutions in an IoT studies on the ways blockchain technology can address
environment? issues and enhance functionalities within IoT
applications
3 Why do integrations between To discuss, analyse, and conclude on the challenges that
Blockchain and [oT emerge when attempting to integrate blockchain
applications encounter technologies with [oT applications
challenges?

3.2 Research protocol

The relevant research studies used for this research were identified by using specific
keywords. The keywords were selected to provide answers to the research questions. The
keywords focused on previous publications related to the research topic and questions.
The operators were limited to AND and OR. The search strings were:
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(“blockchain” OR ‘distributed ledger’ OR “Peer-to-Peer”) AND “security”

(“blockchain” OR ‘distributed ledger’ OR ‘Peer-to-Peer”) AND (“cybersecurity’
OR “information security”)

Refined Blockchain and Security Focus with Exclusions:

(“blockchain” OR ‘distributed ledger’ OR ‘Peer-to-Peer”’) AND “security’ NOT
“cryptocurrency”

(“blockchain” OR ‘distributed ledger’ OR ‘Peer-to-Peer”) AND (“cybersecurity’
OR “security”) NOT “bitcoin”

loT-Specific Blockchain and Security:

(“blockchain” AND ‘loT”) AND (*“cybersecurity’ OR “security”)

(“blockchain” AND “Internet of Things”) AND (“data protection” OR “privacy”)
Advanced Search with Multiple Parameters:

(“blockchain” OR ‘distributed ledger”) AND (“loT’ OR “Internet of Things”)
AND (“security” OR ‘cybersecurity’ OR “data integrity”)

(“blockchain” AND ‘IoT devices”’) AND (“‘encryption’ OR “secure
communication”)

3.3 Inclusion and exclusion criteria

Database searches were conducted to find research papers from 2018 until 2023. The goal
was to identify the distribution of journals and conference papers relevant to this study’s
central theme. Figure 4 lists the publishers and the range of years for the extracted papers.
Based on the analysis, the results provided studies relevant to this study. The inclusion
criteria reduced the papers to 49 valuable resources. The author of this paper used the
abstract of all relevant results that align with the research goals, methodology, and
findings. After completing the analysis of the abstracts, several papers were excluded.
Duplicate and irrelevant studies were also excluded. The initial total number of papers
retrieved was around 1690 studies.

Figure 4 Distribution of research papers (see online version for colours)
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To identify relevant studies, a manual search was conducted through databases. As shown
in Figure 5, this initial search yielded a set of studies. Applying the inclusion and
exclusion criteria outlined by Moher et al. (2009), the number of studies for further
analysis was reduced to 42. A PRISMA flowchart detailing the search process is
presented in Figure 5.

Figure 5 Identification of studies via databases and registers (see online version for colours)
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Following the above inclusion and exclusion criteria process, the 42 papers that were
included in this research are listed in Table 2.

Table 2 Selected papers analysis

Year  Authors Reviewed topics

2024  Tsaietal. Smart Contracts

2024  Kharche et al. 10T, Blockchain, Implementation

2023  Zhong et al. Byzantine Fault-tolerant consensus algorithms
2023  Tripathi et al. Blockchain, IoT, Security

2023  Popoola et al. Security and Privacy, Smart Contracts

2023  Khashan and Khafajah Blockchain-based Authentication
2023  Hussein et al. Consensus Algorithm
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Table 2 Selected papers analysis (continued)

Year  Authors Reviewed topics

2023  Hemdan et al. IoT-based blockchain challenges and integration
2023  Hegde and Maddikunta Blockchain in Healthcare

2023  Raj and Prakash Smart Contracts

2023  Fersietal. IoT Architecture

2023  Belen-Saglam et al. GDPR and Public Blockchain

2023 Gugueoth et al. 0T security

2023  Beheraetal. Blockchain, RFID

2023  Alghamdi et al. Secure IoT, Blockchain security

2023  Albulayhi and Alsukayti ~ Blockchain, IoT Architecture

2023  Alajlan et al. Blockchain Security

2023  Alametal. Blockchain, 10T, Security

2023  Adhikari and Ramkumar  IoT and Blockchain Challenges

2023  Chowdhury et al. Blockchain and emerging issues

2023  Taloba et al. Blockchain, Data Processing

2022  Tongetal. Authentication Based on Blockchain for IoT
2022  Rahman et al. Blockchain-Based IoT in Healthcare

2022  Prakash et al. Blockchain threats and vulnerabilities

2022  Pawar and Palivela Blockchain Framework

2022  Mishra and Pandia IoT Attacks

2022  Gadetal. Trends in Blockchain

2022  Chenetal. Blockchain Cyberattacks

2022  Alzoubi Blockchain in Healthcare

2021  Sunetal. IoT-based HER system to realise privacy and traceability
2021  Uddin et al. Blockchain in IoT

2020  Nguyen et al. Blockchain and cloud of things

2020  Lohiya and Thakkar 10T, data management

2020  Kumar and Tripathi Data security, authentication, public key

2020  Kumar and Tripathi Confidentiality, authentication, and integrity
2020 Dingetal. 10T connectivity

2020  De Aguiar et al. Blockchain, data management, and sharing
2020  Chenthara et al. Cyber-attack-resistant BC-based HER framework
2020  Abdellatif et al. 10T, edge computing

2020  Zhang et al. Distributed storage, point-to-point transmission, consensus

mechanism, Encryption algorithm, [oT

2020  Zhang et al. IoT, storage, consensus mechanism, encryption
2020  Alrehaili and Mir Blockchain-based Key Management
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4 Research findings

This section presents the answers to the research questions based on the literature
mentioned discussed above.

RQ1. What challenges do IoT applications face?

The deployment and operation of IoT applications are faced with numerous challenges
that highlight the complexity of integrating these technologies into industrial processes
and daily operations. These challenges span across several dimensions, including
technical, operational, security, and physical aspects, each contributing to the landscape
of IoT applications. A comprehensive security strategy that includes device-level
security, secure communication protocols, access control mechanisms, and continuous
monitoring and updates is required to address these challenges effectively. Adhering to
industry best practices and standards is crucial for establishing a secure and resilient
distributed IoT environment (Alghamdi et al., 2023). The diagram below outlines the
multifaceted challenges in IoT applications, categorised into technical, operational,
security, and ethical dimensions. It addresses technical issues like security, privacy,
interoperability, scalability, data management, and connectivity. Operational concerns
focus on device integrity and authentication, while security highlights the role of
blockchain technology. Ethical considerations pertain to regulatory and ethical
compliance in IoT implementations. Addressing these challenges requires technological
advancements, regulatory clarity, and ethical considerations to advance the development
of secure, efficient, and user-friendly IoT applications.

Figure 6 was developed based on the conclusions drawn from the literature and
incorporates the contributions of various authors. Specifically, it presents summarised
concepts that encompass the insights provided by Alghamdi et al. (2023), Mishra and
Pandya (2021), Hegde and Maddikunta (2023), Mayer et al. (2021), and Tong et al.
(2022), in response to research question one, depicted in a diagram created by the author
of the journal.

Figure 6 IoT challenges
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Security and privacy concerns: The most critical challenge in [oT applications is
ensuring the security and privacy of collected and processed data. IoT devices,
capable of gathering large amounts of sensitive information, become prime targets
for cyberattacks. Mishra and Pandya (2021) emphasise that the lack of encryption,
outdated software, and unsecured services significantly compromise IoT device
security. Furthermore, Hegde and Maddikunta (2023) highlight security and privacy
as critical issues within the IoT domain, noting that standard security protocols are
not universally applied, making IoT devices vulnerable to various attacks and
leading to potentially massive losses.

Interoperability and standards: The absence of standardised protocols severely limits
the communication potential between devices from different ecosystems, hindering
the realisation of comprehensive IoT solutions. This lack of interoperability is
identified as a critical issue, underscoring the importance of industry-wide standards
that facilitate seamless device interaction and integration (Kharche et al., 2024).

Scalability: Efficiently scaling IoT networks to accommodate growing data volumes
and device counts without compromising performance or reliability presents a
significant challenge. The infrastructure must be capable of managing increased data
and device demands, ensuring system quality and reliability are maintained.

Data management and analysis: The management and analysis of the large datasets
generated by IoT applications pose substantial challenges. Extracting meaningful
insights in real-time and managing storage costs require effective data management
strategies. This is compounded by the potential for data privacy risks when managed
by centralised servers, as current IoT solutions often rely on cloud computing
resources, leading to increased network latency (Mayer et al., 2021).

Network connectivity and reliability: Achieving reliable network connectivity across
various environments is crucial for the success of IoT applications. Challenges such

as signal interference and bandwidth limitations require robust solutions that ensure

seamless connectivity across different network types, including Wi-Fi, cellular, and

Bluetooth (Mayer et al., 2021).

Device and data integrity: Ensuring the integrity of IoT devices and their data is
essential, particularly for applications involving critical infrastructure or sensitive
information. Preventing tampering and unauthorised data alterations due to system
errors is a significant concern that needs addressing to maintain trust in IoT
applications.

Authentication and access control: Strengthening security through reliable
authentication and access control mechanisms is vital for verifying communicating
parties and preventing the loss of confidential information. Liu et al. (2012) and
Tong et al. (2022) stress the importance of robust authentication to safeguard against
various network attacks, including eavesdropping, masquerading, and man-in-the-
middle attacks.

In addressing the identified challenges, blockchain technology has a promising approach
to strengthening IoT security. It presents viable solutions to reduce the sophisticated
attacks and vulnerabilities prevalent in IoT devices. As IoT technology continues to
advance, the strategies for navigating these challenges will evolve. This advancement is
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set to facilitate the development of secure and efficient IoT systems, enabling their
widespread deployment across various sectors.

RQ2. How does Blockchain provide benefits in an IoT environment?

Blockchain technology emerges as a solution to the complex challenges encountered in
the IoT environment, addressing critical concerns around security, privacy, data integrity,
and interoperability. This section concludes the literature with insights into how
blockchain technology contributes to resolving these issues, responding to the research
question: How does Blockchain provide solutions in an IoT environment? Here is a
detailed consideration of how Blockchain addresses these issues, supported by in-text
references:

Establishing trust and ensuring data integrity: Blockchain enables [oT devices to
establish trust and verify data integrity through a secure, tamper-proof system. This
capability allows for authenticating devices, establishing secure connections, and
ensuring the integrity of data exchange without compromising security or privacy.
Each transaction or data exchange within the IoT ecosystem is recorded across
multiple nodes, ensuring no single entity can alter the data. Blockchain’s role as a
decentralised verifier ensures fault tolerance across the [oT ecosystem, crucially
supporting data integrity and reliability (Wang et al., 2021). Blockchain’s transparent
nature allows all participants in the network to view transactions and data exchanges.
This transparency, combined with the Blockchain’s immutability, enhances
participants’ trust. Moreover, it enables easy auditing of data and transactions,
providing a verifiable and secure record of all interactions within the IoT ecosystem.
(Liu et al., 2023).

Combating security threats: Blockchain technology is renowned for its immutable
ledger, where once data is recorded, it cannot be altered or deleted. The immutability
of Blockchain is critical in preventing attacks such as Man-in-the-middle, where
deceptive information could be injected into the network, and DDoS attacks, which
pose significant threats to IoT devices. Blockchain’s distributed network structure
enables [oT devices to share resources and bandwidth, effectively mitigating these
risks (Valdovinos et al., 2021; Mann et al., 2020).

Enhancing authorisation with smart contracts: Smart contracts on blockchain offer
advanced authorisation techniques for IoT, automating contract execution once
predefined conditions are met. Smart contracts can validate data from sensors before
it is recorded on the Blockchain, ensuring that only accurate and verified data is
stored. This feature streamlines operations and introduces higher security and
efficiency in managing device interactions, functioning autonomously without
centralised authority (Alzoubi, 2021; Dorri et al., 2017).

Ensuring privacy and security through encryption: Blockchain employs consensus
mechanisms like PoW, PoS, or others, depending on the Blockchain, to validate
transactions. These mechanisms require network participants to agree on the validity
of transactions before they are added to the Blockchain, further ensuring data
integrity, and building trust among devices and users in the IoT ecosystem
(Vaiyapuri et al., 2023). By utilising encryption and hashing, Blockchain enhances
the security and privacy of [oT data. Public critical infrastructure further strengthens
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this framework, ensuring secure communications and identity verification among
parties and safeguarding data confidentiality and integrity.

Reducing costs and processing time: Blockchain integration with IoT devices
notably enhances operational efficiency and security, providing substantial cost
benefits. By automating processes and reducing intermediaries, it lowers operational

expenses. Enhanced security measures mitigate costs related to data breaches and
fraud. Adopting energy-efficient consensus mechanisms, such as PoS, significantly
reduces energy costs, which is crucial for energy-constrained IoT devices.
Blockchain’s decentralised nature also reduces maintenance costs associated with
centralised storage, while its capacity for ensuring interoperability among diverse
IoT technologies fosters long-term savings by simplifying technology integration.
This streamlined approach reduces costs and shortens processing times for managing
IoT networks, emphasising Blockchain’s role in developing a more secure, efficient,
and cost-effective IoT ecosystem. This efficiency is further supported by
Blockchain’s ability to optimise device maintenance and data transfer, enhancing the
overall functionality of IoT systems (Taloba et al., 2023). Blockchain technology
directly addresses IoT systems’ core challenges, including security, privacy,
interoperability, and data integrity issues. Through mechanisms like smart contracts,
encryption, and its inherent decentralisation, Blockchain paves the way for the secure
and efficient deployment of [oT applications across various sectors, as evidenced by
the referenced studies.

The following process describes how Blockchain technology establishes a protected,
decentralised, and effective system within an IoT framework. It attempts to address IoT
networks’ scalability, security, and data accuracy issues. The workflow of IoT blockchain
is adaptable and can be tailored to different situations and data categories. This
combination paves the way for automated and precise procedures in various sectors.
Presented next is a prototype of the processing and communication workflow based on
Blockchain for IoT. It encompasses the essential steps needed to achieve a secure and
streamlined integration of IoT with Blockchain.

1

1oT device collection: An IoTDevice class represents a generic [oT device that
collects data from its environment.

Data processing: The collected data is sent to an EdgeNode, which undergoes initial
processing to prepare it for integration into the Blockchain network.

Blockchain integration: The BlockchainNetwork class adds processed data to the
Blockchain, ensuring immutability and traceability.

Smart contract automation: SmartContract automates actions based on the processed
data added to the Blockchain, facilitating automated decision-making.

Secure data storage: The DataStorage class securely stores blockchain data,
maintaining data integrity and accessibility.

User interaction: A User class receives the results of the smart contract execution,
enabling end-user interaction with the system.
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7 Access control: The AccessControl class ensures system components and data are
accessible only by authorised entities, enhancing system security.

8  System monitoring: A MonitoringSystem continuously monitors the data for
abnormalities, generating alerts if necessary to maintain system integrity.

Table 3 presents summarised concepts that encompass the literature referenced in
answering question 2, depicted as a simulation of the workflow by the journal author.
It only summarises the process.

Table 3 Simulating the workflow

iot_device = loTDevice ()

edge_node = EdgeNode ()

blockchain = BlockchainNetwork ()
smart_contract = SmartContract ()
data_storage = DataStorage ()

user = User ()

access_control = AccessControl ()
monitoring_system = MonitoringSystem ()

CoNS AW~

# Data Collection and Processing
9. data = iot_device.collect_data()
10. processed_data = edge node.process_data (data)

# Blockchain Integration and Smart Contract Execution
11. block = Blockchain.add _to_ledger (processed_data)
12. result = smart_contract.execute (block)

# Data Storage and User Interaction
13. storage = data_storage.store_data (block)
14. user_response = user.receive_result(result)

# Security and Monitoring

15. secured_data = access_control.enforce_security ("loT Data")

16. secured_blockchain = access_control.enforce_security ("Blockchain Netwc
17. system_status = monitoring_system.monitor (data)

# Conditional Alert Generation
18. if system_status != "system is normal":
19.  alert = "generate alert"

Blockchain technology directly addresses IoT systems’ core challenges, including
security, privacy, interoperability, and data integrity issues. Through mechanisms like
smart contracts, encryption, and its inherent decentralisation, Blockchain paves the way
for the secure and efficient deployment of IoT applications across various sectors, as
evidenced by the referenced studies.

RQ3. Why do integrations between Blockchain and IoT applications encounter
challenges?
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Integrating Blockchain with the IoT offers numerous benefits, such as enhanced security,
data integrity, and decentralised control, yet it introduces several challenges that need
strategic solutions. Scalability emerges as a crucial issue, with blockchain platforms
needing help to process the massive data volumes of IoT devices efficiently. The
integration complexity, the necessity for advanced Al techniques for managing mining
processes, and consensus mechanisms further complicate this landscape. Privacy
concerns also show large, as blockchain transactions could inadvertently expose sensitive
personal information. The expanding distributed ledger adds to the network complexity,
escalating scalability and management challenges. Furthermore, cyber-attack
vulnerabilities, including 51% attack and smart contract exploits, present serious security
risks. Regulatory and compliance issues across different jurisdictions add another layer of
complexity to blockchain operations within [oT contexts.

The transition from PoW to PoS offers a promising avenue for addressing these
challenges, especially in IoT environments characterised by devices with limited
computational resources, energy, and bandwidth. PoS’s lower energy requirements make
it an ideal choice for IoT systems, prioritising energy efficiency (Hussein et al., 2023).
This mechanism not only conserves energy but also leverages the security and
decentralised features of Blockchain to boost the reliability of IoT networks. Validators
in a PoS system incentivised through staking play a crucial role in maintaining the
integrity and security of the network, thereby mitigating potential fraud and ensuring data
accuracy across devices. However, adopting PoS within IoT infrastructures requires
careful consideration of its challenges, such as centralisation risks and specific security
vulnerabilities. Effective strategies must be developed to ensure equitable validator
selection, safeguard against IoT-specific security threats, and promote broad stakeholder
participation. Below is a summary of the challenges encountered when considering the
integration of BCIoT:

1 Scalability: Blockchain technology, primarily when implemented in traditional forms
like Bitcoin or Ethereum, faces scalability issues due to the limited number of
transactions it can process per second. On the other hand, IoT devices can generate
massive volumes of data continuously, requiring a system that can handle high
throughput efficiently.

2 Resource constraints: 1oT devices often have limited computational power, storage
capacity, and energy resources. Running complex blockchain operations on such
devices, such as consensus algorithms, can be impractical due to these constraints.

3 Network latency: The decentralised nature of Blockchain can introduce latency in
transaction processing and data verification, which might not be suitable for [oT
applications requiring real-time or near-real-time data processing and decision-
making.

4 Security and privacy concerns: While BCIoT technologies address security and
privacy in their ways, integrating them raises complex issues. For instance, ensuring
the privacy of sensitive [oT data when recorded on a public blockchain is a
significant challenge.

5  Interoperability: There needs to be more standardisation across different IoT
platforms and blockchain networks, making interoperability a significant hurdle.
With standardised protocols, ensuring seamless communication and data exchange
between diverse IoT devices and blockchain systems is more accessible.
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6  Energy consumption: The consensus mechanisms used in many blockchain
networks, like PoW, are energy-intensive. This high energy consumption is due to
the need for energy efficiency in IoT devices, especially those that are battery-
powered or deployed in remote locations.

7  Regulatory and legal issues: Integrating BCIoT involves navigating complex
regulatory and legal landscapes, varying significantly across jurisdictions.
Compliance with data protection regulations, such as GDPR in Europe, becomes
more complicated when IoT data is stored on a blockchain.

8  Cost: Implementing and maintaining a blockchain infrastructure can be costly,
especially for large-scale IoT applications. The costs associated with transactions and
data storage on the Blockchain must be economically viable for widespread
adoption.

Addressing these issues demands focused research on developing scalable, secure, and
privacy-preserving consensus mechanisms apt for IoT applications (Chen et al., 2022;
Prakash et al., 2022; Shrivas et al., 2020). Alghamdi et al. (2023) highlighted the need for
consensus algorithms that align with [oT’s unique requirements, emphasising scalability,
energy efficiency, interoperability, and compatibility with existing IoT protocols and
standards, given the substantial computational resources, bandwidth, and delays
associated with traditional blockchain networks. The future of BCIoT integration hinges
on developing consensus protocols tailored to the distinctive challenges of IoT, including
varied device standards, limited device memory, and managing large data volumes,
ensuring an appropriate and efficient blockchain-lIoT system. Figure 7 represents the
various challenges encountered when considering BCIoT integration.

Figure 7 Blockchain and IoT integration challenges

Blockchain operations can
be energy-intensive

loT devices can be
vulnerable to attacks loT devices have limited
storage capacity
Energy Consumption

Blockchain struggles with . -
processing a large number Security Vulnerabilities Storage Constraints
of transactions quickly

Scalability

Blockchain and loT
Integration Challenges
Complexity in & & Costs Initial setup and

Management operational costs can be
Interoperability

high
Ensuring loT devices and
blockchain platforms work

Managing a vast network
of loT devices with
blockchain is complex

together



36 M.M. Alzoubi
5 Discussion

This paper examines the integration of Blockchain technology with the IoT, exploring
both the potential benefits and the challenges of this convergence. Integrating Blockchain
technology with the IoT represents a critical advancement in addressing the many
challenges in the [oT landscape. As we explore this convergence, it becomes evident that
combining these technologies offers significant benefits, particularly in enhancing the
security, privacy, scalability, and interoperability of IoT systems. IoT applications are
increasingly becoming integral to industrial processes and daily operations, yet they face
substantial obstacles such as data privacy, security management, and interoperability
issues. IoT system’s decentralised and distributed nature increases these challenges,
highlighting the critical need for robust security measures, including device
authentication mechanisms like certificates or cryptographic keys, to ensure the
trustworthiness of devices within distributed environments.

Blockchain technology emerges as a strategic solution, presenting advantages that
bolster IoT systems’ security and operational efficiency. Its decentralised, immutable,
and transparent characteristics not only enhance security by eliminating single points of
failure, thereby making networks more resilient to cyberattacks but also ensure data
integrity through a tamper-proof record of transactions. The application of Blockchain
extends to securing data transactions with advanced cryptographic algorithms,
automating device authentication and authorisation through smart contracts, and fostering
a trustless environment where trust is established via cryptographic verification, which is
crucial for secure device-to-device communication.

To process the large number of transactions generated by IoT devices, blockchain
platforms have adopted scalable consensus mechanisms, such as PoS or directed acyclic
graphs (DAGs), which offer energy efficiency over traditional PoW systems.
Furthermore, Blockchain facilitates interoperability across various IoT platforms,
ensuring seamless communication and secure firmware/software updates, thereby
safeguarding against potential threats.

Despite these advancements, the integration of BCIoT is challenging. Scalability
issues, energy consumption, interoperability complexities, and regulatory compliance
remain significant obstacles. The implementation of Blockchain introduces additional
layers of complexity and usability issues, potentially impacting real-time data processing
due to added latency. Moreover, while energy-efficient consensus mechanisms like PoS
have been developed, the energy demands of blockchain operations, especially in large-
scale IoT deployments, and the handling of massive data volumes generated by IoT
devices demand innovative solutions. Regulatory compliance, particularly with laws
focusing on data privacy such as the GDPR, poses another challenge given Blockchain’s
decentralised nature. Additionally, the lack of a standardised provider for blockchain
interoperability hinders seamless integration across diverse ecosystems. It’s also critical
to acknowledge that Blockchain does not mitigate all security risks, with vulnerabilities
in smart contract code and the physical security of IoT devices remaining relevant
concerns.
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The amalgamation of BCIoT holds immense promise in surmounting dominant
challenges within IoT systems and enhancing security, efficiency, and scalability.
Overcoming barriers related to scalability, interoperability, and energy consumption is
vital in using the full potential of this integration. This effort is about technological
innovation and about overlaying the way for a more secure, efficient, and interconnected
digital future, requiring rigorous efforts from researchers, developers, and policymakers
to realise its potential.

6 Conclusion

In this SLR based research, the author critically analyses and addresses various
dimensions of IoT applications, blockchain technology, and the integration of both.
Considering the first research question regarding the challenges 1oT applications face, it
was found that with the growing proliferation of IoT devices, ensuring security,
interoperability, scalability, privacy, and reliability is paramount. The increased device
connectivity exposes them to security breaches, data leaks, and cyber-attacks, requiring
robust security protocols and efficient data handling mechanisms. Moving to the second
research question on how Blockchain provides solutions in an IoT environment, it was
identified that blockchain technology could enhance security, privacy, interoperability,
and data integrity and automate processes using smart contracts. Blockchain’s
decentralised and tamper-proof nature ensures secure data sharing and storage,
establishes device trust, and guarantees data integrity. However, its integration with IoT
is challenging, as discussed in the third research question. Scalability issues,
interoperability complexities, high energy consumption, and potential security
vulnerabilities need careful consideration and practical solutions to leverage the potential
of Blockchain in IoT applications fully. In conclusion, while IoT applications present
numerous benefits in terms of connectivity and data availability, they also pose
significant security, privacy, and reliability challenges. Blockchain technology offers a
promising solution to these challenges, enhancing the security, privacy, and integrity of
IoT applications. However, integrating BCIoT is not straightforward and presents its own
challenges, including scalability, complexity, energy consumption, and potential security
vulnerabilities. As we have followed the SLR method in this research, we have
systematically gathered, reviewed, and synthesised existing literature to provide a
comprehensive understanding of the current state of IoT and blockchain integration and
identify areas requiring further research and development. The findings from this
research provide organisations with valuable insights into integrating IloT and
Blockchain, helping them navigate the complexities, mitigate risks, and leverage the
technologies for enhanced security, efficiency, and innovation.

7 Future directions

Integrating Blockchain with IoT promises to enhance security and operational efficiency
in IoT applications. Future research should concentrate on crafting scalable blockchain



38 MM. Alzoubi

solutions, ensuring they can support the expanding network of IoT devices while
maintaining optimal performance. Additionally, exploring interoperable frameworks and
standards is crucial for enabling smooth integration among various IoT devices and
blockchain platforms. It is important to address the challenge posed by consensus
algorithms, which currently demand high processing power, making them less suitable
for IoT devices with limited computational capabilities. Developing lightweight
consensus mechanisms that reduce processing demands will be vital in enabling the
broader adoption of blockchain technology in IoT environments.
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